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Abstract

This nmeno descri bes an RTP payload format for the video coding
standard 1SO I EC International Standard 23094-1 [l SO23094-1], also
known as Essential Video Coding [EVC] and devel oped by I SO IEC
JTC1l/ SC29/ W51l1. The RTP payl oad format allows for packetization of
one or nore Network Abstraction Layer (NAL) units in each RTP packet
payl oad as well as fragnentation of a NAL unit into nultiple RTP
packets. The payload format has wi de applicability in

vi deoconferencing, Internet video stream ng, and high-bitrate
entertai nnment-quality video, anong other applications.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Septenber 11, 2020.
Copyright Notice

Copyright (c) 2020 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

The [EVC] specification, which will be formally designated (once
approved) as ISOIEC International Standard 23094-1 []SO23094-1], is
pl anned for ratification in early 2020. A draft that’'s currently in
t he approval process of I1SOIEC can be found as [EVC]. One goal of
MPEG is to keep [EVC]'s baseline essentially royalty free by
agreenent anong the key contributors, whereas nore advanced profiles
foll ow a reasonabl e and non-discrimnatory |icensing terns policy.
Bot h basel i ne and higher profiles of [EVC] are reported to provide
coding efficiency gains over [HEVC] and [ AVC] under certain
configurations.

Editor’s note: add conparison with [ VW(

This meno describes an RTP payload format for [EVC]. It shares its
basic design with the NAL unit-based RTP payload formats of H. 264

Vi deo Codi ng [ RFC6184], Scal able Video Coding (SVC) [RFC6190], Hi gh
Efficiency Video Coding (HEVC) [RFC7798], and Versatile Video Coding
(WCO) [draft-ietf-avtcore-rtp-vvc]. Wth respect to design

phi | osophy, security, congestion control, and overall inplenentation
conplexity, it has simlar properties to those earlier payload format
specifications. This is a conscious choice, as at |east RFC 6184 is
wi dely depl oyed and generally known in the rel evant inplenenter
comunities. Certain nmechanisns known from [ RFC6190] were

i ncorporated as EVC supports tenporal scalability. [EVC] does not
of fer higher forns of scalability.

1. Overvi ew of the EVC Codec

[EVC], [AVC], [HEVC] and [WC] share a simlar hybrid video codec

design. In this nmeno, we provide a very brief overview of those
features of EVC that are, in some form addressed by the payl oad
format specified herein. [Inplenmenters have to read, understand, and

apply the 1SO | EC specifications pertaining to EVC to arrive at

i nteroperable, well-performng inplenentations. The EVC standard has
a baseline profile and on top of that, a main profile, the latter

i ncluding nore advanced features. A "toolset"” syntax el enment allows
encoders to mark a bitstreamas to what of the nany independent
coding tools are exercised in the bitstream in a spirit simlar to

t he general constraint_flags of [W(.

Conceptually, all [EVC, [AVC], [HEVC] and [WC(C] include a Video
Codi ng Layer (VCL), which is often used to refer to the codi ng-tool
features, and a Network Abstraction Layer (NAL), which is often used
to refer to the systens and transport interface aspects of the
codecs.
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1.1.1. Coding-Tool Features (informative)
Codi ng bl ocks and transform structure

[EVC] uses a traditional quad-tree coding structure, which divides
the encoded image into blocks of up to 128x128 | uma sanpl es, which
can be recursively divided into smaller blocks. The main profile
adds two advanced coding structure tools: Binary Ternary Tree (BTT)
that all ows non-square coding units and segnentation that changes the
processi ng order of the segnentation unit fromtraditional |eft-
scanni ng order processing to right-scanning order processing Unit
Coding Order (SUCO). In the main profile, the picture can be divided
into rectangular tiles, and these tiles can be independently encoded
and/ or decoded in parallel.

When predicting a data block using intra prediction or inter
prediction, the remaining data is usually added to the prediction

bl ock. The residual data is added to the prediction block. The
residual data is obtained by applying an inverse quantization process
and an inverse transform [EVC] includes integer discrete cosine
transform (DCT2) and scal ar quantization. For the main profile,

| mproved Quantization and Transform (1 QT uses a different napping/
clipping function for quantization. An inverse zig-zag scanning
order is used for coefficient coding. Advanced Coefficient Coding
(ADCC) in the main profile can code coefficient values nore
efficiently, for exanple, indicated by the | ast non-zero coefficient.
In main profile, Adaptive Transformation Sel ection (ATS) is al so
avai |l abl e and can be applied to integer versions of DST7 or DCT8, and
not just DCT2.

Ent ropy codi ng

[EVC] uses a simlar binary arithnmetic codi ng mechanismas [AV(C].

The nmechani smincludes a binarization step and a probability update
defined by a | ookup table. In the main profile, the derivation
process of syntax el enents based on adjacent bl ocks nmakes the context
nodeling and initialization process nore efficient.

In-l1oop filtering

The baseline profile of [EVC] uses the deblocking filter defined in
H 263 Annex J. In the main profile, conpared to the debl ocking
filter in the baseline profile, an Advanced Debl ocking Filter (ADDB)
can be used, which can further reduce artifacts. The main profile

al so defines two additional in-loop filters that can be used to

i mprove the quality of decoded pictures before output and/or for
inter prediction. A Wil sh-Hadamard Transform Domain Filter (HTDF) is
applied to the Iuma sanpl es before debl ocking, and the scanni ng
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process is used to determ ne 4 adjacent sanples for filtering. An
adaptive Loop Filter (ALF) allows to send signals of up to 25
different filters for the |lum conponents, and the best filter can be
sel ected through the classification process for each 4x4 bl ock. The
filter paraneters of the ALF filter are signaled in the Adaptation
Par anet er Set (APS).

I nter-prediction

The basis of [EVC] inter prediction is notion conpensation using
interpolation filters with a quarter sanple resolution. |In baseline
profile, a notion vector signal is transmtted using one of three
spatially nei ghboring notion vectors and a tenporally coll ocated
notion vector as a predictor. The notion vector difference may be
signaled relative to the selected predictor, but for the case where
no notion vector difference is signaled and there is no remaining
data in the block, there is a specific node called a skip node. The
main profile includes six additional tools to provide inproved inter
prediction. Wth advanced Mtion Interpolation and Signaling (AMYS),
adj acent bl ocks can be conceptually nerged to indicate that they use
t he sane notion, but nore advanced schenmes can al so be used to create
predi ctions fromthe basic nodel |ist of candidate predictors. The
Merge with Motion Vector Difference (MWD) tool uses a process
simlar to the concept of nerging neighboring blocks, but also allows
t he use of expressions that include a starting point, notion
anplitude, and direction of notion to send a notion vector signal.

Usi ng Advanced Modtion Vector Prediction (AMWP), candidate notion
vector predictions for the block can be derived fromits nei ghboring
bl ocks in the sane picture and coll ocated blocks in the reference

pi cture. The Adaptive Mtion Vector Resolution (AM/R) tool provides
a way to reduce the accuracy of a notion vector froma quarter sanple
to half sanple, full sanple, double sanple, or quad sanple, which
provi des the efficiency advantage, such as when sending | arge notion
vector differences. The main profile also includes the Decoder-side
Motion Vector Refinenent (DWR), which uses a bilateral tenplate

mat chi ng process to refine the notion vectors in a bidirectional
fashi on.

Intra prediction and intra-coding

Intra prediction in [EVC] is perfornmed on adjacent sanples of coding
units in a partitioned structure. For the baseline profile, al
coding units are square, and there are five different prediction
nodes: DC (nean val ue of the nei ghborhood), horizontal, vertical, and
two different diagonal directions. 1In the nain profile, intra

predi ction can be applied to any rectangular coding unit, and there
are 28 additional direction nodes available in the so-called Enhanced
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Intra Prediction Directions (EIPD). In the main profile, an encoder
can al so use Intra Block Copy (1BC), where a previously decoded
sanpl e bl ocks of the sane picture is used as a predictor. A

di spl acenent vector in integer sanple precision is signaled to

i ndi cate where the prediction block in the current picture is used
for this node.

Decoded picture buffer managenent

In the previous technol ogy, decoded pictures can be stored in a
decoded picture buffer (Decoded Picture Buffer, DPB) for predicting
pictures that follow themin decoding order. In the baseline
profile, the managenent of the DPB (i.e. the process of adding and
del eting reference pictures) is controlled by the information in the
SPS. For the main profile, if a Reference Picture List (RPL) schene
is used, DPB nmanagenent can be controlled by information that is
signaled at the picture |evel.

1.1.2. Systens and Transport Interfaces

[EVC] inherited the basic systens and transport interfaces designs
from[AVC] and [HEVC]. These include the NAL-unit-based syntax
structure, the hierarchical syntax and data unit structure and the
Suppl emrent al Enhancenent Information (SEl) nessage nmechanism The
hi erarchi cal syntax and data unit structure consists of a sequence-

| evel paraneter set (SPS), two picture-level paraneter sets (PPS and
APS, each of which can apply to one or nore pictures), slice-Ievel
header paraneters, and |ower-|evel paraneters.

A nunber of key conponents that influenced the Network Abstraction
Layer design of [EVC] as well as this nmeno are described bel ow

Sequence par aneter set

The Sequence Paraneter Set (SPS) contains syntax el enents pertaining
to a coded video sequence (CVS), which is a group of pictures,
starting wwth a random access point, and foll owed by pictures that
may depend on each other and the random access point picture. In
MPGEG 2, the equivalent of a CVS was a Group of Pictures (GOP), which
normal ly started with an | frame and was followed by P and B franes.
While nore conplex in its options of random access points, EVC
retains this basic concept. In many TV-like applications, a CVS
contains a few hundred mlliseconds to a few seconds of video. In

vi deo conferencing (w thout sw tching MCUs invol ved), a CVS can be as
long in duration as the whol e session.

Picture and Adaptati on paraneter set
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The Picture Paranmeter Set and the Adaptati on Paranmeter Set (PPS and
APS, respectively) carry information pertaining to a single picture.
The PPS contains information that is likely to stay constant from
picture to picture-at |east for pictures for a certain type-whereas
the APS contains information, such as adaptive loop filter
coefficients, that are likely to change from picture to picture.

Profile, |level and tool sets

Profiles and | evels foll ow the sane design considerations ask known
form[AVC], [HEVC], and in fact video codecs as old as MPEG 1 vi sual
A profile defines a set of tools (not to confuse wth the "tool set”
di scussed bel ow) that a decoder conpliant with this profile has to

support. In [EVC], profiles are defined in Annex A. Formally, they
are defined as a set of constraints that a bitstream needs to conform
to. In [EVC], the baseline profile is nmuch nore severely constraint

than main profile, reducing inplenmentation conplexity. Levels relate
to bitstream conplexity in dinmensions such as maxi num sanpl e decodi ng
rate, maximum picture size, and simlar paraneters that are directly
rel ated to conmputational conplexity.

Profiles and | evels are signaled in the highest paraneter set
avai |l abl e, the SPS.

[ EVC] contains another nechanismrelated to the use of coding tools,
known as the tool set syntax elenent. This syntax el enent, also

| ocated in the SPS, is a bitmask that all ows encoders to indicate

whi ch coding tools they are using, within the nenu of profiles
offered by the profile that is also signaled. No decoder confornance
point is associated with the toolset, but a bitstreamthat were using
a coding tool that is indicated as not used in the tool set syntax

el ement woul d obvi ously be non-conpliant. While MPEG specifically
rul es out the use of the tool set syntax el ement as a conformance

poi nt, walled garden inplenmentations could do so without incurring
the interoperability problens MPEG fears, and create bitstreans and
decoders that do not support one or nore given tools. That, in turn,
may be useful to mtigate certain patent related ri sks.

Bi tstream and el enmentary stream

Above the Coded Video Sequence (CVS), [EVC] defines a video bitstream
that can be used in the MPEG systens context as an el enentary stream
For the purpose of this neno, this is not rel evant.

Random access support

Editor’s note: At this point, the authors believe [EVC] supports
only clean random access. W5 input is solicited.
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Tenporal scalability support

[EVC] includes support for tenporal scalability through the
general i zed reference picture sel ection approach known since
[AVC]/SVC. Up to six tenporal |ayers are supported. The tenporal
| ayer is signaled in the NAL unit header (which co-serves as the
payl oad header in this nmeno), in the nuh_tenporal _id field.
Ref er ence pi cture managenent

pl acehol der
SElI Message

[EVC] inherits many of [HEVC]’'s SEI Messages, occasionally with
changes in syntax and/or senmantics making them applicable to EVC

1.1.3. Parallel Processing Support (informative)
Pl acehol der
1.1.4. NAL Unit Header

[EVC] maintains the NAL unit concept of [HEVC] with different
paraneter options. EVC also uses a two-byte NAL unit header, as
shown in Figure 1. The payload of a NAL unit refers to the NAL unit
excl uding the NAL unit header.

| 0] 1] 2| 3] 4] 5] 6] 7| O] 1] 2| 3] 4] 5] 6] 7|
e S e i i S NI SRR
| F| Type | TID| Reserve |E

The Structure of the EVC NAL Unit Header
Figure 1

The semantics of the fields in the NAL unit header are as specified
in [EVC] and described briefly below for convenience. 1In addition to
the nanme and size of each field, the correspondi ng syntax el enent
name in [EVC] is al so provided.
F: 1 bit

forbidden_zero bit. Required to be zero in [EVC]. Note that the

inclusion of this bit in the NAL unit header was included to
enabl e transport of EVC video over MPEG 2 transport systens
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1

2.

(avoi dance of start code emul ations) [ MPE&RS]. In the context of
this nmeno,the value 1 may be used to indicate a syntax violation,
e.g., for a NAL unit resulted from aggregating a nunber of
fragnented units of a NAL unit but mssing the last fragnent, as
described in Section xxx. (section # placehol der)

Type: 6 bits

nal _unit _type plusl. This field specifies the NAL unit type as
defined in Table 7-1 of [EVC]. |If the nost significant bit of
this field of a NAL unit is equal to O (i.e., the value of this
field is less than 32), the NAL unit is a VCL NAL unit.

O herwise, the NAL unit is a non-VCL NAL unit. For a reference of
all currently defined NAL unit types and their semantics, please
refer to Section 7.3.1.2 in [EV(.

TID: 3 bits

nuh_tenporal id. This field specifies the tenporal identifier of
the NAL unit plus 1. The value of Tenporalld is equal to TID
mnus 1. A TIDvalue of O is illegal to ensure that there is at
| east one bit in the NAL unit header equal to 1, so to enable

i ndependent consi derations of start code emulations in the NAL
unit header and in the NAL unit payl oad dat a.

Reserve: 5 bits

nuh_reserved zero 5bits. This field shall be equal to the version
of the [EVC] specification. Values of nuh_reserved zero 5bits
greater than O are reserved for future use by I1SOIEC.  Decoders
conformng to a profile specified in [EVC] Annex A shall ignore
(i.e., renove fromthe bitstreamand discard) all NAL units with
val ues of nuh_reserved zero 5bits greater than O.

1 bit

nuh_extension_flag. This field shall be equal the version of the
[ EVC] specification. Value of nuh_extesion flag equal to 1 is
reserved for future use by ISOIEC. Decoders conformng to a
profile specified in Annex A shall ignore (i.e., renove fromthe
bitstream and discard) all NAL units with val ues of
nuh_extension_flag equal to 1

Overvi ew of the Payl oad For nat

Thi s payl oad format defines the followi ng processes required for
transport of [EVC] coded data over RTP [ RFC3550]:
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0 Usage of RTP header with this payl oad format

o Packetization of [EVC] coded NAL units into RTP packets using
three types of payload structures: a single NAL unit packet,
aggregation packet, and fragnent unit

o Transm ssion of [EVC] NAL units of the sanme bitstreamw thin a
single RTP stream

0 Media type paraneters to be used with the Session Description
Prot ocol (SDP) [ RFC4566]

o Franme-marki ng mappi ng [ FrameMar ki ng]
2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in al
capitals, as shown above.

3. Definitions and Abbrevi ati ons
3. 1. Definitions

Thi s docunment uses the terns and definitions of EVC. Section 3.1.1
lists relevant definitions from[EVC] for convenience. Section 3.1.2
provi des definitions specific to this neno.

3.1.1. Definitions fromthe EVC Specification

Access Unit: A set of NAL units that are associated with each ot her
according to a specified classification rule, are consecutive in
decodi ng order, and contain exactly one coded picture.

Bitstream A sequence of bits, in the formof a NAL unit streamor a
byte stream that fornms the representati on of coded pictures and
associ ated data form ng one or nore coded vi deo sequences (CVSs).

Coded Picture: A coded representation of a picture containing al
CTUs of the picture.

Coded Vi deo Sequence (CVS): A sequence of access units that consists,
in decoding order, of an IDR access unit, followed by zero or nore
access units that are not IDR access units, including all subsequent
access units up to but not including any subsequent access unit that
is an | DR access unit.
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Codi ng Tree Block (CTB): An NxN bl ock of sanples for sone value of N
such that the division of a conponent into CIBs is a partitioning.

Coding Tree Unit (CTU): A CTB of luma sanples, two correspondi ng CTBs
of chroma sanples of a picture that has three sanple arrays, or a CIB
of sanples of a nonochrone picture or a picture that is coded using

t hree separate col our planes and syntax structures used to code the
sanpl es.

Decoded Picture: A decoded picture is derived by decodi ng a coded
pi cture.

Decoded Picture Buffer (DPB): A buffer holding decoded pictures for
reference, output reordering, or output delay specified for the
hypot heti cal reference decoder in Annex C of [EVC] specification.

Hypot heti cal Reference Decoder (HRD): A hypothetical decoder nodel
that specifies constraints on the variability of conform ng NAL unit
streans or conform ng byte streans that an encodi ng process may

pr oduce.

I nst ant aneous Decodi ng Refresh (I DR) access unit: An access unit in
whi ch the coded picture is an | DR picture.

I nst ant aneous Decodi ng Refresh (IDR) picture: A coded picture for
whi ch each VCL NAL unit has Nal Unit Type equal to | DR_NUT

Level : A defined set of constraints on the val ues that may be taken
by the syntax el enents and variables of this docunent, or the val ue
of a transform coefficient prior to scaling.

Net wor k Abstraction Layer (NAL) unit: A syntax structure containing

an indication of the type of data to foll ow and bytes containing that
data in the formof an RBSP interspersed as necessary.

Net wor k Abstraction Layer (NAL) Unit Stream A sequence of NAL units.
Non-1 DR Picture: A coded picture that is not an IDR picture.

Non-VCL NAL Unit: A NAL unit that is not a VCL NAL unit.

Picture Paranmeter Set (PPS): A syntax structure containing syntax

el ements that apply to zero or nore entire coded pictures as

determi ned by a syntax elenment found in each slice header.

Picture Order Count (POC): A variable that is associated with each

picture, uniquely identifies the associated picture anong al
pictures in the CVS, and, when the associated picture is to be output
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fromthe decoded picture buffer, indicates the position of the

associ ated picture in output order relative to the output order
positions of the other pictures in the same CVS that are to be out put
fromthe decoded picture buffer.

Raw Byt e Sequence Payl oad (RBSP): A syntax structure containing an
i nteger nunber of bytes that is encapsulated in a NAL unit and that
is either enpty or has the formof a string of data bits containing
syntax el enents followed by an RBSP stop bit and zero or nore
subsequent bits equal to O.

Sequence Paraneter Set (SPS): A syntax structure containing syntax
el enents that apply to zero or nore entire CVSs as determ ned by the
content of a syntax elenment found in the PPS referred to by a syntax
el enent found in each slice header.

Tile row. A rectangular region of CTUs having a height specified by
syntax elenents in the PPS and a wdth equal to the width of the
pi cture.

Tile scan: A specific sequential ordering of CITUs partitioning a
picture in which the CTUs are ordered consecutively in CTU raster
scan in atile whereas tiles in a picture are ordered consecutively
in a raster scan of the tiles of the picture.

Vi deo coding layer (VCL) NAL unit: A collective termfor coded slice
NAL units and the subset of NAL units that have reserved val ues of
Nal Unit Type that are classified as VCL NAL units in this docunent.

3.1.2. Definitions Specific to This Meno

Medi a- Aware Network El ement (MANE): A network el enment, such as a

m ddl ebox, selective forwarding unit, or application-|layer gateway
that is capable of parsing certain aspects of the RTP payl oad headers
or the RTP payload and reacting to their contents.

Editor Notes: the follow ng informative needs to be updated al ong
wi th frame marki ng update

Informative note: The concept of a MANE goes beyond nornmal routers
or gateways in that a MANE has to be aware of the signaling (e.g.
to |l earn about the payl oad type nmappings of the nedia streans),
and in that it has to be trusted when working with Secure RTP
(SRTP). The advantage of using MANEs is that they all ow packets
to be dropped according to the needs of the nmedia coding. For
exanple, if a MANE has to drop packets due to congestion on a
certain link, it can identify and renove those packets whose

el i m nation produces the | east adverse effect on the user
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experience. After dropping packets, MANEs nust rewite RTCP
packets to match the changes to the RTP stream as specified in
Section 7 of [RFC3550].

NAL unit decoding order: A NAL unit order that confornms to the
constraints on NAL unit order given in Section 8.2 and 8.3 in [ EV(C]
follow the Order of NAL units in the bitstream

NAL unit output order: A NAL unit order in which NAL units of

di fferent access units are in the output order of the decoded

pi ctures corresponding to the access units, as specified in [EV(,
and in which NAL units within an access unit are in their decodi ng
or der.

RTP stream See [RFC7656]. Wthin the scope of this neno, one RTP
streamis utilized to transport one or nore tenporal sub-Ilayers.

Transm ssion order: The order of packets in ascending RTP sequence
nunber order (in nodulo arithnetic). Wthin an aggregati on packet,
the NAL unit transm ssion order is the sane as the order of
appearance of NAL units in the packet.

3.2. Abbreviations

APS Adapt ati on Paraneter Set

ATS Adaptive Transform Sel ecti on
B Bi - predictive

CBR Constant Bit Rate

CPB Coded Picture Buffer

CTB Codi ng Tree Bl ock

CTu Codi ng Tree Unit

Cvs Coded Vi deo Sequence

DPB Decoded Pi cture Buffer

HRD Hypot heti cal Reference Decoder
HSS Hypot heti cal Stream Schedul er
I Intra
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| DR
LSB
LTRP
MWD
VBB
NAL
p
POC

PPS

RBSP

SAR
SEI
SODB
SPS
STRP
VBR

VCL

RTP payl oad format for EVC

I nst ant aneous Decodi ng Refresh
Least Significant Bit

Long- Term Ref erence Picture

Merge with Mdtion Vector Difference
Most Significant Bit

Net wor k Abstracti on Layer
Predictive

Picture O der Count

Pi cture Paraneter Set

Quanti zati on Par anet er

Raw Byt e Sequence Payl oad

Same as GBR

Sanpl e Aspect Ratio

Suppl emrent al Enhancenent | nformati on
String O Data Bits

Sequence Paraneter Set

Short - Term Ref erence Picture
Variable Bit Rate

Vi deo Codi ng Layer

4. RTP Payl oad For mat

4.1. RTP Header Usage

March 2020

The format of the RTP header is specified in [ RFC3550] (reprinted as
Figure 2 for convenience). This payload format
t he header in a manner consistent with that specification.

Zhao & Wenger
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The RTP payl oad (and the settings for sone RTP header bits) for
aggregation packets and fragnmentation units are specified in
Section 4.3.2 and Section 4.3.3, respectively.

0 1 2 3
01234567890123456789012345678901
B T T i S i S S T it s T i S S S S S
|V=2|P| X] CC |M PT | sequence nunber |
B il ais S I o T i ot S S I Y S S S S it o
| ti mestanp |
e i R S e e e el I S R R R R e S il I R S R R R R
| synchroni zati on source (SSRC) identifier |
+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
| contributing source (CSRC) identifiers |

B s sl T o S U I SR S S S +.- +- B i T i o SIS S S S S S
RTP Header According to {{RFC3550}}
Figure 2

The RTP header information to be set according to this RTP payl oad
format is set as follows:

Marker bit (M: 1 bit

Set for the | ast packet of the access unit, carried in the current
RTP stream This is in line with the normal use of the Mbit in
video formats to allow an efficient playout buffer handling.

Editor notes: The informative note bel ow needs updati ng once
the NAL unit type table is stable in the [ EVC] spec.

Informative note: The content of a NAL unit does not tel

whet her or not the NAL unit is the last NAL unit, in decoding
order, of an access unit. An RTP sender inplenentation nay
obtain this information fromthe video encoder

Payl oad Type (PT): 7 bits
The assi gnnent of an RTP payl oad type for this new payl oad format
is outside the scope of this docunent and will not be specified

here. The assignnment of a payload type has to be perforned either
t hrough the profile used or in a dynam c way.
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Sequence Nunber (SN): 16 bits
Set and used in accordance with [ RFC3550].
Ti mestanp: 32 bits

The RTP tinestanp is set to the sanpling tinestanp of the content.
A 90 kHz clock rate MJUST be used. |[If the NAL unit has no timng
properties of its own (e.g., paraneter sets or certain SEI NAL
units), the RTP tinestanp MJST be set to the RTP tinestanp of the
coded picture of the access unit in which the NAL unit (according
to Annex D of [EVC]) is included. Receivers MJST use the RTP
timestanp for the display process, even when the bitstream
contains picture timng SEI nessages or decoding unit information
SEl nmessages as specified in [ EV(C].

Synchroni zati on source (SSRC): 32 bits

Used to identify the source of the RTP packets. When using SRST
by definition a single SSRC is used for all parts of a single
bi t st ream

4.2. Payl oad Header Usage

The first two bytes of the payload of an RTP packet are referred to
as the payl oad header. The payl oad header consists of the sane
fields (F, TID, Reserve and E) as the NAL unit header as shown in
Section 1.1.4, irrespective of the type of the payload structure.

The TID val ue indicates (anong other things) the relative inportance
of an RTP packet, for exanple, because NAL units bel onging to higher
tenporal sub-layers are not used for the decoding of |ower tenpora
sub-layers. A lower value of TID indicates a higher inportance.
More-inportant NAL units MAY be better protected agai nst transm ssion
| osses than | ess-inportant NAL units.

4.3. Payl oad Structures
Three different types of RTP packet payload structures are specifi ed.
A receiver can identify the type of an RTP packet payl oad through the
Type field in the payl oad header.
The Three different payload structures are as foll ows:
o Single NAL unit packet: Contains a single NAL unit in the payl oad,

and the NAL unit header of the NAL unit al so serves as the payl oad
header. This payload structure is specified in Section 4.3. 1.
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o Aggregation Packet (AP): Contains nore than one NAL unit within
one access unit. This payload structure is specified in
Section 4.3.2.

o Fragnentation Unit (FU): Contains a subset of a single NAL unit.
This payl oad structure is specified in Section 4.3. 3.

4.3.1. Single NAL Unit Packets

Editor notes: its better to add a section to descri be DONL and
sprop-max_don_di ff

A single NAL unit packet contains exactly one NAL unit, and consists
of a payl oad header (denoted as Payl oadHdr), a conditional 16-bit
DONL field (in network byte order), and the NAL unit payl oad data
(the NAL unit excluding its NAL unit header) of the contained NAL
unit, as shown in Figure 3.

0 1 2 3
01234567890123456789012345678901
B I S I T i ai S T i i S S
| Payl oadHdr | DONL (conditional) |
i S S i i S T i e S S S SN S

|
NAL unit payl oad data |
|

| T T e g e s o sl ool oI e S S
| :...OPTIONAL RTP paddi ng |
i S S i T S ik S S S S i SR IS SR S S

The Structure of a Single NAL Unit Packet
Figure 3

The DONL field, when present, specifies the value of the 16 |east
significant bits of the decodi ng order nunber of the contained NAL
unit. |If sprop-max-don-diff is greater than O for any of the RTP
streans, the DONL field MJST be present, and the variable DON for the
contained NAL unit is derived as equal to the value of the DONL
field. Oherw se (sprop-max-don-diff is equal to O for all the RTP
streans), the DONL field MJUST NOT be present.

4.3.2. Aggregation Packets (APs)
Aggr egati on Packets (APs) enable the reduction of packetization

overhead for small NAL units, such as npst of the non-VCL NAL units,
which are often only a few octets in size.
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An AP aggregates NAL units within one access unit. Each NAL unit to
be carried in an AP is encapsul ated in an aggregation unit. NAL
units aggregated in one AP are in NAL unit decodi ng order.

An AP consi sts of a payl oad header (denoted as Payl oadHdr) fol | owed
by two or nore aggregation units, as shown in Figure 4.

0 1 2 3
01234567890123456789012345678901
I I ik ais: ST S S I I i o STt I S I I s st e S

Payl oadHdr (Type=56) | |
e i S S S it S N |
I

I

|

two or nore aggregation units

B R s aT S T SR SR R S S S S S
:...OPTI ONAL RTP paddi ng |

|
+-
I
I
I
I
|
e i e i T S S e n Sk ik S St IS SR S S

The Structure of an Aggregati on Packet

Figure 4

The fields in the payl oad header are set as follows. The F bit MJST
be equal to O if the F bit of each aggregated NAL unit is equal to
zero; otherwise, it MIST be equal to 1. The Type field MJUST be equal
to 56.

The val ue of TID MJUST be the | owest value of TID of all the
aggregated NAL units. The value of Reserve and E Must match the
version of [EVC] specification.

Informative note: Al VCL NAL units in an AP have the same TID
val ue since they belong to the sane access unit. However, an AP
may contain non-VCL NAL units for which the TID value in the NAL
unit header may be different than the TID value of the VCL NAL
units in the same AP.

An AP MJST carry at |east two aggregation units and can carry as nany
aggregation units as necessary; however, the total anount of data in
an AP obviously MIUST fit into an | P packet, and the size SHOULD be
chosen so that the resulting IP packet is smaller than the path MIu
size so to avoid IP layer fragnmentation. An AP MUST NOT contain FUs
specified in Section 4.3.3. APs MJST NOT be nested; i.e., an AP can
not contain anot her AP.
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The first aggregation unit in an AP consists of a conditional 16-bit
DONL field (in network byte order) followed by a 16-bit unsigned size
information (in network byte order) that indicates the size of the
NAL unit in bytes (excluding these two octets, but including the NAL
unit header), followed by the NAL unit itself, including its NAL unit
header, as shown in Figure 5.

0 1 2 3
01234567890123456789012345678901
B e i i S S S i s m i ST R e S et

| : DONL (conditional) | NALU si ze

o e e e e e e e e e e e m e e e e e e e e e e e e e e e e e e
NALU si ze |

i e S e e e NAL unit

| I
+ I
I |
| +-+-+-+-+-+-+-+-+-+-+-+-+-+- +- +- +
| :
e T i I S S it R SR S S e e e
The Structure of the First Aggregation Unit in an AP
Figure 5

The DONL field, when present, specifies the value of the 16 | east
significant bits of the decodi ng order nunber of the aggregated NAL
unit.

I f sprop-max-don-diff is greater than O for any of the RTP streans,
the DONL field MUST be present in an aggregation unit that is the
first aggregation unit in an AP, and the variable DON for the
aggregated NAL unit is derived as equal to the value of the DONL
field. Oherw se (sprop-max-don-diff is equal to O for all the RTP
streans), the DONL field MJUST NOT be present in an aggregation unit
that is the first aggregation unit in an AP.

An aggregation unit that is not the first aggregation unit in an AP
will be followed i mediately by a 16-bit unsigned size information
(in network byte order) that indicates the size of the NAL unit in
byt es (excluding these two octets, but including the NAL unit
header), followed by the NAL unit itself, including its NAL unit
header, as shown in Figure 6.
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0 1 2 3
01234567890123456789012345678901
B I S I T i ai S T i i S S
| : NALU si ze | NAL unit |
i S I it I S S i St N S S |
|
+

| T T S S S Su o
T T S S S S i Suie S

The Structure of an Aggregation Unit That |Is Not the First
Aggregation Unit in an AP

Figure 6

Figure 7 presents an exanple of an AP that contains two aggregation
units, labeled as 1 and 2 in the figure, wthout the DONL field being
present.

0 1 2 3
01234567890123456789012345678901
I I ik ais: ST S S I I i o STt I S I I s st e S
| RTP Header |
R e i T S S S il R SR S S e S ek it S i e S s
Payl oadHdr (Type=56) | NALU 1 Size |
T i o T T ik T i S i T 2

NALU 1 HDR |

B i T e T B i i it I TR N NALU 1 Dat a

I

+-

I

+-

|

I

+ e b i e o it it I N R S R
| . .. | NALU 2 Size | NALU 2 HDR
R s T e ol I R S e e il S e e e e i o
| NALU 2 HDR |

ok o N NALU 2 Data

I

I

I
+-

—_—_

T S e i i i sl S I SRR S
:...OPTIONAL RTP paddi ng |
B i e o T T e S R h it sl T S T i S e S e e s

An Exanpl e of an AP Packet Cont ai ni ng
Two Aggregation Units without the DONL Field

Figure 7
Figure 8 presents an exanple of an AP that contains two aggregation

units, labeled as 1 and 2 in the figure, with the DONL field being
present.
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0 1 2 3

01234567890123456789012345678901
B I il aihs S I I T i ot S S S Y S S S S it o
| RTP Header |
R o o o R S T et S I S S i s sl sl sl oo CEE S 5
Payl oadHdr (Type=56) | NALU 1 DONL |
B i o T T T i S S S S i S S
NALU 1 Size | NALU 1 HDR |
B i e o T T e S R h it sl T S T i S e S e e s

NALU 1 Data

|

I

i S S S S LR +-|+

: NALU 2 Size |

e S i ST I S S S i S S S S S A Sl DU S S i e S

NALU 2 HDR |
T s s o N S S S S NALU 2 Data |
|

|
+-
|
+-
I
|
|
+
|
+-
|
+-
|
| i S i sl St SR SR S
| :...OPTIONAL RTP paddi ng |
B e i e R S ol ik i s o it TR R S T e S S e e et o o
An Exanpl e of an AP Cont ai ni ng
Two Aggregation Units with the DONL Fiel d

Figure 8
4.3.3. Fragnentation Units

Fragmentation Units (FUs) are introduced to enable fragnmenting a
single NAL unit into nultiple RTP packets, possibly w thout
cooperation or know edge of the EVC [ EVC] encoder. A fragnent of a
NAL unit consists of an integer nunber of consecutive octets of that
NAL unit. Fragnents of the same NAL unit MJST be sent in consecutive
order wth ascending RTP sequence nunbers (with no other RTP packets
wi thin the sane RTP stream being sent between the first and | ast
fragment).

When a NAL unit is fragnmented and conveyed within FUs, it is referred
to as a fragnented NAL unit. APs MJST NOT be fragnented. FUs MJST
NOT be nested; i.e., an FU nust not contain a subset of another FU.

The RTP tinestanp of an RTP packet carrying an FUis set to the NALU
time of the fragmented NAL unit.

An FU consi sts of a payl oad header (denoted as Payl oadHdr), an FU

header of one octet, a conditional 16-bit DONL field (in network byte
order), and an FU payl oad, as shown in Figure 9.

Zhao & Wenger Expi res Septenber 11, 2020 [ Page 21]



I nternet-Draft RTP payl oad format for EVC March 2020

0 1 2 3
01234567890123456789012345678901
B I il aihs S I I T i ot S S S Y S S S S it o
| Payl oadHdr (Type=57) | FU header | DONL (cond)
S R R it ik I IR I EI R R I I ik R S i it U P R R S i N i i R R
| DONL (cond) | |
| - +-+-+-+-+-+-+-+ |
| FU payl oad |
I |
| B R s aT S T SR SR R S S S S S
| .. ..OPTI ONAL RTP paddi ng |
R e i T S S S il R SR S S e S ek it S i e S s
The Structure of an FU
Figure 9
The fields in the payl oad header are set as follows. The Type field
MUST be equal to 57. The fields F, TID, Reserve and E MJST be equal

to the fields F, TID, Reserve and E, respectively, of the fragnented
NAL unit.

The FU header consists of an S bit, an E bit, and a 6-bit FuType
field, as shown in Figure 10.

| O] 1] 2| 3] 4] 5] 6] 7|
+- - - - - - - -+
| SIE[ FuType |
The Structure of FU Header
Figure 10
The semantics of the FU header fields are as foll ows:
S: 1 bit
When set to 1, the S bit indicates the start of a fragnented NAL
unit, i.e., the first byte of the FU payload is also the first
byte of the payload of the fragnented NAL unit. Wen the FU
payload is not the start of the fragnented NAL unit payload, the S
bit MJST be set to O.

E: 1 bit
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When set to 1, the E bit indicates the end of a fragnented NAL
unit, i.e., the last byte of the payload is also the |ast byte of
the fragnented NAL unit. Wien the FU payload is not the |ast
fragnment of a fragmented NAL unit, the E bit MJST be set to O.

FuType: 6 bits

The field FuType MUST be equal to the field Type of the fragnented
NAL unit.

The DONL field, when present, specifies the value of the 16 |east
significant bits of the decodi ng order nunber of the fragnented NAL
unit.

I f sprop-max-don-diff is greater than O for any of the RTP streans,
and the S bit is equal to 1, the DONL field MJST be present in the
FU, and the variable DON for the fragmented NAL unit is derived as
equal to the value of the DONL field. O herw se (sprop-max-don-diff
is equal to O for all the RTP streans, or the S bit is equal to 0),
the DONL field MUST NOT be present in the FU

A non-fragnmented NAL unit MJST NOT be transmitted in one FU;, i.e.,
the Start bit and End bit nust not both be set to 1 in the sane FU
header .

The FU payl oad consists of fragnments of the payl oad of the fragnented
NAL unit so that if the FU payl oads of consecutive FUs, starting with
an FUwith the S bit equal to 1 and ending with an FUw th the E bit
equal to 1, are sequentially concatenated, the payload of the
fragnmented NAL unit can be reconstructed. The NAL unit header of the
fragmented NAL unit is not included as such in the FU payl oad, but
rather the information of the NAL unit header of the fragnmented NAL
unit is conveyed in F, TID, Reserve and E fields of the FU payl oad
headers of the FUs and the FuType field of the FU header of the FUs.
An FU payl oad MJUST NOT be enpty.

If an FUis lost, the receiver SHOULD discard all follow ng
fragnmentation units in transm ssion order corresponding to the sane
fragnmented NAL unit, unless the decoder in the receiver is known to
gracefully handle inconplete NAL units.

A receiver in an endpoint or in a MANE MAY aggregate the first n-1
fragnments of a NAL unit to an (inconplete) NAL unit, even if fragnent
n of that NAL unit is not received. 1In this case, the

forbi dden_zero bit of the NAL unit MJST be set to 1 to indicate a
syntax viol ation.
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4.4. Decoding Order Nunmber

For each NAL unit, the variable AbsDon is derived, representing the
decodi ng order nunber that is indicative of the NAL unit decodi ng
order.

Let NAL unit n be the n-th NAL unit in transm ssion order within an
RTP stream

I f sprop-max-don-diff is equal to O for all the RTP streans carryi ng
the HEVC bitstream AbsDon[n], the value of AbsDon for NAL unit n, is
derived as equal to n.

O herwi se (sprop-max-don-diff is greater than 0 for any of the RTP
streans), AbsDon[n] is derived as follows, where DON[n] is the val ue
of the variable DON for NAL unit n:

o If nis equal to O (i.e., NAL unit nis the very first NAL unit in
transm ssion order), AbsDon[0] is set equal to DON O] .

o0 Oherwise (nis greater than 0), the follow ng applies for
derivation of AbsDon[n]:

If DON n] == DON n-1],
AbsDon[ n] = AbsDon[ n-1]

If (DONNn] > DONJn-1] and DONNn] - DON[ n-1] < 32768),
AbsDon[ n] = AbsDon[n-1] + DONJn] - DON n-1]

If (DONNNn] < DON[n-1] and DON[ n-1] - DON[ n] >= 32768),
AbsDon[ n] = AbsDon[n-1] + 65536 - DON[n-1] + DON n]

If (DONNn] > DON[n-1] and DONJn] - DON n-1] >= 32768),
AbsDon[ n] = AbsDon[n-1] - (DON[n-1] + 65536 -
DON[ n] )

If (DONNNn] < DONJn-1] and DON n-1] - DON n] < 32768),
AbsDon[n] = AbsDon[n-1] - (DON[n-1] - DONn])

For any two NAL units mand n, the follow ng applies:

0 AbsDon[n] greater than AbsDon[m indicates that NAL unit n follows
NAL unit min NAL unit decodi ng order.

o Wen AbsDon[n] is equal to AbsDon[nj, the NAL unit decoding order
of the two NAL units can be in either order.
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0 AbsDon[n] less than AbsDon[nm indicates that NAL unit n precedes

5.

NAL unit min decodi ng order.

Informative note: When two consecutive NAL units in the NAL
unit decodi ng order have different values of AbsDon, the
absol ute di fference between the two AbsDon val ues may be
greater than or equal to 1.

Informative note: There are nmultiple reasons to allow for the
absolute difference of the values of AbsDon for two consecutive
NAL units in the NAL unit decoding order to be greater than
one. An increnent by one is not required, as at the tinme of
associ ating values of AbsDon to NAL units, it may not be known
whet her all NAL units are to be delivered to the receiver. For
exanpl e, a gateway m ght not forward VCL NAL units of higher
sub-l ayers or some SEI NAL units when there is congestion in
the network. 1In another exanple, the first intra-coded picture
of a pre-encoded clip is transmtted in advance to ensure that
it isreadily available in the receiver, and when transmtting
the first intra-coded picture, the originator does not exactly
know how many NAL units will be encoded before the first intra-
coded picture of the pre-encoded clip follows in decoding
order. Thus, the values of AbsDon for the NAL units of the
first intra-coded picture of the pre-encoded clip have to be
estimated when they are transmtted, and gaps in val ues of
AbsDon may occur.

Packeti zati on Rul es

The foll ow ng packetization rules apply:

0]

If sprop-max-don-diff is greater than O for any of the RTP
streans, the transm ssion order of NAL units carried in the RTP
stream MAY be different than the NAL unit decodi ng order and the
NAL unit output order.

A NAL unit of a small size SHOULD be encapsul ated in an
aggregati on packet together with one or nore other NAL units in
order to avoi d unnecessary packetization overhead for small NAL
units. For exanple, non-VCL NAL units such as access unit
delimters, paraneter sets, or SEI NAL units are typically snall
and can often be aggregated with VCL NAL units w thout violating
MIU si ze constraints.
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o Each non-VCL NAL unit SHOULD, when possible froman MIU size match
Vi ewpoi nt, be encapsul ated in an aggregati on packet together with
its associated VCL NAL unit, as typically a non-VCL NAL unit woul d
be neani ngl ess without the associated VCL NAL unit being
avai |l abl e.

o For carrying exactly one NAL unit in an RTP packet, a single NAL
unit packet MJUST be used.

6. De-packetization Process

The general concept behind de-packetization is to get the NAL units
out of the RTP packets in an RTP stream and pass themto the decoder
in the NAL unit decodi ng order.

The de-packetization process is inplenentation dependent. Therefore,
the follow ng description should be seen as an exanple of a suitable
i npl emrentation. Oher schenes may be used as well, as long as the
output for the same input is the sane as the process described bel ow
The output is the same when the set of output NAL units and their
order are both identical. Optimzations relative to the described

al gorithms are possible.

Al'l normal RTP nechanisns related to buffer managenent apply. In
particul ar, duplicated or outdated RTP packets (as indicated by the
RTP sequences nunber and the RTP tinestanp) are renoved. To
determ ne the exact time for decoding, factors such as a possible
intentional delay to allow for proper inter-stream synchronization
nmust be factored in.

NAL units with NAL unit type values in the range of 0 to 55,
inclusive, may be passed to the decoder. NAL-unit-like structures
with NAL unit type values in the range of 56 to 63, inclusive, MJST
NOT be passed to the decoder.

The receiver includes a receiver buffer, which is used to conpensate
for transm ssion delay jitter within individual RTP streans and
across RTP streans, to reorder NAL units fromtransm ssion order to
the NAL unit decoding order. |In this section, the receiver operation
is described under the assunption that there is no transm ssion del ay
jitter within an RTP stream To neke a difference froma practica
receiver buffer that is also used for conpensation of transm ssion
delay jitter, the receiver buffer is hereafter called the de-
packetization buffer in this section. Receivers should also prepare
for transm ssion delay jitter; that is, either reserve separate
buffers for transm ssion delay jitter buffering and de-packetization
buffering or use a receiver buffer for both transm ssion delay jitter
and de- packeti zation. WMoreover, receivers should take transm ssion
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delay jitter into account in the buffering operation, e.g., by
additional initial buffering before starting of decoding and
pl ayback

When sprop-nmax-don-diff is equal to O for the received RTP stream

t he de-packetization buffer size is zero bytes, and the process
described in the remai nder of this paragraph applies. The NAL units
carried in the RTP streamare directly passed to the decoder in their
transm ssion order, which is identical to their decoding order. Wen
there are several NAL units of the sane RTP streamw th the same NTP
timestanp, the order to pass themto the decoder is their
transm ssi on order.

Informative note: The mapping between RTP and NTP tinestanps is
conveyed in RTCP SR packets. [In addition, the nechanisns for
faster media tinmestanp synchroni zation di scussed in [ RFC6051] may
be used to speed up the acquisition of the RTP-to-wall-clock

mappi ng.

When sprop-max-don-diff is greater than O for the received RTP stream
the process described in the remainder of this section applies.

There are two buffering states in the receiver: initial buffering and
buffering while playing. Initial buffering starts when the reception
isinitialized. After initial buffering, decoding and pl ayback are
started, and the buffering-while-playing node is used.

Regardl ess of the buffering state, the receiver stores incom ng NAL
units, in reception order, into the de-packetization buffer. NAL
units carried in RTP packets are stored in the de-packetization
buffer individually, and the value of AbsDon is cal cul ated and stored
for each NAL unit.

Initial buffering lasts until condition A (the difference between the
greatest and snmal |l est AbsDon val ues of the NAL units in the de-
packetization buffer is greater than or equal to the val ue of sprop-
max-don-diff) or condition B (the nunber of NAL units in the de-
packetization buffer is greater than the value of sprop-depack-buf-
nal us) is true.

After initial buffering, whenever condition A or condition Bis true,
the follow ng operation is repeatedly applied until both condition A
and condition B becone false:

o The NAL unit in the de-packetization buffer with the small est

val ue of AbsDon is renoved fromthe de-packetization buffer and
passed to the decoder.
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When no nore NAL units are flowing into the de-packetization buffer,
all NAL units remaining in the de-packetization buffer are renoved
fromthe buffer and passed to the decoder in the order of increasing
AbsDon val ues.

N

Payl oad Format Paraneters
Pl acehol der

8. Use with Feedback Messages

Pl acehol der
8.1. Picture Loss Indication (PLI)

Pl acehol der
8.2. Slice Loss Indication (SLI)

Pl acehol der
8.3. Reference Picture Selection Indication (RPSI)

Pl acehol der
8.4. Full Intra Request (FIR

Pl acehol der
9. Franme marking

pl acehol der
10. Security Considerations
The scope of this Security Considerations sectionis |limted to the
payl oad format itself and to one feature of [EVC] that nmay pose a
particularly serious security risk if inplenmented naively. The
payl oad format, in isolation, does not forma conplete system
| npl ementers are advised to read and understand rel evant security-
rel ated docunents, especially those pertaining to RTP (see the
Security Considerations section in [RFC3550] ), and the security of
the call-control stack chosen (that may make use of the nedia type
registration of this nmeno). |Inplenenters should also consider known

security vulnerabilities of video coding and decodi ng i npl enent ati ons
in general and avoid those.
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11.

Wthin this RTP payl oad format, neither the various nedi a-pl ane-based
mechani sms, nor the signaling part of this nmenp, seens to pose a
security risk beyond those common to all RTP-based systens.

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP

speci fication [ RFC3550], and in any applicable RTP profile such as
RTP/ AVP [ RFC3551], RTP/ AVPF [ RFC4585], RTP/ SAVP [ RFC3711], or RTP/
SAVPF [ RFC5124]. However, as "Securing the RTP Framewor k: Wiy RTP
Does Not Mandate a Single Media Security Solution" [RFC7202]

di scusses, it is not an RTP payload format’s responsibility to

di scuss or nmandate what solutions are used to neet the basic security
goals like confidentiality, integrity and source authenticity for RTP
in general. This responsibility [ays on anyone using RTP in an
application. They can find guidance on avail abl e security mechani sns
and i nportant considerations in "Options for Securing RTP Sessions"

[ RFC7201]. Applications SHOULD use one or nore appropriate strong
security mechani sns. The rest of this section discusses the security
i npacting properties of the payload format itself.

Because the data conpression used with this payload fornmat is applied
end-to-end, any encryption needs to be perforned after conpression.

A potential denial-of-service threat exists for data encodi ngs using
conpression techni ques that have non-uniformreceiver-end

conput ational |oad. The attacker can inject pathol ogical datagrans
into the bitstreamthat are conplex to decode and that cause the
receiver to be overloaded. EVC is particularly vulnerable to such
attacks, as it is extrenely sinple to generate datagrans contai ni ng
NAL units that affect the decoding process of many future NAL units.
Therefore, the usage of data origin authentication and data integrity
protection of at |east the RTP packet is RECOVWENDED, for exanple,
with SRTP [ RFC3711].

End-to-end security with authentication, integrity, or
confidentiality protection will prevent a MANE from perform ng nedi a-
awar e operations other than discarding conplete packets. In the case
of confidentiality protection, it will even be prevented from

di scardi ng packets in a nedia-aware way. To be allowed to perform
such operations, a MANE is required to be a trusted entity that is
included in the security context establishnent.

Congesti on Contr ol

Congestion control for RTP SHALL be used in accordance with RTP

[ RFC3550] and with any applicable RTP profile, e.g., AVP [ RFC3551].

If best-effort service is being used, an additional requirenent is
that users of this payload format MJST nonitor packet |oss to ensure
that the packet loss rate is within an acceptabl e range. Packet | oss
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is considered acceptable if a TCP fl ow across the same network path,
and experiencing the same network conditions, would achi eve an

aver age throughput, nmeasured on a reasonable tinescale, that is not

| ess than all RTP streans conbined is achieving. This condition can
be satisfied by inplenenting congestion-control nechanisnms to adapt
the transm ssion rate, the nunber of |ayers subscribed for a |ayered
mul ti cast session, or by arranging for a receiver to | eave the
session if the loss rate is unacceptably high.

The bitrate adaptati on necessary for obeying the congestion control
principle is easily achievable when real-tine encoding is used, for
exanpl e, by adequately tuning the quantization paraneter. However,
when pre-encoded content is being transmtted, bandw dth adaptation
requires the pre-coded bitstreamto be tailored for such adaptivity.
The key nechani sm available in [EVC] is tenporal scalability. A
nmedi a sender can renove NAL units bel onging to higher tenporal sub-
| ayers (i.e., those NAL. units with a high value of TID) until the
sending bitrate drops to an acceptabl e range.

The mechani snms nentioned above generally work within a defined
profile and | evel and, therefore, no renegotiation of the channel is
required. Only when non-downgradabl e paraneters (such as profile)
are required to be changed does it becone necessary to term nate and
restart the RTP strean(s). This may be acconplished by using

di fferent RTP payl oad types.

MANEs MAY renove certain unusabl e packets fromthe RTP stream when
that RTP stream was damaged due to previous packet |osses. This can
hel p reduce the network load in certain special cases. For exanple,
MANES can renove those FUs where the | eading FUs belonging to the
same NAL unit have been | ost or those dependent slice segnents when
the | eading slice segnents belonging to the same slice have been

| ost, because the trailing FUs or dependent slice segnents are
nmeani ngl ess to nost decoders. MANES can al so renove hi gher tenpora
scal able layers if the outbound transm ssion (fromthe MANE s

Vi ewpoi nt) experiences congesti on.

12. | ANA Consi derati ons
Pl acehol der
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