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Abstract

Bl ockchain is a distributed technology, and it uses cryptography and
hash functions to store data in a chain to ensure that data are
tanper-resistant and traceable. So, this docunment proposes an
architecture for collecting traffic accident information based on

bl ockchain. At the sane tine, this docunent describes the working
met hod of collecting traffic accident information under this
architecture.
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I ntroducti on

Wth the devel opnment of society,

t he

accidents is al so increasing.
acci dents has brought a serious inmpact on human life,

Traffic accident information return

OCOOON~N~N~NOOOODOOTRADN

there are nore and nore vehicles on

road, and a problemthat follows is that the incidence of traffic

The frequent occurrence of traffic
and has brought

certain pressure on the relevant traffic departnents to deal with

traffic accidents.

and

j anms, secondary accidents and | egal disputes.

t he

with traffic accidents has becone a very inportant

The

traffic accident
present,
manual and automatic. Anmong them manual

are

t he evi dence nust be obtained correctly,

The handling of traffic accidents nust be tinely,
so as to avoid traffic
Theref ore, how to use

exi sting technology to quickly, correctly and effectively deal

i ssue.

nost inportant thing to deal with traffic accidents is to collect

the main nmethods of collecting traffic accident
nmet hods i ncl ude

information (also known as "resources"). At

i nf ormati on

nmeasuri ng tape, w tness investigation, and on-site photographing.
The automatic nethod is to use the canera at the intersection. These
met hods require a long tine, and cause certain difficulties for rapid
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recordi ng, rapid evacuation of traffic, subsequent accident analysis
and liability determ nation.

In the past few years, with the devel opnment of wireless comrunication
technol ogy and the autonobile industry, the Vehicular Ad Hoc Network
(VANET) has devel oped significantly [ M sra2009]. Based on the VANET
researchers have proposed a | arge nunber of related applications,

whi ch are divided into safety-related applications and confort-

rel ated applications [Eze2014]. These applications mainly use the
cooperation between vehicles to transmt nmessages. The driving
recorder is an instrunment that records the video i mage and sound of
the vehicle during driving. |If a traffic accident occurs in front of
the vehicle, it can provide strong evidence for handling the traffic
accident. Resources can also be collected through cooperation
between vehicles. 1t can be seen that the use of vehicle-to-vehicle
col |l aboration in the VANET can transmt driving recorder?s data to
rel evant departnents, which is beneficial to better handling of
traffic accidents.

Most of the resources transmtted is used as evidence. It is
necessary to ensure that the data transmtted to the rel evant
transportation departnent are true, confidential, and not tanpered,
and traceable. However, in the conmunication process, resources
security is the main concern, including the safety protection issues
in transm ssion process, the security issues of centralized storage
in the data center, the access control and privacy protection.

Bl ockchain is a distributed technology. It uses cryptography and
hash functions to store data in a chain to ensure that data are
tanper-resistant and traceable. And the technol ogy uses a consensus
protocol to ensure data consistency. Therefore, bl ockchain

t echnol ogy can be applied to the VANET environnment to solve the
security problemand renove the dependence on trusted central
entities. However, the process of consensus has to solve the |arge
conput ati onal problemwhich cannot be done on conputing resources
constrai ned vehicles. As a new type of technol ogy, Mobil e Edge
Computing (MEC) can be used not only to offload conputationally

i ntensi ve tasks from nobil e devices to edge networks, but also to
optim ze processing before sending data to the core network, and to
provi de edge cloud services for nobile users at the edge.

Therefore, this docunent proposes an architecture for collecting
traffic accident information based on bl ockchain. 1t uses bl ockchain
to ensure that resources are tanper-resi stant and traceable, and uses
edge conputing to solve the |large conputational problem of bl ockchain
consensus process.
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In section 2, sonme current researches on collecting transaction
accident information are described, and their shortcom ngs are

anal yzed. Section 3 proposes the structure of this docunent.

Section 4 describes the working nethod of collecting traffic accident
information in the framework proposed in this docunent. Section 5

di scusses how the architecture guarantees the security of VANET
Section 6 summarizes the full docunent.

Rel at e wor k

Wth the increase of vehicles on the road, the nunber of traffic
accidents has also increased. The traditional nethods of collecting
traffic accident information are manual nethods-pulling a nmeasuring
tape, wi tnessing investigation, and taking pictures on the spot,
which takes a long tinme and is not conducive to the rapid evacuation
of traffic and rapid recording of the scene. Therefore, there are a
| arge nunber of researchers in collecting traffic accident

i nformati on.

Among t hese studies, one type of research is to use web-based net hods
to obtain accident information. Users upload the accident
information to the server of the relevant transportation departnment

t hrough the browser, and the rel evant transportation depart nent
obtains the traffic accident information fromthe server as the basis
for handling the traffic accident. Lobont et al. collect basic
information of accidents in a web-based traffic accident collection
system including time and | ocation [Lobont2013]. In a web-based
traffic accident collection system WIlianms et al. collect
informati on on the severity of accidents, vehicle types, casualties,
road conditions, weather conditions, and |light conditions
[WIlians2015]. Another form of such research is the use of smart
phones. CrashData [Derdus2014] proposed by Derdus et al. is an
appl i cation based on nobile smart phones. The application can upl oad
the basic information of the traffic accident to the server. This
type of research nust be connected to the Internet and requires users
to participate in actively uploading information, but users may not
upl oad resources voluntarily.

Anot her type of research is to install fixed infrastructure on both
sides of the road to obtain traffic accident information. |In the
traffic accident investigation and nmanagenent system based on GPS
VRS, G S road database and stereo vision technol ogy proposed by
Qngw Het al. [Hu2011], the traffic accident information is mainly
obt ai ned through GPS VRS and G S road dat abase, and then restored
using stereo vision technology. 1In the systemfor collecting traffic
acci dent information based on ultrasound and Zi gBee wirel ess

transm ssion technol ogy proposed by Song Het al. [Song2014], the
state of the vehicle during a traffic accident is neasured by
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ul trasound, including information such as speed and direction. This
type of research is limted by the location of fixed infrastructure,
and traffic accident information cannot be collected where there is
no fixed infrastructure.

O her research is firstly obtaining traffic accident information

t hrough various sensors on the vehicle, and then using the VANET to
transmt the traffic accident information to the relevant traffic
departnment. In the literature [Abduljalil2012], Abduljalil FMet al.
use on-board angl e sensors, airbag sensors, caneras, GPS sensors,

etc. to obtain traffic accident information, and then use W-Fi,

GPRS, 3G WMAX, 4G LTE wreless transm ssion technology to transfer
traffic accident information to the rel evant departnent. 1In the
VWWaas service architecture proposed by Hussain R et al.

[ Hussai n2013], when a traffic accident occurs, the surroundi ng
vehi cl es use the car?s canmera to capture the traffic accident
informati on, and then send the captured content to the centralized
server facility. In this process, the vehicle directly sends traffic
accident information to the server via 3G4G or transmts the traffic
accident information to the RSUs (Road Side Units) via DSRC, and then
the RSU transnmits the information to the RSUs server.

Anmong t he above nethods for collecting traffic accident information,

t he web-based nmethod requires users to upload traffic accident
information to a server, which nust be connected to the Internet, and
the time for collecting information is relatively long. Based on the
way roadside infrastructure collects traffic accident information,
limted by the fixed location of the infrastructure, it is inpossible
to collect traffic accident information in areas not covered by the
infrastructure. The nethod of collecting traffic accident

i nformati on based on vehicle sensors and the VANET requires the
participation of RSUs. In the above three nmethods of collecting
traffic accident information, only the information after the traffic
accident can be collected, and the information before the traffic
acci dent cannot be obtained. The analysis of the accident and the
determ nation of responsibility after the accident have certain
difficulties. And there is no guarantee that the collected traffic
accident information is not been tanpered with and can be traced to

t he source.

System structure

Thi s docunent proposes a security architecture for collecting traffic
acci dent information based on bl ockchain. The architecture consists
of three layers, nanely perception |ayer, edge conputing |layer, and
service layer. The perception |ayer conprises vehicle and RSU

toget her form ng bl ockchain network. The edge conputing |ayer

provi des conputing resources and edge cl oud services for the
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perception |layer. The service |layer includes cloud services and
bl ockchai n.

Perception | ayer

A driving recorder is installed on the vehicle, which can record the
traffic accident information of the vehicle passing position.

Because of the constraint of conputing resource and the nobility, the
vehi cl e cannot performall blockchain functions, including wallet
(save address and private key), mner (mning), conplete blockchain
(save all bl ockchain data), network routing (validate and propagate
transaction bl ock information, discover and maintain connections to
peer nodes). In this docunent, vehicle perforns the functions of
wal | et and network routing.

The RSU connects each other by w red comruni cation, form ng stable

bl ockchai n network which can ensure a uni que | edger for collecting

traffic accident information. Therefore, all blockchain functions

are performed on the RSU. Even while one vehicle is noving, it can
conmuni cate with RSU directly or through other vehicles.

Edge conputing | ayer

There are lots of transactions occurred for collecting traffic
accident information. |If all the consensus work of the bl ockchain
transaction is conpleted in RSU, it will inevitably affect the

net wor k performance and bring high delay. Therefore, this docunent
of fl oads the conputationally intensive work to MEC, and the result is
returned to the RSU after conpletion. MEC is also responsible for
handl i ng other conputationally intensive work, such as video or inmage
processing, etc.

Service | ayer

The traffic accident information recorded by the driving recorder is
vi deo, which has a large anount of data and is not suitable for
storage in blockchain of RSUs. Because the bl ockchain is distributed
storage, each bl ockchain node stores all the data, which consunes

| ots of storage resources. So, the docunent stores the traffic
accident information on the cloud server, which can not only store
the data permanently, but also facilitate the inspection and evi dence
collection by the traffic police departnent.

So, for data stored in the service layer, part of the data which are
tanper-resistant and traceable, such as traffic accident data,
traffic violation data, etc. are stored using bl ockchain. The other
part of data is stored on the cloud service.
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Schene design

Based on the above architecture, the working nmethod of collecting
traffic accident information includes 4 steps, including traffic
accident information query, traffic accident information return, RSUs
consensus, and traffic accident information storage. The working

met hods of collecting traffic accident information are as foll ows.

Traffic accident information query

The traffic police departnent initiates a traffic accident
information inquiry request based on the tinme and | ocation of the
traffic accident. The query request is sent to the vehicles driving
on the road through the RSUs. Because it is uncertain which vehicles
have captured the traffic accident information, in order to enable
nore vehicles within the comrmunication range of the RSU to receive
the traffic accident information query request, the docunent uses the
fl ooding nmethod to send the query request. At the sane tine, delay
tol erant network technology is used to forward query requests to
vehicles that are not within the communi cati on range of RSU by using
novi ng vehi cl es.

Traffic accident information return

The vehicle receives the traffic accident information query request
and checks whether the traffic accident information is recorded
locally. [If recording, extract the traffic accident information from
the driving recorder and transmit it to the nearest RSU. If the
vehi cl e does not directly communicate with the RSUs in a single hop,
it is forwarded through the internmedi ate vehicle.

The vehicle is in a noving state. |If the traffic accident

i nformation recorded by the driving recorder is directly di ssem nated
on the network, the probability of transm ssion failure will be very
hi gh, and the network performance wll be affected. Therefore, this
docunent processes the traffic accident information in fragnents, and
then transmts the fragnented traffic accident information, and
finally aggregates it through the RSUs.

1. Resource fragnenting method

The resources need to be transmtted in fragnents. However, the size
of the fragnents nust ensure that a conplete resource can be
transmtted within the shortest conmunication tinme between vehicles.
Therefore, this docunent determ nes the size of resource fragnents
according to the shortest communication tinme of vehicles on urban
roads. First, determ ne the shortest tine for vehicle conmmunication
on urban roads. The novenent of vehicles on urban roads can be
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divided into two types: same direction driving and reverse direction
driving. Wen two vehicles are driving in the sanme direction and in
the reverse direction on the city road at the sane speed, the
comuni cation tinme for themwhen driving in the reverse direction is
shorter.

General ly, vehicles on urban roads are not allowed to exceed the
prescri bed speed. Wen the vehicle is traveling at the maxi num speed
specified on the city road, the conmunication tinme between themis
the shortest. Therefore, the fragnent size of the resource is
defined as the data size that can be transmtted in the shortest
communi cation tinme between vehicles, which can ensure that any
resource can be transmtted within the vehicle conmunication tinme
range.

4.2.2. Resource Nanm ng Method

The traffic accident information after fragnentation is nanmed
according to certain rules, which is convenient to distinguish from
ot her vehicles and to facilitate aggregation. The namng rules are
as follows:

Nodel D_Seri al Num Tot al Num Ti ne_Locati on

Anong them Nodel D represents the ID of the node, that is, the

i cense plate nunber of the vehicle; Serial Numrepresents the serial
nunber of the traffic accident information fragment; Total Num
represents the total nunber of traffic accident infornation
fragnents; Tinme represents the tinme when the traffic accident
occurred; Location represents the |ocation of the traffic accident,
that is, the latitude and | ongitude.

For the same traffic accident resource, the node ID can distinguish
whi ch vehicle provides the resource, and the resource sequence nunber
and the total nunber of resource fragnents can distinguish each
fragnment of the resource provided by the vehicle. For the sane car
(same node ID), even if the resources of multiple traffic accidents
are captured, different traffic accidents can be distinguished by the
time and |l ocation of the traffic accident. Moreover, each fragnent
of the same traffic accident resource can be distinguished by the
resource sequence nunber and the total nunber of resource fragnents.

4. 3. RSUs consensus

The traffic accident information needs to be verified, agreed, and
added to the bl ockchain. The specific process is as foll ows:
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a. Wien RSUs receive traffic accident information, they generate a
transacti on based on the basic informati on and hash val ue of the
traffic accident information (NodelD, Serial Num Total Num Tine,
Location) and forward it to other RSUs.

b. Oher RSUs in the bl ockchain network receive the transacti on and
check whether the transaction is valid and the format is correct.
If the inspection neets the requirenents, it is placed in the
transacti on storage pool and forwarded to other RSUs. The ot her
RSUs that receive the transaction repeat the process.

c. The RSU that obtains the right to packaging the transactions in
the transaction storage pool into a block, and then m nes the
bl ock. The m ning process needs to conplete a | arge nunber of
cal cul ations, and RSUs generally do not have the ability to
conplete a | arge nunber of cal culations, and the cal cul ati on
tasks need to be offl oaded to edge conputing. Edge conputing
conpletes the calculation task and returns the result to the
RSUs. The RSUs sends the block to other RSUs to spread across
the entire network.

d. After receiving the block, other RSUs verify the block. [If the
block is verified, the RSUs del etes the conpl eted consensus
transaction fromthe transaction storage pool and the bl ock being
m ned, and at the sanme tine adds it to the bl ockchain.

Traffic accident information storage

The RSUs aggregate the traffic accident information fragnented in the
bl ockchai n. The aggregati ng process involves video processing, SO
this process is also offloaded to edge conputing to reduce the
wor kl oad of RSUs and increase its effectiveness. After the edge
conmputing conpl etes the aggregation of the traffic accident
information, it sends the conplete traffic accident information to

t he RSUs.

The bl ockchain in RSUs cannot store all traffic accident information.
So it is uploaded to the cloud for storage, and the bl ockchain in the
RSUs only store the digest of traffic accident information. |In order
to ensure the security of data in cloud, the data which are tanper-
resistant and traceable are stored using bl ockchain. Wile, other
data adopt the original storage nethod of the cloud, guaranteeing
security by cloud conputing architecture.
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Di scuss

This section focuses on how the architecture guarantees the security
for collecting traffic accident information.

In this security architecture, vehicles and RSUs in the perception
| ayer together form blockchain network to inprove the security for
collecting traffic accident information. However, traffic accident
i nformati on generated by the vehicle generally are stored in the
cloud or a centralized platformso as to provide data support for
rel ated departnent. Considering a |large anmount of traffic accident
informati on, the perception | ayer does not have enough space to
store. Therefore, in this security architecture, the traffic
accident information is still stored in the cloud of the service
layer. In order to ensure the security of data in cloud, the data
whi ch are tanper-resistant and traceabl e are stored using bl ockchain.
Wil e, other data adopt the original storage nethod of the cloud,
guar anteei ng security by cloud conputing architecture.

At the perception layer, the main challenge is security of traffic
accident information during transm ssion. So, blockchain in the
perception layer is used to solve the security problemin the
transm ssion process. And the data solving the security problemin
transm ssi on process need to be stored in perception |ayer

bl ockchain. By conbining MEC, the perception |ayer can ensure the
security of traffic accident information in transm ssion process.

| ANA Consi derati ons

There are no | ANA considerations related to this docunent.
Security Consi derations

There are no Security Considerations related to this docunent.
Concl usi on

Thi s docunment proposes an architecture for collecting traffic
accident information based on bl ockchain. The architecture includes
three | ayers, namely perception |ayer, edge conputing |ayer and
service |layer. The perception |ayer ensures the security of VANET
data in the transm ssion process through the bl ockchain. The edge
conmputing | ayer provides conputing resources and edge cloud services
for the perception |ayer. The service |ayer uses the conbination of
traditional cloud storage and bl ockchain to ensure the security of
dat a.
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