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Abstract

The exi sting Constrai ned Application Protocol (CoAP) PUT nethod only
all ows a conplete replacenent of a resource. This does not permt
applications to performpartial resource nodifications. |In case of
resources with Iarger or conplex data, or in situations where a
resource continuity is required, replacing a resource is not an
option. Several applications using CoAP will need to perform parti al
resource nodifications. This proposal adds a new CoAP net hod, PATCH
to nodify an existing CoAP resource partially.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on January 7, 2016.
Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

This specification defines the new Constrai ned Application Protocol
(CoAP) [ RFC7252] method, PATCH, which is used to apply parti al
nodi fications to a resource.

PATCH is al so specified for HITP in [RFC5789]. Most of the
notivation for PATCH described in [RFC5789] al so applies here.

The PUT net hod exists to overwite a resource with conpletely new
contents, and cannot be used to performpartial changes. Wen using
PUT for partial changes, proxies and caches, and even clients and
servers, may get confused as to the result of the operation. PATCH
was not adopted in an early design stage of CoAP, however, it has
becone necessary with the arrival of applications that require
partial updates to resources (e.g. [I-D.vanderstok-core-com]).
Usi ng PATCH avoids transferring all data associated with a resource
in case of nodifications, thereby not burdening the constrained
conmuni cati on medi um

This docunent relies on know edge of the PATCH specification for HITP

[ RFC5789]. This docunent provides extracts from[RFC5789] to nake
i ndependent readi ng possi bl e.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Term nol ogy and Acronyns
Thi s docunment uses term nology defined in [RFC5789] and [ RFC7252].
2. Patch Method

The PATCH net hod requests that a set of changes described in the
request payload is applied to the target resource of the request.

The set of changes is represented in a format identified by a nedia
type. |If the Request-URI does not point to an existing resource, the
server MAY create a new resource with that URI, depending on the
pat ch docunent type (whether it can logically nodify a null resource)
and perm ssions, etc. Creation of a new resource would result in a
2.01 (Created) Response Code dependent of the patch docunent type.

Restrictions to a PATCH can be made by including the If-Match or If-
None- Mat ch options in the request (see Section 5.10.8.1 and 5.10.8.2
of [RFC7252]). If the resource could not be created or nodified,

t hen an appropriate Error Response Code SHOULD be sent.

The difference between the PUT and PATCH requests is extensively
docurnented in [ RFC5789].

PATCH i s not safe but idenpotent conformant to CoAP PUT specified in
[ RFC7252], Section 5.8. 3.

A PATCH request is idenpotent to prevent bad outcones fromcollisions
bet ween two PATCH requests on the sanme resource in a simlar tine
frame. These collisions can be detected with the Messageld and the
source end-point provided by the CoAP protocol (see section 4.5 of

[ RFC7252] .

The server MUST apply the entire set of changes atomi cally and never
provide a partially nodified representation to a concurrently
executed CET request. Gven the constrained nature of the servers,
nost servers will only execute CoAP requests consecutively, thus
preventing a concurrent partial overlapping of request nodifications.
In general, nodifications MIJST NOT be applied to the server state
when an error occurs or only a partial execution is possible. The
atomcity requirenment holds for all directly affected resources.
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A PATCH response can invalidate a cache conformant with the PUT
response. Cachi ng behavi our as function of the valid 2.xx response
codes for PATCH are:

A 2.01 (Created) response invalidates any cache entry for the
resource indicated by the Location-* Options; the payload is a
representation of the action result.

A 2.04 (Changed) response invalidates any cache entry for the
target resource; the payload is a representation of the action
result.

There is no guarantee that a resource can be nodified with PATCH
Servers are required to support a subset of the content formats as
specified in sections 12.3 and 5.10.3 of [RFC7252]. Servers MJST
ensure that a received PATCH payload is appropriate for the type of
resource identified by the target resource of the request.

Cients MIUST choose to use PATCH rather than PUT when the request
affects partial updates of a given resource.

.1. A Sinple PATCH Exanpl e

The exanple is taken over from [ RFC6902], which specifies a JSON
notation for PATCH operations. A resource |ocated at
www. exanpl e. cont obj ect contains a target JSON docunent.

JSON docunent orginal state

{
"x-coord": 256,
"y-coord": 45

REQ
PATCH CoAP: // ww. exanpl e. coni obj ect
[

{ "op":"replace","path":"x-coord", "val ue": 45}

RET:
CoAP 2. 04 Changed

JSON document final state

{
"x-coord": 45,
"y-coord": 45
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This exanple illustrates use of a hypothetical PATCH on the /object/
x-coord of the existing resource "object”. The 2.04 (Changed)
response code is confornms with the CoAP PUT net hod.

2.2. Response Codes

PATCH for CoAP adopts the response codes as specified in sections 5.9
and 12.1.2 of [RFC7252].

2.3. Option Nunbers

PATCH for CoAP adopts the option nunbers as specified in sections
5.10 and 12.2 of [RFC7252].

3. Error Handling

A PATCH request may fail under certain known conditions. These
situations should be dealt with as expressed bel ow.

Mal f ormed PATCH payload: |If a server determ nes that the payl oad
provided with a PATCH request is not properly formatted, it can
return a 4.00 (Bad Request) CoAP error. The definition of a
mal f or red payl oad depends upon the CoAP Content-Fornmat specified
with the request.

Unsupported PATCH payload: 1In case a client sends payload that is
i nappropriate for the resource identified by the Request-URI, the
server can return a 4.15 (Unsupported Content-Fornmat) CoAP error.
The server can determne if the payload is supported by checking
t he CoAP Content-Format specified with the request.

Unprocessabl e request: This situation occurs when the payload of a
PATCH request is determined as valid, i.e. well-forned and
supported, however, the server is unable to or incapable of
processing the request. The server can return a 4.22
(Unprocessable Entity) CoAP error. More specific scenarios m ght
i ncl ude situations when:

* the server has insufficient conmputing resources to conplete the
request successfully -- 4.13 (Request Entity Too Large) CoAP
Response Code,

* the resource specified in the request becones invalid by
appl yi ng the payload -- 4.06 (Not Acceptable) CoAP Response
Code,

In case there are nore specific errors that provide nore insight
into the problem then those should be used.
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Resource not found: The 4.04 (Not Found) error should be returned in
case the payl oad of a PATCH request cannot be applied to a non-
exi stent resource.

Request too large: |If the payload of the PATCH request is |arger
than a CoAP server can process, then it can return the 4.13
(Request Entity Too Large) CoAP error.

Conflicting state: |If the nodification specified by a PATCH request
cannot be applied to a resource in its current state, or causes
the resource to enter an inconsistent state the server can return
the 4.09 (Conflict) CoAP response. Such a situation m ght be
encountered when a structural nodification is applied to a
configuration data-store, but the structures being nodified do not
exi st or lead the device into an inconsistent state if the
nodi fi cations are nade.

Conflicting nodification: In situations when a server detects
possi bl e conflicting nodifications the server can return a 4.nr2
CoAP response code.

Concurrent nodification: Resource constrained devices mght need to
process requests in the order they are received. |n case requests
are received concurrently to nodify the same resource but they
cannot be queued, the server can return a 4.09 (Conflict) CoAP
response code.

It is possible that other error situations, not nentioned here, are

encountered by a CoAP server while processing the PATCH request. In
these situations other appropriate CoAP status codes can al so be
ret urned.

4. Security Considerations

This section anal yses the possible threats to the CoAP PATCH
protocol. It is nmeant to inform protocol and application devel opers
about the security limtations of CoAP PATCH as described in this
docunent. The security consideration of section 15 of [RFC2616],
section 11 of [RFC7252], and section 5 of [RFC5789] al so apply.

The security considerations for PATCH are nearly identical to the
security considerations for PUT ([ RFC7252]). The nechani sns used for
PUT can be used for PATCH as wel | .

PATCH i s secured follow ng the CoAP recomrendati ons as specified in
section 9 of [RFC7252]. Wen nore appropriate security techni ques
are standardi zed for CoAP, PATCH can al so be secured by those new

t echni ques.
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5. | ANA Consi derations
The entry with nane PATCH in the sub-registry, "CoAP Method Codes"”,
is 0.05. the addition will follow the "I ETF Revi ew or | ESG Approval "
procedure as described in [ RFC5226] .

TODO, definition of CoAP response code 4.09 for addition to the sub-
regi stry of CoAP response codes.

Additions to the sub-registry "CoAP Content-Formats", within the
"CoRE Paraneters" registry are needed for the foll ow ng nedia type
formats: "application/json-patch+json" [RFC6902], and "application/
mer ge- pat ch+j son" [ RFC7386].

6. Acknow edgenents
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7. Change | og
When published as a RFC, this section needs to be renoved.
Version O to version 1:
o Changed patch notivation text.
0 Renoved sub-resource concept.
0 Updated cache handling.
o Extended exanpl e.
o Update of error handling.
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