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Abstract
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1. I nt roducti on

Traditional routing and forwardi ng uses the concept of path as the
basic routing paradigmto get a packet froma source to a destination
by follow ng an ordered sequence of arrows between internedi ate
nodes. In this serial design, a path is broken as soon as a single
arrow is, and getting around a breakage can require path
reconmput ati on, network reconvergence, and incur delays to til

service is restored.

Mul tiple paths can be bound together for instance to forma D rected
Acyclic Gaph (DAG to a destination, but that technique can be
difficult to balance and cannot provide a full path redundancy even
in the case of a biconnected graph. For instance, if the node that
is closest to the DAG destination has only one link to that
destination, then it does not have a alternate path to get to that
desti nati on.

It is also possible to conpute an alternate routing topol ogy for fast
rerouting to a given destination, in which case sone signalling,
tagging or labelling can be put in place to indicate whether a packet
follows the normal path or was rerouted over an alternate topol ogy.
Once a packet is rerouted, it is bound to the alternate topol ogy so
only one breakage can be handl ed with | oopl essness guarantees in nost
practical situations.

This draft introduces the concept of an Avail able Routing Construct
(ARC) as a routing construct nade of a sequence of nodes and |inks
wWith 2 outgoing edges, so that, upon a single breakage, each lively
node in along ARC can still reach one of the outgoing edges. As a
result, an ARCis this resilient to one breakage as opposed to an
arrow that has only one outgoing edge, and an ARC topology is
resilient to one breakage per ARC.

The routing graph to reach a certain destination is expressed as a
cascade of ARCs, each ARC providing its own independent domain of
fault isolation and recovery. Unicast traffic may enter an ARC via
any node but it may only | eave the ARC t hrough one of its two edges.
One node along the ARC is designated as the cursor. In nornmal

uni cast operations, the traffic inside an ARC flows away fromthe
cursor towards an edge. Upon a failure, packets nmay bounce on the

br eakage point and flow the other way along the ARC to take the other
exit.

Aa a result an ARCis resilient to any single failure, and the
recovery can be driven either fromthe data plane or the control

pl ane. A second failure occurring within a sane ARC wll isolate an
ARC segnent. This can be further corrected fromthe control plane by
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reversing all the incom ng Edges in a process that m ght recurse til
an exit is found. Wien ARC reversal is applied, an ARC topology is
resilient to sonme cases of Shared Risk Link Goup (SRLG failures.

This draft presents the concept and provides an intuition of how ARCs
can sinplify the operation and i nprove the network utilization and
resiliency for all sorts of traffic in nultiple environnments, but
defers to further docunents to el aborate on the al gorithnms and

optim zations in the different application donains.

For instance, ARCs can al so be used in datacenters for the purpose of
fast-reroute, or within a service provider network to sinplify | oad
bal anci ng operations or |everage optinmally the ring topol ogies

[ RFC5921]. An ARC topol ogy can be flooded over itself and serve as a
backbone for reliable nulticasting operations.

2. Term nol ogy
The draft uses the follow ng term nol ogy:

ARC. Avail able Routing Construct. An ARC is a |oopless ordered set
of nodes and |inks whereby traffic may enter via any node in the
ARC but may only | eave the ARC through either one of the ARC
edges.

Conmb: An ARC generalization: a Conb is a n-edged | oopl ess set of
nodes and links with n >= 2; traffic may enter via any node in the
Conb but may only exit the Conb through one of its n edges. A
Conmb conmes with a wal k operation that enables to attenpt to exit
via every edge and to discover when all have been tried.

Cursor: A virtual point along an ARC that can be | ocated on a node
or on a link between 2 nodes. 1In normal operations, the traffic
along the ARC flows away fromits Cursor. |If the cursor is a
node, then traffic can be distributed on both sides. The Cursor
may be noved to change the way traffic is | oad bal anced al ong an
ARC. It may al so be placed at the location of a failure to direct
traffic away fromthat point.

ARC Node: A Node that belongs to an ARC

Edge ARC Node: An ARC Node at an edge of its ARC. An Edge ARC Node
is a node via wich traffic can exit the ARC.
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Edge Link: A directed link outgoing froman Edge ARC Node. Traffic
can only exit froman ARC via an Edge Link. An Edge Link does not
accept traffic into an ARC

I nternmedi ate ARC Node: A node that is not at an edge of an ARC. A
I ntermedi ate ARC Node node that can receive traffic and forward
traffic between its adjacent nodes.

Internediate Link: A link between two Internediate ARC Nodes. An
Intermediate Link is reversible, neaning that traffic is all owed
in both directions though an individual packet is constrained in
the way its direction is reversed. For stable Iinks such as wred
l'inks, the typical constraint is that the direction of a packet
may be reversed at nost once along a given ARC

Col | apsed ARC. An ARC that is forned of a single node. This node is

al together the cursor and both Edge Nodes. This inplies that the
node has at least 2 outgoing links to 2 different Safe Nodes.

I

I

Vv
C+EAN

[\
I ]\
| Vv |
Vv Vv
E: Edge ARC Node -| collapsed in a single node
C. Cursor - |

Figure 1. Coll apsed ARC

Infrastructure ARC. An ARC that is fornmed of nore than one node,
whi ch al so neans that the Edge Nodes are different nodes.
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EAN. Edge ARC Node |- Al are Safe Nodes

C. Cursor -

Figure 2: Infrastructure ARC
DAG Directed Acyclic G aph.

ARC Set (or Cascade): A DAGwith ARCs as vertices. |In the DAG an
edge between ARC A and ARC B corresponds to a link from an Edge
ARC Node in ARC A and an arbitrary ARC Node in ARC B. Note that by
definition, an ARC has at |east 2 outgoing Edge Links, one per
Edge Node, and nmaybe nore if an Edge Node has nultipl e outgoing
Edge Links. Al vertices in the DAG have 2 forwardi ng sol utions,
even the ARC closest to the destination.

Onega: the abstract destination (== root) of an ARC Set.

ARC Height: An arbitrary distance from Orega that is associated to
an ARC. The Height of an ARC nust be nore than the Hei ght of any
of the ARCs it termnates into. The order of ARC formation by a
gi ven al gorithm can be used as a Hei ght whereby an ARC is al ways
strictly higher or |ower than another.

Buttressing ARC. A split ARC that is nerged into another ARC at one
edge. An ARC and one or nore Buttressing ARCs forma Conb
construct that is resilient to additional breakages. A
Buttressing ARC may be applied to an ARC or a Conb iff traffic
out goi ng the Buttressing ARC Edge al ways reaches in an ARC that is
| ower than this ARC, or Onega.
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Figure 3: Conb with Buttressing ARC

Safe Node: A node is Safe if there is no single point of failure -
apart fromthe node itself - onits way to Orega. Fromthis
definition, a node is Safe if it has at |east two non-congruent

paths to two different other Safe Nodes. It results that a Safe
node that is not Orega has at | east two conpletely disjunct paths
to Orega. When an ARC has been successfully constructed, all its

nodes becone safe with respect to the Orega for which the ARC was
constructed. By extension for a collapsed path Onega is deened to
be Safe, that is any node that pertains in Onega is a Safe Node.
?-S: A node N is deened dependent on a node S or S-dependent
(denoted as ?-S) if Sis the last single point of failure along
N s shortest path to Onmega.
3. ARC Set representations

An ARC Set can be represented in a nunber of fashions:
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Figure 4. Routing G aph View

This representation is simlar to a classical routing graph with
the pecularity that sonme Links are narked reversible. An ARCis
represented as a sequence of reversible Iinks. The node that
hol ds the cursor is also indicated sonehow.
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ARC Vi ew.
+========| ========+
| |
| +====J====+
| | |
+===—=H====+ | +=====K=====+
| | | | |
+====D====+ +====F====+ +====F====+ +====G====
| | | | | |
+:::::::::B:::::::::+ | | +:::::::::C:::::::::+
| | |

Figure 5. ARC Representation
This representation is simlar to a classical routing graph with

the pecularity that sonme Links are marked reversible. An ARCis
represented as a sequence of reversible |inks.
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Col | apsed DAG vi ew
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| \ | / |
V | V | V
+==—==+ +==—==+ +==—==+ +==—==+
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\ o\ / \ / \ I
B I R I B I O
+==—==+ +==—==+ +==—==+
| FI ---> | |All <--- | |CI
\ V'V \Y
------------------------------------------------------------------ Orega

Figure 6: ARC DAG

A DAG representation whereby an ARC is abstracted as a vertice and
i nks between ARCs are shown as directed edges. This way, the
reversible links are omtted and the graph is sinplified. 1t can
be noted that even the vertice closest to Orega has 2 non-
congruent forwarding solutions, that is Heir Links to Orega.
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4. Applicability

This section has to be refined. ARCs probbaly apply to both unicast
and rmulticast and the authors expect further docunents to explain how
that is done. The exanples below are provided as an indication but
is not limting the field of applications.

4.1. Load Bal anci ng

In normal conditions, only the cursor may distribute its traffic
between the two Edge Nodes. |f an Edge Node is still congested after
the cursor forwards all its traffic towards the other Edge Node, then
the cursor can be noved towards the congested Edge in order to derive
even nore traffic towards the other Edge. |[If both Edges are
congested, then a backpressure can be applied on the incom ng ARCs so
that they nove their own traffic towards their own alternate Edge.
The process may recurse.

4.1.1. Routing Hi erarchies

The ARC net hods may be used to build and/or |everage routing

hi erarchies, allowing high availability at multiple hierarchical
levels. 1In one hand, the view of an ARC Set can be sinplified by
abstracting an ARC as a node in a DAG The view of the routing
topology is thus sinplified, as illustrated in Figure 6. 1In the

ot her hand, ARCs may be used inside a subtopol ogy, such as a ring, to
enabl e forwarding inside a ring towards a next ring. Then,
abstracting a full ring as a node, ARCs can be applied to a graph of
rings, providing another |evel of redundancy and an abstract end to
end path conputation that is represented as a cascade of ARCs of
rings.

5. Lowest ARC Fir st

The open Lowest ARC First(oLAF) algorithmis presented bel ow in such
a way as to help the reader figure how an ARC Set can be obtai ned but
not in a conputer-optimzed fashion that is left to be determ ned.
OLAF is based on Dijkstra’s algorithmfor Shortest Path First (SPF)
conmputation, and is designed in such a fashion that the reverse SPF
tree towards a destination is conserved and preferred for forwarding
along the resulting ARC Set.

We make the conputation on behalf of Orega, that is an abstraction,
but could represent the node or the set of nodes that we want to
reach with an ARC Set. If Omega is instantiated as an actual
destination node, then that node may be a fine location for an ARC
Conmput i ng Engi ne.
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5.1. Init

So we start with an proverbial Initial Set of Nodes that are
i nterconnected by Links, and QOrega that is the destination that we
want to reach wth an ARC Set.

If there is no Heir, we're done. |If there is a single Heir then the
graph i s nonoconnected, so we restart the conmputation taking that
Heir off the Set of Nodes and meking it Orega.

Else, if Omrega is a single Node, or if QOrega is conposed of nultiple
nodes but we are willing to accept that both ends of an ARC term nate
in a sane node in Orega, then we create virtual Omega nodes, a

m ni mum of two and at nost one per Heir, and we nmake themthe new
Onmega. Note: we need at | east two destinations because both ends of
an ARC cannot terminate in a sanme node.

Now we can start building an ARC Set towards the resulting Orega.

In this process, we create so-called Dependent Sets of nodes, each
owned by a Safe Node S, DSet(S). DSet(S) contains nodes that are not
determned to be Safe at the current stage of the conputation and for
which S, the owner Safe Node, is the last single point of failure on
the shortest path tree to Orega. It results that a given node can be
at nost in one DSet, and that a Safe Node belongs to its own DSet.

For each node S in Omrega we create a DSet(S) in which we place S.
5.2. G owng Trees
And then the process goes |like this:

W select the node in the Set of Nodes that is closest to Onmega using
the cost towards Orega as if we were building a traditional reverse
SPF tree and we place the selected node in the sane Dependent Set as
its parent in the reverse SPF tree. Note that for a Heir, the parent
m ght be a real node in Omega, or a virtual Omega node.

If we kept it at that, we would be building subtrees that are hanging
of f a Safe Node and together would represent the reverse shortest
path tree towards Omega, each subtree being grown separately inside
DSet (S) where Sis the (virtual) Safe node that is the root of the
subtree.

5.3. Being Safe

But once we have placed the selected node in a DSet, we consider its
nei ghbors one by one. |If at |east one of the neighbors is already in
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a different DSet than this node, we select the neighbor that provides
the shortest alternate path to Onega for the sel ected node.

Doi ng so, we have isolated two paths:

o one along its own shortest path that is contained wwthin its own
Dependent Set and that |eads to the owner Safe Node of this set.

o and one via the selected neighbor, along its own shortest path
within the sel ected nei ghbor’s Dependent Set and that |eads to the
owner Safe Node of that other set.

Because the two sets are different and have no i ntersection, these
pat hs are non-congruent. And because the two non-congruent paths
lead to two different Safe Nodes, this node is Safe.

It m ght happen that:

o0 the selected node’'s parent is already a Safe Node, in which case
the selected node is the Edge AN on its shortest path side.

o It mght also happen that the sel ected neighbor is already a Safe
Node, in which case selected node is the Edge AN on its alternate
si de.

If both conditions are met for a sane AN, then that AN forms a
col | apsed ARC by itself.

5.4. Bending An ARC
Now we form an ARC as foll ows:

o A height is attributed to this ARC that nust be strictly nore than
that of the ARCs it termnates into, if any. The order in which
the ARCs are built may be used in sone cases.

0 The ARC terminates in the two Safe Nodes that are the owners of
the two DSets. The normal behaviour is to make a Edge Link the
link to the Safe Node.

o If the Safe Node at one end forns a collapsed ARC by itself, it
may be absorbed in the ARC in order to build a nulti-edged ARC.

o If one of the two Safe Nodes pertains in a ARC or a Conb construct
that is higher than the other end, then this ARC may be nerged at
the Safe Node with its original ARC, in order to forma Conb
construct whereby this ARC is a Buttressing ARC of the Conb. The
resul ting Conb conserves the height on the original ARC or Conb
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that it extends.

o The ARC is built by adjoining the two non-congruent paths that we
i solated for the sel ected node.

0 The selected node is the node farthest from Orega in the resulting
ARC, so we nake it the cursor

o The link between the selected node and the sel ected nei ghbor woul d
not have been used in a classical reverse SPF tree. Here, we have
determned that this link is in fact critical to connect 2 zones
of the network (the DSets) that can act as a back up for one
another in case of the failure of their respective single points
of failure (the Safe Nodes).

0 Because the ARC can be used in both directions, each AN al ong the
ARC has two non-congruent paths to the Safe Nodes that the ARC
termnates into. So it is a Safe Node. W create individual
DSets for each AN and we nove the ANto its own DSet.

5.5. Orienting Links
For each ARC Node al ong the ARC

o any link (there can be zero for a collapsed ARC, one for an Edge
AN or two of themfor a Internmediate AN) between this AN and a
next AN along this ARC is nmade an Internedi ate Link, that is,
reversi ble. The normal direction, away fromthe cursor, preserves
the shortest path

o If this ANis an Edge AN for this ARC, than all links off this
node that termnate in a Safe Node are made Edge Links, that is,
out goi ng but not reversible.

o Al the other links left underterm ned.

The nodes left in the Dependent Sets but the owner Safe Node are

still not Safe. They are noved back to the original Set of Nodes to

enabl e form ng additional ARCs which m ght depend on this ARC in the

ARC Set .

5.6. Looping or recursing

We are done processing the particular node we had picked in the

original Set of Nodes. |If the Set of Nodes as it stands now i s not

enpty, we continue from Section 5. 2.

If the Set of Nodes went enpty, we are done with this pass and we
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consi der the Dependent Sets that we have put together. 1In a
bi connected graph, there should be one set per node and one node per
set, denoting that every node is a Safe Node.

If some portion of the graph is nonoconnected, then each
nmonoconnected portion forns the Dependent Set of the Safe Node that
isits single point of failure. 1In order to be maximally redundant,
we need to formthe ARCs again, within the Dependent Set.

To do so, we renove the Safe Node fromthe Dependent set and nake it
Onega. We nake the resulting DSet our Set of Nodes and run the
al gori thm agai n.

This may recurse a nunber of tinmes if the graph has nobnoconnect ed
zones within others.

6. Forwardi ng Along An ARC Set

Under normal conditions, the traffic flows away fromthe cursor of

the current ARC and cascades into the next ARC on that side of the

cursor, with the Height of the current ARC decreasing nonotonically
fromARC to ARC till Orega is reached.

The sane goes for a generic Conb construct. Wen Buttressing ARCs
are applied on a main ARC or other Buttressing ARCs, the final
construct assunes the shape of a tree. The tree nay be wal ked in

di fferent manners but the shortest path requires to start going down
the current ARC or Buttressing ARC to its Edge.

In case of Label forwarding, the sane recursivity is applied and a
multiple ARC | abel path is constructed. Each ARC has is own set of
| abel path per Onega, each ARC Set | abel path being nerged into the
| oner ARC | abel set, thus at the interconnection point. At m ninum
ARC | abel path should be built fromthe cursor toward each edge, but
this would require | abel path reconpilation upon cursor nove, the
proposed approach is then to build for the normal flow to an Orega
one pair of |abel path from edge to edge.

As this | abel construct maps the ARC topol ogy with | ocal significant
| abel , the Label Distribution Protocol (LDP) could be reused to
announce | abel association to nei ghbors on the ARC

Upon a breakage inside an ARC, until a corrective action takes pl ace,
some traffic will be lost. The corrective action m ght be either
operated at the control plane or the data plane, if inmediate action
and near-zero packet loss is required.
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6.1. Control Plane Recovery

Upon a first breakage in an ARC, the cursor is noved to the breakage
point, either a node or a link, so that traffic flows away fromthe
cursor agai n.

Upon a second breakage within a same ARC, a segnent of the ARC is now
i sol ated. Both breakage points becone sinks till an additional
corrective action, such as nodifying the ARC Set, takes place. Al
incoming links in the isolated segnent are bl ocked , causing the
traffic to exit at the other end of the incom ng ARCs.

Bl ocki ng an Edge Link in the incom ng ARC may create an isol ated

segnment in the incoming ARC as well if it is a second breakage there
too, or if both edges of the incomng ARC tterm nate in the broken
segnent. In that case the process recurses and the broken zone can

be determ ned as the collection of the isol ated segnents.

If a segnment of an ARC is getting isolated by a dual failure but that
ARC segnent has incom ng Edges then the ARC can be reversed. This
reversal is done by reversing of all the incom ng Edges, which becone
out goi ng. The segnent that was isolated now benefits frommultiple
exits in a loop free fashion. This process mght in turn isolate a
segnment of an ARC that was incom ng and the process recurses and sone
links flap. |If a real exit exits the process will stabilize, but a
count to infinity nust be put in place to avoid a permanent fl apping
when a whol e ARC Subset is physically isolated. One may consi der
that this process is in fact the classical |ink reversal technique,
as applied to the DAG of ARCs.

6.2. Data Plane Recovery

Upon a breakage inside an ARC, it is possible in the data plane to
reverse the direction of -to turn- a given packet once along the ARC
so the packets exits over the other Edge Link. But in order to avoid
| oops, it is undesirable to reverse the direction of a given packet a
second tinme.

Not e that once a given packet |eaves an ARC to enter the next, it is
free to bounce again in the next ARC. In other Wrds, the domain
that is inpacted by a turnis limted to the current ARC itself; the
ARC forms the event horizon wherein the notion that a turn happened
may cause a | oop.

So a local strategy must be put in place inside an ARCto allow a

gi ven packet to bounce once upon a breakage, and get dropped upon a
second breakage.
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In the case of I P packet forwarding, a packet can be tagged when it
bounces inside an ARC, or when it passes the cursor, for instance by
reserving a TOS bit for that purpose. Wen the packet bounces, the
bit is set and when the packet |eaves the ARC, the bit is reset and
may be used again in the next ARC. 1In the generic case of a Conb, a
strategy nust be put in place to walk the structure and drop a packet
that tries all the Edges. it attenpts to pass the cursor twice in a
same direction, nmeaning that nore than a full wal k was al ready
acconpl i shed.

In the case of MPLS forwarding, the sane result can be achieved with
either 3 or 4 Labels Switched Paths (LSPs) along the ARC.

3-Labels method: 1In this case we lay a primary LSP fromthe cursoo
to the Edge in each direction, and a backup LSP Edge to Edge in
each direction. So a node along the way has three | abels, one
primary and two backup, one in each direction. Should the primary
path fail, the packet can be placed along the backup LSP in the
other direction. W'IlIl note that this nmethod contrains the
| ocation of the cursor. Should the cursor nove, The primary LSPs
have to be reconmputed, at a mninmum between the old and the new
| ocation of the cursor where the direction is reversed.

4-Labels nmethod: In this case we have two primary and two backup
LSPs Edge to Edge in each direction. The |abels are independent
of the location of the cursor, so the cursor can be noved in
control plane with no inpact on | abels.
7. Manageability
Thi s specification describes a generic nodel. Protocols and
managenent will cone |ater

8. | ANA Consi der ati ons

Thi s specification does not require | ANA acti on.

9. Security Considerations

This specification is not found to introduce new security threat.
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