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Abstract

Thi s docunent describes security architectural elenents that are

rel evant for the design of the 6Ti SCH security architecture. (Note:
this docunent is a work-in-progress and will provide nore fine-tuned
i nformati on with updated versions.)

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

" SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on January 5, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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Prelimnaries
1. Devi ce Rol es

When di scussing security operations, it is useful to distinguish

vari ous device roles. Here, one should note that a device nay assune
nore than one device role at the sanme tine and that a particular role
may be assuned by nore than one device. Moreover, the napping of
device roles to devices may change over tinme (along a device' s or
network’s |ifecycle).

We di stinguish the follow ng roles:

1. dient. This device may nove in and out of networks (that nmay be
alien to it) and may have little network managenent functionality
on board. Key words: nomadi c, prom scuous, constrained.

2. Access point. This device may be nore tied into a relatively
stabl e infrastructure and may have nore support for network
managenment functionality or have reliable access hereto (e.g.,
via a back-end systen). Key words: anchor, sem -stable
connectivity, access portal.
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3. Server. This device provides stable infrastructure and network
managenent support, either intra-domain or inter domain (thereby,
of feri ng honbgeneous or even heterogeneous functionality). Key
words: core function, high availability, human-operator support.

4. CA. This device vouches for trust credentials, usually in
offline way. Key words: trust anchor.

1.2. Initiator and Responder Model
Al l peer-to-peer protocols are role-symmetrical (i.e., the role of
initiator/responder roles are interchangeable). Protocols involving
a third party assunme conmuni cations with this third party to take
pl ace via the access point (since being the device nore tied into
i nfrastructure).

1.3. Cautionary Note - on Limtations of Cryptography
Crypt ogr aphi ¢ techni ques nmay provide |ogical assurances as to a
device’'s identity, where and when comuni cations originated, whomit
was i ntended for, whomthis can be read by, etc.
Crypt ographi ¢ techni ques do, however, only provi de nmechani cal
assurances and can generally not substitute human aut hori zati on
deci sion elenents (unless the latter are not inportant, such as with
random ad- hoc networks).

1.4. Desired Protocol Properties
Security-Rel at ed:

1. Parties executing a security protocol should be explicitly aware
of its security properties

2. Conprom se of keys or devices should have |[imted effect on
security of other devices or services

3. Attacks should not have a serious inpact beyond the tine
i nterval / space during/in which these take place

4. Security protocols should mnimze the inpact of network outages,
deni al of service attacks

Conmuni cati on Fl ows:

1. Security protocols should allowto be run locally, without third
party involvenent, if at all possible
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2. The nunber of nessage exchanges for a joining client device
shoul d be reduced

3. Message exchanges should be structured so as to allow parall el
execution of protocol steps, if possible

Comput at i onal Cost:

1. Security protocols should not inpose an undue conputati onal
burden, esp. on joining client devices (An exception here may
ari se, when recovering froman event seriously inpacting
availability of the network.)

Devi ce Capabilities:

1. Dependency on an accurate time-keepi ng mechani sm shoul d be
reduced

2. Conputational/tinme [atency trade-offs should be tweaked to
benefit those of joining client, if possible

3. Dependency on "honobgeneous trust nodel s" shoul d be reduced,
W t hout jeopardi zing security properties

4. Dependency on on-board trusted platfornms and trusted 1/0O
i nterfaces should be reduced

1.5. Device Enrol ment Phases

1. Device Authentication. Cient A and Access Point B authenticate
each other and establish a shared key (so as to ensure on-goi ng
aut henti cated conmuni cations). This may involve server KDC as
third party.

2. Authorization. Access Point B decides on whether/howto
authorize device A (if denied, this may result in |oss of
bandw dth). Authorization decision my be del egated to server
KDC or other 3rd-party device.

3. Configuration/Paramneterization. Access Point B distributes
configuration information to Cient A such as

* | P address assignnment info;
* Bandw dt h/ usage constraints;

* Scheduling info (including on re-authentication policy
det ai | s)
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This may originate fromother network devices, for which it acts
as proxy. This step may al so include distribution of information
fromCient Ato Access Point B and, nore generally,
synchroni zati on of information between these two entities.

The device enroll nent process is depicted in Figure Figure 1, where
it is assuned that devices have access to certificates and where
entities have access to the root CA key of its conmunicating parties
(initial set-up requirenent). Under these assunptions, the

aut henti cati on step of the device enroll ment process does not require
online involvenent of a third party.

{j oi ni ng node} { nei ghbor} {server, etc.}
R + R + R +
| dient | | Access | +- - CA |e.g., certificate
| A | | Point B | | 4o + I ssuance
S + S + | S +
| | +--|Authoriz.|e.g., nenbership
| <----Beaconing------ | | +--------- + t est
| | | +
| <--Aut henti cati on-->| +--| Routing |e.g., |P address
| | <--Authorization--> +--------- + assi gnment
S | | S +
| | +--| CGateway |e.g., backbone,
I >| | +--------- + cl oud
| | <--Configuration-->| +--------- +
S | +- - | Bandwi dt h| e. g., PCE schedu
e
S +

Figure 1. Networking Joining, with Only Authorization by Third Party

Aggressive schene: Initiate authorization/configuration processes as
soon as (presuned) device identity becones available (invisible to
Client A). Access Point B can deny bandwi dth if authorization
negati ve.

Not e: Communi cation of configuration info depends on secure channel
with dient A

1.6. Security Definitions

1. Key Establishnment: Protocol whereby a shared secret becones
avai lable to two or nore parties for subsequent cryptographic
use
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2. Key Transport: Key establishnent technique where one party
creates/obtains the secret and securely transfers it to other(s)
3. Key Agreenent: Key establishnent techni que where the shared
secret is derived based on information contributed by each of
the parties involved, ideally so that no party can predeterm ne
this secret value

4. Inplicit Key Authentication: Assurance as to which specifically
identified parties possibly may gain access to a specific key

5. Key Confirmation: Assurance that second (possibly unknown) party
has possession of a particul ar key

6. Explicit Key Authentication: Conbination of inplicit key
aut henti cati on and key confirnmation

7. Uni |l ateral Key Control: Key establishnment protocol whereby one
party can influence the shared secret

8. Forward Secrecy: Assurance that conprom se of |ong-term keys
does not conprom se past session keys

9. Entity Authentication: Assurance of active involvenent of second
explicitly identified party in protocol

10. Miutual vs. Unilateral: Adjective indicating symretry, resp.
asynmetry, of assurances anongst parties

11. ldentity Protection: Assurance as to which specifically
identified parties may gain access to identity info

12. Certificate ? Credential that vouches for authenticity of
bi ndi ng between a public key and other information, including
the identity of the owner of the public key in question

13. Key Possession? Assurance that a specific (possibly unknown)
party has possession of a particular key

Esoteric properties: Unknown Key Share Resilience, Session Key
Retrieval, Key Conprom se | npersonation

1.7. Deploynent Scenari os

Depl oynent scenarios di scussed with industrial control user
comunity:

1. Scenari o #1: m x-and-match of nodes fromdifferent vendors
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2. Scenario #2: addition of nodes to operational network
3. Scenario #3: security audit

4. Scenario #4: device repair and replacenent (roam ng in/out
different user sites)

5. Scenario #5: network separation (devices joining wong network)
6. Scenario #6: thwarting nmalicious attacks by (forner) insiders

7. Scenario #7: thwarting attacks by outsiders via insiders (held at
"gunpoi nt’)

8. Scenario #8: addition of subsystem (’'skid ) assenbl ed el sewhere
to operational network

2. Security Considerations
This docunent is all about security.
3. Oher Related Protocols
4. | ANA Consi derations
5. Acknow edgenents

Di scussi ons anongst participants in the 6Ti SCH security conference
calls to-date hel ped to shape this docunent.

6. References
6. 1. Nor mati ve references

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC6550] Wnter, T., Thubert, P., Brandt, A, Hui, J., Kelsey, R
Levis, P., Pister, K, Struik, R, Vasseur, JP., and R
Al exander, "RPL: |IPv6 Routing Protocol for Low Power and
Lossy Networks", RFC 6550, March 2012.

[ RFC6775] Shel by, Z., Chakrabarti, S., Nordmark, E., and C. Bor mann,
"Nei ghbor Di scovery Optim zation for |1 Pv6 over Low Power
Wrel ess Personal Area Networks (6LOWPANs)", RFC 6775,
Novenber 2012.

Struik Expi res January 5, 2015 [ Page 7]



I nternet-Draft 6ti sch-security-architecture July 2014

[ RFC7250] Wouters, P., Tschofenig, H, Glnore, J., Wiler, S., and
T. Kivinen, "Using Raw Public Keys in Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", RFC 7250, June 2014.

[ RFC7252] Shel by, Z., Hartke, K, and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252, June 2014.

[I-D.ietf-6tisch-coap]
Sudhaakar, R and P. Zand, "6Ti SCH Resource Managenent and
I nteraction using CoAP', draft-ietf-6tisch-coap-00 (work
in progress), My 2014.

[I-D.ietf-6tisch-architecture]
Thubert, P., Watteyne, T., and R Assimti, "An
Architecture for IPv6 over the TSCH node of | EEE
802. 15.4e", draft-ietf-6tisch-architecture-02 (work in
progress), June 2014.

[1-D. wang-6ti sch- 6t op-subl ayer]
Wang, Q, Vilajosana, X., and T. Watteyne, "6Ti SCH
Operation Subl ayer (6top)", draft-wang-6tisch-6top-
subl ayer-00 (work in progress), February 2014.

[I-D.ietf-6tisch-6top-interface]
Wang, Q, Vilajosana, X., and T. Watteyne, "6Ti SCH
Operation Subl ayer (6top) Interface", draft-ietf-6tisch-
6t op-interface-00 (work in progress), March 2014.

6. 2. Informati ve references

[1-D.garcia-core-security]
Garci a- Morchon, O, Kumar, S., Keoh, S., Humen, R, and
R Struik, "Security Considerations in the |IP-based
Internet of Things", draft-garcia-core-security-06 (work
in progress), Septenber 2013.

[I-D.ietf-dice-profile]
Hart ke, K. and H Tschofenig, "A DILS 1.2 Profile for the
Internet of Things", draft-ietf-dice-profile-01 (work in
progress), My 2014.

[1-D. kumar-di ce-dtls-rel ay]
Kumar, S., Keoh, S., and O Garcia-Mrchon, "DTLS Rel ay
for Constrained Environnents”, draft-kumar-dice-dtls-
relay-01 (work in progress), April 2014.

Struik Expi res January 5, 2015 [ Page 8]



I nternet-Draft 6ti sch-security-architecture July 2014

[1-D.thubert -6l owpan- backbone-rout er]
Thubert, P., "6LoWPAN Backbone Router", draft-thubert-
6l owpan- backbone-router-03 (work in progress), February
2013.

[ | EEES02. 15. 4- 2011]
Institute for Electrical and El ectronics Engineers, "IEEE

802. 15. 4- 2011, | EEE Standard for Local and Metropolitan
Area Networks - Part 15.4: Low Rate Wrel ess Personal Area
Net wor ks (LR-WPANs) ", Septenber 2011

[ | EEES02. 15. 4e- 2012]
Institute for Electrical and El ectronics Engineers, "IEEE

802. 15. 4e-2012, | EEE Standard for Local and Metropolitan
Area Networks - Part 15.4: Low Rate Wrel ess Personal Area
Net wor ks (LR-WPANs), Anendnent 1: MAC Subl ayer™, Apri

2012.

[ Wrel ess- HART]
I nternational Electrotechnical Comm ssion, "I EC 62591, Ed.
2.0: Industrial Conmmuni cation Networks - Wrel ess
Comuni cati on Network and Comruni cation Profiles -
Wrel essHART (Draft)", Novenber 2013.

[ | SA100. 11a]

I nternati onal El ectrotechnical Comm ssion, "I EC 62734, Ed.
1: Industrial Comrunicati on Networks - Wrel ess
Conmmuni cati on Networ k and Communi cation Profiles - | SA

100.11a (Draft)", May 2013.
[ Zi gBee- 1 P]
ZigBee Alliance, "Zi gBee IP Specification (Zi gBee Public
Docunent 13-002r00)", February 2013.
Aut hor’ s Address

Rene Struik
Strui k Security Consul tancy

Emai | : rstrui k. ext @mail.com

Struik Expi res January 5, 2015 [ Page 9]



