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Abstract
Thi s docunent contai ns sone observations on | Pv6 addressing.
Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on April 30, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Opaque identifiers

RFC7217 [ RFC7217] descri bes a nmechani smfor generating opaque
interface identifiers and argues that these identifiers inprove
security and privacy of |Pv6 addresses, when conpared to using

nodi fied EUl -64 address formats. The main case presented in that
docunent is that using opaque interface identifiers, rather than

fi xed hardware device identifiers, thwarts attenpts at correlating of
host activities over tinme, tracking across multiple networks, and

pi npoi nting devices that may exhibit known vul nerabilities.

There are al so sone down sides to adopting this opaque identifier
format:

1. Use of opaque identifiers does not preclude traceability on |ayer
2. \Wiile this is an obvious remark, the reverse also seens to
hold: if Layer 2 MAC addresses woul d be random zed (see, e.g.,

di scussi on on MAC address random zation at | ETF-90), then
derivation of |IPv6 addresses using those random zed MAC adddreses
(rather than the EU -64 hardware address) would certainly serve

t he sane purpose as the technique in RFC 7217. Moreover, |Pv6
opagque addresses may trickle down to Layer 2, by deriving the
random zed MAC address fromthe interface identifier (assuned to
be at least 64-bit long). This would allow constrai ned nodes to
derive conpression benefits that would not be available if one
woul d cut the ties between Layer 2 and Layer 3 address fornmats.
As such, this would benefit "constrained cluster" specifications,
such as RFC6282, RFC4944, and RFC 6755.

2. The algorithmin RFC 7217 for generating opaque interface
identifiers RI D depends on an intra-device secret key
(secret _key), and sone public paraneters (Prefix, Net |face,
Network I D) and takes the form RI D: =F(key, public paraneters).
It is noted that F() MJST be difficult to reverse, MJST not be
conput abl e wi t hout know edge of the secret key, and shoul d not
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| eak the secret key given a nunber of sanples F(key, public
parnms), where parns are under the control of an adversary. The
out put should be at least 64 bits (and, in practice, nostly is).
Wil e the specification suggests that the secret key shoul d,

i ndeed, be kept secret, the specification seens to all ow

adm ni strator access and depends on trustworthy boot strappi ng.
Since it cannot be verified outside the device whether the
quantity RID and the opaque interface identifier were indeed
generated as specified with a secret key unknown to any outside
device, this |l eaves this technique open to "Big Brother"-esque
mani pul ation. Indeed, it is not hard to see (inspired by

[ Surveillance]) that one could field devices, where device-
internal private information could be | eaked via the opaque
interface identifier, no matter the good intentions: the
supposedl y opaque interface identifier sinply serves as a so-
call ed sublimnal channel. This sublimnal channel cannot be
detected w thout close exam nation of the entire device

i npl enent ati on.

2. Security Considerations
This note illustrates that privacy is a systemissue and illustrates
exanpl es where the opaque interface identifier could be turned into a
sublimnal channel for releasing secret information to a Big Brother
agent, w thout neans for detecting this.

3. | ANA Consi derations
There is no | ANA action required for this docunent.
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