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Abstract

Thi s docunent specifies the Security Eval uated Standardi zed Password
Aut henti cat ed Key Exchange (SESPAKE) protocol. The SESPAKE pr ot ocol
provi des password aut henti cated key exchange for usage in the systens
for protection of sensitive information. The security proofs of the
protocol were nade for the case of an active adversary in the
channel, including MtM attacks and attacks based on the

i npersonation of one of the subjects.
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction 2
2. Conventions used |n thls docunent 2
3. Notations . . . . . . . . . . . Lo e 3
4. Protocol description . . . . . . . . . . . . L Lo 4
4.1. Protocol paraneters . . e 5
4.2. Initial values of the protocol counters . 6
4.3. Protocol steps . . C e e e e s 6
5. Construction of points CLl QN s s o o1l
6. Acknow edgnents . . . 74
7. Security CDnS|derat|ons 24
8. References . . e
8.1. Normative References e
8.2. Informative References . . I
Appendi x A. Test exanpl es for GOST- based protocol |nplenentation 14
A 1. Exanples of points . . . . . . . e
A.2. Test exanples . . . . . . . . . . . . . . . . . . . ... 16
Authors’ Addresses . . . . . . . . . . . . . . . ... L2
1. Introduction

The current docunent contains the description of the password

aut henti cated key exchange protocol SESPAKE (security eval uated
standar di zed password aut henti cated key exchange) for usage in the
systens for protection of sensitive information. The protocol is
intended to use for establishnent of keys that are then used for
organi zati on of secure channel for protection of sensitive
informati on. The security proofs of the protocol were nmade for the
case of an active adversary in the channel, including MtM attacks
and attacks based on the inpersonation of one of the subjects.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Not at i ons

Thi s docunment uses the follow ng paraneters of elliptic curves in
accordance with [ RFC6090]:

E an elliptic curve defined over a finite prine field G-(p),
where p > 3;

p the characteristic of the underlying prinme field;

a, b the coefficients of the equation of the elliptic curve in the

canoni cal form

m the elliptic curve group order;

q the elliptic curve subgroup order;

P a generator of the subgroup of order q;

X, Y the coordinates of the elliptic curve point in the canonical
form

@) zero point (point of infinity) of the elliptic curve.

This meno uses the follow ng functions:
HASH t he underlyi ng hash function;

HVAC the function for calculating a nessage aut hentication code,
based on a HASH function in accordance wth [ RFC2104];

F(PW salt, n) the value of the function PBKDF2(PWsalt,n,Ien),
where PBKDF2(PWsalt,n,len) is calculated according to
[ RFC2898] The paraneter len is considered equal to nmininal
integer that is a multiple of 8 and satisfies the foll ow ng
condi tion:
len >= floor(log_2(q)).

Thi s docunment uses the following terns and definitions for the sets
and operations on the elenents of these sets

B n the set of byte strings of sizen, n>= 0, for n =0 the B n
set consists of a single enpty string of size O; if bis an
el ement of B n, then b = (b_1,...,b_n), where b_1,...,b_n are
el enents of {0,...,255};

[ ] concatenation of byte strings Aand C, i.e., if Ain Bnl, C
in Bn2 A= (al,a?2...,anl) and C=(c_1,c_2,...,c_n2),
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then Al|C=(a_1l,a 2,...,anl,c_1l,c 2,...,c_n2) is an el enent
of B_(nl+n2);

int(A) for the byte string A= (a_1,...,a_n) in B n an integer int(A)
= 2567(n-1)a n +...+ 2567(0)a_1;

bytes n(X) the byte string Ain B n such that int(A) = X, where Xis
integer, 0 <= X < 256"n;

BYTES(Q for Qin E, the byte string bytes n(X) || bytes n(Y), where
X, Y are standard Wi erstrass coordi nates of point Qand n =
ceil (log_{256}(p)).

4. Protocol description

The main point of the SESPAKE protocol is that parties sharing a weak
key (a password) generate a strong common key. The active adversary
who has an access to a channel is not able to obtain any information
that can be used to find a key in offline node, i.e. wthout
interaction with legitimte participants.

The protocol is used by the subjects A (client) and B (server) that
share sone secret paraneter that was established in an out-of - band
mechanism a client is a participant who stores a password as a
secret paranmeter and a server is a participant who stores a password-
based conmputed point of the elliptic curve.

The SESPAKE protocol consists of two steps: the key agreenment step
and the key confirmation step. During the first step (the key
agreenent step) the parties exchange keys using Diffie-Hellman wth
publi c conponents nmasked by an el enent that depends on the password -
one of the predefined elliptic curve points nmultiplied by the
passwor d- based coefficient. This approach provides an inplicit key
aut henti cati on, which neans that after this step one party is assured
that no other party aside froma specifically identified second party
may gain access to the generated secret key. During the second step
(the key confirmation step) the parties exchange strings that
strongly depend on the generated key. After this step the parties
are assured that a legitinmate party and no one el se actually has
possessi on of the secret key.

To protect agai nst online guessing attacks the failed connections
counters were introduced in the SESPAKE protocol. There is also a
special way of a small order point processing and a nechani smt hat
provides a reflection attack protection by using different operations
for different sides.

Snyshl yaev, et al. Expi res June 24, 2017 [ Page 4]



| nt er net - Draf t SESPAKE Decenmber 2016

4.1. Protocol paraneters

Various elliptic curves can be used in the protocol. For each
elliptic curve supported by clients the follow ng val ues MIST be
defi ned:

o0 the protocol paraneters identifier 1D ALG (which can also define a
HASH function, PRF used in PBKDF2 function, etc.), that is a byte
string of an arbitrary |ength;

o the point P, that is a generator point of the subgroup of order g
of the curve,

o the set of distinct curve points {Q1,Q2,...,QN of order q,
where the total nunber of points Nis defined for protocol
i nstance.

The met hod of generation of the points {P,Q1,Q2,..., QN is

described in Section 5.
The protocol paraneters that are used by subject A are the follow ng:

1. The secret password value PW which is a byte string that is
uniformy randomy chosen froma subset of cardinality 10710 or
greater of the set B k, where k ? 6 is password | ength

2. The list of curve identifiers supported by A

3. Sets of points {Q1,Q2,...,QN}, corresponding to curves
supported by A

4. The C_17A counter, that tracks the total nunmber of unsuccessful
authentication trials in arow, and a value of CLim1l that stores
t he maxi mum possi bl e nunber of such events.

5. The C 2"A counter, that tracks the total nunber of unsuccessful
aut hentication events during the period of usage of the specific
PW and a value of CLim2 that stores the maxi num possi bl e nunber
of such events.

6. The C_3"A counter, that tracks the total nunber of authentication
events (successful and unsuccessful) during the period of usage
of the specific PW and a value of CLim3 that stores the maxi num
possi bl e nunber of such events.

7. The unique identifier ID A of the subject A (OPTIONAL), which is
a byte string of an arbitrary | ength.
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The protocol paraneters that are used by subject B are the foll ow ng:

1

4. 2.

The values ind and salt, where ind is in {1,...,N}, salt is in
{1,...,2"128-1}.

The point Q PW satisfying the foll ow ng equation:
QPW=int (F (PW salt, 2000))*Q._ind.

It is possible that the point Q PWis not stored and is
cal cul ated using PWin the beginning of the protocol. In that
case B has to store PWand points Q1,Q2,...,QN.

The ID ALG identifier.

The C 17B counter, that tracks the total nunber of unsuccessful
authentication trials in arow, and a value of CLim1 that stores
t he maxi mum possi bl e nunber of such events.

The C 2”B counter, that tracks the total nunber of unsuccessful
aut henti cati on events during the period of usage of the specific
PW and a value of CLim2 that stores the maxi num possi bl e nunber
of such events.

The C 3”B counter, that tracks the total nunber of authentication
events (successful and unsuccessful) during the period of usage
of the specific PW and a value of CLim3 that stores the nmaxi mum
possi bl e nunber of such events.

The unique identifier 1D B of the subject B (OPTIONAL), which is
a byte string of an arbitrary | ength.

Initial values of the protocol counters

After the setup of a new password val ue PWthe values of the counters
MJST be assigned as foll ows:

0]

0]

0]

4. 3.

CI1"A=C1"B =CLim1l, where CLim1 is in {3,...,5};
C2"A =C2"B=CLim2, where CLim2 is in {7,...,20};
C3*A =C3B = CLim3, where CLim3 is in {1073, 10"3+1, ..., 10"5}.

Prot ocol steps

The basi ¢ SESPAKE steps are shown in the schene bel ow
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| A[AID PW | | B[BID QPW, ind, |
I I I sal t] I

if C 1A or C 2"A or
C3"A=0==>QUT

QT
QA =u2- QPWA

if mMg*QA = 0==>QA
= alpha*P, z_A =1

K_A = HASH(BYTES((m g*a
| pha(nod q))*Q_A))

I I I I
| | | |
| decrenment C 1"A, C2"A, | AID---> | if C 1B or C 2"B or |
| C3*A by 1 | | C3"B=0==>QIT |
I I I I
| z A=0 | <--- | decrement C 1B, C 27B, |
| | I D ALG | C3"B by 1 |
| | B_ID | |
I | (OPTIONAL), | I
| | ind, salt | |
I I I I
| Q PWA = int(F(PW | | |
| salt, 2000)) * Qind | | |
| | | |
| choose al pha randomy | | |
I from{1,...,q9-1} I I I
| u_ 1 = alpha*P - Q PWA | ul---> | if ulmnot inE==> QT |
I I I I
I I SO
I I I QB =u_l+ QPW I
I I I I
| | | choose betta randonly |
I I I from{1,...,q9-1} I
I I | if Mg*QB=0==>QB = |
| | | betta*P, z B =1 |
I I I I
| | | K B = HASH(BYTES( (M g*bet |
I I I ta*(nod qg))*Q.B)) I
| if u2not inE ==> | <--- u_2 | u 2 = betta*P + Q PW |
I I I I
I I I I
I I I I
I I I I
| | | |
I I I I
I I I I
I I I I
I I I I
I I I I
| | | |
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U1l = BYTES(u_1), U2 =

I I I I
I I I I
| BYTES(u_2) | | |
I I I I
| MAC A = HVAC(K_A, 0x01 | DATA A | Ul =BYTES(u 1), U2 = |
| [| ITDA]| ind |] salt | MAC A ---> | BYTES(u_2) |
| ] Ul ][] Uu2]||] IDALG| I I
| (OPTIONAL) || DATA A | | |
I I I I
| | | if MAC A != HVAC(K B, |
| | | 0x01 || IDA]| ind || |
I I I salt || U1l |[] U2]] I
| | | | D_ALG (OPTIONAL) || |
| | | DATA A) ==> QUIT |
I I I I
| | | if zB=1==> QT |
I I I I
| | | C 1B = CLim.1, increnment |
| | | C2"B by 1 |
I I I I
| 1f MAC B != HVAC(K_A, | <--- | MAC B = HVAC(K B, 0x02 || |
| Ox02 || IDB]|| ind || | DATA B, | IDB || ind || salt |] |
| salt || U1l |] UZ2]|] | MAC B | Ul||] U2 |] IDALG |
| | D_ALG (OPTIONAL) || | |  (OPTIONAL) || DATA A || |
| DATA A || DATA B) ==> | | DATA _B) |
| o | | |
| if z A=1==>QUT | | |
I I I I
| C 1"A = CLim 1, | | |
| increnment C 2"A by 1 | | |
e e e e e e e oo Fomm e o e e e e e e e e e e +

Tabl e 1: SESPAKE protocol steps
The full description of the protocol consists of the follow ng steps:

1. If any of the counters C 1"A, C 2"A, C 3*Ais equal to 0, A
finishes the protocol with an error that infornms of exceeding
the nunber of trials that is controlled by the correspondi ng
counter.

2. A decrenments each of the counters C 1"A, C 2"A, C3"A by 1
requests open authentication informati on from B and sends the
ID Aidentifier.

3. If any of the counters C 1B, C 2"B, C 3B is equal to O, B
finishes the protocol wth an error that infornms of exceeding
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

t he nunber of trials that is controlled by the correspondi ng
counter.

B decrenents each of the counters C 1B, C 2"B, C 3B by 1.

B sends the values of ind, salt and the ID ALGidentifier to A
B al so can OPTI ONALLY send the ID B identifier to A Al

foll owing cal culations are done by Bin the elliptic curve group
defined by the ID ALG identifier.

A sets the curve defined by the received ID ALGidentifier as
the used elliptic curve. Al follow ng cal culations are done by
Ain this elliptic curve group.

A cal cul ates the point Q PWA = int (F (PW salt, 2000))*Q._i nd.

A chooses randomy (according to the uniformdistribution) the
val ue al pha, alphais in {1,...,9-1}, and assigns z_A = 0.

A sends the value u_1 = al pha*P - Q PWA to B.

After receiving u_1, B checks that ulis in E If it is not, B
finishes with an error, considering the authentication process
unsuccessful .

B calculates QB =u_1 + QPW assigns z B =0 and chooses
randomy (according to the uniformdistribution) the val ue

betta, betta is in {1,...,q9-1}.

If Mg*QB =0 B assigns QB = betta*P and z B = 1.

B calculates K B = HASH (BYTES(( m g*betta*(nod q))*QB )).

B sends the value u_2 = betta*P + Q PWto A

After receiving u_2, A checks that u2isin E If it is not, A
finishes wwth an error, considering the authentication process
unsuccessful .

A calculates QA = u 2 - QPWA

If Mg*QA = O then A assigns QA = alpha*P and z_A = 1.

A cal culates K A = HASH (BYTES(( m g*al pha(nod q))*QA )).

A calculates U 1 BYTES(u_1), U 2 = BYTES(u_2).
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20.

21.
22.

23.

24.

25.

26.

27.

28.

29.

30.

A cal cul ates MAC_ A = HVAC (K_A, O0x01 || IDA|] ind || salt ||
U1l || U2 || IDALG (OPTIONAL) || DATA A), where DATA A is an
OPTIONAL string that is authenticated with MAC A (if it is not
used, then DATA A is considered to be of zero length).

A sends DATA A, MAC A to B.

B calculates U1l = BYTES(u_1), U2 = BYTES(u_2).

B checks that the values MAC A and HVAC (K B, 0x01 || ID A ||
ind || salt || U1l || U2 || IDALG (OPTIONAL) || DATA A are
equal. If they are not, it finishes with an error, considering

t he authentication process unsuccessful.

If z B=1, B finishes, considering the authentication process
unsuccessful .

B sets the value of C 1"B to CLim1 and increnents C 2"B by 1.

B calculates MAC B = HVAC(K B, 0x02 || IDB || ind || salt ||
Ul || U2 || IDALG (OPTIONAL) || DATA A || DATA B), where
DATA B is an OPTIONAL string that is authenticated with MAC B
(if it is not used, then DATA B is considered to be of zero

| engt h) .

B sends DATA B, MAC B to A

A checks that the values MAC B and HVAC (K A, 0x02 || ID B ||
ind || salt || U1l || U2 || IDALG (OPTIONAL) || DATA A ||
DATA B) are equal. |If they are not, it finishes with an error,

consi dering the authentication process unsuccessful.

If z A=1, Afinishes, considering the authentication process
unsuccessful .

A sets the value of C 1"A to CLim1 and increnents C 2"A by 1.

After the successful finish of the procedure the subjects A and B are
mut ual | y aut henti cated and each subject has an explicitly
aut henticated value of K= K A = K B.

Not e s :

1.

In the case when the interaction process can be initiated by any
subject (client or server) the ID A and 1D B options MJST be used
and the receiver MJST check that the identifier he had received

is not equal to his own, otherwise, it finishes the protocol. If
an OPTI ONAL paraneter ID A (or IDB) is not used in the protocol,
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it SHOULD be considered equal to a fixed byte string (zero-length
string is allowed) defined by a specific inplenentation.

2. The ind, IDA |IDB and salt paranmeters can be agreed in advance.
If sonme paraneter is agreed in advance, it is possible not to
send it during a corresponding step. Nevertheless, al
paraneters MJST be used as corresponding i nputs to HVAC functi on
during stages 20, 23, 26 and 28.

3. The ID ALG paraneter can be fixed or agreed in advance.

4. The ID ALG paraneter is RECOVWENDED to be used in HVAC duri ng
stages 20, 23, 26 and 28.

5. Continuation of protocol interaction in case of any of the
counters C 1"A, C 1B being equal to zero MAY be done w t hout
changi ng password. In this case these counters can be used for
protection agai nst denial -of-service attacks. For exanple,
continuation of interaction can be allowed after a certain del ay.

6. Continuation of protocol interaction in case of any of the
counters C 2"A, C 3"A, C 27B, C 3"B being equal to zero MJST be
done only after changi ng password.

7. 1t is RECOWENDED that during the stages 9 and 14 the points u_1
and u_2 are sent in a non-conpressed format (BYTES(u_1) and
BYTES(u_2)). However, the point conpression MAY be used.

8. The use of several Q points can reinforce the independence of the
data streans in case of working with several applications, when,
for exanple, two high-level protocols can use two different
poi nts. However, the use of nore than one point is OPTI ONAL

5. Construction of points Q1,...,QN
This section provides an exanpl e of possible algorithmfor generation
of each point Qi in the set {Q1,...,QN that corresponds to the
given elliptic curve E

The algorithmis based on choosing points with coordinates with a
known prei mages of a cryptographic hash function H which is the GOST
R 34.11- 2012 hash function (see [RFC6986]) with 256-bit output, if
2"254 < q < 27256, and the GOST R 34.11-2012 hash function (see

[ RFC6986]) with 512-bit output , if 27508 < q < 2"512.

The al gorithm consists of the foll ow ng steps:

1. Set i =1, SEED = bytes_s(0), where s = 4 or nore.
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2. Calculate X = int(HASH(BYTES(P) || SEED)) nod p.

3. Check that the value of X*3 + aX + b is a quadratic residue in
the field F p. If it is not, set SEED = bytes_s(int(SEED) + 1)
and return to Step 2.

4. Choose the value of Y arbitrarily fromthe set
{+sqgrt(R),-sqrt(R)}, where R= X"3 + aX + b. Here sqrt(R) is an
el enent of F_p, for which (sqrt(R))”2 = R nod p

5. Check that for point Q= (X Y) the following relations hold: Q!=
Oand g*Q =0 If they do, go to Step 6, if not, set SEED =
bytes s(int(SEED) + 1) and return to Step 2.

6. Set Qi = Q If i <N, then set i =i+1 and go to Step 2, else
FI NI SH.

Wth the defined algorithmfor any elliptic curve E point sets
{Q1l,...,QN are constructed. Constructed points in one set MJST
have di stinct X-coordi nates.

Not e : The know edge of a hash function prei mage prevents

know edge of the nmultiplicity of any point related to generator point
P. It is of primary inportance, because such a know edge coul d be
used to i nplement an attack against protocol w th exhaustive search
of password.
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7. Security Considerations

Any cryptographic algorithnms, particularly HASH function and HVAC
function, that are used in the SESPAKE protocol MJST be carefully
desi gned and MJUST be able to withstand all known types of
cryptanal ytic attack.

It is RECOMENDED that the HASH function satisfies the foll ow ng
condi tion:

hashlen <= log_2(qgq) + 4, where hashlen is the I engths of the HASH
function output.

The output length of hash functions that are used in the SESPAKE
protocol is RECOVWENDED to be greater or equal to 256 bits.
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8.

8.

The points Q1, Q2,...,QN and P MIJST be chosen in such a way that
t hey are provabl e pseudorandom As a practical matter, this neans
that the algorithmfor generation of each point Qi in the set
{Q1l,...,QN (see Section 5) ensures that nultiplicity of any point
under any other point is unknown.

For a certain ID ALGusing N =1 is RECOVMMENDED.

N ot e: The exact adversary nodels, which have been consi dered
during the security evaluation, can be found in the paper
[ SESPAKE- SECURI TY], containing the security proofs.
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Appendi x A. Test exanpl es for GOST-based protocol inplenentation

The foll ow ng test exanples are nade for the protocol inplenentation
that is based on the Russian national standards GOST R 34.10-2012

[ GOST3410-2012] and GOST R 34.11-2012 [ GOST3411-2012]. The English
versions of these standards can be found in [ RFC7091] and [ RFC6986] .

A.1. Exanples of points

There is one point Q1 for each of the elliptic curves below. This
poi nts were constructed using the nethod described in Section 5, in
case when N = 1, where the GOST R 34.11-2012 hash function (see

[ RFC6986]) with 256-bit output is used if 27254 < q < 27256, the GOST
R 34.11- 2012 hash function (see [RFC6986]) with 512-bit output is
used if 27508 < q < 27512.

Each of the points conplies with the GOST R 34. 10-2012

[ GOST3410- 2012] standard and is represented by a pair of (X )
coordinates in the canonical formand by a pair of (U, V) coordinates
in the twisted Edwards formin accordance with the docunent [ RFC7836]
for the curves that have the equivalent representation in this form
There is a SEED val ue for each point, by which it was generated.

A.1.1. Curve id-CostR3410-2001- Crypt oPro- A- Par anfSet
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Point Q1
X = 0x309dbc97423220b250bb9932bf aa84c26a56be4801f 11b2b2eb2d6d5656722df
Y = 0xd74935344e2c0698f ee963ef 7df 0205becbf 4e2dc9c9f e3047e0721dad418cc31
SEED:
00 00 00 00

A.1.2. Curve id-CostR3410-2001- Crypt oPr o- B- Par anfSet
Point Q1
X = 0x41lclf 2635cde577b65e2711e82b1d9bf f d91ce913f 94ba2618eb2f 218765c921
Y = 0x2a0637ce2e808540b80f cf 06e496ce4495e2¢c7¢cel112990e9f 54e9771318c9e01
SEED:
00 00 00 00

A.1.3. Curve id-CostR3410-2001- Crypt oPro- C Par anfSet
Point Q1
X = 0x06eed2bc5de91de8da7728f ddf a70659604bb12bf 9f 111282da313db8f a2cb0c
Y = 0x881f29348d5e1d29b123a0e9d222c9c541ddeOf 6d9f 5958dabc372768b12c5f 6
SEED:
04 00 00 OO0

A.1.4. Curve id-tc26-gost-3410-2012-512- parantSet A

Point Q1
X = 0x2al7f 8833a32795327478871b5c5e88aef b91126c64b4b8327289beab62559425
d18198f 133f 400874328b220c74497cd240586¢ch249e158532ch8090776cd61c

0x8d70f 3b58c4b725be316d7ca7052d94b8591f 6b16c9d4517daa607¢c3223b13c5
b98942c8f 812150b327a16696a39b3dbe1239dd417823f 30780ae0bc9808da02

Y

SEED:
01 00 00 00

A.1.5. Curve id-tc26-gost-3410-2012-512-parantSet B

Point Q1
X = Ox7elf ae8285e035bec244bef 2d0e5ebf 436633cf 50e55231dea9c9cf 21d4c8c33
df 85d4305de92971f 0a4b4c07e00d87bdbc720eb66e49079285aaf 12e0171149

0x2cc89998b875d4463805ba0d858a196592db20ab161558f f 2f 4ef 7a85725d209
53967ae621af deae89bb77c83a2528ef 6f ce02f 68bdad4679d7f 2704947dbc408

Y

SEED:
00 00 00 00

A.1.6. Curve id-tc26-gost-3410-2012-256- paranSet A
Point Q1

X = 0x79507¢c89b398d65666110c4a0blaa72cdle31e49f cOf 8b28623d1376d86c5924
Y = 0x88ff 65cb730d2aeeb81f 8c2b45af a2ab5e3f 34558dc7cbc42e7db56e063f 18041
U = OxO0bf57df 52df 22001e604b64b13f 1a73691d87eed4dac2f 8f 31343e32d7569104e
V = 0x7282b17987112925f 2b9cad1926b7c7a6ef d8a0454cc7e96f f 079a6063dabdeb
SEED:

15 00 00 00

A 1.7. Curve id-tc26-gost-3410-2012-512-parantSet C
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Point Q1
X = 0x489c91784e02e98f 19a803abca319917f 37689e5a18965251ce2f f 4e8d8b298f
5ba7470f 9e0e713487f 96f 4a8397b3d09a270c9d367eb5e0e6561adeeb51581d

Y = 0x97b1577a5359b150e4c011c93f 7ad5c41c427f eedf 10e71df cO078f d72914a24
d3ebb5f 2338ed89abd4028d35d5bc05b0b6c625992659f 86¢38f b5736b1le8eaf
U = 0xc5cbh690681694c7b65b058249f 026c7a7421766a71b41142f a594cdebde94c83
6265a9f f 891815a68eb7d74e7040106690036740c2360d2c34f 12¢c95f 2952f 3f
V = 0x52d884c8bf Dad6chf 7b3973e32a668daalf 1ed092ef f 138dae6203b2ccdec561
47464d35f ec4b727b2480eb143074712c76550c7a54f f 3ea26f 70059480dcb50
SEED:

13 00 00 00
A. 2. Test exanples

This protocol inplenentation uses the GOST R 34.11-2012 hash function
(see [ RFC6986]) with 256-bit output as the H function and the

HVAC GOSTR3411 2012 512 function defined in [ RFC7836] as a PRF
function for the F function. The paraneter |en is considered equal
to 256, if 27254 < q < 272256, and equal to 512, if 27508 < q < 27512.

The test exanples for the point of each curve in Appendix A 1l are
gi ven bel ow.

A 2. 1 Curve id-Gost R3410-2001- Crypt oPr o- A- Par anfSet
The input protocol paraneters in this exanple take the foll ow ng val ues:
N=1
ind =1
I D_A

00 00 00 00
| D B:

00 00 00 00
PW

31 32 33 34 35 36 (’'123456’)
salt:

29 23 BE 84 E1 6C D6 AE 52 90 49 F1 F1 BB E9 EB
Qi nd:

X = 0x309DBC97423220B250BB9932BFAA84C26A56BE4801F11B2B2EB2D6D5656722DF

Y = 0xD74935344E2C0698FEE963EF7DF0205BECBF4E2DCOCOFE3047E0721DA418CC31
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):

BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71

DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67
The coordi nates of the point Q PWare:

X = 0x2961C9B3E975FDFD31A9A87618BF3E00DFD6F52CA9C3A3AEBAAGF39F445F7356

Y = 0x7458C27A6D161D3ECACS7BCECOECBAE9EF14F60DC85AE28F6642429265409864
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nessage u_1 take the foll ow ng val ues:
al pha=0x1F2538097D5A031FA68BBB43C84D12B3DE47B7061COD5E24993E0C873CDBA6GB3
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al pha* P:
OxBBC77CF42DC1E62D06227935379B4AAAD14FEAAFS565DDF4CB4FA4D31579F9676
Ox8E16604A4AFDF28246684D4996274781F6CB80ABBBA1414C1513ECI988509DABF

0x6952DF3333193201A4C946EB6B6D0F85C68222B4AF993B0A7A816C5BD684F979
0xC15106B7D8CB5A89F813CB6308CDB2A8B848F60C1COF225E06 A7 EBAEASCODS8E
During processing a nessage u_1, calculation the K B key and the nessage
u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bet t a=0xDC497DOEF6324912FD367840EE509A2032AEDB1COA890D133B45F596 FCCBD45D
src:

2E 01 A3

F7 25 D6

A0 DB A9

BE B2 97
K B:

1A 62 65

62 E5 62
betta*P:
0x6097341C1BE388ES83E7CA2DF47FAB86E2271FDO42E5B7B2EB2409E49F742BC29
OxC81AA48BDB4CAGFAOEF18B9788AE25FE30857AA681B3942217F9FED151BAB7D0

c
= <Xk <X

D8
40
31
B6

4F DB 7E 94 7B B8 92
1A A5 59 D4 1A 67 24
05 CD DA F4 BF AE A3
Al 7F 4F BD 96 DC C7

9B
F8
90
23

E9 36 3D F5
D5 F1 8E 2C
6F DD 71 9D
EA 34 72 A9

54
99

92 1D C2 E9 2B 4D D8
37 3F 06 79 95 35 AD

D6
26

7D BE 5A 56
09 4E CA A3

OxFEOO5686A8CA25A91EFAA891EE301F95881A1EBB95A3314445BCC2D46C2F7F76
0x3B9D486451A663165F7CA534AAELIS5FA17925DB6 AB88B975CABAFBA4ES40EOEDL
During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the foll ow ng val ue:

KA

c
< XN <X

1A 62 65 54 92 1D C2 B9 2B

62 E5 62 99 37 3F 06 79 95
The nessage MAC _A=HVAC (K_A,
fromthe subject A takes the
MAC_A:

AF 49 FE D1 96 9E 09 5E 1B

DD 07 7B 3B 13 33 58 31 85
The nmessage MAC B=HMAC ( K_B,
fromthe subject B takes the
MAC _B:

17 81 15 B6 C7 5F 77 E1 8D

74 D7 29 7A FA 93 98 F5 B7

i nput protocol

00 00 00 00
| D_B:
00 00 00 00

Snyshl yaev, et al.

Expi res June 24, 2017

4D D8 Do 7D BE 5A 56
35 AD 26 09 4E CA A3

Ox01 || IDA|] ind |] salt || u_1l || u_2)
foll ow ng val ue:

00 45 D5 E7 48 2D F7

EB F3 51 06 E9 9B 24

0x02 || IDB || ind || salt || ul|]|] u.2)

foll ow ng val ue:

9A 6F 63 47 45 49 2A
D5 OA 7E 19 C6 F4 3C

.2 Curve id-GostR3410-2001- Crypt oPr o- B- Par anfSet
i paranmeters in this exanple take the foll ow ng val ues:
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PW

31 32 33 34 35 36 (’'123456’)
salt:

29 23 BE 84 E1 6C D6 AE 52 90 49 F1 F1 BB E9 EB
Q_i nd:

X = 0x41C1F2635CDES77B65E2711E82B1D9BFFDI1CE913F94BA2618EB2F218765C921

Y = 0x2A0637CE2E808540B80FCFO6E496CE4495E2C7CEL112990E9F54E9771318C9E01
The function F (PW salt, 2000) takes the follow ng val ues:
F(PW sal t, 2000):

BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71

DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67
The coordi nates of the point Q PWare:

X = 0x09472603E9B4091241349C7355148D245C2477B7C5027BD7A846600B10C19CEO

Y = 0x20D8BF5708998671E5D40431AEDOBCB92D37EOFB74ED15B7265DE8B8620815EF
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x499D72B90299CABODA1F8BE19D9122F622A13B32B730C46BD0664044F2144FAD
al pha*P:

X = 0x61D6F916DB717222D74877F179F7EBEF7CDAD24D8C1F523C048E34A1DF30F8DD

Y = Ox3EC48863049CFCFE662904082E78503F4973A4E105E2F1B18C69A5E7FB209000
u 1:

X = 0x2375FDFC25F6E8BC73572909CC0535C765A10695B4192DC658EBF548D989243C

Y = Ox755BOCAF57D55443312DFDB2457799A1706B94DFOF52AD6A2BDO9B6FA1 D6 DAOF
During processing a nessage u_1, calculation the K B key and the nessage

u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bett a=0x0F69FF614957EF83668EDC2D7ED614BE76F7B253DB23C5CCOC52BF7DF8F4669D
src:

50 14 OA 5D ED 33 43 EF C8 25 7B 79 E6 46 D9 FO

DF 43 82 8C 04 91 9B D4 60 C 7A D1 4B A3 A8 6B

00 ¢4 06 B5 74 4D 8E B1 49 DC 8E 7F C8 40 64 D8

53 20 25 3E 57 A9 B6 Bl 3D 0D 38 FE A8 EE 5E 0OA
K B:

A6 26 DE 01 Bl 68 OF F7 51 30 09 12 2B CE E1 89

68 83 39 4F 96 03 01 72 45 5C 9A EO 60 CC E4 4A
betta*P:
= 0x33BC6F7E9QCOBAL10OCFB2B72546C327171295508EA97F8CBBA9F890F2478AB4D6C
Ox75D57B396C396F492F057E9222CCC686437A2AAD464EA52EF426 FCBEEED1 A4 A6

0x2B68ECA785C336DD6DACL36F81BC7DF626629FB5843B51CC613E84B932E89C2A
Ox5E2D3621E6365AFFDI0B294E3AB86C68FF51A2F8A730F2861DC67BDC693CA07F
During processing a nessage u_2 and cal culation the key on the subject A
the K A key takes the foll ow ng val ue:
K A

A6 26 DE 01 Bl 68 OF F7 51 30 09 12 2B CE E1 89

68 83 39 4F 96 03 01 72 45 5C 9A EO 60 CC E4 4A
The nmessage MAC A=HMAC (K A, Ox01 || IDA|] ind || salt || ul || u_.2)
fromthe subject A takes the follow ng val ue:

c
< XN <X
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MAC_A:
92 78 0B 53 0D OA CE B8 03 48 75 5E 52 OA 6A 7A
C8 78 Bl EA BF BD BB 2F 3B 4C 55 6E 57 8E 8F 53

The nessage MAC B=HVAC (K B, 0x02 || IDB || ind || salt || u.1l ]| u_2)
fromthe subject B takes the foll ow ng val ue:
MAC_B:

0D 53 A2 C3 0B B6 B8 F6 FO 7F 30 FE 83 F9 85 32
2B F7 C2 29 OE 11 93 D5 1B 3F 20 36 D2 10 32 F5

A. 2.3 Curve id-Gost R3410-2001- Crypt oPr o- C- Par anfSet
The i nput protocol paraneters in this exanple take the foll ow ng val ues:
N=1
ind =1
I D A

00 00 00 00
| D_B:

00 00 00 00
PW

31 32 33 34 35 36 (’'123456’)
salt:

29 23 BE 84 E1 6C D6 AE 52 90 49 F1 F1 BB E9 EB
Qi nd:

X = O0x06EED2BC5DE91DE8SDA7728FDDFA70659604BB12BF9F111282DA313DB8FA2CB0OC

Y = 0x881F29348D5E1D29B123A0E9D222C9C54 1 DDEOF6DIF5958DABC372768B12C5F6
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):

BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71

DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67
The coordinates of the point Q PWare:

X = Ox5CA067EC57D7376CF270C808A7E7D37736788E0575CAD74BFDCO7AF541421DD3

Y = 0x9BODCD79979AF5689D85EE9E8304053E5C3EEA6565428156BDDA995FC588C66C
During the calculation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x3A54AC3F19AD9DOB1EACSBACDCEA7OES81F1DAC33D13FEAFDB1E762378639C1A8
al pha*P:
0x96B7F09C94D297C257A7DA48364C0076E59E48D221CBA604AE111CA3933B446A
0x54E4953D86B77ECCEB578500931E822300F7E091F79592CA202A020D762C34A6

0x919ACFOD8969A17F2D5CF8D2340237C26C747BD266BFC6CB8AL17ABCO5872EF26
Ox18A4759F43951D553FCEF2D6C2F1013ED3BFD89243CE323EF5B5D87A68445ACD
During processing a nessage u_1, calculation the K B key and the nessage
u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bett a=0x448781782BF7COE52A1DDIE6758FD3482D90D3CFCCF42232CF357E59A4D49FD4
Ssrc:

16 A1 2D 88 54 7E 1C 90 06 BA A0 08 E8 CB EC C9

D1 68 91 ED C8 36 CF B7 5F 8E B9 56 FA 76 11 94

D2 8E 25 DA D3 81 8D 16 3C 49 4B 05 9A 8C 70 A5

c
- <X <X
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Al B8 8A 7F 80 A2 EE 35 49 30 18 46 54 2C 47 0B
K B:

BE 7E 7E 47 B4 11 16 F2 C/ 7E 3B 8F CE 40 30 72

CA 82 45 0D 65 DE FC 71 A9 56 49 E4 DE EA EC EE
bett a* P:

X = 0x4B9COAB55A938121F282F48A2CC4A396EB16E7E0068B495B0C1DD4667 786 A3EBY

Y = 0x223460AA8E09383E9DF9844C5A0F2766484738E5B30128A171B69A77D9509B96
u_2:

X = O0x8F306F662D05C8B1E41828D8AA9COE2B12F16D7FAF7D04C7FEQ2243EBB708C15

Y = 0x05783E1516FC20E93D69070D0199EALIC65DACEG375174B11D99216FD5EES3A23
During processing a nessage u_2 and cal culation the key on the subject A

the K A key takes the followi ng val ue:

K A

BE 7E 7E 47 B4 11 16 F2 C7

CA 82 45 0D 65 DE FC 71 A9
The nessage MAC A=HVAC (K_A,
fromthe subject A takes the
MAC_A:

94 6E A7 88 94 59 39 DO 67

F4 8A C3 2D 4F 96 AE C9 E6
The nessage MAC B=HVAC (K _B,
fromthe subject B takes the
MAC B:

31 CD DB F2 DO 1C 6E 96 59

D5 88 8D 1E 02 61 AA 2D F4

A 2
The i nput protocol
N=1
ind =1
| D A
00 00 00 00
| D_B:
00 00 00 00
PW

31 32 33 34 35 36 ('123456’

sal t:
29 23 BE 84 E1 6C D6 AE 52

Qi nd:
X

7E 3B 8F CE 40 30 72
56 49 E4 DE EA EC EE

0x01 || IDA]|| ind || salt || ul ]| u_.2)
foll ow ng val ue:

8A CA 21 8C DB 3C 71

D1 58 EF 77 7E 5F A3

0x02 || IDB || ind || salt || u.l ]| u_.2)

foll ow ng val ue:

CE 68 B7 A7 51 E5 ED
70 2F 47 64 E7 66 A7

.4 Curve id-tc26-gost-3410-2012-512- par anfSet A
i paranmeters in this exanple take the foll ow ng val ues:

)
90 49 F1 F1 BB E9 EB

= Ox2A17F8833A32795327478871B5C5E88AEFB91126C64B4B8327289BEA62559425

D18198F133F400874328B220C74497CD240586CB249E158532CB8090776CD61C
0x8D70F3B58CAB725BE316D7CA7052D94B8591F6B16COD4517DAA607C3223B13C5

B98942C8F812150B327A16696A39B3DBE1239DD417823F30780AE0BC9808DA02
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):

BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71

DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67

1C 62 13 E3 93 OE FD DA 26 45 17 92 C6 20 81 22

Y
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EE 60 D2 00 52 0D 69 5D FD 9F 5F OF D5 AB A7 02
The coordi nates of the point Q PWare:
X = 0x0COAB53DOEOA9C607CAD758F558915A0A7DC5DC87B45E9A58FDDF30EC3385960
283E030CD322D9E46B070637785FD49D2CD711F46807A24C4A0AF9A42C8E2D740
Y = 0x206C57FED4792C5C2B075B2B7825EA038C614CE4ADF4CAF17373FCD5507F8D39C
C83082A4BFBS8E61A4BBF83BE265CDE9S5F735963D8EB7B16128D47555AD1D723C
During the calculation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nessage u_1 take the foll ow ng val ues:
al pha=0x3CE54325DB52FE798824AEAD11BB16FA766857D04A4AF7D468672F16D90E7396
046A46F815693E85B1CE5464DA9270181F82333B0715057BBES8D61D400505F0E
al pha*P:
X = 0xB93093EBOFCC463239B7DF276E09E592FCFCIB635504EA4531655D76 A0A3078E
2B4E51CFE2FA400CC5DE9FBE369DB204 B3ESED7 EDD85EES CCA654 C1LAED7 OE396
0x809770B8D910EA30BD2FA89736E91DC31815D2D9B31128077EEDC371E9F69466
F497DC64DD5B1FADC587F860EE256109138C4AA9CDO6B628E65A8F590520FC882

<
I

0x81D5279D82647E0C294FF8D812E034D7B5260EB906279EB17A61A17A3B9BOFBC
E40DEA14329CE2DF5F89F74E833BFD023A5B8CD88AB8B4ACIB74572D5D33C58B
0x06648C66E449DF2F2FD59C07B60DAC6787A212FD7033F76D6A447403A10F91E2
B50F64C2E769DFC56B126546 DASCFDA3E41E47A30A69C437996 A3E9D5ES922D2
During processing a nessage u_1, calculation the K B key and t he nmessage
u 2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bett a=0xB5C286A79AA8E97ECOE19BC1959A1D15F12F8C97870BA9D68CC12811A56A3BB1
1440610825796A49D468CDCOC2D02D76598A27973D5960C5F50BCE28D8D345F4

< Xk
I

src:
84 59 C2 0C B5 C5 32 41 6D B9 28 EB 50 €GO 52 OF
B2 1B 9C D3 9A 4E 76 06 B2 21 BE 15 CA 1D 02 DA
08 15 DE C4 49 79 CO 8C 7D 23 07 AF 24 7D DA 1F
89 EC 81 20 69 F5 D9 CD E3 06 AF FO BC 3F D2 6E
D2 01 B9 53 52 A2 56 06 B6 43 E8 88 30 2E FC 8D
3E 95 1E 3E B4 68 4A DB 5C 05 7B 8F 8C 89 B6 CC
OD EE D1 00 06 5B 51 8A 1C 71 7F 76 82 FF 61 2B
BC 79 8E C7 B2 49 OF B7 00 3F 94 33 87 37 1C 1D
K B:
53 24 DE F8 48 B6 63 CC 26 42 2F 5E 45 EE C3 4C
51 D2 43 61 Bl 65 60 CA 58 A3 D3 28 45 86 CB 7A
bet t a*P:
X = 0x238B38644E440452A99FA6B93D9FD7DAOCB83C32D3C1E3CFESDF5C3EBOF9DBI1
E588DAEDCB849EA2FB867AE855A21B4077353C0794716A6480995113D8C20C7 AF
0xB2273D5734C1897F8D15A7008B862938C8C74CATE877423D95243EB7EBDO2FD2
C456CFOFCO956F078A59AA86F19DD1075E5167E4ED35208718EA93161C530ED14

<
I

OxDB665DF5A55A855A807445BD816398AFD810A1FF9328D39C2E7C92B350592EB9
15188922C58CD82DCD09480F8C6COE714683F759CFBOC69314ACFE4814C482B4
0x1280DB5628E13CD177B06D5F4745104B09260BEAF4089917B96EC61953A42EDF
DC24852CA32C8DEA84D6F1B745EABF23E3042 AFAE32FD6A25E652128B83C2B00
During processing a nessage u_2 and cal culation the key on the subject A

< XN
I
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the K A key takes the foll ow ng val ue:

K A

53 24 DE F8 48 B6 63 CC 26

51 D2 43 61 B1 65 60 CA 58
The nmessage MAC A=HMAC ( K_A,
fromthe subject A takes the
MAC_A:

D6 8B 7B A4 3B E5 38 DB 16

Cl 89 1C F4 E9 5E DE CB 92
The nessage MAC B=HVAC (K _B,
fromthe subject B takes the
MAC_B:

02 Bl AA 10 48 AF 93 7B C8

63 FC 1E A3 4F 97 BA OA 37

42 2F 5E 45 EE C3 4C
A3 D3 28 45 86 CB 7A

Ox01 || IDA|]| ind || salt || ul|]|] u.2)
foll ow ng val ue:

3B 91 OB 62 FF 9B 06

26 21 89 F2 3D 28 D6

0x02 || IDB || ind || salt || u.1l ]| u_2)

foll ow ng val ue:

78 DO 7C 3C 83 D2 A6
03 AA CC C9 96 2D A8

A. 2.5 Curve id-tc26-gost-3410-2012-512- par anSet B
The i nput protocol paraneters in this exanple take the foll ow ng val ues:
N=1
ind =1
I D A

00 00 00 00
| D_B:

00 00 00 00
PW

31 32 33 34 35 36 (’'123456’)
salt:

29 23 BE 84 E1 6C D6 AE 52 90 49 F1 F1 BB E9 EB
Qi nd:

X = OX7E1FAE8285E035BEC244BEF2DOESEBF436633CF50E55231 DEA9COCF21D4C8C33
DF85D4305DE92971F0A4B4C07EOO0D87BDBC720EB66E49079285AAF12E0171149
Y = 0x2CC89998B875D4463805BA0D858A196592DB20AB161558FF2F4EF7A85725D209
53967AE621AFDEAES9BB77C83A2528EF6FCE02F68BDA4679D7F2704947DBCA08
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):
BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71
DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67
1C 62 13 E3 93 OE FD DA 26 45 17 92 C6 20 81 22
EE 60 D2 00 52 0D 69 5D FD 9F 5F OF D5 AB A7 02
The coordi nates of the point Q PWare:
X = 0x7D03E65B8050D1E12CBB601A17B9273B0E728F5021CD47C3A4DD822E4627BASF
9C696286A2CDDA9A065509866B4DEDEDCAA118409604AD549F87A60AFA621161
Y = 0x16037DAD45421EC50B00D50BDC6AC3B85348BC1D3A2F85DB27C3373580FEF87C
2C743B7ED30F22BE22958044E716F93A61CA3213A361A2797A16A3AE62957377
During the calculation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x715E893FA639BF341296E0623E6D29DADF26B163C278767A7982A989462A3863
FE12AEF8BD403D59C4DC4720570D4163DB0805C7C1LOCAE818F9CB785B04B9997
al pha*P:
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0x10CA79EA1C04D3C2C02B0576A9CA2D06226FF033C1191436777F66916030D87D
02FB93738ED7669D07619FFCE7C1F3CADB5ESDF49E2186 D6 FALE2EBS5767602B9
0x039F6044191404E707F26D59D979136A831CCE43E1C5F0600D1 DDF8F39D0CA3D
52FBDO43BF04 DDCED1AA2 CESF5EBD7487ACDEF239C07D015084D796784F35436

< X
I

0x45C05CCE8290762F2470B719B4306D62B2911CEB144F7F72EF11D10498C7E921
FF163FE72044B4E7332AD8CBEC3C12117820F53A60762315BCEB5BC6DASCF1EQ
Ox5BE483E382D0F5F0748CAF6A5045D99E62755B5ACCO554ECAASB2093E121A2DD
5C6066BCI9EDE39373BA19899208BB419E38B39BBDEDEBOBO9AS CAAEAA984D02E
During processing a nessage u_1, calculation the K B key and the nessage
u 2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bet t a=0x30FA8C2B4146C2DBBE82BED04D7378877E8C06753BDOA0FF71EBF2BEFESDASF3
DC0836468E2CE7C5C961281B6505140F8407413F03C2CB1D201EA1286CE30EGD

< Xk
1

src:
3F 04 02 E4 OA 9D 59 63 20 5B CD F4 FD 89 77 91
9B BA F4 80 F8 E4 FB D1 25 5A EC E6 ED 57 26 4B
DO A2 87 98 4F 59 D1 02 04 B5 F4 5E 4D 77 F3 CF
8A 63 B3 1B EB 2D F5 9F 8A F7 3C 20 9C CA 8B 50
B4 18 D8 01 E4 90 AE 13 3F 04 F4 F3 F4 D8 FE 8E
19 64 6A 1B AF 44 D2 36 FC C2 1B 7F 4D 8F C6 Al
E2 9D 6B 69 AC CE ED 4E 62 AB B2 0D AD 78 AC F4
FE BO ED 83 8E D9 1E 92 12 AB A3 89 71 4E 56 0OC
K B:
D5 90 EO 5E F5 AE CE 8B 7C FB FC 71 BE 45 5F 29
A5 CC 66 6F 85 CD Bl 7E 7C C7 16 C5 9F F1 70 E9
bet t a*P:
X = 0x34C0149E7BB91AE377B02573FCC48AF7BFB7B16 DEBSFOCE870F384688E3241A3
A868588CCOEF4364CCA67D17E3260CD82485C202ADC76F895D5DF673B1788E67

Y = O0x608E944929BD643569ED5189DB871453F13333A1EAF82B2FE1BE8100E775F13D
D9925BD317B63BFAF05024D4A738852332B64501195C1B2EF789E34F23DDAFCS

u_2
X = 0x0535F95463444CA594B5A2E14B35760491C670925060B4BEBCO7DE3A3076D1A5
81F89026E04282B040925D9250201024ACA4B2713569B6C3916A6F3344B840AD
Y = Ox40E6C2E55AEC31E7BCB6EA0242857FC6DFB5409803EDF4CA20141F72CC3C7988

706E076765F4F004340E5294A7F8E53BA59CB67502F0044558C854A7D63FES00
During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the foll ow ng val ue:
K A
D5 90 EO 5E F5 AE CE 8B 7C FB FC 71 BE 45 5F 29
A5 CC 66 6F 85 CD B1 7E 7C C7 16 C5 9F F1 70 E9

The nmessage MAC_A=HVAC (K_A, O0xO01 || IDA || ind || salt []| u_l || u_2)
fromthe subject A takes the follow ng val ue:
MAC_A:

DE 46 BB 4C 8C EO 8A 6E F3 B8 DF AC CC 1A 39 BO

8D 8C 27 B6 CB OF CF 59 23 86 A6 48 F4 E5 BD 8C
The nmessage MAC B=HMAC (K B, 0x02 || IDB || ind || salt || ul || u_.2)
fromthe subject B takes the follow ng val ue:
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MAC_B:
EC B1 1D E2 06 1C 55 F1 D1 14 59 CB 51 CE 31 40
99 99 99 2F CA Al 22 2F Bl 4F CE AB 96 EE 7A AC

A 2.6 Curve id-tc26-gost-3410-2012-256- par antSet A
The input protocol paraneters in this exanple take the foll ow ng val ues:
N=1
ind =1
I DA
00 00 00 00
| D_B:
00 00 00 00
PW
31 32 33 34 35 36 (’'123456’)
salt:
29 23 BE 84 E1 6C D6 AE 52 90 49 F1 F1 BB E9 EB
Q_i nd:
X = 0x79507C89B398D65666110C4AA0B1AA72CD1E31E49FCOF8B28623D1376D86C5924

Y = 0x88FF65CB730D2AEEB81F8C2B45AFA2A5E3F34558DC7CBCA2E7DB56E063F18041
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):

BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71

DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67
The coordi nates of the point Q PWare:

X = 0x310C046307536414C193126268A2F28B969D262B318A45F3765DD1E31C06D4DE

Y = 0x156F7711D121329F7FA5AB0708A694BF1DE799CFCA467EAAB83707521B1DDD652
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x147B72F6684FB8FD1B418A899F7DBECAF5FCE60B13685BAA95328654A7F0707F
al pha*P:

X = O0x33FBACL4EAE538275A769417829CA31BDOFA622B6F02427EF55BD60EE6BC2888

Y = 0x22F2EBCF960A82E6CDB4042D3DDDA511B2FBA925383C2273D952EA2DA06 EAE46
u 1:

X = 0x88736306F23710439D24AD67EA89CEF401856CADC1D717DFBB781FD29B1A7353

Y = 0x067EFCB7A00E752C92EDF694B7D3D04948A1B457793495A466078F776F3E951F
During processing a nessage u_1, calculation the K B key and the nessage

u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bet t a=0x30D5CFADAAOE31B405E6734CO3ECAC5DFOF02F4BA25COA3B320EE6453567B4CB
src:

A3 39 A0 B8 9C EF 1A 6F FD 4C Al 28 04 9E 06 84

DF 4A 97 75 B6 89 A3 37 84 1B F7 D7 91 20 7F 35

11 86 28 F7 28 8E AA OF 7E C8 1D A2 OA 24 FF 1E

69 93 C6 3D 9D D2 6A 90 B7 4D D1 A2 66 28 06 63
K B:

7D F7 1A C3 27 ED 51 7D OD E4 03 E8 17 C6 20 4B

Cl 91 65 B9 D1 00 2B 9F 10 88 A6 CD A6 EA CF 27
betta*P:
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X = 0x2B2D89FAB735433970564F2F28CFA1B57D640CB902BC6334A538F44155022CB2

Y = Ox10EF6A82EEF1E70F942AA81D6B4CESDECODDB9447512962874870E6F2849A96F
u 2:

X = OxA7D1F51754416E65D3DEAEF33E93FB72572AA954392D306F15DC28922A73A4CC

Y = Ox5F8CE8692B52EE616BE3554A42983E9B6C22CF14521F625FEQA9A0DAB35C7408
During processing a nessage u_2 and cal culation the key on the subject A

the K A key takes the foll ow ng val ue:
K A

7D F7 1A C3 27 ED 51 7D 0D

Cl 91 65 B9 D1 00 2B 9F 10
The nmessage MAC A=HMAC ( K_A,
fromthe subject A takes the
MAC_A:

9C 39 A4 4F B4 BO 41 4B 3C

90 15 66 88 74 24 92 6C 22
The nessage MAC B=HVAC (K _B,
fromthe subject B takes the
MAC_B:

4C CB 94 EB 2E 29 E5 4E 47

47 6D DD 10 28 56 59 8C 59

E4 03 E8 17 C6 20 4B
88 A6 CD A6 EA CF 27

Ox01 || IDA|]| ind || salt || ul|]|] u.2)
foll ow ng val ue:

7E 0D 93 7E 5D 18 86

B3 F8 93 F2 F8 13 98

0x02 || IDB || ind || salt || u.l ]| u_.2)

foll ow ng val ue:

15 61 F3 B9 19 F3 3F
78 9B 86 FC 2B 47 BB

A. 2.7 Curve id-tc26-gost-3410-2012-512- parantetC
The i nput protocol paraneters in this exanple take the foll ow ng val ues:
N=1
ind =1
I D A
00 00 00 00
| D_B:
00 00 00 00
PW
31 32 33 34 35 36 (’'123456’)
salt:
29 23 BE 84 E1 6C D6 AE 52 90 49 F1 F1 BB E9 EB
Qi nd:
X = 0x489C91784E02E98F19A803ABCA319917F37689E5A18965251CE2FF4ES8D8B298F
5BA7470F9EOE713487F96F4A8397B3D09A270COD367EBSEOE6561ADEEBS51581D
Y = 0x97B1577A5359B150E4C011CO3F7ADSCA1CA427FEEAF10E71DFCO078FD72914A24

D3EBB5F2338ED89ABD4028D35D5BC05B0B6C625992659F86C38FB5736B1ESEAF
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):
BD 04 67 3F 71 49 B1 8E 98 15 5B D1 E2 72 4E 71
DO 09 9A A2 51 74 F7 92 D3 32 6C 6F 18 12 70 67
1C 62 13 E3 93 OE FD DA 26 45 17 92 C6 20 81 22
EE 60 D2 00 52 0D 69 5D FD 9F 5F OF D5 AB A7 02
The coordi nates of the point Q PWare:
X = 0x0185AE6271A81BB7F236A955F7CAA26FB63849813C0287D96C83A15AE6B6A864
67AB13B6D88CE8CD7DC2ESB97FF5F28FAC2C108F2A3CF3DB5515C9E6D7D210E8
Y = Ox12FDDFO6D1088E58E39B133886792483FC2C84C1D54C17C0CD31A1F8B589D13F
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7DAC361DEFD478ACDI9EDBA3BAE2E92D87632543A7530208CE7218F549B0F40F
During the calculation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x332F930421D14CFE260042159F18E49FD5A54167E94108AD80B1DE60B13DE799
9A34D611E63F3F870E5110247DF8EC7466E648ACF385E52CCB889ABF491EDFFO
al pha*P:
X = 0x561655966D52952E805574F4281F1ED3A2D498932B00CBA9DECB42837F09835B
FFBFE2D84D6B6B242FE7B57F92E1A6F2413E12DDD6383E4437E13D72693469AD
OxF6B18328B2715BD7F4178615273A36135BCOBF62F7D8BB9F080164AD36470AD0
3660F51806C64C6691BADEF30F793720F8E3FEAED631D6A54A4C372DCBF80ES2

<
I

OxC20633FEA34B846489F627BBB1835E436FAA3DBA002COCA7921F28A976384962
A159C3E7F3F85797E1BAAB6F17B290DDIDA86D829241422D37AB144D2C088BB4
0x31D6F6B1639D175C285316459B08713D69033166D854EEB1C72B27CBAAG6916CA4
606830B58F231CAC380797F81492EDE7558C21FEC01088A5C562BCDAD6ESOF6C
During processing a nessage u_1, calculation the K B key and the nessage
u 2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the foll ow ng val ues:
bett a=0x38481771E7D054F96212686B613881880BD8A6C89DDBC656178F014D2C093432
AO33EE10415F13A160D44C2AD61E6E2E0S5A7F7EC286BCEASEA4DADS3F8634FA2

< Xk
1

src:
AF 4D 64 B5 DO 70 08 E9 E6 85 87 4F 88 2C 3E 1E
60 A6 67 5E ED 42 1F C2 34 16 3F DE B4 4C 69 18
B7 BC CE AB 88 A0 F3 FB 78 8D A8 DB 10 18 51 FF
1A 41 68 22 BA 37 C3 53 CEC4 C5 A5 23 95 B7 72
AC 93 C0 54 E3 F4 05 5C ED 6F FO BE E4 A6 A2 4E
D6 8B 86 FE FA 70 DE 4A 2B 16 08 51 42 A4 DF FO
5D 32 EC 7D DF E3 04 F5 C7 04 FD FA 06 OF 64 E9
E8 32 14 00 25 F3 92 E5 03 50 77 OE 3F B6 2C AC
K B:
A0 83 84 A6 2F 4B E1 AE 48 98 FC A3 6D AA 3F AA
45 1B 3E C5 B5 9C E3 75 F8 9E 92 9F 4B 13 25 8C
bet t a* P;
X = 0xB7C5818687083433BC1AFF61CB5CA79E38232025E0C1F123B8651E62173CE6G87
3F3E6FFE7281C2E45F4F524F66B0C263616EDO8FD210AC4355CA3292B51D71C3

Y = 0x497F14205DBDC89BDDAF50520ED3B1429AD30777310186BESE68070F016A44E0
C766DBO8SESAC23FBDFDE6D675AA4DF591 EB18BAOD348DF7AA40973A2F1DCFAS5S

u_2:
X = 0x5C371E68D05C2919FEOB82B74E0B44F267F9A76 ECBFE4ADCDOBOD60C16D497BFE
5B741FDB98BBEOC254BE39F81FES53B907F07947723C92784F9724DF014F07346
Y = OxF55086C0B4737A566F0CD27EF24905E686F168C3F07E294DBCD21ECFO1FAF82A

56925311046B8029098232FA61DA9A1B756 FESCFCCCC23101766C113E1226B42
During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the foll ow ng val ue:
KA
A0 83 84 A6 2F 4B E1 AE 48 98 FC A3 6D AA 3F AA
45 1B 3E C5 B5 9C E3 75 F8 9E 92 9F 4B 13 25 8C
The message MAC_A=HVAC (K_A, O0xO01 || IDA || ind || salt || u_l || u_2)
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fromthe subject A takes the foll ow ng val ue:

MAC_A:

A5 74 AD 15 AC FD 81 Al 46 DC E9 0B 15 79 96 DD
23 EA 33 43 D8 2A 06 Al 95 36 B8 84 59 23 F9 5A

The nmessage MAC B=HMAC (K B, 0x02 ||

fromthe subject B takes the follow ng val ue:

MAC_B:

IDB|]

ind ||

04 12 AA 7E B2 8D AE 3A 98 5C 32 C2 72 C9 8F 81
62 8D 39 E7f A3 FA 36 C4 AB C5 4F 87 57 6E F8 A9
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