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Abstract
Signalingresourcereservationsis oneof thepossibleapplicationsof theCross-ApplicationSignaling

Protocol(CASP).Thisdocumentdescribesaclientprotocolthatsupportsper-flow resourcereservationin
bothsender- andreceiver-directedmodesoperation.
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1 Intr oduction

CASP-QOSis a client protocol for the Cross-ApplicationSignalingProtocol(CASP) [1]. It is oneof a
family of CASPsignalingclient protocols(NSLPs)andoffersper-flow resourceallocationandreservation.

CASP-QOShasthefollowing properties:

Dir ection-neutral: Theprotocolsupportsbothreceiver-orientedandsender-orientedreservations.In each
mode,thenon-reservingsidecansuggestQoSparameters.For example,thedatareceivercansendthe
first CASPmessageto indicatetherangeof bandwidthsandQoSparametersit is willing to tolerate,
but thedatasendermakestheactualreservationwithin thatrange.

Bidir ectional reservation: Bidirectional reservation refersto threedifferentmodesof operation. In the
first, thereis asinglereservationmessagefor bothdirections,i.e.,atraffic selectorthatspecifiestraffic
flowing in bothdirections,typically with reversedsourceanddestinationaddressandport numbers.
Suchreservation is only feasibleif the routeis symmetric. Its main advantageis atomicity, so that
a reservation in the forward direction is madeonly if traffic in the backward directioncanalsobe
accomodated.

A second,looserform of bidirectionalhasmessagesfrom the originatorand the destinationcause
reservationsto besetup. As before,thisrequiressymmetricroutesfor in-bandsignalingmessagesand
AS-symmetricroutesfor per-AS reservation.As shown in [2], amajorityof routesarenotsymmetric
at theAS level.

Thirdly, areservationfrom theinitiator maytriggeranindependentsignalingsessionfrom therespon-
der to the initiator. This modeworkseven if thedatapathis asymmetricandrequiresno particular
protocolsupportat theCASPmessaginglayer.

CASPQOSsupportsall threemodes.

Reservation range: To reducethe numberof reservation messageexchanges,the bandwidthobjectcon-
tainsa lower andupperbandwidthrange.Nodesattemptto reserve thehighestamountof resources
below themaximumandupdatetheamountaccordingly. Nodeswith higherreservationsthanthepath
minimumareupdatedon thereturnpath.

Partial reservation: CASP-QOSmessagescanindicatewhetherthey aresatisfiedto obtainpartial reser-
vations,i.e., reservationsthatonly succeedon somerouters[3].

Query/reserve/commit mechanism: If desired,an endsystemcanqueryfor availableresources,reserve
themandcommitthem.Only committedresourcescanbeused.
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2 Operation

CASP-QOSdefinesfivemessagetypes:

Query: The QUERY messagedeterminesif a particularpathhassufficient resources,but doesnot reserve
or commitany resources.

Reserve: TheRESERVE messagerequestsaparticularreservation. It generatesa RESPONSE indicatingthe
degreeof successor failure. It may requesta COMMIT message.The RESERVE messagecanalso
containa responseto an earlier reservation, thusallowing bidirectionalreservation with bifurcated
pathsin onemessageexchange.

Commit: TheCOMMIT messagecommitsresourcesreservedpreviously with RESERVE if thereservation
timestampis the sameastheoriginal reservation. If not, it createsandcommitsa new reservation,
removing theoriginal one. A COMMIT messagethatusesanexisting reservation SHOULD NOT fail.
EachCOMMIT messagecarriesa BANDWIDTH objectjust in caseit visits a nodethathasnot seena
RESERVE before.

Release:TheRELEASE messagereleasesall resourcesfor this session,regardlessof theversion.It gener-
atesa RESPONSE indicatingsuccessor failurewith theStatus object.

Success:The SUCCESS responsemessageindicatesthe requestedreservation hasbeensucceeded(not
neededif the destinationreturnsa Commit in responseto a Reserve); includessequencenumber
of Reserve or Commit.

Err or: TheERROR responsemessageindicatesreservationhasbeenfailed;mayalsoreleaseall resources
alreadymadefor thissession.It includesasequencenumberof thefailedReserveorCommitmessage,
andthenodeaddresswheretheReserve or Commitrequestfailed.

Therearetwo typesof (QoSNSLP)states:Reserve stateandCommitstate,establishedandrefreshed
by Reserve andCommitmessages,respectively. An Error messagemayremove bothstates,if a “removal”
indicatoris provided.

Two examplesfor CASP-QoSoperationsareshown in Figure1, where(a)showsanexamplefor sender-
directedoperations,while (b) illustratesa possiblehandlingof reservationfailureandpartialreservations.
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S NE(s) D S NE(s) NE D
| Reserve | | Reserve |

-------+------- -- -- --- -> |; in it ial +----------->|
ˆ | |;reservation| |;an NE can’t offer
| | Success |;request | Error(R) | requested resources,
| |<------------- -- + |<-----------|
| | |;reserved | |;it returns an Error
| | Commit | | |;with Removal flag on
| --+----------- --- -> |; co mmit | . |;to remove resources

ˆ | |;the | . |;already reserved
R | | Success |;reservation| . |

| |<------------- -- + | . |
| | | |;resources | |
| | | |;can be used| |;some time later, S
| R |. | | |;wants to reserve
V | |. Reserve | | Reserve(PR)|;if resource can be

------|-+----- -- -- -- --- -> | +----------->|; par ti al ly fulfilled
| | |;refresh | |
| | Success |;reserve | Success |
| |<------------- -- |; st at e |<-----------+
| | | | |;partial reservation
V | Commit | | Commit(PR) |;has been made

----+--------- -- --- -> |; re fr esh +----------->|
| |;commit | |;commit the resources
| Success |;state | Success |;partially reserved
|<------------- -- + |<-----------+
|. | | . |
|. Query | | . Query |
+-------------- -> |; quer y at |<-----------|; int er medi at e nodes
| |;any time | |;can also query
| Success |;is possible| Success |;resource status
|<------------- -- | +------------|; pro vi ded that
|. |;a report of| . |;it satisfies the
|. |;current | . |;security measures
|. |;available | . |
|. Release |;resources | . Release |
|-------------- -> | |----------->|; typ ic al ly explicit
| |;finally | |;release message is
| Success |;release the| Success |;used; otherwise
|<------------- -- |; re se rve d |<-----------+; sta te will be
| |;resources | |;time out

a)Sender-direc ted reservation; b)Failure & partial reservations

Figure1: Two CASP-QoSExamples
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3 Objects

CASP-QOSmessagescancarryobjectsdescribedbelow.

3.1 Version (V)

Theversionindicationis usedto quickly determinewhich Resourceobjectis usedin thesession,andwhat
semanticsshouldbeassumedfor thatResourceobject(FlowSpec).

3.2 Partial Reservation (P)

The Partial Reservation object describeshow many failed reservationsare allowed beforereservation
attemptsterminate. Thereare two up countersthat tally the numberof routerswhereadmissioncontrol
failed, includingdueto a failedadmissioncontrolprocedure,andthenumberof routerswherereservation
couldnot beperformedsincethenodedid not speakCASPor CASP-QOS.Two additionaldown counters
aresetby theoriginatingnodeto themaximumnumberof routersthatcanfail or be indeterminatebefore
themessagefails.

4 Messages

The tablebelow indicateswhich objectsMAY (O), MUST NOT (–) or MUST (M) appearin eachmessage
type.

Definitionsof CASP-QoSmessageformatsaregive in AppendixA.

Object Abbr. Query Reserve Success Commit Release Error
Version V M M M – M
PartialReservation P O O – O – M
Bandwidth B M M – M – O

5 ResourceObjects

A setof objectsareusedto requestresources.Additional objectsarelikely to be definedin the future. It
is possibleto includeseveral suchobjectsif it is allowed for the CASPnodeto satisfyany oneof them,
startingwith theonelistedfirst. Theresponseindicateswhich resourcewasused.

5.1 Bandwidth (B)

TheBandwidth objectcontainstwo bandwidthvalues,anupperanda lower bound.Eachnodeattemptsto
reserve theupperbound.If it obtainsresourcesthatarebelow theupperboundandabove thelower bound,
it updatestheupperboundto thatlowervalue.Thereturnmessagethenupdatesall reservationto theupper
boundseenby thedestination.

Othershave proposeda lossrateor explicit delayindication,possiblywith aviolationprobability. It is not clear
thatthereareschedulingandadmissioncontrolmechanismsthatcanusefullyguaranteesuchbehavior onaper-flow
basis.Thus,this memodoesnot includethem.
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5.2 PHB

ThePHB objectrequeststhattraffic matchingthetraffic selectoris assignedacertainper-hopbehavior, such
asAF12 [4].

5.3 IntServ Flowspec

TheIntServ Flowspec objectdescribesreservedresourcesfor IntegratedServices[5].

5.4 L2 Properties

The L2 objectdescribeslayer-two propertiesabstractly, suchas“low delay, but do not careaboutpacket
losses”or “high reliability”. Theserequeststhensetup specificlink layer behavior. This featurerequires
furtherstudy.

6 Local Inf ormation

Usually, QoS-relatedinformationis generatedby a hostandsentto a peerrepresentingtheoppositetermi-
natingpoint of thepath.Thedatahassignificanceall alongthesignallingpath.CASPoffersthepossibility
to restrictthescopeof signallinginformationto a sectionof thepath,e.g,to a specificAS or subnetwithin
anAS. CASP-QoSinformationcanbeaddedanddeletedanywherein thenetwork. This pathis referredto
aslocalizedpath.LocalscopinghastheadvantagethatQoSsignallinginformationcanbelimited to certain
sectionsof thepathwithout theneedfor end-to-endtransport.Thelocalizedpathis determinedby asource
node,which addsspecificQoSsignalling informationanda sink node,which deletesthe datawith local
scope.

Authenticationof sourceandsink nodefor thepathsegmentis requiredto enablemessageintegrity for
thecarriedQoSsignallingdata.

Thetransportof local informationis usefulfor anumberof applications,someof whichareenumerated
below:

Authorization token: An authorizationtoken is a CMS encapsulated(digitally signedor encrypted)col-
lectionof objects.Sucha tokencanbeincludedfor exampleby apolicy decisionpoint to allow other
CASPnodesalongthepath(within thesameadministrative domain)to executepolicy basedadmis-
sioncontrolsecurelywithout needto retriggera

���������	�
�����
communication.Furthermore

linking authorizationof protocolsis anotherexample.Protectinginformationwhich is relevantand
securedwithin a localdomainonly is possible.

DSCP(DiffServ codepoint): Specificcodepointsmaybeusedwithin anAS for definitionof acertainper-
hopbehaviour (PHB). Thecodepointmaybesetby aningressrouteror by theendhost. TheDSCP
in this situationis valid within thelocal AS andhasto bemappedto a differentvaluewhenentering
thenext AS. A new mappingmayberequiredbecausecodepointvaluesareuseddifferentlyor there
is noexactmappingof thePHBbetweentwo neighbouringASs.

Aggregationinformation: Informationabouttheaggregationof signallingstatecanbetransferredbetween
theaggregationingressandtheaggregationegresspoint. This includesinformationaboutgranularity
of aggregationandtherole (aggregationor de-aggregation)anodeshouldactfor aspecificflow
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Reservation priority: Informationaboutthereservationpriority maybesharedalongCASP-QoScapable
nodesto determinethepriority of a resourcereservationrequestin thepacket forwardingplane.

Accounting: Accountingandcharging information(asauthorizationtokens)canbe distributedalongthe
signalingpathto enablethecreationof properaccountingrecords.

Operator information: Any kind of operatorinformationmay besharedby CASP-QoSnodesalongthe
signallingpath.

Thereis anoptionalLocal Object to carrylocal QoSinformation.Eachobjectcarriesanidentification
anda typeindicator. Thescopefield provideshintsaboutthescopeof thelocal datasincetheprocessingof
localdatamaydependonthecurrentscopevalue.Thereis nosyntaxdefinitionfor theobject’sdatastructure
aspartof theCASP-QoSprotocol.Following thisconceptmuchflexibility is givenfor thesyntaxdefinition
of local data,e.g the CASP-QoSprotocoldoesnot careaboutthe structuringof accountinginformation
within a certainAS. As well the determinationof propersourceandsink nodesfor local datahasto be
handledby somemechanismotherthanCASP-QoS.

Nestingof local information is possible,so that within a path segmentlocal datais transportedand
thereis a furthersubsegmentalongthesamepathwhich nestsfurther local information. The local datais
associatedwith a scopelevel. EachCASP-QoSnodedependingon the valueof the scopehasto decide
whetherit shouldprocessspecificlocaldataor ignoreit. With theexampleof nestinglocal information,the
nestedpathcanbeassociatedwith a highervaluefor thescopefield thantheoriginal path. This way local
dataassociatedwith theoriginal pathcantransparentlypassthenestedpath.Eachlocal objectcarriesdata
for aspecificpathor pathsegmentavoiding thenecessityto carrylocaldatawith differentscopein asingle
object.

7 Route Changeand Mobility Considerations

TheseparationbetweenM-layer stateandC-layerstatein CASPis logically (andnot physically).Hencea
routechangealsorequiresto createa new reservationalongthenew pathuntil themergepoint (cross-over
router)is reached.TheseparationbetweentheSessionID andtheTraffic Selectorenablesthemergepoint
to associatean existing reservation with the SessionID provided by the incomingsignalingmessage.As
a differencebetweena standardroutechangeanda mobility scenariothe possibility of a Traffic Selector
changeshouldbe mentioned.Typically the former doesnot requiresignalingmessagesto be forwarded
beyondthemergepoint. Thesituationmight bedifferentin caseof mobility andtheusedTraffic Selector.
Thusthereis an interactionwith a micro/macro-mobilityscheme.Using a micro-mobility schemewhich
is ableto triggerCASPwould thereforefurther limit doublereservationsandwould speedthereservation
setuptime.

A signalingmessageinitiator canrequestthedeletionof theold reservation(alongtheold path).deleting
a reservation alonganold pathmight not alwaysbedesired.The initiator is therebya CASPnodewhich
detectstheroutechangefirst. Therearesomereasonswhy suchabehavior mightnotbenecessaryor desired
(for examplebi-castingof datatraffic to bothaccessrouters).

Particularlyof interestfor CandidateAccessRouter(CAR) discovery is theQUERY messagewhich al-
lows to discover theresourceavailability information(andpossiblyreservationscosts)alongnew candidate
paths.

Subsequentlyafew basicmobility signalingmessageexchangesaredescribed.Thefirstexchangecovers
a QoSreservation for upstreamtraffic. Subsequentlythe implication for downstreamtraffic is explained.
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Therebythe interworking with micro-mobility schemesis briefly describedbasedon Context Transferand
HierarchicalMobile IP.

Figure 2 shows a messageflow for an upstreamreservation in CASP-QOS.Initially a mobile node
establishesstateinformation (and a QoS reservation) betweenthe old accessrouter (oAR) and the CN
via several routersalong the path. The mobile nodehasobtaineda care-ofaddress(oCoA) and might
additionallyhave additionalIP addressesfor mobility (e.g. homeaddress).Theimplicationsof selectinga
Traffic Selectorarediscussedat theendof this section.

As soonasthemobilenodedetectsa routechangedueto mobility (e.g.basedon a layer2 trigger)mo-
bility relatedprotocolsaretriggered.A CASPsignalingmessageis requiredeithertriggeredby therefresh
timer or by a mobility managementcomponentat themobilenode.Thesignalingmessageestablishesnew
stateanda new reservation at the new accessrouter (becauseno existing stateis found for the provided
SessionIdentifier).Thesignalingmessageis thenforwardeduntil it reachesthecross-over router(CR).The
cross-over routeris identifiedautomaticallysinceit is thefirst nodealongthepathwherestateinformation
identifiedwith theprovidedSessionID exists.Securityissues(referredasSession/ReservationOwnership)
arecoveredin [1] sincethey areindependentof aparticularclient layerprotocol.

As previously mentionedit is possible(andsometimesdesired)to remove theold reservation. A dead-
branch-removal flag allows the cross-over router to trigger a RELEASE messagealongthe old path. The
signalingmessageis thenforwardedtowardstheCN. How far to forwarddependsontheusedTraffic Selec-
tor andon themicro-/macro-mobilityscheme.

If reservationsalongtheold patharenot releasedthenthey time out (soft-stateprinciple). Thelifetime
of a reservation dependson theselectedrefreshinterval (lifetime) which is allowed to vary betweenpeers
in theCASPchain.

<-- old path -->
oCoA +------------+

+-+ | Old Access | <
| | -------- | Router | --- > ---\ ˆ
+-+ | (oAR) | < \ \Release

MN +------------+ \ \
| \
| +-------+ +------+ < + -----+
| |HoA(MN)| | CR | --- > ---| CN |
V +-------+ +------+ < +------+

Query/Reserve /
nCoA ---> +------------+ /

+-+ | New Access | < /
| | -------- | Router | --- > ---/
+-+ | (nAR) | <

MN +------------+
<-- new path -->

Figure2: UpstreamReservationdueto Mobility
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Figure3 shows a downstreamreservation. Without mobility protocol interactiondatapackets would
simply follow thenew pathtowardthenew care-ofaddress.Hencetheprotocolinteractioncanbeconsid-
eredasa regular routechangebehavior. An interactionwith a mobility protocolwould however enablea
performanceimprovement.WhenamobilenodetransmitsaBindingUpdate/RegistrationRequestto update
its mobility bindingfor exampleat theMAP (in caseof HierarchicalMobile IP) thensuchamessagecould
beusedto triggera downstreamreservation. As describedin thepreviousexampletheold reservation can
alsoberemovedif desired.It is worth notingthatthesignalingmessageexchangedescribedin 2 cannotbe
usedto triggera downstreamreservation immediatelysincethetwo paths(andthecross-over point for the
upstreamandthedownstreamtraffic) might bedifferent.

+----+ +-----+
| MN +------------+ oAR +-----\
+----+ +-----+ \

| \ Release
Movement \ <-----

| \
| \
| \
| MN<->MAP +--+---+ + -----+
| Binding Update |----> | MAP +-------------- -+ CN |
| |-------- +--+---+ +------+
| |-------- /
v |------ /

+----+ +-----+ /
| MN +------------+ nAR +--------/
+----+ +-----+ Reserve

<------

Figure3: DownstreamReservationdueto Mobility
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Figure4 shows the implicationsfor CASPwhenContext Transfer(CT) is used. CT allows QoSand
securitystateestablishedat theold accessrouterto beforwardedto thenew accessrouter. Althoughvarious
performanceimproving techniqueswould bepossible,a genericapproachwould be to trigger theContext
Transferprocedureandthento senda CASPCREATE messageto thenew accessrouter. Notethatthenew
accessroutercould transmitthis messageon behalfof themobilenode.Dependingon themicro-mobility
schemeandon the routesusedby the datatraffic eithera cross-over routerappearssomewherealongthe
path(e.g. routerR1) or in caseof host-specificroutes(andtunnels)which forward traffic from theold to
thenew accessrouter. CT would alsoprovide a simplificationto thesecurityaspectsin thefollowing three
areas:

 SessionOwnershipwouldnotcauseproblemsfor mobility in thelocaldomainsinceaproofof session
ownershipis possibleby comparingan incomingrequestfrom themobilenodewith thestoredstate
at nAR in asimilarmannerasatoAR.

 Theexisting securityassociationcanbeusedwithout restartinga new authenticationandkey agree-
mentprotocolrun. This providesperformanceimprovementsfor mobility within an administrative
domain. A few IPSecContext Transferprotocolproposalshave alreadybeenproposed.Note that
someadjustmentto asecurityassociationis necessaryto reflectanew care-ofaddress.

 If a userwas authorizedfor the indicatedamountof resourcesthen it is fair to assumethat this
authorizationis alsovalid at otherrouterswithin thesamedomain. If thesameamountof resources
areavailableat a differentpathmight however bea differentissue.A querymessagecouldprovide
more informationaboutresourceavailability. Avoiding an otherauthorizationstepwith a possible
involvementof aPDP, AAA andbackenddatabaseis likely to provide performanceadvantages.

+----+ +-----+
| MN +------------+ oAR +-----\
+----+ +--+--+ \

| ˆˆ \
| || \
| || \
| || \

Movement Context \
| Transfer +--+---+ + -----+
| || | R1 +--------------- + CN |
| || +--+---+ +------+
| || /
| || /
| || /
v vv /

+----+ +--+--+ /
| MN +------------+ nAR +-------/
+----+ +-----+

Figure4: Context TransferImplications
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As a summarythegoalsof CASP(andNSISin general)with regardto mobility signalingcanbechar-
acterizedasfollows:

 Whenever possiblethe signalingmessageexchangecausedby mobility shouldbe kept local. This
meansthatanend-to-endstateinformationupdatealongthepathshouldnotberequired.

 CASPis designedto work without requiringa specificmicro- and/ormacro-mobilityprotocol. The
protocolshouldthereforenot be stronglycoupledwith sucha protocol. An interactionwith these
protocolsmightbeuseful(asa triggermechanismusinganAPI) to providemoreefficientQoSreser-
vations.

 Mobility managementintroduceselementsandmechanismswhich modify routing. Henceit is im-
portantto have amechanismwhichallows Traffic Selectorupdatesmid-pathandmid-session.

 Avoidingdoublereservationsbetweenthecross-over routerandthecorrespondentnode(for upstream
reservations).

 Optionallyremoving a reservationbetweenthecross-over routerandtheold accessrouter.

Finally it shouldbe mentionedthat the selectionof Traffic Selectorvalueshassomeimplicationsfor
signalingandsecurity. If a regular 5-tuple is usedthenmobility is likely to requirea signalingmessage
exchangealongthepathbetweentheMN andtheCN to adjusttheTraffic Selector. Thesameis truefor a
flow labelanda regularend-to-endIPSecprotecteddatatraffic. If macro-and/ormicro-mobility schemeis
usedandtheTraffic Selectorreflectsthiscircumstancethenasignalingmessageexchangecanbekeptlocal.
As notedin [6] an adversarymight useidentity spoofing(in this casethe headerof ip packets) to enable
its own traffic to experiencepreferentialtreatment.Marking of packetswith DSCPis anextremeexample
whichallows packet treatmentwithouthaving endpointaddressesin theidentifier.

8 Security Considerations

CASPrelieson thesecuritymechanismsdescribedin [1]. Securingthemessaginglayerin aCASPpeer-to-
peerfashionis providedeitherby IPsecor TLS. Non peer-to-peerprotectionof client layerobjectsis pro-
videdby CMSwhichallowsresourceobjectsandrelatedobjectsdefinedin thisdocumentto beencapsulated
andprotectedby CMS.Henceno separatespecificationwithin CASPis necessaryto describetheformatof
theseobjects. This allows someflexibility in including protectedobjectsto link the authorizationstepof
differentprotocols(for exampleCASPandSIP) andto transportlocal informationwithin domains. The
functionalitydescribedin [7] and[8] canbeprovidedwithout substantialprotocolmodification/extensions.

9 Open Issues
 CASPcanuseaNext objectindicatesthenext requestthatthereceiver shouldgenerateif therequest

itself wassuccessful.For example,if a RESERVE messagecontainsNext = COMMIT, thereceiver of
theRESERVE commitstheresourcesjust reserved. TheNext requestfeatureis a flexible concept.Is
thisdegreeof flexibility desired?
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 CASPcanusea Priority objectto indicatethepriority of the resourcerequest.Dependingon local
policy, high-priority requestsmayeitherbe treatedpreferentiallycomparedto thosewith lower pri-
ority whenqueueingfor resourcesor maybeallowedto preemptexisting resourcereservationswith
lower priority. This facility may be usedfor emergency telecommunicationsservices.Local policy
determineswhethera particularuseris authorizedto exerciseapriority level.

 Advancereservation – CASP-QOSallows to definethestartandendtime of a resourcereservation,
to supportadvancereservations.TheTime objectdescribesthetime theresourcereservation is to be
effective,expressedasastartandendingtimewritten in NTP time format. (TBD: Onecouldexpress
periodicreservationsin thestyleof iCal [9], but thecomplexity seemsunwarranted.)A starttime of
zeroindicatesanimmediatestart.

Note that theCASPstatehasto bemaintainedbetweenthe time thefirst messageis sentrequesting
thereservationandtheendof thereservation.A requestorSHOULD useasuitablylonglifetime. TBD:
Shouldtherebeanotificationto theinitiator at thebeginningof theactualreservationthatindicatesa
new, lower refreshinterval?

For resourcesrelatedto conferences,it is often insufficient to find out at the time of theconferencethat
resourcesareunavailable,aftermucheffort hasbeenexpendedonagreeingona commontime. A reservation
for thefirst availabletimeslotseemsanattractiveservice,butdifficult to setupdueto theneedfor coordination.

 CASP-QOS,like CASP, cansupportsource-specificmulticast(SSM) [10]. It doesnot supportre-
ceiver diversity, reservationstyles,blockadestatesandNBMA next-hops.Notethatsomeaspectsof
reservationstylescanbesupportedby appropriatetraffic selectors.

 Allow multiple typesof resourceobjectsin onerequest?

 Usagescenariosfor non-repudiationneedto bedescribed.

 Interactionwith accounting/charging andrelatedprotocols(for exampleAAA) needsto beelaborated.

 Shouldtherebeanotificationto indicateachangein refreshinterval?

 The usageof authorizationtokensneedsto be describedin more detail (messageformatsand an
indicationof usefulobjects).

 It might beusefulto allow a traffic sink to askthetraffic sourceto setup a resourcereservation. The
sinkwouldsendaCASPrequestdirectly to thesource,whichwouldstartanormalCASPreservation.
For someapplications,this canbedonealready, e.g.,usingSIP.

10 Acknowledgements

RobertHancockprovidedusefulfeedback.

A CASP-QoSMessageFormats

A CASP-QoSmessageconsistsof acommonheader, followedby abodyconsistingof avariablenumberof
variable-lengthobjects,which areidentifiedasbeingof a particulartype. Thefollowing subsectionsdefine
theformatof thecommonheader, thestandardobjectheader, andtheconstructionof CASP-QoSmessages.
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A.1 Common Header

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| Length (bytes) |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
|C R P U / / / /| Flow Identifier |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| |
+ +
| Flow |
+ Identifier +
| (continue, padded when necessary) |
+ +
| |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+

Thefieldsin thecommonheaderare:
 Length. Indicatesthelengthof theCASPmessagein bytes.This includesthelengthof thecommon

header(includingthelengthfield itself).

 Flags:8 bits

Currentlyfour flagsaredefined:

– TheCommit(C) bit indicatesthatthemessagereceiver shouldsendbackaCommitmessagein
theoppositedirection.

– The Removal (R) bit indicatesthat this messageremoves all CASP-QoSstate(Reserve and
Commitstates,if any) for theCASP-QoSsession.If notset,themessageestablishesor refreshes
CASP-QoSstate.

– The Partial Reservation (P) bit requeststhat a partial reservation is acceptable.If not set, the
reservationfrom thesenderto thereceiver shouldbetried if possible.

– Theunsecure(U) (or “tainted”) bit indicatesthatthemessagehastraversedahopwithoutchan-
nel security.

 Type:8 bits TheCASP-QoSmessagetype.Currentlvalid typesare:

– Type1: CASP-QoSReserve Message

– Type2: CASP-QoSCommitMessage

– Type3: CASP-QoSReleaseMessage

– Type4: CASP-QoSSuccessMessage

– Type5: CASP-QoSError Message

 Flow Identifier

Containsinformationaboutthe flow which shouldreceive a particularQoStreatment. It contains
the IP addressesof the datasenderanddatareceiver, andpossiblysomeadditionaldemultiplexing
information(suchasprotocoltype,sourceanddestinationports,SPIor flow label).
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A.2 Object Formats

Eachobjectconsistsof oneor more32-bitwordswith aonewordheader, with thefollowing format:

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| Length (bytes) | Class-Num | C-Type |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| |
// (Object contents) //
| |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+

An objectheaderhasthefollowing fields:

 Length:16 bits

Thelengthfield containsthetotal objectlengthin bytes,includingtheobjectheader.

 Class-Num:8 bits

Identifiestheobjectclass;valuesof thisfield areto beprovided.Eachobjectclasshasaname,which
is alwayscapitalisedin this document.A CASP-QoSimplementationmustrecognizethe following
classes:

– ERROR NODE

IndicatestheIPv4or IPv6addresswherea reservationfailed.

– VERSION

Indicateswhich typeof flowspecis used.This is usedto easilydetecta new flowspecs,rather
thanincludingtheflowspecitself. CurrentlyVersion= 0 indicatesIntServFlowspec.

– C-Type:8 bits

Objecttype,uniquewithin Class-Num.Valuesareto bedefinedlater.

– MINIMUM FLOWSPEC

Indicatestheminimumflowspectheapplicationwouldaccept.

– DESIRED FLOWSPEC

Indicatesthemaximumpossibleflowspectheapplicationwoulddesire.

The format of an IntServControlledLoad FLOWSPECis given asfollows. Note during a session,
only oneflowspecshouldbe includedunlessthe userwantsnodesto ”upgrade” the reservation if
possible.

31 24 23 16 15 8 7 0
+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +

1 | 0 (a) | reserved | 7 (b) |
+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +

2 | 5 (c) |0| reserved | 6 (d) |
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+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +
3 | 127 (e) | 0 (f) | 5 (g) |

+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +
4 | Token Bucket Rate [r] (32-bit IEEE floating point number) |

+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +
5 | Token Bucket Size [b] (32-bit IEEE floating point number) |

+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +
6 | Peak Data Rate [p] (32-bit IEEE floating point number) |

+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +
7 | Minimum Policed Unit [m] (32-bit integer) |

+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +
8 | Maximum Packet Size [M] (32-bit integer) |

+-+-+-+-+-+-+-+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +- +- +- +- +-+ -+ -+ -+ -+ -+- +

(a) - Message format version number (0)
(b) - Overall length (7 words not including header)
(c) - Service header, service number 5 (Controlled-Loa d)
(d) - Length of controlled-load data, 6 words not including

per-service header
(e) - Parameter ID, parameter 127 (Token Bucket TSpec)
(f) - Parameter 127 flags (none set)
(g) - Parameter 127 length, 5 words not including per-service

header
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