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Abstract
CASPis a modularpotocol for establishingnetwork control statealonga datapathbetweentwo

nodescommunicatingon theInternet.
Thesignallingproblemaddressedby CASPis thesameastheoverall problembeingaddressedby

theNSISactivities.
TheCASPframework is definedasamodularprotocol,which includesageneralpurposemessaging

layer(M-layer),whichsupportsanumberof client layersfor particularsignallingapplications(e.g.QoS,
MIDCOM). In additionthereis distinct,specialpurposeclient componentfor next-peerdiscovery.
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1 Intr oduction

CASP is a modularpotocol for establishingnetwork control statealonga datapath betweentwo nodes
communicatingon theInternet.

Thesignallingproblemaddressedby CASPis thesameastheoverall problembeingaddressedby the
NSISactivities, for whichasetof requirementsaregivenin [1] andanoutlineframework in [2].

The CASPframework is definedasa modularprotocol,which includesa generalpurposemessaging
layer (M-layer), which supportsa numberof client layersfor particularsignallingapplications(e.g. QoS,
MIDCOM). In additionthereis distinct,specialpurposeclient componentfor next-peerdiscovery.

TheCASPmessaginglayer is layeredover standardtransportprotocolssuchasTCP, SCTPandUDP
dependingon thespecificmessagingrequirements.

Thecomponentsof CASPcanberelatedto theNSISframework [2] in thefollowing way: theclientlayer
for a particularsignallingapplicationcorrespondsto an NSLP, suchasa QoSNSLPor MIDCOM NSLP.
Thefunctionalityof theNTLP is providedby thecombinationof theCASPmessaginglayer, thediscovery
client andthe underlyingtransportprotocols. It shouldbe notedthat the designdecisionhasbeenmade
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to reusetransportfunctionality from existing tranportprotocolsratherthanreimplementingit in theCASP
M-layer itself. Theprotocolspecificationin thisdocumentis phrasedin termsprimarily of CASPclientand
messaginglayers,however thiscanbeeasilyrelatedto theNSIScomponents,asshown in Figure1.

+-------------- +
+------------- -+ |

NSLP +-------------- +| |
| CASP Clients ||+
| (e.g. QoS) |+
+-------------- +

ˆ
- - - - - - - - - | - - - - - - - - - - - - - - - - - - - -

v
+-------------- -+ +-------------- -- -- -- --- -+
| CASP |<--->|CASP Next-peer Discovery|
|Messaging Layer| | Clients (e.g. Scout) |

NTLP +-------------- -+ +-------------- -- -- -- --- -+
| |

+-------------- -- -- -+
|Transport Protocols|
| (e.g. TCP, UDP) |
+-------------- -- -- -+

ˆ ˆ
- - - - - - | - - - - - | - - - - - - - - - - - - - - - - -

v v
+-----------+
| IP |
+-----------+

Figure1: CASPFramework

2 Terminology

In thisdocument,thekey words” MUST”, ” MUST NOT”, ” REQUIRED”, ” SHALL”, ” SHALL NOT”, ” SHOULD”,
” SHOULD NOT”, ” RECOMMENDED”, ” NOT RECOMMENDED”, ” MAY”, and” OPTIONAL” are to be inter-
pretedasdescribedin RFC2119[3] andindicaterequirementlevelsfor compliantCASPimplementations.

3 MessageDelivery

CASPMessagingLayer is not a request-responseprotocol,but ratherusedto deliver messagesalongthe
path.A CASPclientcan,however, sendbackresponsesthatallow theclientwhichsentamessageto confirm
thattheinitial messagewasdeliveredandto determinewhethertheoperationwassuccessfulor encountered
anerror. Thisoffersend-to-endreliability.
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CASP separatessignalingmessagedelivery from discovery. Several mechanismsmight be usedfor
next-peerdiscovery includingthescoutclientdescribedin Section5.2.

Typically, an M-layer sessionstateconsistsof a sessionidentifier (which is chosenby the initiator to
uniquelyidentify a ’CASP M-session’),a flow identifier (seeSection4), theprevious andthenext CASP
hop (PHOPandNHOP), refreshinterval andbranchidentifiers. Multiple next andprevious hopsmay be
maintainedfor a singleCASPM-layer state,differentiatedusingbranchidentifiers(seeSection6 for more
details).

Not all CASPnodesneedto supportall client layers. Figure2 shows anexamplewherenot all nodes
supporttherequiredclient(in thiscasethe‘Foo’ client). Thismayoccur, for example,whereanend-system
knows thatits first routeris CASPaware,but this routerdoesnotsupportall possibleclients.

N1 N2 N3 N4
+----------+ +----------+ +----------+
|Client Foo| |Client Foo| |Client Foo|
+----------+ +---------+ +----------+ +----------+
| M-layer |<--->| M-layer |<--->| M-layer |<--->| M-layer |
+----------+ +---------+ +----------+ +----------+

Figure2: An Exampleof CASPMessageDelivery

EachCASPnodeis responsiblefor passingthe signallingmessageon to its next peer. If it doesnot
alreadyknow the addressof the next peer, thenit mustperforma discovery operationby sendinga scout
request,or usingsomeothermechanism.

CASPsignalingmessagesareaddressedpeer-to-peer. Usually, a singleTCPconnectionor SCTPasso-
ciationis createdbetweeneachpair of peers.If a connectionto thenext peeris alreadyavailable(whether
it is from thesamesignalingsessionor another)thenit is reused.If a connectionis not available,thenone
is opened.

TheCASPmessaginglayercanalsouseanunreliabletransportservice,suchasUDPor raw IP packets.
Useof unreliabletransportprotocolsis only allowed if the messagesizeis guaranteednot to exceed512
bytesandif measuresarein placeto preventnetwork congestion.UDPis usedfor thescoutdiscovery client
whereend-to-endaddressinganduseof therouteralertoptionis required.

4 CASPMessageFormats

CASPmessagesandtheir constituentobjectsaredefinedin asimilarmannerto RSVP[4].
A CASPmessageconsistsof a commonheader, followedby a bodyconsistingof a variablenumberof

variable-lengthobjects,which areidentifiedasbeingof a particulartype. Thefollowing subsectionsdefine
theformatof thecommonheader, thestandardobjectheader, andtheconstructionof CASPmessages.

Thepermissiblechoicesof objecttypesto form aCASPmessagearespecifiedusingBackus-NaurForm
(BNF) augmentedwith squarebrackets surroundingoptional sub-sequences.The BNF implies an order
for theobjectsin a message.However, objectordernormallymakesno logical difference(exceptfor the
LengthandCommonHeaderswhich MUST appearfirst, whenpresent).ObjectsSHOULD be sentin the
orderspecified,but thereceiver MUST beableto correctlyparseCASPmessageswith objectsin any order.
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4.1 Length Header

Thelengthheaderis REQUIRED whenmessagesarebeingsentonastream-basedtransport,suchasTCP. If
a message-basedtransportprotocolsuchasSCTPor UDP is beingusedthenit MUST NOT be includedin
themessage.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| Length (bytes) |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+

Thefield in thelengthheaderis:

� Length:32 bits

The lengthof theCASPmessagein bytes. This includesthe lengthof thecommonheaderandthis
lengthheader.

4.2 Common Header

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
|R T D U / / / /| TTD | Hop count | Type |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| |
+ +
| Session |
+ Identifier +
| (16 bytes) |
+ +
| |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+

Thefieldsin thecommonheaderare:

� Flags:8 bits

Currentlyfour flagsaredefined:

– Thereverse(R) bit indicatesthatanodeshouldroutein theoppositedirectionto thedataflow.

– The tear-down (T) bit indicatesthat this messagetearsdown all CASPM-layer state(andany
associatedclient state)for theCASPM-session.If not set,themessageestablishesor refreshes
M-layer state.

– Thediscovery (D) bit requeststhat thenodeperforma new discovery operation.If not set,the
old next-hopshouldbeusedif possible.(Thisbit cannotbesetif R is set,andwouldusuallynot
besetif theT bit is set).
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– Theunsecure(U) (or ”tainted”) bit indicatesthatthemessagehastraversedahopwithoutchan-
nel security.

� TTD: 8 bits

TheTTD (Time to Deliver) valueis decrementedby eachCASPhop. If theTTD reacheszerothen
themessageshouldbediscarded.

� Hop count:8 bits

Thehopsvalueis incrementedby eachCASPhop.

� Type:8 bits

TheCASPmessagetype.Currentlyvalid typesare:

– Type1: CASPSignalingMessage

– Type2: CASPScoutRequestMessage

– Type3: CASPScoutResponseMessage

� SessionIdentifier

Identifiesasignalingapplicationsession.

Thesessionidentifieris a128-bitglobally uniquevalue,andSHOULD beacryptographicallyrandom
integer.

Thesessionidentifiercould alternatively bedefinedto bea local identifier togetherwith thecreator
IP address,however, thismayloseglobaluniquenessdueto NATs.

A nodeMAY useaMAC addressin theconstructionof thisvalue.Thishasprivacy issues,but maybe
usefulin casethedevicecannotgenerate128bitsof randomdata.

A randomidentifier, togetherwith channelprotection,makesit easierto securelyidentify thesession
owner. It is not,however, asubstitutefor signedobjectsor purpose-built keys.

4.3 Object Formats

Eachobjectconsistsof oneor more32-bitwordswith aonewordheader, with thefollowing format:

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| Length (bytes) | Class-Num | C-Type |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+
| |
// (Object contents) //
| |
+-------------- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +- -- -- --- -- -- -- -+

An objectheaderhasthefollowing fields:
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� Length:16 bits

The lengthfield containsthe total object length(excluding padding)in bytes,including the object
header.

� Class-Num:8 bits

Identifiesthe objectclass;valuesof this field aredefinedin AppendixA. Eachobjectclasshasa
name,which is alwayscapitalisedin this document.A CASPimplementationmust recognizethe
following classes:

– FLOW ID

Containsinformationaboutthe flow which shouldreceive a particularclient treatment. It is
containedat the CASPM-layer to allow policy basedforwardingandNAT devicesto inspect
this objectwithout major effort. It typically containsthe IP addressesof the datasenderand
datareceiver, andpossiblysomeadditionaldemultiplexing information(suchasprotocoltype,
sourceanddestinationports,SPIor flow label).

– CASPTIMEOUT

Containstherefreshinterval for theCASPM-layer state.

– CLIENT DATA

Carriestheclient datapartof themessage.

– ERROR

IndicatesthatanM-layererroroccurred,andsuppliesanerrorcodefor it.

– SCOUT COOKIE I

Containsa randomnoncegeneratedby thescoutinitiator.

– SCOUT COOKIE R

Containsacookiegeneratedby thescoutresponder.

� C-Type:8 bits

Objecttype,uniquewithin Class-Num.Valuesaredefinedin AppendixA.

EachCASPobjectMUST bepaddedto alignon a32-bit (word)boundary, usingtheminimal numberof
additionalbytes.Up to threezero-valuedbytesareaddedto theendof thedataobjectfield field until aword
boundaryis reached.Thelengthof thepaddingis not includedin theLengthfield of theobject.

4.4 CASPSignaling Messages

CASPSignalingMessagesall have thesamebasicformat.Theclient ’payload’beingcarrieddoesnotaffect
theformatof themessage,andhasnoaffect on thebehaviour at theCASPM-layer.

Thepeer-to-peermethodfor deliveringCASPmessagesalongapathis describedin Section3.
Theformatof aCASPsignalingmessageis asfollows:

<CASP Signaling Message> ::= [<Length Header>] <Common Header>
<FLOW_ID>
[<CASP_TIMEOUT>] [<SCOUT_COOKIE_R>]
[<CLIENT_DATA> | <ERROR>]
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TheLengthHeaderMUST beincludedif usingastream-basedtransportsuchasTCP. If amessage-based
transport,suchasSCTP, is beingusedthenit MUST NOT bepresent.

For CASPSignalingMessagestheTypefield in theCommonHeaderMUST besetto 1.
The SCOUTCOOKIE R objectwould only usuallybe includedin the first CASPmessageafter per-

forming a next-nodediscovery using the CASP scoutclient. A nodereceiving a messagecontaininga
SCOUT COOKIE R objectshouldverify that it is valid (i.e. that it wasonesentby this node)andremove
it from theCASPSignalingMessagebeforeforwardingit. If thecookieis invalid thenit shouldsendback
amessagecontaininganERRORobjectwith thevalue’COOKIE ERROR’.

TheCASPTIMEOUT objectis optional,andtheM-layerstatetimerdefaultsto 30secondsif anexplicit
timer is not specified.

TheC-Typeof theCLIENT DATA objectis usedto determinewhich CASPclient at thenodeto pass
themessageto. If thatclient type is unsupportedat thenode,thentheM-layer simply passesthemessage
on to thenext peer.

At anintermediateCASPnode,thebasicprocessingprocedureis:

� Look upM-layerstateusingFlow ID. (If Flow ID is notpresent,thenmessageis malformedandmust
bediscarded.)

� If M-layerstatenot found:

– If R bit set,messageis malformed,andmustbediscarded.Processingis thencomplete.

– Otherwise,createM-layer stateandrecordpreviouspeerin it

� If theappropriateclient for thegivenClientDataobjectis available,passmessageup to it

� If R bit is set:

– Sendmessageonto ’previous’ hop.Thisshouldusepre-existing transportconnection(e.g.TCP
or SCTP)if available,otherwiseopena new one.Processingis thencomplete.

� If ’next’ hopnot recordedin M-layer state:

– Performdiscovery operation

– Record’next’ hopin M-layerstate

� Sendmessageonto ’next’ hop(usingpre-existingTCPconnectionif available,otherwiseopenanew
one).Processingis thencomplete.

4.5 ScoutRequestMessages

ScoutRequestMessagesaresentwhentheCASPM-layer wantsto determinethe’next-hop’
Theformatof aCASPScoutRequestMessageis asfollows:

<Scout Request Message> ::= <Common Header> <SCOUT_COOKIE_I>

Theuseof scoutmessagesis describedin section5.2.
SincescoutmessagesarealwayssentusingUDP, theLengthHeaderMUST NOT bepresent.
For CASPScoutRequestMessagestheTypefield in theCommonHeaderMUST besetto 2.
At thepresenttime theotherfieldsof thecommonheaderareunusedin scoutmessages.TheTTD and

Hopcountfieldsbecomeapplicableif acapabilitydiscovery methodis added(seesection10).
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4.6 ScoutResponseMessages

A ScoutResponseMessageis sentafter receiving a ScoutRequestMessage.It is addressedto theCASP
nodewhichsenttherequest.

Theformatof aCASPscoutrequestmessageis asfollows:

<Scout Response Message> ::= <Common Header>
<SCOUT_COOKIE_I> <SCOUT_COOKIE_R>

Theuseof scoutmessagesis describedin section5.2.
SincescoutmessagesarealwayssentusingUDP, theLengthHeaderMUST NOT bepresent.
For CASPScoutResponseMessagestheTypefield in theCommonHeaderMUST besetto 3.
As for theScoutRequestMessage,theotherfieldsin thecommonheaderarenotprocessedfor theScout

ResponseMessagein thecurrentversionof thisprotocol.
TheSCOUT COOKIE I objectshouldbecopiedfrom theScoutRequestMessageis beingrepliedto.
Onreceiptof ascoutresponse,thesenderof thescoutrequestMUST verify thattheSCOUT COOKIE I

wassentby it.
Likewise,theSCOUT COOKIE R shouldbeconstructedsuchthatthecreatorof it canlaterverify when

presentedwith sucha cookiewhetherit wasreally onethat it sentor not. Thecreationof thevalueinside
theSCOUT COOKIE R payloadshouldnot causeper-sessionstatecreationat thescoutresponder.

5 PeerDiscovery

5.1 Intr oduction

CASPseparatesthepeerdiscoveryprocedurefrom signalingmessagedelivery. Thisprovidesthepossibility
to cover path-coupledas well as path-decoupledsignalingwith the sameprotocol. Only the discovery
procedureis different.

This documentincludesa descriptionof the path-coupleddiscovery procedurecalledScoutwhich is
designedsimilar to theRSVPPATH message[4].

Scoutdiscovery messagesareonly requiredif thenext NSISnodeis morethanonenetwork-layerhop
away andif thereis no othersuitablemeansof discovering thenext NSIS node. Manualconfigurationor
routing table lookup is alsoa viable option of discovery of the next NSIS peerwhich avoids the useof
dynamicdiscovery procedures.

To discover the next CASPawarenode,
�

, the nodewishing to senda CASPmessageperformsthe
following steps:

1. If M-sessionstatehasalreadybeensetupwith
�

thenthe next CASPnodeis alreadyknown. The
client messagepayloadis sentwith theCASPmessageto

�
. Done.

2. If theM-sessionstateis notavailableat thecurrentnodetheIP address
�

of thenext CASPnodefor
agivendestinationIP addresshasto bediscoveredusingsomediscoveryprocedure(e.g.routingtable
inspectionor ascoutmessage).

3. OncetheM-sessionstateis createdandnext-peerinformationis stored,theCASPmessagepayload
is transmittedto

�
.

Note that the discovery procedurehasto be donefor eachnew signalingsession,sincea nodecannot
generallydeterminethenext CASPnodeby inspectingthedestinationaddress.
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5.2 ScoutProtocol

The Scoutprotocol is usedto discover the next suitableCASP nodeand the requiredsoft-staterefresh
interval. (Othermechanismsthat incur lower overheadanddelayarepreferredif available.) EachCASP
nodethat needsto discover the next node”triggers” a scoutmessagethat generatesa responseindicating
thenext node.A nodereplyinga Scoutmessageindicatestheidentity (IP address)of thenext CASPaware
node.Providing capabilitydiscovery with aScoutmessageis discussedin theSection10.2.

ScoutmessagesareUDP packets containingsomeCASPobjectsandhave the IP routeralert option
[5, 6] set. Therearescoutrequestsandresponsesthat follow the usualUDP request-responsepatternof
reversingsourceanddestinationaddressandports. Scoutrequestshave an IP destinationaddressset to
the destinationaddressof the triggeringCASPrequest.The IP sourceaddressis set to the IP addressof
theScoutmessagetransmittingnode. Thescoutmessageis forwardedlike a normalUDP/IP packet. The
destinationnodealwaysturnsaroundthescoutmessage.

Scoutmessageshave their own reliability mechanism.They areretransmittedperiodically, with expo-
nentiallyincreasingretransmissioninterval, startingat500ms.

6 Route Changeand Mobility

The CASPM-layer is designedto supportroute changes,and also allow mobility wherethe IP address
of an endpointof the dataflow may change.Although the CASPM-layer assistswith dealingwith these
situations,it alsorequirestheclient to actappropriatelyto install new reservationsandteardown old ones.

6.1 Rerouting

Routesmaychangein thenetwork for a numberof reasons,andanpath-coupledsignallingprotocolmust
beableto acton suchchanges.

Whena routechanges,CASPdeterminesthe new next CASPnodeandaddsit to the M-layer state,
associatingit with anew next-hopbranch identifier.

Whena CASPnodereceivesa messagefor anexisting session(samesessionandflow identifiers),but
from a differentpreviousnode,it addsthenew previousnodeto theM-layer statewith a new previous-hop
branch identifier.

Branchidentifiersareimplementation-internalandarenotsentin any CASPmessages,asthey only have
localsignificance.An implementationmayuseacounterfor thebranchidentifier, incrementingit by 1 when
anew branchoccurs.A nodeneedsto beableto determinewhichbranchis the’most recent’.Previoushop
andnext hopbranchidentifiersarenotrelatedto oneanother, andaredefinedwithin thescopeof anM-layer
state.

In theexamplein Figure3, thedatainitially travels from S, throughN1, N2, N3 andN6 to D. At N1
thenext CASPnodeis identifiedasN2, andgivena next-hopbranchidentifier (NH-B) of 0. At N6, N3 is
storedastheprevioushop,with aprevious-hopbranchidentifier(PH-B) of 0.

A routechangeoccurs,sothatthedataflow now travelsthroughN1, N4, N5 andN6.
Therearea numberof waysthat the CASPM-layer instanceat N1 candeterminethat the routehas

changed.It maybethatN2 or N3 candeterminethat they areno longerseeingthedataflow, andsosignal
this factbackupstream,causingrediscovery to beinitiated. If N1 hasdirectvisibility of routinginformation
(e.g.N2 andN3 aredirectIP neighbours),thenit maybeableto detectthechangebasedfrom that.Further
examinationof this issueis needed.
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Initial Route
-->

/ +----+ +----+
/ ----| N2 |----| N3 |---

/ / +----+ +----+ \
/ / \

/ NH-B=0 PH-B=0 \
+-----+ +----+ +----+ +-----+
| S |-----| N1 | | N6 |-----| D |
+-----+ +----+ +----+ +-----+

\ NH-B=1 PH-B=1 /
\ \ /

\ \ +----+ +----+ /
\ ----| N4 |----| N5 |---

\ +----+ +----+
-->

New Route

Figure3: Rerouting

However, asaconsequenceof N1 performingrediscovery, anew signallingpathis created.At thepoint
two signallingpathsexist for thesingledataflow. Both pathsareidentifiedby thesamesessionandflow
identifiers,but aredistinguishedlocally at the CASPnodeswherethe changeoccursby differentbranch
identifiers.

Theprocessof removing theexisting client state(andsupportingM-layer state)from theold routeis a
topic for further investigation.If theclient relevant to this sessionis availableat N1 or N6 thenit maybe
ableto performanappropriateaction,basedon the local informationthata branchhasoccurred(asin the
RSVPlocal repairmechanism).Otherwise,theM-layeratN1 or N6 mayneedto signalbackto anendpoint
thatthereis anew signallingroute,for someupstreamor downstreamCASPclient to performthenecessary
reservationsetupalongthenew path,andteardown alongtheold path.

6.2 Mobility with AddressChanges

EachCASPmessagecontainsa sessionidentifier object. This is usedto referencesignalingapplication
state,asdescribedin [2], andhasend-to-endsignificance.

In the exampleshown in Figure4, a mobile node(S) acting asdatasourceis attachedto an access
network (AN1) andis sendingdatatowardsD. S thenis ableto make useof a secondinterfaceto attachto
anotheraccessnetwork (AN2). It performsanapplication-layerrenegotiation,andchangesto sendingdata
usingits AN2 interface(andassociatedIP address).

This is still thesamesignallingapplication(CASPclient) sessionasbefore,but now usinga different
sourceIP address(i.e. a differentflow identifier)andapartially changedroute.The”sessionidentifier” has
its mainsignificanceat theclient, allowing it to combinestate,so thatonly a singlereservation is held in
network C. At theM-layer, therewill betwo flow identifiers,eachwith associatedpreviousandnext hops.
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In thiscase,thereservationacrossAN1, andnetwork A maypersist,sothatthemobilenodecanimme-
diatelyswitchbackto it whenit leavesAN2, andcontinueasbefore.

Initial route
--------------- -- -- -- >

ˆ \
/ /-----\ /---\ \

/ ---| AN1 |-----| A |--- \
/ / \-----/ \---/ \ \

Address: sa1 / \ v Address: da
Port: sp1 / \ Port: dp

+-----+ /---\ +-----+
| S | | C |-----| D |
+-----+ \---/ +-----+

Address: sa2 \ /
Port: sp2 \ / ˆ

\ \ /-----\ /---\ / /
\ ---| AN2 |-----| B |--- /

\ \-----/ \---/ /
v /

--------------- -- -- ->
Second route

Figure4: Mobility with AddressChanges

Thesessionidentifierremainsconstant,sincethesignalingapplicationsessionremainsconstant.A new
flow identifier is introduced,due to the new network interface. Multiple reservationsfor the application
sessionexist simultaneously, alongdifferentpathsandfor differentflow identifiers. The CASPclientsin
network C may be ableto merge the reservationsfor the differentflow identifiers,by makinguseof the
commonsessionidentifier.

Issuesfrom this examplearealsoapplicableto thesituationwherea changein Mobile-IP Careof Ad-
dress(CoA) occurs.

This mobility scenariosuggeststhat the ’sessionidentifier’ on its own is insufficient for identifying a
previoushopataCASPM-layer node,sincetwo flowsexist usingthesamesessionidentifier.

7 CASPover Tunnels

CASP supportsany type of tunnel describedin [7] without additionalcomplexity. Modificationsto the
flow identifierdo not causeproblemsfor CASP. SinceCASPcanbe startedandthe terminatedanywhere
alongthepathit is simpleto triggera recursive CASPmessagingexchangefor a tunneledregion. Sincethe
discovery procedureis separatedfrom messagedelivery no specialconsiderationsapply.

CASPcanoperateover any typesof tunnels(for exampleIPsec,IP-in-IP, IPv4/IPv6) if both ingress
nodeandegressnodeof a tunnelsupportCASP. In casethatCASPis not supportedat thesenodesthenthe
CASPmessagesareautomaticallyhiddeninsidethetunnelregion. Thescoutmessagesthendonotdiscover
CASPnodesinsidethe tunneledregion becauseof theencapsulationof the IP RouterAlert Optionof the
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discovery message.Hencetheegressnodeis thenext discoveredCASPpeer(assumingtheegressnodeis
CASPaware).

It is thereforea localdescisionby aCASPawareingressnodeto skip interiornodeswith thehelpof the
discovery procedure.

8 IAN A Considerations

A futureversionof thedocumentwill includeIANA considerationsfor Classes,C-Typesandport numbers
for theCASPprotocol.

9 Security Considerations

This documentdescribestwo protocol componentswithin CASP: a path-coupleddiscovery mechanism
calledScoutand the CASPMessagingLayer (M-Layer). Subsequentlya brief summaryof the security
protectionmechanismsis providedfor bothprotocols.Additional informationaboutsecurityrequirements
is available in [1], securitythreatsaredescribedin [8]. A motivation for peer-to-peersecurityprotection
basedon observationsof authorizationandcharging for a QoSNSLPprotocolis foundat [9]. Additional
securitypropertiesrequiredby afirewall andnattraversalNSLPprotocolareelaboratedin [10].

9.1 ScoutSecurity Protection

Scoutmessagesallow the discovery of nodesparticipatingin the CASP protocol (if no other discovery
mechanismis used).Scoutmessagesexperiencesecurityprotectionwith thehelpof cookies.Theconcept
of cookieswas introducedby Karn andSimpson[11]. The securityprotectionof Scouttherebytries to
accomplishthefollowing goals:

� The separationbetweendiscovery andsignalingmessagedelivery providesa major securityadvan-
tage. Discovery messagesaredifficult to protectandarethereforeseparatedfrom regular message
delivery.

� A CASPnodereceiving aScoutmessageshouldnot installstate.Thispreventsbasicdenialof service
attacks.To allow sucha functionality conceptsusedin Mobile IPv6 areapplied(i.e., the cookieis
cryptographicallygeneratedanddoesnot requireper-sessionstateestablishment).

� A CASP nodetransmittinga Scoutmessagewants to make surethat a responsereceived should
matchthe transmittedScoutmessage.Hencea cookieis includedwhich hasto be returnedby the
Scoutresponder.

� A CASPnodetransmittingaScoutmessagewantsto makesurethatarequesttransmittedis notforged
by anadversarywhichredirectsCASPmessagesto anotherCASPnode.Thiscanonly bedetectedby
securelyexchangingthecookiesagainaftersecurityassociationis available.

9.2 CASPM-layer Security Protection

CASPM-layer signalingmessagescanbegivensecurityprotection.In casethata transportlayerprotocol
connectionis establishedthenprotectionwith TLS [12] is possible(TLS RecordLayer). In caseof TLS the
key exchangeprotocolis built-in (TLS Handshake Protocol).
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IPsec,which operatesat the network layer, separatesauthenticationandkey exchangefrom signaling
messageprotectionin a moresophisticatedway. This allows a numberof protocolsto beusedin orderto
establisha IPsecSA suchasIKE, IKEv2 [13] andalsoKINK [14]. Thisgivesadministratorsa largedegree
of freedomto fit CASPinto their existingsecurityinfrastructure.

For signalingmessageprotectionIPsecwouldbeusedin transportmodebetweentwo peerswherebythe
SPDtraffic selectorcanbeconfiguredto protectsignalingmessageswith a sourceanddestinationaddress
setto thecorrespondingpeerandwith theportnumberssetappropriately.

Providing channelsecurityandtheseparationbetweenauthenticationandkey exchangeandtheefficient
signalingmessageprotectiona numberof performanceadvantagescanbeachieved. CASPM-sessionstate
betweentwo peerscanbeefficiently securedwith asingleIPsecor TLS securityassociation(if desired).As
motivatedbelow IPsecESPcanbeusedto protectthecontentof thesignalingmessageincludingits payload
betweenneighboringpeers. This providesprotectionagainstnodeswhich do participatein the signaling
exchange.Differentkey managementprotocolscanandwill be useddependingon the environment. For
intra-domaincommunicationper-sharedsecretauthenticationbetweenneighboringpeersis anoption.Once
thedistance(e.g. numberof IP hops)betweenbetweeninteractingpeersgetslargeror to protectmessages
betweendifferent trust domainspublic key basedkey managementmight provide betterscalabilityprop-
erties. Sincesomearchitecturesandcorporatenetworks extensively useKerberosas their preferredkey
managementsystemit is alsopossibleto useKINK in suchanenvironment.

Theidentityof CASPawarepeersin intra-andinter-domaincommunicationis theIP address.For intra-
domaincommunicationonly connectionsfrom peersknown to be within the sameadministrative domain
shouldbeaccepted.For inter-domaincommunicationtheIP addressasanidentity mightnotalwaysbesuf-
ficient. Insteadanidentity shouldbeusedwhich allows accountingandcharging proceduresto bematched
to the indicatedidentity. For communicationbetweenthe endhostanda network the preferredidentity
will betheusernamewhich correspondsto anidentity usedduringthenetwork accessprocedures.Sincea
network accessauthenticationprotocolis likely to beexecutedwhena hostarrivesat a new network AAA
proceduresarelikely to createthenecessaryfinancialsettlement.It is thereforehelpful to usean identity
which canbemappedto theidentity usedduringthenetwork accessproceduresto make authorizationand
charging easier. This is particularlyof relevanceif theclient carriesQoSinformation.For otherNSLPsthe
authorizationproceduremightbedifferentbut theidentityusedin theauthenticationandkey exchangepro-
cedure(e.g. IKE, IKEv2 or KINK) hasto beaccessibleespeciallyfor anentity in thenetwork at theNSLP
layer. (Notethatthis is simplerin caseof TLS wheretheauthenticatedidentityof theuseris availableto the
NSLPvia anAPI.)

Establishinga securityassociationbetweentheendhostandthenetwork is challengingsincea number
of differentscenarioswith differentrequirements(e.g.wirelessaccessnetworks,corporatenetwork, adhoc
networks,etc.) needto besupported.We believe that that theserequirementscanbestbemetby allowing
a flexible integration of existing authenticationandkey exchangeprotocols. Little needsto be donefor
signalingmessageprotectionitself if existing transportprotocolsareusedwhichallow thesecurityprotocol
support.

Non peer-to-peerprotectionis accomplishedwith thehelpof CMS. This selective objectprotectionis,
however, providedat theclientandnotat theM-layer.

The sessionownershipproblemdescribedin [8] makes an efficient securityprotectiondifficult. For
this versionof CASPconfidentialityprotectionof thesessionidentifiercanbeprovidedby bothIPsecand
TLS (as provided by most cipher-suitesfor TLS and IPSecESPwithout NULL encryption)to Security
protectionfor thesessionownershipfirst versionof theprotocolmayrely preventeavesdroppersto learnthe
128-bit randomlygeneratedsessionidentifier. This typeof solutionpreventsanadversarynot participating
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in theprotocolexecutionfrom attackingtheprotocol.Still anumberof desireablepropertiesof theprotocol
canbe preserved which disappearif a morecomplex solutionis chosen.Note that CASP-awarenetwork
elementsalongtheCASPchainmustknow thesessionidentifierin orderfor theprotocolto operatecorrectly
andhencesometrust into thesenodesis required.However, basedon theprotocoldiscussionin theNSIS
workinggroupandtheagreementondesireableprotocolpropertiessomeadditionalenhancements(possibly
at theNSLPlayer)might berequired.

10 Open Issues

Someof theissuesregardingCASPareoutlinedbelow; theirsuitabilityandimplicationsarecurrentlyunder
investigation.

10.1 AdvancedDiscovery Mechanisms

As mentionedabove,CASPnodesneedto discover thenext peer. In additionto thescoutprotocol,avariety
of next CASPpeerdiscoverymechanismsareenvisionedasbelow. Furthermore,severalnext peerdiscovery
mechanismscanbeusedtogetheralongoneCASPchain.

Extending routing protocols: For example,OSPF[15] couldindicateCASPcapabilityvia anOptionsbit
in thecommonLSA headeror anew LSA. For inter-domaindiscovery, onesolutionwouldbeadding
aCASPcapabilityoptionto BGPadvertisements.

Service discovery: Usingstandardservicediscovery mechanismssuchasSLP[16], CASPnodescanfind
outaboutlocalCASPnodesandtheir capabilities.

First node: By addingan option to routeradvertisements[17], local nodescandiscover the first CASP
nodein their path.

DHCP: If thereis asingleCASPnodein a local network, DHCP[18] canadvertisethisnode.

Dir etory-baseddiscovery: For example,by creatingnew DNS entriesper AS for CASPNTLP and its
NSLPs,CASPcanalsosupportpath-decoupled(next-AS) discovery.

10.2 Capability Discovery

In orderto addressonly nodeswhichsupporta certaincapability(i.e. a specificNSLPprotocol),capability
discovery (e.g.acapabilityvectorfor theNSLPprotocolssupportedby aparticularnodeor certainsecurity
capabilities)maybenecessary.

10.3 Other Issues

In additionto unicastscenarios,CASPcould supporta limited multicastmodel,source-specificmulticast
(SSM) [19], by a specialway of scouting. SupportingSSM in scoutrequiresadditionalcare(e.g. scout
requestor’s addressshouldbe includedin the scoutrequestmessage,the destinationaddressof the scout
messagemustbesetto theSSMdestinationaddress,etc.).

ThescoutprotocolcoulduseICMP insteadof UDP, with a new ICMP messagetype.
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11 Summary

TheCASPframework relieson existing transportprotocolsandconsistsof a messaginglayeranda client
layer. Themessaginglayerisapplicationindependentandis responsiblefor deliveringof signalingmessages
and associatedNTLP state. In contrastto this applicationindependentcomponentof CASP, the client
layer is theapplication-dependent part. Thediscovery of next peersalongthedatapathis handledby the
Scoutprotocol,which is a specializedclient protocol.CASPattemptsto satisfytheNSISrequirements[1]
and framework [2]. The CASPframework is designedto be network-friendly, light-weight, flexible and
extensible:

� Separationof agenericmessaginglayerfrom anapplication-specificclient layerallows easilyadding
otherclient layerprotocols(NSLPs).EachNSLPonly relieson commonNTLP servicesandcanbe
changedwithoutaffectingotherNSLPs.

� Separationof a next peerdiscovery functionality from thesignalingmessagedelivery allows easier
securityprotectionof signalingprocedures,andavoidscomplexity in NTLP. CASPonly needsto label
thescout(a discovery protocol)packetsin thesamemannerasthedatapackets,but canassignlabels
to CASPsignalingmessagesbasedon the handlingneededfor them. This alsohelpsremoving the
restrictionon thesignalingprotocol,suchasmessagesizeto belimited to MTU or elseintroducting
lower-layeroverhead;no additionsareallowedin mid-stream.

� CASPmessagesconsistof asequenceof messageobjects.New objectscanbeaddedat themessaging
andtheclient layerasneededto supportnew functionality.

� While most signalingmessagesfor classicalsignalingapplicationsare likely to be small and the
overall datavolumemodest,CASPrecognizesthat therearepotentialapplicationsthatmayneedto
deliver largervolumnsof signalingmessagesthataresignificantlylargerthantypicalnetwork MTUs.
Similarly, cryptographicsignaturesmaycauseevencommonsignalingmessagesto exceedMTU size.
Also, duringoverloadsituations,userapplicationswill betemptedto retry their reservation requests
frequently, so that congestionandflow control is desirable.By reusingexisting transportprotocol
for delivering CASPmessages,CASPgreatly reducesthe complexity of protocol implementations
andavoid subtleinteroperabilityproblems.Dueto there-useof transportconnections,CASPsession
setuplatency is, on average,low.
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A Object Definitions

ClasseswheretheobjectscontainIP addressesaredefinedfor bothIPv4andIPv6.
All unusedfieldsshouldbesetto zeroandignoredonreceipt.
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A.1 FLOW ID Class

FLOW ID class= 1

� IPv4 with portsFLOW ID Object:Class= 1, C-Type= 1

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| IPv4 Source Address |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| IPv4 Destination Address |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Source Port | Destination Port |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Protocol | // |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� IPv4 with IPsecFLOW ID Object:Class= 1, C-Type= 2

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| IPv4 Source Address |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| IPv4 Destination Address |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| SPI |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Protocol | // |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� IPv6 FLOW ID Object:Class= 1, C-Type= 3

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| |
+ +
| IPv6 |
+ Source Address +
| (16 bytes) |
+ +
| |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| |
+ +
| IPv6 |
+ Destination Address +
| (16 bytes) |
+ +
| |
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+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| // | Flow Label (20 bits) |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� SourceAddress

Sourceaddressof theapplicationdataflow.

� DestinationAddress

Destinationaddressof theapplicationdataflow.

� Protocol

TheIP ProtocolIdentifierfor thedataflow. For theIPv4with IPsecFLOW ID this SHOULD indicate
eitherAH or ESP.

� SourcePort

TheUDP/TCP/SCTP(or similar) sourceport for thesession.

� DestinationPort

TheUDP/TCP/SCTP(or similar) destinationport for thesession.

� Flow Label

TheIPv6 flow labelfor thedataflow.

OtherFLOW ID C-Typescouldbedefinedin thefutureto supportotherdemultiplexing conventionsin
thetransport-layeror application-layer.

A.2 CASP TIMEOUT Class

CASPTIMEOUT Class= 2

� CASPTIMEOUT Object:Class= 2, C-Type= 1

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Timeout (seconds) |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� Timeout

Thetime in secondsafterwhichCASPM-layersoft-stateshouldberemovedif norefreshis received.

A.3 CLIENT DATA Class

CLIENT DATA class= 3

� All CLIENT DATA Objectsarevariablelengthopaquedata.

The C-Type identifiesthe client which shouldbe usedto processthis message.Currentlydefined
valuesfor CASPclientsare:
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– QoS:Class= 3, C-Type= 1

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| |
// (Client Data) //
| |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� ClientData

Thecontentsof theClient Dataobjectis of variablelength. It hasno significanceat theM-layer and
theclient maychooseto formatit in any way.

A.4 ERROR Class

ERRORClass= 4

� ERRORObject:Class= 4, C-Type= 1

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Error Code |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� Error Code

Providesanindicationof thewhaterroroccurred.Currentlydefinedcodesare:

– UNKNOWN: 0

– COOKIE ERROR:1

A.5 SCOUT COOKIE I Class

SCOUT COOKIE I Class= 5

� SCOUT COOKIE I object:Class= 5, C-Type= 1

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Cookie(i) |
+ (64-bit Scout Request cookie) +
| |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� Cookie(i)

Theinitiator cookieis a 64-bit randomnumber, selectedby thescoutinitiator.
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A.6 SCOUT COOKIE R Class

SCOUT COOKIE R Class= 6

� SCOUT COOKIE R object:Class= 6, C-Type= 1

+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +
| Cookie(r) |
+ (64-bit Scout Response cookie) +
| |
+-------------- -+- -- -- -- -- --- -- -+ -- -- --- -- -- -- -- +-- -- -- -- -- --- -- +

� Cookie(r)

Therespondercookieis a64-bit value,selectedby theresponder.
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