BESS Wor kG oup Al'i. Sajassi

| nt ernet -Draft Mankamana. M shra
| nt ended status: Standards Track Samir. Thoria
Expires: April 25, 2019 Patrice. Brissette

Ci sco Systens
Cct ober 22, 2018

AC- Awar e Bundling Service Interface in EVPN
draft-saj assi - bess-evpn- ac- awar e- bundl i ng- 00

Abstract

EVPN provi des an extensible and flexible multi-hom ng VPN sol ution
over an MPLS/IP network for intra-subnet connectivity anong Tenant
Systens and End Devices that can be physical or virtual.

EVPN mul ti homing wwth IRB is one of the common depl oynent scenari os.
There are depl oynments which requires capability to have nultiple
subnets designated with nultiple VLAN IDs in single bridge domain.

RFC7432 defines three different type of service interface which serve
different requirenents but none of them address the requirenent to be
able to support nultiple subnets within single bridge domain. 1In
this draft we define new service interface type to support nultiple
subnets in single bridge domain.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 25, 2019.
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1

I nt roducti on

EVPN based nulti-homng is becom ng the basic building block for
provi di ng redundancy in next generation data center depl oynents as
wel | as service provider access/aggregation network. For EVPN | RB
node, there are deploynents which expect to be able to support

mul tiple subnets within single Bridge Domain. Each subnets woul d be
differentiated by VLAN. Thus, single IRB interface can still serve
mul ti pl e subnets.

Mot i vati on behind such depl oynents are

1. Manageability: If there is support to have nmultiple subnets using
single bridge domain, it would require only one Bridge domain and
one IRB for "N' subnets conpare to "N' Bridge domain and "N' | RB
i nterfaces to nmanage.

2. Sinplicity: It avoids extra configuration by configuring V an
Range as conpare to individual VLAN, BD and I RB interface per
subnet .

Mul ti pl e subnet per bridge domain deploynents require that there
woul d not be duplicate MAC address across subnet.

[ RFC7432] defines three types of service interfaces. None of them
provide flexibility to achieve nultiple subnet within single bridge
domain. Brief about existing service interface from|[RFC7432] are ,

1. VLAN Based Service Interface: Wth this service interface, an
EVPN i nstance consists of only a single broadcast domain (e.g., a
single VLAN). Therefore, there is a one-to-one nmappi ng between a
VID on this interface and a MAC- VRF.

2. VLAN Bundl e Service Interface: Wth this service interface, an
EVPN i nstance corresponds to nmultiple broadcast domains (e.g.,
mul tiple VLANs); however, only a single bridge table is
mai nt ai ned per MAC- VRF, which neans nmultiple VLANS share the sanme
bridge table. The MPLS-encapsul ated franes MJST renain tagged
with the originating VID. Tag translation is NOT permtted. The
Ethernet Tag IDin all EVPN routes MJST be set to O.

3. VLAN Aware Bundle Service Interface: Wth this service interface,
an EVPN i nstance consists of nultiple broadcast domains (e.g.,
mul tiple VLANsS) with each VLAN having its own bridge table --
i.e., multiple bridge tables (one per VLAN) are mai ntained by a
si ngl e MAC- VRF corresponding to the EVPN instance.
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Though fromdefinition it |ooks Iike VLAN Bundle Service Interface
does provide flexibility to support nultiple subnet within single
bridge donain. But it can not serve the requirenment which is being
described in this draft. For exanple, lets take the case from
Figure-1, |If PELlL learns MAC of HL on Vian 1 (subnet S1). When MAC
route is originated , as per [RFC7432] ether tag would be set to O.
If there is packet comng fromIRB interface which is untagged
packet, and it reaches to PE2, PE2 does not have associated AC
information. 1In this case PE2 can not forward traffic which is
destined to HIL.

This draft proposes an extension to existing service interface types
defined in [ RFC7432] and defines AC-aware Bundling service interface.
AC-aware Bundling service interface would provi de nechanismto have
mul ti pl e subnets in single bridge domain. This extension is
applicable only for multi-homed EVPN peers.

Wth this proposal IRB interface could either have nmultiple subnets

or an aggregate subnet representing all individual subnets (when such
aggregation is possible).
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Figure 1. EVPN topology with nmulti-hom ng and non nulti hom ng peer

The above figure shows sanple EVPN topol ogy, PEl and PE2 are

mul ti honed peers. PE3 is renote peer which is part of sane EVPN
instance (evil). It is showing four subnets S1, S2, S3, $S4 where
nuneri c val ue provides associated Vlan information.

Saj assi, et al. Expires April 25, 2019 [ Page 5]



Internet-Draft AC-Aware Bundling Service Interface in EVPN Cctober 2018

1

1

1

1

2.

3.

Problemw th Unicast MAC route processing for nultihone case

BD-1 has nultiple subnets where each subnet is distinguished by VIan
1, 2 ,3 and 4. PE1l |learns MAC address MAC-1 from AC associated with
subnet S1. PEl uses MAC route to advertise MAC-1 presence to peer
PEs. As per [RFC7432] MAC route advertisenent from PEL does not
carry any context which can provide information about MAC address
association with AC. When PE2 receives MAC route with MAG-2 it can
not determ ne which AC this MAC bel ongs t oo.

Since PE2 could not bind MAC-1 with correct AC, when it receives data
traffic destined to MAC-1, it can not find correct AC where data MJST
be forwarded.

Problemw th Multicast route synchronization

[I-D.ietf-bess-evpn-ignp-m d-proxy] defines nmechanismto synchronize
mul ticast routes between nultihonme peer. |In above case if Receiver
behind S1 send | GW nenbership request, CE could hash it to either of
the PE. When Multicast route is originated, it does not contain any
AC information. Once it reaches to renote PE, it does not have any

i nformati on about which subnet this | GW nenbershi p request bel ong
to.

Potential Security concern caused by m sconfiguration

In case of single subnet per bridge domain, there is potential case
of security issue. For exanple if PE1 , BDl is configured with

VIl an-1 where as nul ti hone peer PE2 has configured Vlan-2. Now each
of the | GW nenbership request on PE1 woul d be synchroni zed to PE2.
and PE2 woul d process nulticast routes and start forwardi ng nulticast
traffic on Vlian-2, which was not intended.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]

AC. Attachnment Circuit.
ARP: Address Resol uti on Protocol

BD: Broadcast Domain. As per [RFC7432], an EVI consists of a single
or nultiple BDs. 1In case of VLAN bundle and VLAN- based service
nodel s (see [RFC7432]), a BDis equivalent to an EVI. In case of
VLAN- awar e bundl e service nodel, an EVI contains nultiple BDs. Al so,
in this docunent, BD and subnet are equival ent terns.
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BD Route Target: refers to the Broadcast Domai n assi gned Route Tar get
[ RFC4364]. 1In case of VLAN-aware bundle service nodel, all the BD
i nstances in the MAC-VRF share the sanme Route Target.

BT: Bridge Table. The instantiation of a BDin a MAC-VRF, as per
[ RFC7432] .

DOGWN Data Center Gateway.

Et hernet A-D route: Ethernet Auto-Discovery (A-D) route, as per
[ RFC7432] .

Et hernet NVO tunnel: refers to Network Virtualization Overlay tunnels
wi th Ethernet payload. Exanples of this type of tunnels are VXLAN or
GENEVE.

EVI: EVPN | nstance spanni ng the NVE/ PE devices that are participating
on that EVPN, as per [RFC7432].

EVPN. Ethernet Virtual Private Networks, as per [RFC7432].
GRE: Generic Routing Encapsul ation.

GWIP:. Gateway | P Address.

I PL: IP Prefix Length.

IP NVO tunnel: it refers to Network Virtualization Overlay tunnels
with I P payload (no MAC header in the payl oad)

| P-VRF: A VPN Routing and Forwarding table for IP routes on an NVE/
PE. The IP routes could be popul ated by EVPN and | P-VPN address
famlies. An IP-VRF is also an instantiation of a layer 3 VPN in an
NVE/ PE.

| RB: Integrated Routing and Bridging interface. It connects an |P-
VRF to a BD (or subnet).

MAC- VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on an NVE/PE, as per [RFC7432]. A MAGC-VRF is
al so an instantiation of an EVI in an NVE PE.

M.: MAC address | ength.

ND: Nei ghbor Di scovery Protocol.

NVE: Network Virtualization Edge.
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GENEVE: Ceneric Network Virtualization Encapsul ation, [ GENEVE].
NVO Network Virtualization Overl ays.

RT-2: EVPN route type 2, i.e., MAC/IP advertisenent route, as defined
in [ RFC7432].

RT-5: EVPN route type 5, i.e., IP Prefix route. As defined in
Section 3 of [EVPN PREFI X].

SBD: Suppl enentary Broadcast Domain. A BD that does not have any
ACs, only IRB interfaces, and it is used to provide connectivity
among all the IP-VRFs of the tenant. The SBD is only required in |IP-
VRF- to-1P-VRF use-cases (see Section 4.4.).

SN: Subnet.

TS: Tenant System

VA: Virtual Appliance.

VNI : Virtual Network ldentifier. As in [RFC8365], the termis used
as a representation of a 24-bit NVO instance identifier, with the
understanding that VNI will refer to a VXLAN Network ldentifier in
VXLAN, or Virtual Network Identifier in GENEVE, etc. unless it is
stated ot herw se.

VTEP: VXLAN Termi nation End Point, as in [ RFC7348].

VXLAN: Virtual Extensible LAN, as in [RFC7348].

Thi s docunent al so assunes famliarity with the term nol ogy of
[ RFC7432] , [ RFC8365], [ RFC7365].

3. Requirenents

1. Service interface MJUST be able to support nultiple subnets
desi gnated by MV an under single bridge domain.

2. New Service interface handling procedure MJUST make sure to have
backward conpatibility with inplenentation procedures defined in
[ RFC7432]

3. New Service interface MJST be extendible to nulticast routes
defined in [I-D.ietf-bess-evpn-ignp-n d-proxy] too.
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4. Sol ution Description

Saj assi, et al. Expires April 25, 2019 [ Page 9]



Internet-Draft AC-Aware Bundling Service Interface in EVPN Cctober 2018

H3
I
Fomm e e o +
I I
| PE3 | EVI-1
I I
Fom e e e Fomm e e o e oo o e e e e e e e e e e me e o - +
I I
I I
I I
| I P MPLS core |
I I
I I
I I
I I
Fomme o - o +- -+
I I
S e Fommm e m e e oo R +
I I I I
| PE1 | | PE2 |
I I I I
| +o---- + | | +----- + |
I | 1RB | I I | 1RB | I
| S N +- -+ | | S S S +- -+
| | BD & EVI | | | | BD & EVI | |
| B S A | | oo e e i oo - + |
| | S1| S2| S3| S4| | | | S1| S2| S3| S4| |
)G ST S S )G o S SR
X X
X X
X X ESI-100
X X EVI -1
X X BD- 1
X X
XX
Fom e o +
| CE |
S
||
HL H2
MAC-1 MAC- 2
Vlian-1 Vlan-2
(S 6 (S G ------ > Multicast receiver

Figure 2: AC aware bundling procedures

Saj assi, et al. Expires April 25, 2019 [ Page 10]



Internet-Draft AC-Aware Bundling Service Interface in EVPN Cctober 2018

Consi der the above topol ogy, where AC aware bundling service
interface is supported. Host HL on M an-1 has MAC address as MAC 1
and Host H2 on Vlan 2 has MAC address as MAGC 2.

4.1. Control Plane QOperation
4.1.1. MAC/ I P Address Adverti senent
4.1.1.1. Local Unicast MAC | earning

1. [RFC7432] section 9.1 describes different nechanismto | earn
Uni cast MAC address locally. PEs where AC aware bundling is
supported, MAC address is learnt along with Vlan associated with
AC.

2. MACIP route construction foll ows nechani smdefined in [ RFC7432]
section 9.2.1. Along with RT-2 it nust attach Attachnent Circuit
| D Extended Comunity (Section 5.1).

3. FromFigure-2 PE1 learns MAGC-1 on S1. It MJST construct MAC
route with procedure defined in [RFC7432] section 9.2.1. It MJST
attach Attachment Circuit I D Extended Community (Section 5.1).

4.1.1.2. Renote Unicast MAC | earning

1. Presence of Attachnent Circuit |ID Extended Comrunity
(Section 5.1) MJUST be ignored by non multihom ng PEs. Renote PE
(Non Mul ti home PE) MUST process MAC route as defined in [ RFC7432]

2. Miltihomng peer MJUST process Attachment Circuit | D Extended
Community (Section 5.1) to attach renote MAC address to
appropriate AC.

3. FromFigure-2 PE3 receives MAC route for MAC-1. It MJST ignore
AC information in Attachnment Crcuit | D Extended Community
(Section 5.1) which was received with RT-2.

4. PE2 receives MAC route for MAG-1. It MJST get Attachnment Circuit
ID fromAttachnment Circuit I D Extended Community (Section 5.1) in
RT-2 and associ ate MAC address with specific subnet.

4.1.2. Milticast route Advertisenent
4.1.2.1. Local multicast state
When a local nultihonmed bridge port in given BD receives | GW

menbership request and ES is operating in All-active or Single-Active
redundancy node, it MJST synchronize multicast state by originating
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mul ticast route defined in section 7 of
[1-D.ietf-bess-evpn-ignp-md-proxy]. Wen Service interface is AC
aware it MJST attach Attachnent Circuit |ID Extended Comrunity
(Section 5.1) along with nulticast route. For exanple in Figure-2
when H2 sends | GW nenbership request for (S, G , CE hashed it to one
of the PE. Lets say PEl received | GW nenbership request, now PEl
MUST originate nulticast route to synchronize nulticast state with
PE2. Milticast route MJUST contain Attachment Crcuit | D Extended
Community (Section 5.1) along with nmulticast route.

If PEL1 had already originated nulticast route for (S, G from subnet
S2. Now if host Hl also sends | GW nenbership request for (S, G on
subnet S1, PE1 MUST originate route update with Attachnent Grcuit ID
Ext ended Community (Section 5.1).

4.1.2. 2. Renpote nulticast state

4.

4.

2.

2.

If multihomed PE receives renote nulticast route on Bridge Domain for
given ES, route MJST be programred to correct subnet. Subnet
informati on MUST be get from Attachnment Circuit |D Extended
Community. For exanple PE2 receives nmulticast route on Bridge Domain
BD-1 for ES ESI-100, From Attachment Circuit | D Extended Conmunity
(Section 5.1) it receives AC information and associ ates nul ti cast
route (S,G to subnet S2.

When PE2 receives route update with Attachnment Circuit | D Extended
Community added for subnet S1, port associated with subnet S1 MJST be
added for multicast route.

Data Pl ane Operation
1. Unicast Forwarding

1. Packet received from CE nust foll ow sane procedure as defined in
[ RFC7432] section 13.1

2.  Unknown Uni cast packets froma Renote PE MJUST fol |l ow procedure as
per [RFC7432] section 13.2.1.

3. Known uni cast Received on a Renote PE MJST fol |l ow procedure as
per [ RFC7432] section 13.2.2. So in Figure-2 if PE3 receives
known uni cast packet for destination MAC MAC-1, it MJST foll ow
procedure defined in [ RFC7432] section 13.2. 2.

4. |f destination MAC | ookup is perfornmed on known uni cast packet,
destination MAC | ookup MJUST provide Vlan and Port tuple. For
exanple if PE2 receives unicast packet which is destined to MAC- 1
(packet mght be coming fromIRB or renote PE with EVPN tunnel),
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4.

5.

5.

destination MAC | ookup on PE2 MJST provi de outgoing port al ong
with associ ated MAC address. |In this case traffic MJST be
forwarded to S1 with Vlan 1

2.2. Milticast Forwarding

1. Milticast traffic fromCE and renote PE MJUST foll ow procedure
defined in [ RFC7432]

2. Wien multicast traffic is being received on IRB Interface,
| ayer-3 forwarding is based on traditional nulticast wthout any
new nodi fication. On bridge domain nulticast traffic is
forwarded towards right AC based on nulticast state.

BGP Encodi ng
Thi s docunent defines one new BGP Extended Community for EVPN
1. Attachnment Crcuit I D Extended Conmunity

A new EVPN BGP Extended Conmunity called Attachment Circuit IDis

i ntroduced here. This new extended conmmunity is a transitive
extended community with the Type field of 0x06 (EVPN) and the Sub-
Type of TBD. It is advertised along with EVPN MAC/ | P Adverti senent
Route (Route Type 2) per [RFC7432] for AC-Aware Bundling Service
Interface.

The Attachnent GCircuit |ID Extended Comrunity is encoded as an 8-octet
val ue as foll ows:

0 1 2 3
01234567890123456789012345678901
B I S I T i i S R S i
| Type=0x06 | Sub-Type=TBD | Reserved (16 bits) |
i S S T i S S i SR I S S S &
| Attachnment Circuit ID (32 bits) |
T s S s S I S e S S S S T S S

Figure 3. Attachnment Circuit |ID Extended Community

This extended community is used to carry the Attachnment Circuit ID
associated wth the received MAC address and it is advertised al ong
with EVPN MAC/I P and EVPN nul ti cast Advertisenent route. The
receiving PE who is a nenber of an All-Active or Single-Active nulti-
hom ng group uses this information to not only synchronize the MAC
address but al so the associ ated AC over which the MAC addresses is
recei ved.
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6.

9.

9.

Security Consi derations

The sane Security Considerations described in [RFC7432] are valid for
t hi s docunent.

| ANA Consi derations
A new transitive extended conmunity Type of 0x06 and Sub- Type of TBD
for EVPN Attachnment Circuit Extended Community needs to be allocated
by 1 ANA.
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