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Abst ract

Thi s docunent describes the header conpression nechanisns for the
| Psec [ RFC4301] based on the encodi ng schene standardi zed in

[ RFC6282]. The | Psec Authentication Header (AH) and Encapsul ated
Security Payl oad (ESP) headers are conpressed usi ng Next Header
Conpression (NHC) defined in [RFC6282]. This document does not

i nval i date any encodi ng schenes proposed in 6LoWPAN [ RFC6282] but
rather conplements it with conpressed | Psec using the free bits in
the 1 Pv6 Extension Header encoding.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 26, 2014.

Copyright and License Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

[ RFC6282] defines how | Pv6 datagrams can be routed over |EEE 802.15.4
[ EEEBO2. 15. 4] - based networ ks. [ RFC6282] defines a header conpression
schenes that can significantly reduce the size of IP, IP extension
and UDP headers. This enables the routing of heavy-weight IP traffic
to resource-constrai ned [| EEE802. 15. 4] - based wirel ess network. The
security in [l EEE802. 15. 4] -based I P network or what is nmore comonly
known 6LOWPAN networks is particularly inportant as we connect the
insecure Internet with the vul nerable wireless network. The
standardi zed and nandatory security solution for IPv6 is |IP security
(I Psec) [RFC4301]. This means that every |Pv6 host on Internet is
abl e to process | P packets secured with I Psec. |Psec, in transport
nmode, can provi de end-to-end (E2E)secure comuni cati on between the
two hosts in the IP network. Thus, it is beneficial to extend 6LoWPAN
so that | Psec comunication between an | Pv6 device (e.g. a sensor
node) in 6LOWPAN and | Pv6 nodes on conventional |nternet becones
possi bl e. This docunent does not cover the tunnel node of |Psec.

Wth I Pv6 architecture it is possible to protect | CMPv6 nessages,
using I Psec. As the RPL Control Message [RFC6550] is an | CMPv6
message, it is therefore possible to protect it with | Psec. However,
all RPL Control Message, except DAO / DAO ACK nessages in non-storing
nmode, are exchanged between two nei ghboring devi ces and have the
scope of a link. Though | Psec security associations can be created
bet ween two nei ghboring devices, | EEE 802.15.4 security at the link
layer is nmore suitable for per-hop protection, and IPsec in transport
node can be used to protect DAQ DAO ACK nessages in non-storing node

It is desirable to conpl emrent 6LoWPAN header conpression with | Psec
to keep packet sizes reasonable in resource constrained

[ 1 EEEBO2. 15. 4] - based network. There are no header conpression
specified for I Psec’s AH RFC4302] and ESP[ RFC4303] extensi on headers.
This draft therefore proposes AH and ESP extensi on header encodi ng
schenes.

1.1 Term nol ogy

2

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Li nki ng | Psec Headers Conpression w th 6LoWPAN

[ RFC6282] defines the general format of NHC that can be used to
encode | P extension headers. [RFC6282] already defines an NHC
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encodi ng for | Pv6 Extension Headers (NHC EH) that can be used to link
unconpressed AH and ESP headers to the 6LOWPAN header conpression. In
order to conpress the I P extension headers a GHC byte for Extension
Header (GHC EH) [draft-bornmann-6l o-ghc-00] is proposed which has the
same |layout as NHC EH with different ID bits. NHC EH and GHC EH
consist of an octet where three bits (bits 4, 5 and 6) are used to
encode the | Pv6 Extension Header ID (EID). Qut of eight possible
values for the EID, six are assigned and the remaining two slots (101
and 110) are currently unassigned. As AH and ESP are | P extension
headers it nmakes sense to use one of these unassigned slots for the

| Psec headers. W propose to use the reserved slot 101 for the | Psec
headers, AH or ESP. The corresponding ID field in the AH or ESP wil |
di stingui sh these headers fromeach other. It is also necessary to
set the NH bit in NHC EH or GHC EH to 1 to specify that the next
header (a header after AH or ESP, e.g. UDP) is NHC-encoded.

3. LOWPAN NHC for Authentication Header

6LOWPAN can be used to conpress a significant nunber of bits in AH
The next header is decided based on the value of NH bit in the |IPv6
Ext ensi on Header Encoding in [RFC6282]. This draft proposes to al ways
elide the length field. The payload length field (the I ength of AH
header in 32-bit words units mnus "2" [RFC4302]) in the AH header is
al ways elided, as it can be inferred fromthe |ower |ayers: either
fromthe | EEE 802. 15. 4 header or the 6LOWPAN header. The size of ICV
can be obtained fromthe SPI val ue because the length of the

aut henti cating data depend on the algorithmused and are fixed for
any input size. The RESERVED field in the AH header is also al ways
elided. The SPI and SN are conpressed using the proposed NHC encodi ng
for the AH header shown in Figure 1 and are expl ai ned bel ow

0 1 2 3 4 5 6 7
T

| 11 1] 0] 1] SPl | SN |
T S

Fi gure 1: Proposed LOAPAN NHC encodi ng for AH

o The first four bits in the NHC AH represent the NHC I D we define
for AH. These are set to 1101.

o If SPI = 00: the default SPI for the | EEE 802.15.4 network is used
and the SPI field is omtted. W set the default SPI value to 1.
This does not nean that all nodes use the sanme security
association (SA), but that every node has a single preferred SA,
identified by SPI 1. If SPI = 01: the least significant 8 bits of
the SPI are carried inline; the remaining 24 bits are elided. If
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SPI = 10: the least significant 16 bits of the SPlI are carried
inline; the remaining 16 bits are elided. If SPI = 11: Al 32
bits of the SPI are carried inline.

o If SN = 00: the least significant 8 bits of sequence nunber are
carried inline. The remaining bits are elided. If SN = 01: the
| east significant 16 bits of the SN are carried inline; the
remaining 16 bits are elided. If SPI = 10: the |least significant
24 bits of the SPI are carried inline; the remaining 8 bits are
elided. If SPI = 11: Al 32 bits of the SPI are carried inline.

The sequence nunber field in the AH header [ RFC4302] contains a
value 1 for the first packet sent using a given Security
Association (SA), and it is incremented sequentially for the
subsequent packets. Note that by using 8-bit sequence nunber we do
not limt the size of sequence nunber to 255, but propose to use 8
bits for the sequence nunber prior to the transni ssion of the
256t h packet on an SA. Fromthe 278 to 27(16-1) we propose to use
16-bit sequence nunber. Follow the same procedure for the 24-bit
sequence nunmber as well. However, the sender and the receiver
sequence nunber counters nust be reset prior to sending 2732nd
packet as proposed in [ RFC4302].

Not e that even when used in 6LOWPAN, AH cal cul ates the ICV on the
unconpressed | P header, thus allow ng authenticated conmmruni cation
with Internet hosts. The mininumlength of a standard AH, supporting
t he mandat ory HMAC- SHAl- 96] RFC4835], consists of 12 bytes of header
fields plus 12 bytes of ICV. Figure 2 shows a sanple NHC conpressed
| P/ UDP packet secured with AH. Using NHC encoding for the AH we can
reduce the AH header overhead from 24 bytes to 14 bytes: 1 byte of
next header, 1 byte of length, 2 bytes of Reserved field, 4 bytes of
SPI, and 2 bytes of sequence nunber. However, two additional bytes
are used to define NHC EH and NHC AH. Therefore, in the best case,

wi t h AES- XCBC- MAC- 96[ RFC3566] or HMAC- SHA1- 96 ci phers (when 12 bytes
are used for 1CV), applying NHC encoding for AH saves 8 bytes in each
data packet secured with | Psec AH.
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octet 1 | octet 2 | octet 1 | octet 1 |

B T T S T T i i S o T sl i S S I S

LOAPAN_| PHC | Hop Limt | Source Address]|

B s T e e e i T e s i sl sl S S S S S S S S

Sour ce Address| Destination Address | LOWPAN NHC EH |

B T e e S e i e i i S T S S e S S i o i TR S N
LOAPAN_NHC _AH | Sequence Numnber |
B T T i T c

I

+-

I

+-

I

—+-

I I
+- +
| , , |
[ Integrity Check Value-1CV (Variable) +-+-+-+-+-+-+-+-+
[ | LOWPAN_NHC_UDP|
B o i T e e S e S i T S R S e S e e sl S B T S
| Source Port | Dest Port [ Checksum | [
B R T T o S S S o o T o I S S S S S +
I I
+ +
I I
+ +
I I
+- +

UDP Payl oad (Vari abl e)

B T T S e T S ity S Sl SUE S S S S S

Figure 2: A sanple NHC conpressed | P/ UDP packet secured with AH.

4. LOWNAN_NHC for Encapsul ated Security Payl oad (ESP)

The encryption in the I Psec ESP includes Payl oad Data, Paddi ng, Pad
Length and Next Header fields in the ESP. Therefore, we cannot
conpress these fields at the 6LOWPAN | ayer, and these fields are

al ways carried inline. Also, when using ESP the UDP header and

payl oad is al so encrypted, hence cannot be conpressed usi ng NHC
encodi ngs for UDP defined in the [ RFC6282]. However, we can conpress
the SPI and and sequence nunber (SN) fields in the ESP header. Figure
3 shows a proposed NHC encodings for the ESP that are expl ai ned

bel ow

0 1 2 3 4 5 6 7
T

| 1] 2] 1] 0] SPl | SN |
e L LT E Epu SRR e S
Fi gure 3: Proposed LOAPAN NHC encodi ng for ESP

o The first four bits in the NHC ESP represent the NHC I D we define
for ESP. These are set to 1110.

o0 The SPI and SN bits are encoded exactly the same way as in
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Section 3 for the AH header.

In case of ESP we cannot skip the next header unless the end hosts
are able to execute 6LOWPAN conpressi on/ deconpressi on and
encryption/decryption jointly. The nodes in the 6LOWPAN network nake
t heir deci sion about the next header based on the NH val ue not the
actual header that is carried inline. In the case of ESP we MJST set
the NH value in the NHC EH or GHC EH to zero to indicate that the
full 8 bits of next header field are carried inline.

| octet 1 | octet 2 | octet 1 | octet 1 |
T T e e e e i e S S e e ok o S
| LOAPAN_| PHC | Hop Limt | Source Address]|
B i S S T s i S T st i S S S S S S S S i
| Source Address| Destination Address | LOAPAN_NHC EH |
T T e b i i e e . S I S R SR
| LOWPAN NHC ESP| Sequence Numnber | IV |
T T e o o e S e e L o o o S e
| Initialization Vector (Variable Size) | Source Port |
B i S S T s i S T st i S S S S S S S S i
| Source Port | Destination Port [ Lengt h [
B T b i i e e s . S I SR R S
| Length | Checksum | |
T e t b e o o e e R +
| UDP Payl oad (\Vari abl e) |
B i S S T s i S T st i S S S S S S S S i
[ Pad [ Pad Length | Next Header |
T T e b i i e e . S I SR S
. .
. .
L .

Integrity Check Value (Variable)

B i T o e e e i i S e R S S e e e e
Figure 4: A sanple NHC conpressed | P/ UDP packet secured with ESP.

Wth perfect block alignnent, the m ni mum ESP over head wi t hout
authentication is 10 bytes [ RFC4303]. After optinmal conpression this
header overhead is reduced to 6 bytes, considering that two bytes are
used for NHC EH and NHC ESP. ESP al so includes an |V which is equal
to the size of an encryption block; 16 bytes in the case of AES. I|f
aut hentication is enabled in the ESP, additional 12 bytes of ICV are
al so required. Figure 4 shows an UDP/I| P packet secured with
conpressed ESP.
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5. Inplenmentation Considerations

We provide an open source inplenentation of the proposed conpression
schene in the Contiki operating system The inplenentation is

rel eased under BSD |icense and can be obtained through the
conti ki projects repository at the follow ng URI

svn://svn. code. sf. net/p/ conti ki proj ects/code/sics.sel/ipsec

6. Security Considerations

The conpressi on schene proposed in this docunent does not conpromni se
any of the security provided by |IPsec AH and ESP. In particular, the
SN field is conpressed in an on-demand fashion, as described in
Section 3. In order to overcone replay attacks, it is recomended
that the conmunication end-points should re-establish a security
associ ation before the sequence nunmber overflows. However, in
constrai ned environnents, different inplenentations can decide the
overfl ow size; 278, 2716, 2724, or 2732. This leads to a trade-off
bet ween the overhead incurred by establishing a new security

associ ation and by sending nore bits of sequence nunber. The
Initialization Vector (IV) and Integrity Check Value (ICV) are also
not conpressed to take full advantage of |IPsec AH and ESP security.

7. | ANA Consi derati ons

[ RFC6282] creates a new | ANA registry for the LOAPAN NHC header type
where the two slots, 1110101N and 1110110N, in LOWAN NHC for the

| Pv6 Extension Header are unassigned. This docunment requests the
assi gnnent of one of these two unassi gned val ues, 1110101N, to | Psec
AH and ESP. This docunent also requests the assignment of follow ng
contents:

1101XXYY: The 6LOANPAN_NHC encoding for the | Psec Authentication
Header .

1110XXYY: The 6LOAPAN NHC encodi ng for the | Psec Encapsul ated
Security Payl oad Header.

Capital letters in bit positions represent class-specific bit
assignnents. The letters XX and YY represent SPlI and SN
respectively, as defined in Section 3.
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