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Abstract

In I Pv6 Statel ess Address Autoconfiguration (SLAAC), use of a random
interface identifier (11D) is a comon practice to pronote privacy.

If there are a very | arge nunber of nodes, as has been discussed in
several use cases, the effect will to proportionately increase the
nunber of 1 Ds. A duplicate address detection (DAD cycle) is needed
for each configured 11D, introducing nore and nore overhead into the
network. Each failed DAD requires the initiating node to regenerate
a new | I D and undergo the DAD cycle again. This docunment proposes an
opti m zed approach that requires 6LBR (6LOWPAN Border Router) to
provide a unique |1D, avoiding the potential duplication.
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1. I nt roducti on

| Pv6 addresses in SLAAC are forned by concatenating a network prefix,
acquired from Router Advertisenent (RA) nessages, with a locally
generated |1 D [ RFC4862], [RFC2464]. Since the best nethod for
generating |1 Ds depends on the nature of networks, none of the
proposed nechani snms is considered a default nechani sm [ RFC4941],

[ RFC7217]. Using nei ghbour discovery (ND), the uniqueness of newy
generated IIDis verified [RFC6775]. 6LBR ensures the duplication
detection, and replies with a status. A failed DAD would require the
initiating 6LN (6LOWPAN Node) to regenerate an |1 D and undergo

anot her DAD cycle, until either 6LN succeeds or reaches its maxi mum
nunber of retries[ RFC6775].

A locally generated |1 D can be derived from enbedded | EEE identifier

[ RFC4941] or randomly (based on a few variables) [RFC7217]. MAC
reuse is far common than assunmed [RFC7217], and 11 Ds derived from MAC
address are likely to cause nore than the expected nunber of DAD
failures. As soon as the 6LN generates an IID, it sends the NS

(Nei ghbor Solicitation) nmessage to 6LR (LLN Router) and 6LR proceeds
with the address duplication request routine with 6LBR by sendi ng an

| CMPv6 based DAR (Duplicate Address Request) nessage. An LN sends
out a NS after checking its |ocal cache for duplication; before
proceeding with DAR, the 6LR al so protects agai nst address
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duplication within a locally maintai ned Nei ghbor Cache Entry (NCE)
[ RFC7217] .

[ RFC5548], [ RFC5827] discuss use cases including huge nunbers of
nodes and vast scale networks. The arbitrary use of |1Ds resolves
the privacy concerns of participating node. A sinple NS supposedly
targeted to a very small group of nodes MAY ends-up polluting whol e
wirel ess bandw dth [I-D.vyncke-6man-nctast-not-efficient]. Milticast
NS and NA are nmuch nore frequent in large scale radi o environnent

wi th nobil e devices [I-D.thubert-6l o-backbone-router]. Additionally,
as the Il Ds are periodically changed for privacy, the probability
becones high for a duplicate 11 Ds that would results in DAD failure
and repeated cycl es.

Thi s docunent describes optim zation to 6LOWPAN ND by enabling 6LBR
to grant a unique 11D for failed DAD.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in
[RFC2119]. Additionally, this docunment uses term nol ogy from
[ RFC6775], [RFC2464], [I-D.ietf-6man-default-iids], and
[I-D.ietf-6man-i pv6-address-generation-privacy]. This docunment al so
uses the follow ng ternmns:
RI D:. Random i dentifier.
PRF: Pseudo random functi on.
LSB: Least significant bit.
EDAC. Ext ended duplicate address confirnmation.
EARO Ext ended address registration option.

3. 11D Assignment by 6LBR
MAC driven |1 Ds [ RFC2464] reduce or elimnate the the need for DAD
but in practice such Il D generation is discouraged
([1-D.ietf-6man-defaul t-iids],
[I-D.ietf-6man-i pv6-address-generation-privacy]), as conmon privacy
concerns still persist, for instance:
o Network activity correlation,

0 Location tracking,
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0 Address scanni ng, and
0 Device-specific vulnerability exploitation.

Mor eover, multiple approaches are proposed to suit different network
constraints. Considering the scalability of a network and enabl i ng
6LBR to suggest an IID, this draft proposes another |1D generating

[ RFC7217] approach to support periodically changing |1 Ds.

RI D (Random I dentifier) :=
| Prefix|Interface I ndex| NWID| DAD Count er | Random zed Secret Key|
\

/
\ /
\ /
S S S +
| Hash Functi on |
S S S +
/ \
/ \

Extract 64 LSBs
Figure 1. Using RFC7217 to generate |ID

In case DAD fails, the 6LBR will use public values for Prefix,
Interface I ndex, and Network ID; the remaining two variabl es (DAD
Counter, Random zed Private Key) are |local values. Neighbor
solicitation using |link-1ocal address cannot be avoided, but only the
new y generated |1 D needs to be passed on to LN (by way of rel evant
6LR) .

6LN 6LR 6LBR
1. I --- NS with Address Reg --> I I
| [ ARO + SLLAQ| | |
2. I I ---------- DAR --------- > I
3, I I Cemmmeme EDAC --------- I
4, i <-- NAwith Address Reg --- i i

[ EARO wi th Status]
Figure 2: DAD cycle when 6LBR generates an I1D
The Approach in this draft is of reactive nature rather than

proactive. 6LBR only replies with locally generated |1 D when DAD
fails.

Sangi, et al. Expi res Septenber 17, 2016 [ Page 4]



I nternet-Draft draft-rashid-6lo-11D Assi gnnent March 2016

3. 1.

Ext ended Confirmati on Message

The Prefix is the same throughout each LoOWPAN network. This draft
ext ends the DAC

0 1 2 3
01234567890123456789012345678901
I T i i S S i St S S
Type | Code | Checksum
B ik i TR R S T i i s i o S S S e
St at us | Reser ved | Regi stration Lifetine
i S T T i i S S i St SR S

T e S i o i S S e i ot S S S S S S

+-

I

+-

I

+-

I

+ EU - 64
I

+-

I

+ 6LBR Generated |1 D
I
+-

I
+
|
+
|
+
I
+
|
+
|
+

T i S S T i S SR S S S S S i i

Figure 3. Extended Duplication Address Confirmation

The fields are simlar to DAC in [RFC6775] except:

Type: 159

6LBR Generated II1D: 64 bit I1D generated by 6LBR

3. 2.

Ext ended Address Regi stration Option

ARO and EARO can ONLY be initiated by host and 6LR, respectively.

[ RFC6775] expects the reply of a host initiated ARO from6LR with
same ARO except the changed status bit to indicate the duplication
result. EARO is introduced in this docunent and 6LR can send out
this option if it receives EDAC i nstead of DAC from 6LBR
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0 1 2 3
01234567890123456789012345678901
T T S i T T o S S S e S S O s i o S

| Type | Length = 2 | St at us | Reser ved |
R i T I T e e i T I o e e R el ot o S R e e e ol I NI o
| Reser ved | Regi stration Lifetine

T I S T i S i S i S S T o SRR S o |+
I+ EUl - 64 I+
|+- T I i T S i S S S e s e e |+
|+ 6LBR Generated |ID |+
L—- B ik o S T i i S o i e S I-|-
Figure 4. Extended Address Registration Option

The fields are simlar to AROin [RFC6775] except:

Type: 36

6LBR CGenerated IID: a 64 bit |1D generated by 6LBR
4. | ANA Consi derations
4.1. Additions of EDAC Message and EARO Opti on

The docunent requires one new | CMPv6 "type" nunber under the
subregistry "I CMPv6 "type" Nunmbers":

0 Extended Duplicate Address Confirmation (159)

Thi s docunment requires a new ND option type under the subregistry
"I Pv6 Nei ghbor Di scovery Option Formats":

0 Extended Address Registration Option (36)
4.2. Additions to Status Field
IANA is required to assign two new values to the Status bit in

Address Regi stration Option under the sub registry "I Pv6 Nei ghbor
Di scovery Option Formats":
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S N o +
| Status | Description |
I e +
| O | Success |
| 1 | Duplicate Address |
| 2 | Nei ghbor Cache Full |
| 3 | 6LBR generated 11D |
| 4-255 | Allocated using Standards Action [ RFC5226] |

Addition to Status bits
5. Security Considerations
TBD
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