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Abstract

The | oop-free alternates conputed followi ng the current Renote-LFA
[I-D.ietf-rtgwg-renote-1fa] specification gaurantees only |ink-
protection. The resulting Renote-LFA nexthops (al so called PQ
nodes), may not gaurantee node-protection for all destinations being
protected by it.

Thi s docunent describes procedures for determining if a given PQ node
provi des node-protection for a specific destination or not. The
docunent al so shows how the sane procedure can be utilised for

col l ection of conplete characteristics for alternate paths.

Know edge about the characteristics of all alternate path is

precursory to apply operator defined policy for elimnating paths not
fitting constraints.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
and may be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 22, 2014.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1

2.

2.

I nt roducti on

The Renote-LFA [I-D.ietf-rtgwy-renote-Ifa] specification provides

| oop-free alternates that gaurantees only |ink-protection. The

resul ting Renpte-LFA alternate nexthops (also referred to as the PQ
nodes) may not provi de node-protection for all destinations covered
by the sane, in case of failure of the primary nexthop node. Neither
does the specification provide a neans to determ ne the sane.

Al so, the LFA Manageability [I-D.ietf-rtgwg-Ifa-nanageability]
docunent, requires a conputing router to find all possible (including
all possible Renote-LFA) alternate nexthops, collect the conplete set
of path characteristics for each alternate path, run a alternate-

sel ection policy (configured by the operator), and find the best
alternate path. This will require the Renote-LFA inplenmentation to
gather all the required path characteristics along each link on the
entire Renote-LFA alternate path.

Wth current LFA [ RFC5286] and Renote-LFA i nplenentations, the
forward SPF (and reverse SPF) is run on the conputing router and its
i mredi ate 1-hop routers as the roots. Wile that enabl es conputation
of path attributes (e.g. SRLG Adm n-groups) for first alternate path
segnment fromthe conputing router to the PQ node, there is no neans
for the conputing router to gather any path attributes for the path
segnment fromthe PQ node to destination. Consecutively any policy-
based sel ection of alternate paths will consider only the path
attributes fromthe conmputing router up until the PQ node.

Thi s docunent describes a procedure for determ ning node-protection
with Renote-LFA. The sane procedure are al so extended for collection
of conplete set of path attributes, enabling nore accurate policy-
based selection for alternate paths obtained with Renote-LFA

Node Protection with Renote-LFA
1. The Problem
To better illustrate the problemand the solution proposed in this
docunent the follow ng topol ogy diagramfromthe Renote-LFA

[I-D.ietf-rtgwg-renote-lfa] draft is being re-used with slight
nodi fi cati on.

D1
/
S-x-E
/ \
N R3--D2
\ /
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Rl---R2
Figure 1. Topology 1

In the above topol ogy, for all (non-ECMP) destinations reachable via
the SElink there is no standard LFA alternate. As per the Renote-
LFA [I-D.ietf-rtgwg-renote-1fa] alternate specifications node R2
being the only PQ node for the S-E |ink provides nexthop for all the
above destinations. Table 1 below, shows all possible prinmary and
Renot e- LFA alternate paths for each destination

Fommm e Fommm e e e e SRR Fo e et et e e e s s +
| Destination | Primary Path | PQ node | Renote-LFA Backup Path
S R S R o e e e e e e e e m - +
| R3 | S->E->R3 | R2 | S=>N=>Rl1=>R2- >R3 |
| E | S->E | R2 | S=>N=>R1=>R2- >R3- >E |
| D1 | S->E->D1 | R2 | S=>N=>R1=>R2- >R3- >E- >D1

| D2 | S>E->R3->D2 | R2 | S=>N=>R1=>R2- >R3- >D2 |

+

Tabl e 1. Renote-LFA backup paths via PQ node R2

A closer |look at Table 1 shows that, while the PQ node R2 provides
link-protection for all the destinations, it does not provide node-
protection for destinations E and F. In the event of the node-failure
on primary nexthop E, the alternate path from Renote-LFA next hop R2
to E and D1 al so becones unavailable. So for a Renote-LFA nexthop to
provi de node-protection for a given destination, it is nandatory
that, the shortest path fromthe given PQ node to the given
destination MJUST not traverse the primary nexthop.

In anot her extension of the topology in Figure 1 let us consider an
additional link between N and E

D1
/
S-x-E
/ [\
N---+ R3--D2
\ /
R1---R2

Fi gure 2: Topol ogy 2
In the above topology, the SSElink is no nore on any of the shortest
paths fromNto R3. Hence R3 is also included in both the Extended-P

space and PQ space of E (w.r.t SSElink). Table 2 below, shows al
possible primary and R LFA alternate paths via PQ node R3, for each
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destination reachable through the S-E link in the above topol ogy.
The R-LFA alternate paths via PQ node R2 remains same as in Table 1.

SRS S B S e e e e e e e e e a o +
| Destination | Primary Path | PQ node | Renote-LFA Backup Path
R U T o m e e e e e e e e e e e oo o +
| R3 | S->E->R3 | R3 | S=>N=>E=>R3 |
| E | S->E | R3 | S=>N=>E=>R3->E

| D1 | S->E->D1 | R3 | S=>N=>E=>R3- >E- >D1 |
| D2 | S->E->D1 | R3 | S=>N=>E=>R3- >D2 |
R S R Fom e e e e e e e e e oo o +

Tabl e 2: Renote-LFA backup paths via PQ node R3

Again a closer |ook at Table 2 shows that, unlike Table 1, where the
singl e PQ node R2 provi ded node-protection, for destinations R3 and
G if we choose R3 as the R-LFA nexthop, it does not provide node-
protection for R3 and D1 anynore. |If S chooses R3 as the R-LFA

next hop, in the event of the node-failure on primary nexthop E, the
alternate path fromS to R LFA nexthop R3 al so becones unavai l abl e.
So for a Renote-LFA nexthop to provide node-protection for a given
destination, it is also mandatory that, the shortest path fromS to
the chosen PQ node MJUST not traverse the primary nexthop node.

2. 2. Few Addi ti onal Definitions

Thi s docunent adds and enhances the follow ng definitions extending
the ones nmentioned in Remote-LFA [I-D.ietf-rtgwg-renote-lfa] draft.

2.2.1. Link-Protecting Extended P-Space

The Renote-LFA [I-D.ietf-rtgwg-renote-lfa] draft already defines
this. The link-protecting extended P-space for a link S-E being
protected is the set of routers that are reachable fromone or nore
direct neighbors of S, except primary node E, without traversing the
S-E link on any of the shortest path fromthe direct neighbor to the
router. This MJST exclude any direct nei ghbor for which there is
atl east one ECVMP path fromthe direct neighbor traversing the
link(S-E) being protected.

A node Yis in link-protecting extended P-space w.r.t to the link
(S-E) being protected, if and only if, there exists atleast one
direct neighbor of S, N, other than primary nexthop E, that
satisfies the follow ng condition.

Dopt(Ni,Y) <Dopt(N,S) + Dopt(S,E) + Dopt(EY)

VWher e,
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D opt (A B) : Distance on nost optinmumpath fromAto B
E : The primary nexthop on shortest path fromsS
to destination.

Ni : A direct neighbor of S other than primry
next hop E.
Y : The node being evaluated for |ink-protecting

ext ended P- Space.

Figure 3: Link-Protecting Ext-P-Space Condition
2.2.2. Node-Protecting Extended P-Space

The node-protecting extended P-space for a primary nexthop node E
bei ng protected, is the set of routers that are reachable fromone or
nore direct neighbors of S, except primary node E, w thout traversing
the node E. This MJST exclude any direct neighbors for which there is
atl east one ECWP path fromthe direct neighbor traversing the node E
bei ng protected.

A node Y is in node-protecting extended P-space w.r.t to the node E
being protected, if and only if, there exists atleast one direct

nei ghbor of S, Ni, other than primary nexthop E, that satisfies the
foll ow ng condition.

Dopt(Ni,Y) <Dopt(N,E) + Dopt(E,Y)

Wer e,
D opt (A B) : Distance on nost optinmumpath fromRl to B

E : The primary nexthop on shortest path fromsS
to destination.

Ni : A direct neighbor of S other than primary
next hop E.

Y : The node being eval uated for node-protecting
ext ended P- Space.

Figure 4: Node-Protecting Ext-P-Space Condition

It nust be noted that a node Y satisfying the condition in Figure 4
above only guarantees that the R LFA alternate path segnent fromsS
via direct neighbor NN to the PQ node Y is not affected in the event
of a node failure of E. It does not yet guarantee that the path
segnment from PQ node Y to the destination is also unaffected by the
sane failure event.
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2.2.3. Q Space

The Renote-LFA [I-D.ietf-rtgwg-renote-I1fa] draft al ready defines
this. The Qspace for a link S-E being protected is the set of
routers that can reach primary node E, without traversing the S-E
link on any of the shortest path fromthe node Y to prinmary nexthop
E. This MJIST exclude any destination for which there is atleast one
ECVMP path fromthe node Y to the primary nexthop E traversing the
link(S-E) being protected.

A node Yis in Qspace w.r.t tothe link (S-E) being protected, if
and only if, the followng condition is satisfied.

Dopt(Y,E) < Dopt(S,E) + Dopt(Y,YS)

VWher e,
D opt (A B) : Distance on nost optinmumpath fromRlL to B.
E : The primary nexthop on shortest path fromsS
to destination.
Y : The node being evaluated for Q Space.

Figure 5. Q Space Condition
2.2.4. Link-Protecting PQ Space

A node Yis in link-protecting PQ space w.r.t to the link (S-E) being
protected, if and only if, Y is present in both |ink-protecting
ext ended P-space and the Q space for the |ink being protected.

2.2.5. Candi date Node-Protecting PQ Space

A node Y is in candi date node-protecting PQ space w.r.t to the node
(E) being protected, if and only if, Y is present in both node-
protecting extended P-space and the Q space for the |ink being

pr ot ect ed.

Again it nust be noted that a node Y being in candidate node-
protecting PQ space does not guarantee that the R LFA alternate path
via the same, in entirety, is unaffected in the event of a node
failure of primary nexthop node E. It only guarantees that the path
segnment fromS to PQnode Y is unaffected by the sane failure event.
The PQ nodes in the candi date node-protecting PQ space may provide
node protection for only a subset of destinations that are reachable
t hrough the corresponding primary |ink.

2.3. Conputing Node-protecting R-LFA Path
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The R-LFA alternate path through a given PQ node to a given
destination conprises of two path segnents as foll ows.

1. Path segnment fromthe conputing router to the PQ node (Renote-LFA
al ternate nexthop), and

2. Path segnent fromthe PQ node to the destination being protected.

So to ensure a R-LFA alternate path for a given destination provides
node- protection we need to ensure that none of the above path
segnments are unaffected in the event of failure of the primary

next hop node. Sections Section 2.3.1 and Section 2.3.2 shows how
this can be ensured.

2.3.1. Conputing Candi date Node-protecting PQ Nodes for Primary
next hops

To choose a node-protecting R LFA nexthop for a destination R3,

router S needs to consider a PQ node fromthe candi date node-
protecting PQ space for the primary nexthop E on shortest path fromsS
to R3. As nentioned in Section 2.2.2, to consider a PQ node as

candi dat e node-protecti ng PQ node, there nust be atl east one direct
nei ghbor NI of S, such that all shortest paths fromN to the PQ node
does not traverse primary nexthop node E

| mpl enent ations should run the inequality in Section 2.2.2 Figure 4
for all direct neighbor, other than primry nexthop node E, to
deternmi ne whether a PQ node Y is al so a candi date node-protecting PQ
node. All of the netrics needed by this inequality would have been
al ready collected fromthe forward SPFs rooted at each of direct

nei ghbor S, conputed as part of standard LFA [ RFC5286]

i npl enentation. Wth reference to the topology in Figure 2, Table 3
bel ow shows how t he above condition can be used to determ ne the
candi dat e node-protecting PQ space for S E link (primary nexthop E)

TR Fom e m o a o Fom e m o a o Fom e m o a o T S +
| PQnode | Direct | D_opt | D_opt | Dopt | Condition |
I (Y) | Nor (Ni) | (N,Y) | (N,B) | (EY) | Met I
R R R R S R +
| R2 | N | 2 (NNR2) | 1 (NE | 2 | Yes |
I I I I | (ER2) | I
I R3 I N | 2 (NR3) | 1 (NE | 1 I No I
I I I I | (E R3) | I
Fomm e Fomm e m oo o Fomm e m oo o Fomm e m oo o R S +

Tabl e 3: Node-protection evaluation for R LFA repair tunnel to PQ
node
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As seen in the above Table 3 , R3 does not neet the node-protecting
ext ended- p- space inequality And so, while R2 is in candi date node-
protecting PQ space, R3 is not.

Sone SPF i nplenentations nmay al so produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others. In
such inplenentations, router S may have executed a forward SPF with
each of it’s direct neighbors as the SPF root, executed as part of
the standard LFA [ RFC5286] conputations. So S may re-use the list of
I i nks and nodes col lected fromthe same SPF conputations, to decide
whet her a PQ node Y is a candi date node-protecti ng PQ node or not. A
PQ node Y shall be considered as a node-protecting, if and only if,
there is atleast one direct neighbor of S, other than the primary
nexthop E, for which, the primary nexthop node E does not exist on
the list of nodes traversed on any of the shortest path(s) fromthe
di rect neighbor to the PQ node. Table 4 belowis an illustration of
the mechanismw th the topology in Figure 2.

| Repair Tunnel |
| Pat h(Repairing | | |
| router to PQ |
| |

node) | |
S U S U +
| R2 | S->N->R1->R2 | Yes | Yes |
| R2 | S >E->R3->R2 | No | No |
| R3 | S->N>E->R3 | Yes | No |
Fom e e o o e e e e e oo o e e a e o - o e e a e o - +

Tabl e 4. Protection of Renpte-LFA tunnel to the PQ node

As seen in the above Table 4 while R2 is candi date node-protecting
Renot e- LFA nexthop for R3 and G it is not so for E and F, since the
primary nexthop Eis in the shortest path fromR2 to E and F

2.3.2. Conputing node-protecting paths from PQ nodes to destinations

Once a conmputing router finds all the candi date node-protecting PQ
nodes for a given directly attached primary link, it shall followthe
procedure in proposed in this section, to choose one or nore node-
protecting R-LFA paths, for destinations reachable through the sane
primary link in the primary SPF graph.

To find a node-protecting R-LFA path for a given destination, the
conmputing router needs to pick a subset of PQ nodes fromthe

candi dat e node-protecti ng PQ space for the correspondi ng prinmary
next hop, such that all the path(s) fromthe PQ node(s) to the given
destination remain unaffected in the event of a node failure of
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primary nexthop node. To ensure this, the computing router will need
to ensure that, the primary nexthop node should not be on any of the
shortest paths fromthe PQ node to the given destination.

Thi s docunent proposes an additional forward SPF conputation for each
of the PQ nodes, to discover all shortest paths fromthe PQ nodes to
t he destination. The additional forward SPF conputation for each PQ
node, shall help determne, if a given primary nexthop node is on the
shortest paths fromthe PQ node to the given destination or not. To
determine if a given PQ node provides node-protecting alternate for a
gi ven destination, the primry nexthop node should not be on any of
the shortest paths fromthe PQ node to the given destination. After
running the forward SPF on a PQ node (fromthe node-protecting PQ
space) the conputing router shall run the inequality in Figure 6

bel ow. PQ nodes that does not qualify the condition for a given
destination, does not gaurantee node-protection for the path segnent
fromthe PQ node to the given destination.

Dopt(Y,D) < Dopt(Y,E) + D stance_opt(E, D)

VWher e,
D opt (A B) : Distance on nost optinmmpath fromRlL to B.
D : The destination node.
E : The primary nexthop on shortest path fromsS
to destination.
Y : The node-protecting PQ node being eval uated

Figure 6: Node-Protecting Condition for PQ node to Destination

Al of the above netric costs except D opt(Y, D), can be obtained
with forward and reverse SPFs with E(the primary nexthop) as the
root, run as part of the regular LFA and Renote-LFA inplenentation.
The Di stance_opt(Y, D) netric can only be determ ned by the
additional forward SPF run with PQ node Y as the root. Wth
reference to the topology in Figure 2, Table 5 bel ow shows how t he
above condition can be used to determ ne node-protection wth node-
protecting PQ node R2.

Fom e e oo Fomm i m e a ok Fomm e Fomm e S Fom e e o +
| Destination | Primary-NH| Dopt | Dopt | Dopt | Condition |
I (D I (B) | (Y, D[ (Y. B | (E D | Met I
o e e o fomm e - - fome e oo fome e oo R o +
| R3 | E | 1 (CD | 2 (CE | 1 | Yes |
I I I I | (ED | I
I E I E | 2 (CE | 2 (CE | 0 I No I
I I I I | (EE) | I
I D1 I E | 3(CH | 2 (CE | 1 I No I
I I I I | (EF) | I
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| D2 | E | 2(CO | 2(CE | 1 | Yes |
I I I I | (EQ | I

Tabl e 5. Node-protection evaluation for R LFA path segnent between
PQ node and destination

As seen in the above exanpl e above, R2 does not neet the node-
protecting inequality for destination E, and F. And so, once again,
while R2 is a node-protecting Renote-LFA nexthop for R3 and G it is
not so for E and F.

In SPF i mpl enentations that al so produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others, to
det erm ne whet her a PQ node provi des node-protection for a given
destination or not, the list of nodes conmputed fromforward SPF run
on the PQ node, for the given destination, should be inspected. In
case the list contains the primary nexthop node, the PQ node does not
provi de node-protection. Else, the PQ node guarantees node-
protecting alternate for the given destination. Belowis an
illustration of the nechanismw th candi date node-protecting PQ node
R2 in the topology in Figure 2.

R S S U +
| Destination | Shortest Path | Link-Protection | Node-Protection |
I | (Repairing I I I
| | router to PQ | | |
| | node) | | |
R S S S +
| R3 | R2->R3 | Yes | Yes |
| E | R2->R3->E | Yes | No |
| D1 | R2->R3->E->D1 | Yes | No |
| D2 | R2->R3->D2 | Yes | Yes |
o e o e e a e o - o e e a e o - o e e a e o - +

Tabl e 6: Protection of Renote-LFA path between PQ node and
destination

As seen in the above exanple while R2 is candi date node-protecting
R-LFA nexthop for R3 and G it is not so for E and F, since the
primary nexthop Eis in the shortest path fromR2 to E and F.

The procedure described in this docunent hel ps no nore than to
determ ne whether a given Renote-LFA alternate provides node-
protection for a given destination or not. It does not find out any
new Renot e-LFA al ternate nexthops, outside the ones al ready conputed
by standard Renote-LFA procedure. However, in case of availability
of nore than one PQ node (Renote-LFA alternates) for a destination,

Sarkar, et al. Expires May 22, 2014 [ Page 11]



I nt ernet - Draft Renot e- LFA Node Protection and Manageability Novenber 2013

2.

3.

3.

and node-protection is required for the given primary nexthop, this
procedure will elimnate the PQ nodes that do not provide node-
protection and choose only the ones that does.

3.3. Limting extra conputational overhead

In addition to the extra reverse SPF conputation, one per directly
connect ed nei ghbor, suggested by the Renote-LFA
[I-D.ietf-rtgwg-renote-1fa] draft, this docunent proposes a forward
SPF per PQ node discovered in the network. Since the average nunber
of PQ nodes found in any network is considerably nore than the nunber
of direct neighbors of the conputing router, the proposal of running
one forward SPF per PQ node may add considerably to the overall SPF
conmputation tine.

To limt the conputational overhead of the approach proposed, this
docunent proposes that inplenentations MJUST choose a subset fromthe
entire set of PQ nodes conputed in the network, with a finite limt

on the nunmber of PQ nodes in the subset. |nplenentations MJST choose
a default value for this |imt and may provide user with a
configuration knob to override the default limt. |nplenentations

MUST al so eval uate sonme default preference criteria while considering
a PQnode in this subset. Finally, inplenentations MAY al so all ow
user to override the default preference criteria, by providing a
policy configuration for the sane.

A suggested default criteria for PQ node selection will be to put a
score on each PQ node, proportional to the nunber of primary
interfaces and renote destination routers being protected by it, and
then pick PQ nodes based on this score. A nore appropriate

heuri stsics can be devised, based on in-depth study of coverage
provi ded by R-LFA, in the networks where they are nostly depl oyed.
The sanme can then be used for PQ node sel ection.

Once a subset of PQ nodes is found, conputing router shall run a
forward SPF on each of the PQ nodes in the subset to continue wth
procedures proposed in section Section 2.3.2.

Manageabi |ty of Renote-LFA Alternate Paths
1. The Problem

Wth the regular Renpte-LFA [I-D.ietf-rtgwg-renote-Ifa] functionality
the conputing router nmay conpute nore than one PQ node as usabl e
Renot e- LFA al ternate nexthops. Additionally an alternate selection
policy may be configured to enable the network operator to choose one
of them as the nost appropriate Renote-LFA alternate. For such
policy-based alternate selection to run, all the relevant path
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characteristics for each the alternate paths (one through each of the
PQ nodes), needs to be collected. As nentioned befor in section
Section 2.3 the RLFA alternate path through a given PQ node to a

gi ven destination conprises of two path segnents.

The first path segnent (i.e. fromthe conmputing router to the PQ
node) can be cal culated fromthe regular forward SPF done as part of
standard and renote LFA conputations. However w thout the nechani sm
proposed in section Section 2.3.2 of this docunent, there is no way
to determine the path characteristics for the second path segnent
(i.e fromthe PQnode to the destination). |In the absence of the
path characteristics for the second path segnent, two Renote-LFA
alternate path may be equally preferred based on the first path
segnents characteristics only, although the second path segnent
attributes may be different.

3.2. The Sol ution
The additional forward SPF conputation proposed in section
Section 2.3.2 docunent shall also collect Iinks, nodes and path
characteristics along the second path segnment. This shall enable
col l ection of conplete path characteristics for a given Renote-LFA
alternate path to a given destination. The conplete alternate path
characteristics shall then facilitate nore accurate alternate path
sel ection while running the alternate sel ection policy.
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N A - No protocol changes are proposed in this docunent.

6. Security Considerations
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specifications. It sinply proposes to run an extra SPF rooted on
each PQ node discovered in the whol e network.
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