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Abstract

The | oop-free alternates conputed follow ng the current Renote-LFA
[I-D.ietf-rtgwg-renote-1fa] specification gaurantees only |ink-
protection. The resulting Renote-LFA nexthops (al so called PQ
nodes), may not gaurantee node-protection for all destinations being
protected by it.

Thi s docunent describes procedures for determning if a given PQ node
provi des node-protection for a specific destination or not. The
docunent al so shows how the same procedure can be utilised for

coll ection of conplete characteristics for alternate paths.

Know edge about the characteristics of all alternate path is

precursory to apply operator defined policy for elimnating paths not
fitting constraints.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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This Internet-Draft will expire on January 10, 2014.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The Renote-LFA [I-D.ietf-rtgwy-renote-Ifa] specification provides

| oop-free alternates that gaurantees only |ink-protection. The
resulting Renpote-LFA alternate nexthops (also referred to as the PQ
nodes) may not provi de node-protection for all destinations covered
by the sane, in case of failure of the primary nexthop node. Neither
does the specification provide a neans to determ ne the sane.

Al so, the LFA Manageability [I-D.ietf-rtgwg-Ifa-nanageability]

docunent, requires a conputing router to find all possible (including
all possible Renote-LFA) alternate nexthops, collect the conplete set
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2.

2.

of path characteristics for each alternate path, run a alternate-
sel ection policy (configured by the operator), and find the best
alternate path. This will require the Renote-LFA inplenmentation to
gather all the required path characteristics along each link on the
entire Renote-LFA alternate path.

Wth current LFA [ RFC5286] and Renote-LFA i nplenentations, the
forward SPF (and reverse SPF) is run on the conputing router and its
i mredi ate 1-hop routers as the roots. Wile that enabl es conputation
of path attributes (e.g. SRLG Adm n-groups) first alternate path
segnment fromthe conputing router PQ node, there is no neans for the
conputing router to gather any path attributes for the path segnment
fromthe PQ node to destination. Consecutively any policy-based
selection of alternate paths will consider only the path attributes
fromthe conputing router up until the PQ node.

Thi s docunent describes a procedure for determ ning node-protection
with Renote-LFA. The sane procedure are al so extended for collection
of conplete set of path attributes, enabling nore accurate policy-
based selection for alternate paths obtained wi th Renote-LFA

Node Protection with Renote-LFA
1. The Probl em
To better illustrate the problemand the solution proposed in this
docunent the follow ng topol ogy diagramfromthe Renote-LFA

[I-D.ietf-rtgwg-renote-1fa], draft is being re-used with slight
nodi fi cati on.

F
/
S-x-E
/ \
A D--G
\ /
B---C

Figure 1. Sanple Ring Topol ogy

In the above topol ogy, for all (non-ECMP) destinations reachable via
the SElink there is no standard LFA alternate. As per the Renote-
LFA [I-D.ietf-rtgwg-renote-1fa] alternate specifications node C being
the PQ node for the S-E link provides nexthop for all the above
destinations. Table 1 below, shows all possible primry and Renote-
LFA alternate paths for each destination
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o e - - oo o - o e e e e e e e - +
| Destination | Primary Path | Renote-LFA Backup Path
S oo e e oo oo o oo e e e e oo oo oo - +
| D | S->E->D | S=>A=>B=>C->D |
| E | S->E | S=>A=>B=>C->D >E |
| F | S>E->F | S=>A=>B=>C- >D- >E- >F |
| G | S->E->D->G | S=>A=>B=>C->D->G |
S R o e e e e e e e - +

Tabl e 1. Backup paths with Renote-LFA

A closer |ook at Table 1 shows that, while the PQ node C provides

i nk-protection for all the destinations, it does not provide node-
protection for destinations E and F. In the event of the node-failure
on primary nexthop E, the alternate path from Renote-LFA nexthop Cto
E and F al so becones unavailable. So for a Renote-LFA nexthop to
provi de node-protection for a given destination, it is mandatory
that, the shortest path fromthe given PQ node to the given
destination nust not traverse the primary nexthop.

2.2. The Sol ution

Thi s docunent proposes an additional forward SPF conputation for each
of the PQ nodes, as a nmechanismto provide node-protection wth
remote LFA. In case, a alternate selection policy has been
configured, the nmechani sm proposed, shall also provide a neans to
coll ect conplete path attributes for the alternate path via a Renote-
LFA nexthop to a given destination.

The additional forward SPF conputation for each PQ node, shall help
determine, if a given primary nexthop node is on shortest paths from
a given PQ node to any given destination or not. To determne if a
gi ven PQ node provides node-protecting alternate for a given
destination, the primary nexthop node should not be on any of the
shortest paths fromthe given PQ node to the given destination.
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Some SPF inpl enentations may produce a list of |inks and nodes
traversed on the shortest path(s) froma given root to others. In
such inplenentations, running a forward SPF rooted at a given PQ node
will produce a |ist of nodes (one per each destination), on one or
nore shortest path(s) fromthe PQ node to other destinations in the
network. To determ ne whether a PQ node provides node-protection for
a given destination or not, the |list of nodes conputed fromforward
SPF run on the PQ node, for the given destination, should be
inspected. In case the Iist contains the primry nexthop node, the
PQ node does not provide node-protection. Else, the PQ node

guar ant ees node-protecting alternate for the given destination.

Belowis an illustration of the mechanismw th the topology in Figure
1.

R R R S S +
| Destinati | PQnode | Shortest | Link- | Node- |
| on | | Path(PQ | Protection | Protection |
| | | node to | | |
| | | Dest) | | |
S S S o o +
| D | C | C>D | Yes | Yes |
| E | C | CG>D>E | Yes | No |
| F | C | CG>D>E->F | Yes | No |
| G | C | C>D>G | Yes | Yes |
S S S e e +

Tabl e 2: Types of protection with Renote-LFA

As seen in the above exanple while C is node-protecting Renote-LFA
nexthop for Dand G it is not so for E and F, since the primary
nexthop Eis in the shortest path fromC to E and F.

Al ternatively, an inplenentation may al so run the node-protection
condition fromthe LFA [ RFC5286] specification with slight

nodi fication as shown in Figure 2 below PQ nodes that does not
qualify the condition for a given destination, does not gaurantee
node-protection for the sane.

D_opt (Npg, Dst) < D opt(Npg, Np) + Distance_opt(Np, Dst)

- Dopt(X, Y) : Dstance on nost optinmumpath fromX to Y.

- Npq . The PQ node bei ng consi dered.
- Dst . The destination being protected.
- Np : The primary nexthop node on shortest path

fromconmputing router to destination.

Figure 2: Node-Protection Condition for Renote-LFA
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3.

3.

Al'l of the above netric costs except D opt(Npg, Dst), can be obtained
with forward and reverse SPFs with Np(the primary nexthop) as the
root, run as part of the regular LFA and Renote-LFA inplenentation.
The Di stance_opt (Npq, Dst) netric can only be determ ned by the
additional forward SPF run with Npg(PQ node) as the root. Wth
reference to the topology in Figure 1, Table 3 bel ow shows how t he
above condition can be used to determ ne node-protection wwth a PQ
node.

o e e e o - Fom e e o R B B B R +
| Destinati | Primary-NH | PQ-node | Dopt | Dop | Dop | Conditio

| on (Dst) | ( Np) | (Neg) | (Npg, | t (N| t | n Mt |
I I I | Dst) | pa, | (Np, | I
I I I I | Np) | Dst) | I
R R S +o e e - - R R R +
| D | E | C | 1 | 1 | 1 | Yes |
I E I E I C I 2 | 2 | 0 | No I
| F | E | C | 3 | 2 | 1 | No |
| G | E | C | 2 | 2 | 1 | Yes |
oo g N Fomm oo S S N +

Tabl e 3: Using Node-protecting condition for Renote-LFA

As seen in the above exanpl e above, C does not neet the node-
protecting inequality for destination E, and F. And so, once again,
while Cis a node-protecting Renote-LFA nexthop for Dand G it is
not so for E and F.

The procedure described in this docunent helps no nore than to
determ ne whether a given Renote-LFA alternate provides node-
protection for a given destination or not. It does not find out any
new Renot e- LFA al ternate nexthops, outside the ones al ready conputed
by standard Renote-LFA procedure. However, in case of availability
of nore than one PQ node (Renote-LFA alternates) for a destination,
and node-protection is required for the given primary nexthop, this
procedure will elimnate the PQ nodes that do not provide node-
protection and choose only the ones that does.

Manageabi |ty of Renote-LFA Alternate Paths
1. The Problem

Wth the regul ar Renote-LFA functionality the conputing router nmay
conpute nore than one PQ node as usable Renpte-LFA alternate

next hops. Additionally a alternate selection policy may be
configured to enable the network operator to choose one of them as
the nost appropriate Renote-LFA alternate. For such policy-based
alternate selection to run, all the relevant path characteristics for
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3.

4.

2.

1

each the alternate paths (one through each of the PQ nodes), needs to
be collected. The Renote-LFA alternate path through a given PQ node
to a given destination conprises of two path segnents as foll ows.

1. Path segnent fromthe conputing router to the PQ node (Renote-LFA
al t ernat e next hop), and

2. Path segnent fromthe PQ node to the destination being protected.

The first Path segnment can be cal culated fromthe regular forward SPF
done as part of standard and renpote LFA conputations. However

wi t hout the mechani sm proposed in this docunent, there is no way to
determ ne the path characteristics for the second path segnent. In

t he absence of the path characteristics for the second path segment,
two Renote-LFA alternate path nmay be equally preferred based on the
first path segnments characteristics only, although the second path
segnment attributes may be different.

The Sol uti on

The additional forward SPF conputation being proposed in this
docurent shall also collect |inks, nodes and path characteristics

al ong the second path segnent. This shall enable collection of
conplete path characteristics for a given Renote-LFA alternate path
to a given destination. The conplete alternate path characteristics
shall then facilitate nore accurate alternate path selection while
running the alternate sel ection policy.

Pri or Sol utions

A recent Node Protecting Renote-LFA
[1-D.I'itkowski-rtgwg-node-protect-renote-lfa] draft proposes a
solution for providing node-protection with Renote-LFA. It requires
the conputing router to additionally run reverse SPFs rooted at the
next nexthop routers (i.e. all the 2-hop neighborhood) as well. A
sinple study of standard I GP network topologies in real-life

depl oynents shall reveal that, the increase in the nunber of required
SPF conputations is exponential, and can be a substantial conputation
over head.

Advant age of this Proposal

Fol |l owi ng are the advantages of the mechani sm proposed in this
docunent .

o The recent Renopte-LFA node-protection docunent
[I-D.1itkowski-rtgwg-node-protect-renote-|1fa] proposes an extra
reverse SPF conputation for each nextnexthop of the conputing
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router. The mechanismin this docunment proposes an extra forward
SPF for each of the PQ nodes. Considering sone of the standard

| GP network topologies in real-life service-provider depl oynents,

t he nunber of nextnexthops will be substantially higher than the
nunber of PQ nodes di scovered in those topol ogies. Hence the
nunber of additional SPFs required in the proposed nechanismin
this docunent will be considerably |ess conpared to the procedures
outlined in [I-D.litkowski-rtgwg-node-protect-renote-Ifa], and
inmply | ess conputational overhead.

0 Also the extra reverse SPF proposed per nextnexthop in Renote-LFA
node-protection [I-D.litkowski-rtgwg-node-protect-renote-Ifa]
speci fication does not provide a neans to collect the path
characteristics for the alternate path segnent fromthe PQ node to
the destination. The additional forward SPF for each PQ node, as
proposed in this docunent facilitates the sane.

5. Acknow edgenents

6. | ANA Consi derations
N A - No protocol changes are proposed in this docunent.

7. Security Considerations
Thi s docunent does not introduce any change in any of the protocol
specifications. It sinply proposes to run an extra SPF rooted on
each PQ node discovered in the whol e network.
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