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Abstract

| KEv2/ |1 Psec clusters are constituted of nmultiple nodes accessed via a
single address by the end user. The traffic is then split between

t he nodes via specific IP |oad balancing policies. Once a session is
assigned to a given node, |IPsec makes it difficult to assign the
session to anot her node. This nakes managenent operations and
transparent high availability for end users difficult to perform

wi thin the cluster

Thi s docunent describes the | KEv2 and | Psec contexts that MJST be
transferred between nodes within a cluster so a session can be
restored. This nmakes possible to transfer an | Psec session between
di fferent nodes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Septenber 6, 2014.

Copyright Notice

Copyright (c) 2014 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
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3) Scalability for overl oaded | Psec platfornmns.

4) Conmpatibility for | KEv2/1Psec context transfers anong different
constructors.

Thi s docunent addresses transfer of an | Psec sessi on between
physically or virtually different nodes within an | KEv2/ | Psec
cluster. Mre specifically, the docunent describes the paraneters

t hat MJUST be transmitted between the | Psec/| KEv2 nodes, so that | KEv2
and | Psec session can be restored on the other node.

Currently | Psec based services can hardly benefit fromthese features
as | Psec Security Associations are bound to a single node and cannot
be shared anong different cluster nenbers.

This draft describes the paranmeters that MJUST be transferred in order
to keep an | KEv2/IPsec session alive in conformance with the Security
Architecture for the Internet Protocol [RFC4301] and the Internet Key
Exchange (1 KEv2) Protocol [RFC5996].

This includes information such as the cryptographic naterial, the
algorithms and the | P addresses, anobng ot hers paraneters.

Note that I KEv2 and | Psec session do not need to be on the same node
as | KEv2 and | Psec context are different. Note also that we do not
specify in this docunent how the I KEv2 or | Psec context are
transferred between one node to the other. This can be perforned via
a sinple UDP session that MAY be | Psec protected, a SCP session

[ RFC4251] or using the context transfer protocol [RFC4067].

3. Term nol ogy
Thi s docunent uses the follow ng term nol ogy:
| KE_SA context: the set of paraneters conposing a single IKE Security
Association. A bidirectional comunication will need a pair of
| KE_SAs, for incom ng and outgoi ng | KE exchanges.
| Psec_SA Context: the set of paraneters conposing a single |IPsec
Security Association. A bidirectional comrunication will need a pair
of I Psec_SAs for incomng and outgoing traffic.

4. Paraneters level definition
Information related to the I KEv2 and | Psec contexts can be defi ned

within three different | evels: mandatory, optional or vendor
specific. This allows classification of the paranmeters considering

Pal onares (Ed) & M gaul t Expires Septenber 6, 2014 [ Page 3]



| nt er net - Draf t | KEv2 and | Psec Context Definition March 2014

their rel evance and susceptibility to be transferred in order to
mai ntain an | KEv2/ 1 Psec session alive.

1)

2)

3)

Mandatory (M: Those paraneters identified with a Mandatory fl ag
(M are considered absolutely relevant and necessary in order to
mai ntain an | KE_SA or an | Psec_SA alive. The absence of a
paranmeter with a mandatory flag, results in the | oss of the | KE_SA
or | Psec_SA

Optional (O: Those paraneters identified with an optional flag
(O are considered as additional information but are NOT
absol utely necessary to maintain an | KEv2/ 1 Psec session alive.

Vendor Specific (V): Those paraneters identified with a vendor’s
specific flag (V) are considered as the information related to
some specific constructor. It ensures enhancenent provided by
certain proprietary solutions when transmtting | KEv2/ 1| Psec
contexts, however, this MJUST NOT interfere the interoperability
with other I KEv2 and | Psec inplenmentations and standards.

5. |1KEv2 key nmanagenent

| npl enment ati ons m ght decide to nmanage sendi ng cryptographic materi al
(a.k.a. IKEv2/ | Psec session keys) in different fashions; especially

| KEv2 session keys. This docunent specifies three different ways to
exchange | KEv2 keying information as foll ows:

1)

2)

3)

Case 1. The node sends the private Diffie-Hell man key, the peer’s
KE content and nonces. |In this case, the node receiving these
information will recalculate all keys fromthe very begi nning as
it usually does during any initial |IKEv2 exchange. The main
drawback for this case is that recal culating keys is conputati onal
expensive, especially if thousands of session keys has to be

cal cul ated (e.g. during rush hours).

Case 2: A cluster nenber sends the SKEYSEED and nonces. |n such
case, the node receiving the informati on m ght not recal cul ate al
t he keys since the very beginning, but it still has to conpute
SK * (SK d, SK ai, SK ar, SK ei, SK er, SK pi, SK pr).

Case : The cluster nenber sends all conputed keys (SK * = SK d,
SK ai, SK ar, SK ei, SK er, SK pi, SK pr). 1In this case, the node
recei ving the keys wont need to recal cul ate keys fromthe

begi nni ng. However, this case demands nore data to be sent

bet ween cl uster nenbers. Note that sending SK pi/SK pr may be
omtted, as these keys are only used during authentication.
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6. | KEv2 Session paraneters
Considering | KEv2/1Psec sessions as bidirectional, we provide a |ist
of paraneters needed to create the | KE_SAs, which are usually stored
in the user-I|and.
6.1. MANDATORY - | KEv2 Session paraneters
1) Version of IKE: in this draft we only consider version 2.
2) The initiator flag and the responder flag for the | KE SAs.
3) Local host address and renote host address (I Pv4 or |Pv6).
4) The IKE_SA's SPI of both initiator and responder.

5) The outgoing and i ncom ng Message |ID s.

7) The cryptographic material for the | KE_SA (see section Section 5
for details).

8) The [SA] proposal information: encryption algorithm |ength of the
encryption key, integrity algorithm length of the integrity key
and the pseudo random function (prf).

9) The extensions and condition of the | KE_SA (NAT, EAP, MOBIKE...).

10) The IDs of the initiator and responder (1D_|IPV4_ADDR,

I D 1 PV6_ADDR, |ID FQDN, | D RFC822_ADDR, |D DER ASN1_ DN,
| D DER ASN1_GN or | D KEY_ID).

11) Credentials: pre-shared keys or digital certificates.

12) The wi ndows bitmap val ue.

6.2. OPTIONAL - | KEv2 Session paraneters
1) The IKE lifetine.

2) Vendors ID: when a vendors |D payl oad has been sent during | KE_SA
negotiation, it is part of the | KE_SA paraneters.

6.3. VENDOR SPECIFIC - | KEv2 Session paraneters

For now, there are no vendor specific paranmeters for |KEv2.
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7. 1Psec Session paraneters

Once the IKE_SAs are established for securing further |KEv2
exchanges, a pair of | Psec_SAs are negotiated in order to secure the
traffic flow The following |list includes the paraneters needed to
build an | Psec_SA:

7.1.
1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

11)

12)

7. 2.

For

MANDATCRY - | Psec Session paraneters
Local host and renote host addresses (IPv4 or |Pv6).

The i nbound and out bound | Psec_SA Security Paraneter |ndexes
(SPI's).

The I P conpression information: flag for | Pconp. |If active, The
| Pconp Conpression Paraneter |Index values (CPI IN, CPI QUT) and
the the | Pconp al gorithm

The sequence nunber val ues: SN counter and SN overflow fl ag

The anti-replay w ndow val ue.

| Psec node: transport or tunnel node.

The SA Lifetine: a tinme interval or byte count after which an SA
nmust be replaced with a new SA (and new SPI).

Pat h MITU. maxi mum si ze of an | Psec packet that can be transmtted
W t hout fragnentation

Upper spec: upper-|layer protocol to be used.

Source | P/ Destination |IP addresses and ports of the protected
traffic.

The | Psec protocol ESP and/or AH, their encryption/integrity
al gorithnms and the key | engths.

The cryptograhic material: KEYMAT (encryption and/or
aut henti cati on keys).

OPTI ONAL - | Psec Session paraneters

now, there are no optional paranmeters for |Psec sessions.
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7. 3.

8.

10.

11.

11.

11.

Pal
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VENDOR SPECI FI C - | Psec Session paraneters

1) Instance-id or flowid: helps a node to identify which packet
processing unit will process sone |Psec traffic or which |IPsec
instance out of nultiple I Psec processing units will process the

| Psec traffic.

| ANA Consi der ati ons
There are no | ANA consi deration for this docunent.

Security Considerations
Transferring an | Psec context between different SG involves sending
sensitive informati on through the network. These pieces of
i nformati on MJUST be sent to an aut henticated node via a secure
channel .
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Appendi x A.  ANNEX A: Data structure exanple
Exanpl e of an | KEv2 data structure:
t ypedef struct _ | KEV2CONTEXT

bool *initiator;
u_int32_ t *ike_ spi_i;
uint32_ t *ike_spi_r;
char *ny_host;
char *ot her _host;
uintlé t *enc_al g_ike;
uintlé t *enc_al g_ike_len;
uintlé t *int_alg_ike;
uintle t *prf_alg;
char *nonce_i;
char *nonce_r;
char *dh_secret;
u_intlé t message_id;
char *cert;

} | KEV2CONTEXT;

Exanpl e of an | Psec session data structure:
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t ypedef struct _ | PSECCONTEXT

{

bool initiator;

char *ny_host;

char *ot her _host;
u_int8_t ipsec_node;
_intl6_t encr_alg_child,
_intl6_t enc_alg len_child;
_intl6e_t int_alg child;
_int32_t enc_key_ i;
_Iint32_t int_key i;
_Iint32_t enc_key o;
u_int32_t int_key_o;
char *child_seq_i;

char *child bit _i;

char *child_seq_o;

char *child_bit _o;

char *child_spi _i;

char *child_spi _o;
uintlé t ts | _fronport;
uintlé t ts | _toport;
uint8t ts | type;
uint8t ts | proto;
char *ts_ | fronmaddress;
char *ts | toaddress;
uintlé t ts r_fronport;
uintlé t ts r_toport;
uint8t ts r _type;
uint8t ts r_proto;
char *ts_r _fronmaddress;
char *ts r _toaddress;
bool ipconp_fl ag;
u_int32_t ipcomalgo;
char *ipconp_cpi _i;

char *i pconp_cpi _o;

ccCcccoccc

} | PSECCONTEXT;

Appendi x B.

[ RFC Editor:

draft-plnrs-ipsecne-ipsec-i kev2-context-definition-01 [1]
Added mi ssing information as part of the IPsec and | KEv2 contexts

Docunent Change Log

Wor ked on the text

I ncl ude mandatory, optional and vendor specific flags

Added three different ways send keys session keys

draft-plnrs-ipsecne-ipsec-i kev2-context-definition-00 [2]
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