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Abst ract

Mul tipath TCP currently relies on the exchange of keys in clear
during the initial handshake to authenticate the establishnent of
addi ti onal subflows. This docunent proposes a variant of the
Mul ti path TCP handshake that allows Miltipath TCP to reuse keys

negoti ated by the Application |ayer protocol above it such as SSL/TLS
to authenticate the establishnent of additional subfl ows.

Status of this Menp

This Internet-Draft is submtted in full confornance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 18, 2013.
Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1

| ntroducti on

Mul tipath TCP is an extension to TCP that enables hosts to use

mul tiple paths to exchange data for a single connection
[I-D.ietf-nptcp-multiaddressed] describes the current design of the
Mul tipath TCP protocol. The design of Miltipath TCP has been

i nfl uenced by various factors including the backward conpatibility
with regular TCP, the fallback to TCP when ni ddl eboxes interfere with
the Multipath TCP options, ... The design of Multipath TCP has al so
been affected by security requirements. The security threats against
Mul tipath TCP are docunented in [RFC6181]. Miltipath TCP ains at
being no worse than TCP froma security viewpoint. O her approaches
such as [I-D.bittau-tcp-crypt] or [RFC5925] have been proposed to
reduce the vulnerability of TCP to attacks. Miltipath TCP currently
addresses the security threats identified in [ RFC6181] by exchangi ng
keys during the handshake for the initial subflow These keys are
then used to generate HVACs to authenticate the establishnment of
subsequent TCP subflows. Exchanging keys in clear during the initia
handshake has obvi ous shortcom ngs froma security viewpoint.

However, some application-layer protocols Iike SSL/TLS or ssh al ready
negoti ate a shared key between the end-points. |In this docunent we
propose a nodification to the handshake used by Miultipath TCP for the
initial and subsequent subflows that enables Multipath TCP to rely on
an application-supplied key to authenticate the establishnment of the
subf | ows.

Connection initiation

The handshake of the initial subflowis a small variation to the
handshake of [I-D.ietf-nptcp-multiaddressed] or

dr af t - paasch- npt cp- | owover head- 00. The header of the MP_CAPABLE
option of these two MPTCP-versions has the format as shown in the
bel ow fi gure.

1 2 3
01234567890123456789012345678901
o o o e o e o +
| Ki nd | Length | Subt ype| Version| Al B|C|D| E| Ff§ H
o a e oo o a e oo Fommm Fommm o a e oo +

Header of the MP_CAPABLE option
Figure 1
We propose to use the B bit in this option to indicate whether the

host that sent the MP_CAPABLE option will use an application supplied
key to authenticate the additional subflows or not. Wen the B bit
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is set, it indicates that the authentication key is supplied by the
application. |If the B bit has not been set in both directions, the
aut henti cation nechanismis used as defined by the MPTCP version
([1-D.ietf-nmptcp-nultiaddressed] or

dr af t - paasch- npt cp- | owover head- 00) .

In MPTCP version 0, even if the B bit is set the end-hosts still have
to generate a key that fulfills the requirenments as defined in MPTCP
version 0. This is necessary to handle the case where the client

supports the B bit, but the server not yet. For a nore in-depth
anal ysis of this kind of deployment scenario, have a | ook at
Section 5.

By using the sane handshake as draft-paasch-nptcp-| owover head- 00, the
proposed handshake can al so benefit fromthe | ower overhead for
generating the token and thus the faster establishment of the initia
subf | ow.

3. Miltipath TCP API

The proposed mechani smrequires an interaction between the
application and the MPTCP | ayer. This can be achieved by the neans
of socket options. Two socket options are necessary:

o MPTCP_ENABLE APP _KEY : This socket option tells the socket |ayer
that an application supplied key will be used to secure the
est abl i shenment of additional subflows. This socket option MJST be
used before establishing the initial subflow or before starting
to listen on a socket to accept new connections. Wen this socket
option is used, the MP_CAPABLE option is sent with the "B"-bit set
to 1.

o MPTCP_KEY : This socket option allows the application to provide a
key to the MPTCP | ayer. Both end-points MJST use this socket
option in order to allow the MPTCP-layer to create new subfl ows.

It is up to the application to negotiate the key between the end-
points. E. g., in the case of SSL/TLS, the key can be a hash of
the shared secret that has been negotiated with the SSL exchange.
Separate documents will describe in details how applications such
as TLS or SSH can pass a shared secret to Multipath TCP by using
this option.

4. Starting a new subfl ow

The handshake for the establishnent of a new subflowis simlar to
the one specified in [I-D.ietf-nptcp-nultiaddressed]. There are two
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i mportant differences. First, the HVAC is conputed by using the keys
provi ded by the application. Second, the token and the client’s
random nunber are included inside the third ack to all ow statel ess
operation of the passive opener of an additional subflow.

|

ACK + MP_JO N(Token-B, R-A, HWMACA) |

R REEEEEEREEEEEEED >
HVAC- A = HVAC( Key, Msg=(R- A+R-B))
HVAC- B = HVAC( Key, Msg=(R-B+R-A))

Handshake of a new subfl ow.
Figure 2

In order to allow the Token-B and R-A inside the third ack, the

HMAC- A nust al so be a truncated version of the 160-bit HMAC- SHAL.
Thus, HMAC-A is the truncated (leftnost 128 bits) of the HVAC as
shown in Figure 2.

The nessage-format of the MP_JO N-option in the SYN and the SYN ACK
is the same as in [|I-D.ietf-nptcp-nultiaddressed]. As the third ACK
i ncl udes the Token and the random nonce, the MP_JO N nmessage for mat
of the third ack is as showin Figure 3. The length of the MP_JO N
option in the third ACKis 28 bytes. There renains thus enough space
to insert the tinestanp option in the third ACK.
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1 2 3
01234567890123456789012345678901
. . Fommma - Fommma - . +
| Ki nd | Lengt h | Subt ype]| | B| Address I D
Fom e e e oo - Fom e e e oo - Fomm - Fomm - Fom e e e oo - +

e TS +
| Sender’ s Random Number (32 bits)
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e em— o +
| Recei ver’'s Token (32 bits)
Fo e m e e MMM Me i e Meeieeiaaaasseiaeaacseieaassssaaans +

Format of the MP_JO N-option
Figure 3

The senmantics of the backup-bit "B'" and the Address ID are the sane
as in [I-D.ietf-nptcp-nmultiaddressed].

5. Depl oynent

Thi s proposed nechani sm assunes that the application uses new socket -
options to provide the key to the MPTCP-layer. Thus, the first

requi rement for deploying this MPTCP handshake is that the TLS/
SSL- | ayer has been nodi fied. There may of course be scenarios, where
the client is supporting the proposed solution, but the server not.
Thus, the client sends out the MP_CAPABLE with the B bit set, but the
server replies without enabling the B bit. Upon reception of the
SYN ACK, it is up tothe client’s policy howto react. It can either
continue with the negotiated version of MPTCP but without using the
key fromthe application or fallback to regular TCP

The applications will have to pass the shared key to the MPTCP-I| ayer
by the neans of a socket-option. It may be that the client’s
application has already done the call to the socket-option but the
server’'s application not yet. The server will receive a SYNwith the
MP_JO N-option, wthout knowi ng the key. 1In that case the server
should silently drop the SYN. The TCP retransm ssion nechani sm on
the client-side will retransmt the SYN after the initial RTO expired
(after 1 second). And the server’s application potentially will have
finally set the key via the socket-option
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6.

Security Considerations

It is recormended that the applications do not pass the plain shared
key to the MPTCP | ayer. They should rather pass a hash of their
shared secret to the MPTCP | ayer. These security considerations wll
be di scussed in docunents that describe how applications such as TLS/
SSL or SSH can interact efficiently with Multipath TCP.
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