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Abstract

Service Function Chaining (SFC) provides a special capability that
defines an ordered list of network services as a virtual chain and
makes a network nore flexi ble and manageabl e. However, SFCis

vul nerabl e to various attacks caused by conprom sed swi tches,
especially the m ddl ebox-bypass attack. In this docunent, we propose
a security architecture that can detect not only m ddl ebox-bypass
attacks but al so other incorrect forwardi ng actions by conprom sed
switches. The existing solutions to protect SFC agai nst conprom sed
swi t ches and m ddl ebox- bypass attacks can only sol ve i ndivi dual

probl enms. The proposed architecture uses both probe-based and
statistics-based nmethods to check the probe packets wi th random pre-
assi gned keys and collect statistics from m ddl eboxes for detecting
any abnormal actions in SFC
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1. I nt roducti on

In recent years, Service Function Chaining (SFC) has enmerged with the
robust devel opnent of Software Defined Networking (SDN) and Network
Function Virtualization (NFV). SFC defines ordered virtual chains of
service functions (e.g., firewalls, |oad bal anci ng, network address
translation, etc.) and steers the network traffic through them which
brings many benefits fromvirtualized software-defined
infrastructure. Service functions are provided by specialized
network entities called m ddl eboxes. One m ddl ebox is conmonly
connected to a switch, and SFC connects switches to nmake a chain with
the required services. M ddl eboxes are responsible for processing
packet and forwardi ng packet to the attached switches in the service
chai n.

However, there are sonme security vulnerabilities for packets traverse
in SFC, especially with conprom sed switches. A special attack
call ed "m ddl ebox- bypass attack"” was proposed, which happens when
conprom sed sw tches forward packets to the next-hop m ddl ebox in the
SFC wi thout sending themto its attached m ddl ebox. This neans that
packets are not processed by all service functions inside

m ddl eboxes, which does not neet the original goal of SFC

Attackers, therefore, can bypass sone inportant service functions,
e.g., firewall or IDS, and performnore attack cases. Furthernore,
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conprom sed swtches can drop, duplicate, forward incorrectly or
nodi fy the packet without notifying the controller. Packets and al
network informati on can be sent to attackers, and all of these
probl ems breach the policy of SFC

Vari ous count erneasures have been proposed to protect SFC fromthese
attacks. They prevents the m ddl ebox- bypass attack by addi ng speci al
tags to packets in the sanme flow and verify these tags on every

m ddl ebox and egress switches. For the conprom sed swi tches attacks,
there are two nmain categories of the solution: probe-based and
statistics-based nethod. Probe-based nechani sns i nject probe packet
in networks and check the integrity of these packets, while
statistics-based nechanisns collect and conpare all of the statistics
from network conponents to find out any abnormality. However, these
solutions still have sone limtations, which are described in detai
in the next section.

In this docunent, we propose a security architecture that can

si mul t aneously detect m ddl ebox-bypass attacks and conprom sed
switches in SFC. The proposed architecture uses the hybrid of probe-
based and statistics-based net hods, which surnounts the di sadvant ages
of each sol ution above. The probe-based nmethod uses probe packets to
i nvestigate the operation of network conmponents in SFC. M ddl eboxes
are programmed to handl e the random pre-assigned key in the probe
packet and forward back to the attached switch. If the next-hop

m ddl ebox defines incorrect handl ed key verification, which neans the
m ddl ebox- bypass attack happened, an alarmis triggered. The
statistics-based nmethod hel ps the controller to find out the
irregularities by nonitoring every information of the packets which
pass the m ddl ebox (e.g., packet type, packet size, processing tine,
nunber of packets, etc.).

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Conprom sed Switches

The conprom sed switch is a serious issue for SDN in general and SFC
in particular. There are many types of conprom sed switches attack
packet dropping, packet duplicating, packet manipul ating, incorrect
forwar di ng, eavesdroppi ng, wei ght adjusting, man-in-the-m ddl e,

st at e- spoofing, control-channel hijacking, etc. These attacks happen
when conprom sed switches perform sone attack actions besides
forwardi ng the packets as the conmands fromcontrollers. By
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controlling the conprom sed switches to do one or all of these
attacks, attackers can bring serious problens to the whol e networKk.

Take the SFC chain in Figure 1 as an exanple. Packets in this chain
should follow this path: Source Host-Sl-Firewall-Sl-S2-1DS-S2- S3- LB-
S3-Destination Host. Wen conprom sed switch S1 receives a packet,
it can drop the packet, forward the packet nmultiple times to S2,

nodi fy the packet, or even send that packet to an attacker, etc. S2
beconmes the victimand this can ruin the operation of the network
because S2 typically belongs to multiple SFC chains. Furthernore, if
S2 is also conprom sed and confederate with S1, they can spoof

i nformati on and breach all of the detecting nmechanisns.

Conpr om sed
Switch
- + +======+ +----+ +----+ B +
| Src | || S1 || | S2 | | S3 | | Dst |
| Host | --->] |l --->] | --->] | --->] Host |
S N + +======+ +----+ +----+ S R +
| ~ | ~ | ~
|| || ||
v v v
S + S g + +----+
| Firewall | | I1DS | | LB
Fomm e e e o + S + +----+

Figure 1. Sinple service function chain exanple with 01 conprom sed
switch S1

Current solutions for these attacks were well investigated by other
proposal s. The probe-based net hod sends probe packets to each flow
or specific switch, then checks the path and the integrity of those
packets. This method can be disabled if conprom sed swi tches can
recogni ze the probe packets and forward them as commanded. The
statistics-based nethod tries to collect all the information fromthe
data plane (e.g., the nunber of transmtted/received/ dropped packets,
packet type, packet size, arrived/departed tinme,etc.) then conpares
themto find out the conprom sed switches. This nmethod does not
support real-tinme detection because it needs tinme to gather data and
only works after packets are forwarded. Mbreover, packets can be
forwarded w thout being sent to m ddl eboxes, which bring us to the

m ddl ebox- bypass attack in the next subsection.

In this docunent, the proposed architecture detects conprom sed
switches in SFC by conbini ng probe-based and statistics-based

nmet hods. We assume that there is no coll aboration between

conprom sed switches. There are few proposed sol utions to detect
this type of attack but with high delay and | ow accuracy, or they try
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4.

4.

4.

to prevent this collaboration fromthe beginning. Mst of existing
solutions also try to avoid this collaboration case because it is
hard to detect when conprom sed switches can hel p each other to spoof
the statistics and share information.

Architecture Design
Met hodol ogy

The architecture detects conprom sed switches and m ddl ebox- bypass
attacks by sendi ng probe packets for each SFC chain (probe-based

met hod) and collects information from m ddl eboxes conti nuously
(statistics-based nethod). M ddl eboxes alert the controller whenever
it receives a probe packet w thout a correct processed key. By
nmonitoring every information of the packets which pass the m ddl ebox
al so, the controller can find out the irregularity. The detailed
architecture and detecting procedures are described in the next
subsecti ons.

Proposed Architecture

The detailed systemarchitecture is illustrated in Figure 2. For
ease of understanding, we assune a systemw th a single SFC chain
(contains hosts, sw tches, and m ddl eboxes, each m ddl ebox connects
to one switch) and a single controller. The systemarchitecture
contai ns 03 conponents as foll ows:

Controller: consists of 03 nodules. (1) Controller Mdule: defines
the service function chains in the network. This nodule installs the
flowrules on switches as well as connects themto m ddl eboxes and
sends the updated network topol ogy to Key CGenerator Mdul e and
Statistics Analyzing Mdule. (2) Key CGenerator Mdul e: based on the
nost up-to-date network topol ogy, this nodul e creates and assi gns new
key lists to m ddl eboxes. These key lists are used to check the
integrity of probe packets in the service chains. (3) Statistics

Anal yzi ng Modul e: based on the nost up-to-date network topology, this
nodul e anal yzes statistics from m ddl eboxes to find out abnornma
actions.

Switches: follow the command fromthe controller to connect
m ddl eboxes to make service function chai ns.

M ddl eboxes: check every received packet fromsw tches, record the
packet information to nake statistics, process the probe packet and
send statistics to the controller.
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N +
oo - > Controller |<------ +
| T + |
| " |
| | |
v v v
S R + +----+ +----+ +----+ S R +
| Src | | S1 | | S2 | | Sn | | Dst |
| Host | --->] | ---->] | -->...-->]  |--->| Host |
B + +----+ +----+ +----+ B +
| * | * | »
Probe packet | | | | | |
pat h v v %
Fomm e + - e m - + Fomm e +
| Mddlebox | | Mddl ebox | | M ddl ebox |
| 1 || 2 | | n |
TR + - e - + TR +

Figure 2: System Architecture
4.3. Probe Packet Processing

Probe packets are processed by m ddl eboxes. At first, m ddl eboxes
receive pre-assigned key lists fromthe controller. Each m ddl ebox
only knows the conpatible processed key list of the previous

m ddl ebox in the chain. By creating a key list and randomy assign
di fferent keys for each probe packet in the sanme flow, we reduce the
probability that an attacker can guess the exact key and spoof the
probe packet. Furthernore, the nunerical order and the key val ue of
t he probe packet are also nonitored by the controller, which
restricts other guessing nethods. Refreshing key lists periodically
or whenever find out an abnormal action is also a solution to this
probl em

Take the SFC chain in Figure 2 as an exanple. The packet path is
Sour ce Host-S1- M ddl ebox1- S1- S2- M ddl ebox2- S2-. .. -Destinati on Host.
If we set the chain so that packets are sent fromthe controller and
conme back to the controller, conprom sed switches can realize this
and operate |i ke normal switches. Fromthe beginning, M ddlebox-2
receives the key list KI = {Key_1, Key 2...} which belongs to

M ddl ebox-1. The key list Kl contains the exact output keys that

M ddl ebox-1 nust give after processing packets. Wen M ddl ebox-2
recei ves a new packet fromthe attached switch S2, it first checks if
this is the probe packet or normal packet. W use an unused bit in

t he header to hel p m ddl eboxes recogni zes the probe packet. |[If this
is a probe packet, M ddl ebox-2 needs to check whether it was
processed correctly or not by referring to the pre-assigned key |ist.
For exanple, after receiving a probe packet with the key named Key_X,
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M ddl ebox-2 defines the integrity of this packet by checki ng whet her
the Key X is in the key list KL or not. |If this probe packet is
correctly processed, M ddl ebox-2 will replace the Key X by Key Y,
which is cal cul ated by hash function. After this process,

M ddl ebox-2 forwards the packet back to the attached switch (S2) to
transfer to the next-hop m ddl ebox (M ddl ebox- 3).

If the probe packet is not correct, Mddlebox-2 triggers an alarmto
the controller by sending the statistics. For other packet types,
the informati on of those packets (e.g., packet type, packet size,
processing tinme, nunber of packets, etc.) is recorded to nake the
statistics report. Finally, Mddlebox-2 sends the report to the
controller and waits for new packets.

In practice, we do not need an additional nethod to check the
integrity of the last switch in the chain. As nentioned above in
subsection \ref{CS}, a switch typically belongs to multiple SFC

chai ns, which neans that it can be checked through the operation of
other chains. 1In the case of only one chain as the exanple above, we
run a programon the Destination Host to check the probe packets from
Sn just |ike other m ddl eboxes.

4.4, Statistics Checking

To detect other conprom sed swtches attack cases (e.g., packet

dr oppi ng, packet duplicating, packet manipul ati ng, weight adjusting,
etc.), the Statistics Processing Mdule always |istens to statistics
sent from m ddl eboxes. The statistics contain the information of the
packets which pass the m ddl ebox (e.g., the nunber of

transmtted/ received/ dropped packet, packet type, packet size,
processing time, arrived/departed tine, alert signal raised by

m ddl eboxes i n probe packet processing, etc.). By conparing these
statistics between m ddl eboxes and checking the alert signal, this
nodul e can detect the conprom sed switches and m ddl ebox- bypass

at t acks.

Take the SFC chain in Figure 2 as an exanple again. |f M ddlebox-1
reports that it forwarded 100 packets to S1 (75 nornal packets and 25
probe packets) in a period (calculated by the controller) so that

M ddl ebox-2 should report that it also received 100 packets with the
sane nunber of normal and probe packet in the sane period. W set a
threshold for the difference of statistics (because of packet
processing | atency, transm ssion delay or other reasons). For
exanple, if the threshold is 5\% it neans that M ddl ebox-2 should
receive at |east 95 packets in the same period. [If Mddlebox-2's
report shows that it only gets 90 packets, this nmeans that the switch
S2 does not forward all of the packets to M ddl ebox-2 (m ssing at

| east 5 packets), and this can be a m ddl ebox- bypass attack or packet
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dropping attack. The Statistics Processing Mdule will raise an
alert inthis case. |In another case, if Mddl ebox-2 reports that it
recei ved 150 packets in that period, this neans that an attack is
happeni ng (packet duplicating or weight adjusting attack) and an
alert is also triggered.
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