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Abstract

Domai n Nanes can be Qualified or Unqualified Domain Nanes. Qualified
Domai n Nanes are resol ved over the public DNS infrastructure, whereas
Unqual i fi ed Domai n Nanes are resol ved using search lists. How search
lists are generated and interpreted varies fromone application to
anot her and from one operating systemto another. This nakes
Unqual i fi ed Domai n Nane resol ution unpredictable, non determ nistic,
and as such neither reliable nor stable.

In addition, there is neither clear rules to define whether a name is
a Qualified or an Unqualified Domain Nanme. This also contributes in
maki ng the nam ng resolution unreliable, as the resolution of a given
name can result in different responses.

As a consequence, nost resolution systens currently end with a "try
and error" strategy. More specifically, according to sone system
dependent heuristics, a resolver initiates an Unqualified (resp.
Qual i fied) Domain Name resolution, and, in case of a NXDOVAI N
response, fails back in a Qualified (resp. Unqualified) Domain Name
resolution. Such strategies were acceptable as the probability of

col lision between domains within search list and those published in
the public DNS infrastructure remains low. In the context of the
generalization of Top Level Domain, this assunption is not acceptable
anynore, resulting in an unreliable and unstable nam ng resol ution.

Thi s docunent descri bes how search |ist should be generated and
interpreted. Then, it describes how resol vers distinguish between
Qualified and Unqualified Domain Names as well as how to resolve
t hem

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
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1

2.

2.

Requi renents notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

I ntroduction
1. Qualified and Unqualified Domai n Nanes

Until recently, the root zone had only a restricted nunber of well
known Top-Level Domain (TLDs). These TLDs had a specific format of a
fewletters (generally two or three), and had remai ned al nost
unchanged for a long tine. Sinultaneously, end users and
applications used for conveni ence Unqualified Domain Names for |ocal
scope resolutions. More specifically, suppose "hostl. exanple" wants
to establish a conmunication with "foo.exanple”. As both host bel ong
to the sanme Donmain "exanple", sinply specifying "foo" should be
sufficient. The nechanismto auto-conplete "foo" with "foo.exanple"
is perfornmed using search |ist mechanisns. In nost cases, the use of
Unqual i fi ed Domain Names was used in a | ocal scope context, that is
to say, when "exanple" was used for conveni ence, but not registered
in the public DNS infrastructure.

As a result, there are two ways to express the nanes of the nodes
within a Domain: A Fully Qualified Donmain Nane ("host2.exanple") and
an Unqualified Domain Name ("host2"). Each of these names requires a
di fferent resolving nmechanisnms. Fully Qualified Donmain Nanes (FQDN)
are resolved on the public DNS infrastructure and Unqualified Domain
Nanes are resolved using search |ists.

As there are different ways to express a nane, a resolver nmay assune
the nane is a Qualified (resp. Unqualified) Domain Nanme when in fact

the nane is an Unqualified (resp. Qualified) Domain Nane. In our
exanple, this would lead to a resolution of "foo." over the public
DNS infrastructure. |If "foo" is being registered in the root zone,

then "foo.exanple.” and "foo." wll nost |ikely not provide the sane
responses. The confusion between Unqualified and Qualified Domain
Nanes nmakes nami ng resol ution unstable and unreliable.

To indicate a nane is a Fully Qualified Domain Nane, one should end
it wth a dot, however, this has never been accurately be used, and
the last dot is nost of the tine omtted. As a result it has al ways
been confusing to distinguish between Qualified Domai n Nanes and

Ful ly Qualified Domai n Names.
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2. 2. Dormai n Nanes Col li si on

Even though it has al ways been confusing, since the nunber of TLD was
very limted, collision would not happen as "foo" differs from
existing TLDs. As a result, evaluating "foo" as Fully Qualified
Domai n Nanme, would result in resolving "foo." over the public DNS.
When the NXDOMAI N response is received, the resolver understands the
name is an Unqualified, and use the search list. Overall the inpact
was quite limted.

Simlarly, a conpany may use nultiple Donmains for its |ocal scope
Domai n, and provisions its devices with the search list "exanple
exanpl e.com'. Al devices, and network adm ni strators have al ways
considered that the resolution of "foo.exanple" is either of |ocal
scope or fails. As a result, if "foo.exanple" cannot be resol ved,
"foo. exanpl e.com is resolved instead. As "exanple" was not part of
the root zone, network adm ni strators have never considered that

"f oo. exanpl e" could actually been resolved on the public DNS
infrastructure and provide a response that is different fromthe one
the private Domain. In the context of gTLDs, "exanple" is likely to
be registered in the root zone, and this by another admnistrative
entity than the conpany using "exanple" for its private network.

As the probability of collision was rather small, nultiple ways have
been i nplemented to handl e the resolution of nanes including the way
to handl e search lists -- as with the inplicit expansi on mechani sm

Al'l of these non standard nechani sns provides a variety of ways a
resolution is perforned which differs fromapplication to application
and from operating systens to operating systens. The collision

bet ween private donmai n nanes and public domai n nane makes nam ng
resol uti on unstabl e and unreliable.

2.3. Structure of the Docunent

Wth the introduction of generic TLDs (gTLDs), one cannot assune
anynore the probability of collision can be ignored. |In order to
guarantee the stability and reliability of the nam ng resol ution,
this docunent defines in Section 4 how search |lists MJST be generated
and in Section 5 how search lists MJST be interpreted. Section 6
defines how Qualified and Unqualified Domai n Nanes MJST be

di stingui shed and Section 7 defines how resolution for each category
of Domai n Name MJUST be proceeded.

The expected outcome of such rules are 1) a nore reliable and stable
nam ng resolution and 2) a resolution process that is not inpacted by
t he introduction of new gTLDs.

This docunent is |argely based on [ SAC064]
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3. Term nol ogy

- Qualified Domain Names or Fully Qualified Donain Nane (FQDN) or
Absol ute Domain Name, is a domain name as defined in [ RFCL035]
that specifies its exact location in the DNS tree hierarchy,
i ncluding the public top-level domain and the root zone. By
convention, nost operating systens treat domain nanes that include
the termnating "." as an FQDN. For exanpl e,
WWW. cor por ati on. exanpl e. com specifies an FQDN

- Unqualified Domain Nanes is a Domain Nane that is not expected to
be resolved in the public DNS. |In other words, such nanes is not
a FQDN. It is usually an internally used domai n nanme (such as
"www. cor poration") that only beconmes an absol ute donmai n nane once
expanded as a result of search list processing. The anbiguity of
such donmains is to define whether it is a FQDN or an Unqualified
Mul ti-1|abel Domain Nane. |If "exanple.com is in the search |ist
and if corporation becones a gTLD, "ww. corporation” can be
resol ved on the public DNS and "wwv. cor poration. exanpl e. coni’ can
al so be resol ved.

- Milti-label Domain Nane or Relative Miulti-Ilabel Donmin Nane, is a
domai n nanme that consists of nmore than one | abel

- Single Label Domain Nane or Dotless Domain Nane in some contexts,
is a domain nane that consists of a single label that is 63
characters or less, starts with a letter, ends with a letter or
digit, and has as interior characters only letters, digits, and
hyphen as defined by [ RFC1035].

- Ceneric Top Level Domain (gTLD) is a top level domain. |If the
list of these top | evel domain has been quite stable over the
years, this list of top level is not any nore restricted. As a
result, resolving a nane cannot be based anynore on the existence
or non-existence of the top level domain as it may evol ves over
tinme.

- Domain part of a FQDN, is everything after the first dot.
4. Search List Generation

A search lists is an ordered lists of Domains. Wen a nam ng
resolution involves a search list for a given nane, a resolution is
performed for each Domain. Suppose "Dl.exanple.com, "D2.foo",
"D3.foo" is a search list and "X" is the nane to be resolved. Then,
the resol ver attenpts to resol ve successively "X D1. exanpl e. cont

"X. D2.foo" and "X D3.foo" until a response is provided.
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To guarantee a reliable and stable way to resol ve nanes, one nust

al so determne a determnistic way to build the search list as well
as a determnistic way to handle the search list. To our know edge
the search list may be popul ated by:

- 1) An explicit manual search list configuration by the end user.
Typically this neans the user has manually edit the /etc/
resolv.conf file on a Linux platform or the suffix field in
vari ous applications.

- 2) The Domain part of the FQDN assigned to the host. Mre
specifically, the FQDN assigned to the host consists in a Domain
appended to a hostnanme. Wth DHCPv4 [ RFC2131] the Domain is
assi gned using the DHCP Dormain Nanme Option [ RFC2132]. Wth DHCPv6
[ RFC3315], the Domain is derived fromthe DHCPv6 Cient FQDN
Option [ RFCA704] .

- 3) A search list assigned to the host via the DHCPv4 Donai n Search
Option [ RFC3397] or the DHCPv6 Domai n Search Option [ RFC3646].

- 4) Inplicit expansion of the search list which consists in
expandi ng the search prefix "corporation.exanple.cont into the
list "corporation.exanple.coni "exanple.cont "conft.

In order to make systens end up with the sanme search list, here are
our recomrendati ons:

1) If the search list results froma manual configuration, then
DHCP Options MUST NOT automatically affect the search list. Mre
specifically, Domain Nane derived from DHCPv4 Domai n Nanme Opti on
[ RFC2132] or DHCPv6 Client FQDN Option [RFC4704] and DHCP Domai n
Search Option [ RFC3397], [RFC3646] are ignored for the concerned
of search list generation. This follows the recommendations of
[ RFC3397] and [ RFC3646] .

2) If the search list is not manual ly configured, then DHCP
Options MAY be considered. DHCP Domain Search Option [ RFC3397],

[ RFC3646] are considered. |If considered, the search list is only
defined by these options and only these options.

3) In the absence of DHCP Domain Search Options, the search |ist
is derived fromthe Domain that is the DHCPv4 Donmai n Nane Option
[ RFC2132] or DHCPv6 Client FQDN Option [RFC4704]. |If so, the
search list is only constituted of the Domain nane of the host.

4) |If none of these options are provided, then the search list is
enpty and resolution are directly perforned over the public DNS.
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5.

6.

Search List Interpretation

Here is our recommendati ons to make search |list be handled in the
sane way across Ssystens:

- 1) Inplicit expansion of search domain name MJUST NOT be perforned.
In fact inplicit expansi on exposes the resolver to security flaws
as described in [ RFC1535] and [ RFC1536]. As a consequence of not
using inplicit expansion of search list, search Iist MJST be
explicitly expressed. Suppose a resolver is expected to resolve a
host nane within "paris.corporation. exanpl e.cont and then
"“corporation.exanple.conf. In this case, the associated search
list MUST be "paris.corporation.exanple. conf
"cor poration. exanpl e. conf and MJUST NOT be
“paris.corporation.exanple.conf. Avoiding inplicit expansion
addresses the [ RFC1535] requirenments of indicating the BOUNDARI ES
of the |ocal scope. Note that indicating explicitly the search
list does not significantly increase the size of the DHCP Domai n
Search Option if the option follows the conpression nmethod of
domai n nane encoding in section 4.1.1 of [ RFC1035]. However, if
the Option |length exceeds 255 bytes, [RFC3396] describes how to
use | ong options.

Di stinction of Unqualified and Qualified Domai n Names

This section defines how the resol ver unequivocal ly considers a nane
is an Unqualified Donmain Nane or a Fully Qualified Donmain Nane. This
distinction |leads to different resol ution process described in
Section 7.

Any nane - that is to say a Single-Label Domain Nane or a Milti-Label
Domain Nanmes - ending with a dot "." is considered as a Fully
Qual i fied Domain as defined in [ RFC1035] and [ RFC1535].

A Si ngl e-Label Donmain Nane not ending with a dot is considered as an
Unqual i fi ed Domai n Nanme as recomended by [ RFC3397] and [ RFC3646] .

A Miulti-Label Domain Nanes is considered as a Qualified Domain Nane
as recommended by [ RFC3397] and [ RFC3646].

Resol ution of Unqualified and Qualified Donmai n Nanmes

This section defines how the resolver MJST proceed for a resol ution
for Qualified Domain Nanes and Unqual i fied Donmai n Nanes.

For Qualified Domain Names, the resolver MJST proceed to the
resolution over the DNS public infrastructure. |If the resolution
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fails, returning a NXDOVAIN, no attenpt SHOULD be done to resolve it
as an Unqualified Domai n Nane.

For Unqualified Domain Names, the resolver MJST proceed to the
resolution using search list. |[If the resolution fails, returning a
NXDOVAI N, no attenpt SHOULD be done to resolve it as an Qualified
Domai n Nane.

Rul es defined above to differentiate Unqualified and Qualified Domain
Nanes are simlar as in [RFC3397] and [ RFC3646]. However, the

resol ution process described in this docunent differs as we do not
permt fall backs to resolution on Qualified or Unqualified Domain
Nanes. |In fact, [RFC3397] and [ RFC3646] defines the resolution as a
best guess whether the nane is an Unqualified (resp. Qualified)
Domain Nanme. Then, if the resolution fails with an NXDOVAI N
response, the resolver falls back and considers the nanme as a
Qualified (resp. Unqualified) Domain Nane.

The main purpose at that tine was to limt the nunber of round trips.
Processing resolution this way is not any nore acceptable in a gTLD
context, as it affects the stability and reliability of the nam ng
resolution. Qur prinmary goal in defining how resolution proceeds is
to guarantee resol ution remains independent of the newly inserted or
removed TLD. Mre specifically, a name that is considered
Unqual i fi ed nust be resolved using search lists, and if the
resolution fails, no fall back to Qualified nanme shoul d be perforned.
If fall backs are permtted, then the output of the resolution
depends on the content of the root zone. Simlarly, if a nane is
considered qualified, no fall back to unqualified should be done.

These rul es do not make possible the resolution of TLD as Singl e-
Label Domain Name. |In this case, the TLD to be resol ved SHOULD
explicitly mention the resolution MJUST be performed over the DNS
public infrastructure by appending a dot at the end. Appendix B
shows that sone TLDs have al ready associ ated A/ AAAA records.

8. | ANA Consi derations
There are no | ANA consideration for this docunent.

9. Security Considerations

The whol e docunent is about security, nore especially nam ng
reliability and stability.

The docunent defines rules to handle search list so a nam ng

resolution remains stable over tinme. This is done in different ways.
First by defining how search lists are generated, and how search
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10.

11.

11.

lists are interpreted by resolver. Then we designates rules to
define in a determnistic manner whether a nane to be resol ved SHOULD
be considered as a Qualified Donain Nane or as a Unqualified Domain
Nane. Each kind of Domain nane has its associated resol ution

process, and we do not permt resolution fall backs.

These rules are intended to address the flaws described in [ RFC1535]
and [ RFC1536]. The reason for the late fixing is the gTLD program of
the | CANN t hat make now possible to insert new TLDs in the root zone.

As these rules are not currently deployed, nost devices will not have
clearly defined boundaries between Qualified and Unqualified
resolutions. In addition, fall backs resolution between these two

categories w il happen and MJUST be address by adm nistrator before
any new gTLD

DNSSEC [ RFC4033], [ RFC4034] and [ RFC4035] is not designed to

di stinguish Qualified and Unqualified Domain Nanes. |In fact DNSSEC
has been designed to provide a proof of integrity and a proof of
ownership. In the case of nane collision, if "foo." is in the signed
root zone and "foo.exanple.cont is also signed with DNSSEC, then
DNSSEC val i dat es both nanes. DNSSEC can however help to distinguish
between "foo." and "foo.exmaple.cont if the application knows the Key
Si gni ng Key (KSK) associated to the expected Domai n "exanpl e.coni.

In other words, the KSK will be considered as the Trust Anchor for

t he requested nanes.

DANE [I1-D.ietf-dane-ops] uses DNSSEC to provide the cryptographic
material, used by the above application or transport layer. |[If the
applications know the certificate or the key used by the | ayers
above, then DANE can be used to distinguish between the expected
Nanes, and the one returned by the resol ver.
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Appendi x A. Docunent Change Log

[draft-nglt-dnsop-search-1ist-processing-00.txt]: First version
publ i shed.

Appendi x B. TLDs with A/ AAAA

This section provides a snmall conmmand |ine that tests which TLD has
an A or a AAAA RRset.

wget http://data.iana.org/ TLD/ t| ds-al pha- by-domai n. t xt
for i in ‘cat tlds-al pha-by-domain.txt";
do
a='dig +short -t A S$i."‘;
aaaa='di g +short -t AAAA $i.‘;
it [ "${ap” t=""1 1] [ "$aaaa}" !="" [;
t hen
echo $i - A ${a}, AAAA ${aaaa};
fi;
sl eep 1;
done

Figure 1. Conmand Line to test TLD with A/ AAAA
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AC - A1193.223.78. 210, AAAA
Al - A 209.59.119. 34, AAAA
CM - A 195. 24. 205. 60, AAAA:
DK - A’ 193.163.102. 24, AAAA: 2a01: 630: 0: 40: bla: bla: 2011: 1
GG - A 87.117.196. 80, AAAA
O - A193.223.78.212, AAAA
JE - A87.117.196. 80, AAAA
PN - A:80.68.93.100, AAAA
SH - A 193. 223. 78. 211, AAAA
TK - A 217.119.57. 22, AAAA
T™M - A 193. 223. 78. 213, AAAA
TO - A 216.74.32.107, AAAA
UZ - A 91.212. 89.8, AAAA
W5 - A 64.70.19. 33, AAAA
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