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Abstract

DNSSEC provides data integrity and authenticati on for DNSSEC

val i dators. However, wi thout valid trust anchor(s) and an acceptabl e
value for the current tinme, DNSSEC validation cannot be perforned.
This docunent lists the requirenments to be addressed so resol vers can
have DNSSEC val i dati on can be al ways-on.
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1. Requirenments notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. I nt roducti on

DNSSEC [ RFC4033], [ RFC4034], [RFC4035] adds data authentication and
integrity checks to DNS [ RFC1034], [RFC1035]. For signature

val i dati on, DNSSEC requires a valid trust anchor such as the Key

Si gni ng Key (KSK) (the Root Zone KSK for exanple) and an appropri ated
tinme.

Currently few efforts have been nade to descri be nechani sns t hat
guar ant ee how a DNSSEC val i dat or can be provisioned with the
appropriated KSKs and tinme so that DNSSEC validation can al ways be
activated. A device that is badly configured or badly provisioned
that perfornms DNSSEC validation may result in disabling the DNS
service of the device, and then nost of its comunications. As a
result, non adm nistrated devices that inplenent DNSSEC vali dati on
al ways need heuristics to disable the DNSSEC validation. This
results in an inplicit rule that can be stated as: "if DNSSEC
validation is perfornmed correctly then do DNSSEC ot herw se di sabl e
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validation and swtch to DNS'. In a security point of view, this is
unaccept abl e.

Thi s docunent consi ders unmanaged devi ces perform ng DNSSEC
validation and details scenarios where DNSSEC val i dati on cannot be
performed properly by the device. |In other words, this nmeans that
FQDN properly signed are rejected. Fromthese scenarios, this
docunent derives requirenments so DNSSEC Val i dators can have DNSSEC
al ways acti vat ed.

3. Term nol ogy
Thi s docunent uses the follow ng term nol ogy:

- DNSSEC Validator: the entity that perforns DNSSEC resol uti on and
performs signature validation.

4. Time derivation and absence of Real Tine d ock

Wth M2M comruni cati on sone devices are not expecting to enbed Rea
Time Cock (Rasberry Pi is one exanple of such devices). Wen these
devices are re-plugged the initial time is set to January 1 1970.

O her devices that have clocks that may suffer fromtine derivation.
Al'l these devices cannot rely on their tinme estimation to perform
DNSSEC val i dati on

Requi rement 1: DNSSEC val i dat or MJST be provi ded neans to
appropriately update their tinme.

5. Unplugged devices during Trust Anchor KSKs roll over

In this section we consider a regular Trust Anchor KSK roll over as
described in [RFC6781] and [ RFC5011]. Unlike regular KSKs, Trust
Anchor KSK does not have to update the DS RRset in the parent zone.
According to [RFC6781], if TTL_ Kis the TTL associated to the Trust
Anchor KSK and associated RRSIGs, the tinme of key roll over is around
TTL_K wi th doubl e signed KSKs, and 2 x TTL_K in the case of single

si nged KSK.

The Root Zone KSK is an exanpl e of Trust Anchor KSK and at the tine
of witing the KSK has a TTL of 172800 seconds whi ch neans 2 days.
This means that 2 days woul d be sufficient to performa Trust Anchor
KSK roll over. [RFC5011] recomends to advertise the new/ old key
for 30 days. This neans that a device unplugged for two nonths may
not be aware of a regular Trust Anchor KSK roll over.

A DNSSEC validation may be properly configured by the manufacturer to
perform DNSSEC val i dation. The device nmay for exanple be configured
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by the manufacturer shipped to resellers that store the device for a
few nonths, years before selling the devices to the final end user.
Simlarly, an operational device may remain unplugged for a while for
mai nt enance reason, or held in reserve when a crash occurs. This
fall back is never expected to happen and may happen years after.

Suppose a KSK conplete key roll-over occurs (for exanple at the Root
Zone) while the device is offline. Once plugged again, the device
will attenpt to validate DNSSEC signature with the old Trust Anchor
KSK.

The key point in this exanple is that the device is boot and does not
rely on cached information.

Requi rement 2: DNSSEC Val i dat or MJUST be able to check the validity of
their Trust Anchor KSKs.

Requi rement 3: DNSSEC Val i dator MJUST be able to retrieve their Trust
Anchor KSKs.

We think these requirenents are not restrictive to the Root Zone KSK
but to any KSK. In fact it is not always possible to build a trusted
del egati on between the Root Zone and any sub zone. This may happen
for exanple if one of the upper zones does not handle the secure

del egation or inproperly inplenent it. A DS RRset may not be
properly filled or its associated signature cannot be validated. As
the chain of trust between a zone and the root zone nay not be
val i dat ed, the DNSSEC validation for the zone requires a Trust

Anchor. Such DNS(SEC) resolutions may be critical for infrastructure
managenent. A conpany "Exanple" may for address all its devices
under the domain exanple.com and may not want disruption to happen if
t he .com del egati on cannot be validated for any reason. Such
conpani es may provision there DNSSEC Validator with the Trust Anchor
KSK for the zone exanple.comin addition to the regul ar DNSSEC

del egati on.

Not e that providing Trust Anchor KSKs is a crucial operation and can
be used a vector of attack. As a result, this operation MJST be
performed cautiously.

6. Energency Key rollover

By enmergency key roll over, this paper designates any rollover that
are not perforned as described in Section 4.1 of [ RFC6781] and that
result in differences between data stored in the cache of the DNSSEC
Val idators and the authoritative servers (see section 4.2 in

[ RFC6781])
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Emer gency key roll over can be intentionally perfornmed or result from
an unexpected behavior in the publishing/validation chain. This is
out of scope of this docunent to understand the reasons/notivations
for such key roll over. This docunent assunes such situation are
likely to happen and lists the requirenment so DNSSEC Val i dator can
recover from such situations.

6. 1. Invalid cached ZSK

An energency ZSK rollover may result in a new ZSK with associ ated new
RRSI G published in the authoritative zone, while DNSSEC Val i dator nmay
still cache the old value of the ZSK. For a RRset not cached, the
DNSSEC Val i dator perfornms a DNSSEC query to the authoritative server
that returns the RRset signed with the new ZSK. The DNSSEC Val i dat or
val i dates the signature with the old ZSK which results in an invalid
si gnat ure check.

Suppose that the old ZSK has been corrupted and that old RRsets have
been spoofed. Until the ZSK TTL expires, the DNSSEC Val i dat or

consi ders the spoofed RRsets as valid and the newWwy signed RRsets as
i nvalid.

Requi rement 4: DNSSEC Val i dator MJUST be able to be infornmed a ZSK
MUST be flushed from cache.

Note that if the DNSSEC Validator receives an indication that a ZSK
is not valid anynore, it is expected to flush its cache entries of
the old ZSK as well as all entries that have been validated by the
old ZSK. This does not lead to inpersonation of ZSK, at nost it
generates sone additional DNSSEC resol utions and validations.

Note al so, that constantly informthe DNSSEC Val i dator of flushing a
specific ZSK may | ead to service disruption. |In order to prevent
such attacks, the DNSSEC i s expected to have nechanisns to limt the
frequency a zone ZSK can be flushed. Simlarly, inform ng the DNSSEC
Val i dator of flushing randomy chosen ZSK nay be associate to
resource exhaustion attacks, and also affect the resol ution service.
As a result, nechanisns are expected to limt the overall nunber of
flushing actions. These case are detailed in Section 11

6. 2. Invalid cached RRSI G

This woul d mean the DNSSEC Val i dator caches a new ZSK, but still has
a RRset with a RRSIG signed with the old ZSK

This situation should not happen as when a ZSK is renewed all RRsets
validated by the old ZSK are flushed fromthe cache.
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6. 3. Invalid cached KSK

Consequences of invalid KSK are simlar to ZSK. None of the RRSIG
can be validated even the one signing the ZSK. (cf. Section 6.1)

Requi rement 5: DNSSEC Val i dat or MJUST be able to be infornmed a KSK
MUST be flushed from cache.

6. 4. Invalid DS

The DS RRset is stored in the parent zone to build a chain of trust
with the child zone. This DS RRset can be invalid because its RDATA
(KSK) is not anynore used in the child zone or because the DS is
badl y signed and cannot be validated by the DNSSEC Val i dat or.

In both cases the child zone is considered as i nsecure and the valid
child zone's KSK shoul d become a Trust Anchor KSK

Requi renment 6: DNSSEC Val i dat or MJUST be able to be infornmed a KSK
SHOULD be trusted as a Trust Anchor KSK

7. Invalid RRSIG

A zone may have been badly signed, which neans that the KSK or ZSK
cannot validate the RRSIG associated to the RRsets. This may not be
due to a key roll over, but to an inconpatibility between the keys
(KSK or ZSK) and the signatures.

Requi rement 7: DNSSEC Val i dator MJUST be able to be infornmed that a
KSK or a ZSK MJUST NOT be used for RRSIG validation. Unlike
"flushing", "MJST NOT be used" neans the issue is not a

synchroni zation issue, but that legitimate keys are invalid. Such
Keys are known as Negative Trust Anchors
[1-D.livingood-negative-trust-anchors].

This means that the zone for a given tine wll be known as "known
i nsecure”. The DNSSEC Validator is not expected to perform signature
validation for this zone. It is expected that this information is

associated to a Tine To Live (TTL).

Note that, this informati on may be used as an attack vector to
i npersonate a zone, and nust be provided in a trusted way, by a
trusted party.

If a zone has been badly signed, the adm nistrator of the
authoritative DNS server nay resign the zone with the sane keys or
proceed to an energency key rollover. |If the signature is perforned
with the sane keys, the DNSSEC Validator nmay notice by itself that
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RRSI G can be validated. On the other hand if a key rollover is
performed, the newy received RRSIGw Il carry a new key id. Upon
receiving a new key id in the RRSIG the DNSSEC Validator is expected
to retrieve the new ZSK/KSK. |If the RRSIG can be validated, the
DNSSEC Val i dator is expected to renove the "known insecure" flag.

However, if the KSK/ ZSK are roll edover and RRSI G cannot be vali dated,
it remains hard for the DNSSEC Validator to determ ne whet her the
RRSI G cannot be validated or that RRSIG are invalid. As a result:

Requi rement 8: The DNSSEC Val i dat or MJUST be able to be inforned that
a KSK or a ZSK is known "back to secure".

8. Private KSK

DNS(SEC) aut horitative server are expected to provide public data.
Corporate networks or honme networks may want to provide different
views for their intranet and the public Internet. This was commonly
known as "split-dns". This neans that private networks |ike honme
networ ks or corporate networks will not be able to use DNSSEC on the
private view.

Requi rement 9: DNSSEC Val i dator MAY be able to be provided KSK for
private use.

In that case, the DNSSEC Validator nmay have two KSKs, one for the DNS
public view and one for the private view

9. Requirenents

The docunent |ists the follow ng requirenents:

Requi rement 1: DNSSEC val i dator MJST be provi ded neans to
appropriately update their tinme.

- Requirement 2: DNSSEC Validator MJST be able to check the validity
of their Trust Anchor KSKs.

- Requirement 3: DNSSEC Validator MJST be able to retrieve their
Trust Anchor KSKs.

- Requirement 4: DNSSEC Validator MJST be able to be infornmed a ZSK
MUST be flushed from cache.

- Requirenment 5: DNSSEC Validator MJST be able to be informed a KSK
MUST be flushed from cache.
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10.

11.

Requi rement 6: DNSSEC Val i dator MJUST be able to be inforned a KSK
SHOULD be trusted as a Trust Anchor KSK

- Requirement 7: DNSSEC Validator MJST be able to be informed that a
KSK or a ZSK MUST NOT be used for RRSIG validation.

- Requirenment 8: The DNSSEC Val i dator MJST be able to be inforned
that a KSK or a ZSK is known "back to secure".

- Requirenment 9: DNSSEC Validator MJST be able to be provi ded KSK
for private use.

| ANA Consi derati ons
There are no | ANA consideration for this docunent.
Security Considerations

The requirenments listed in this docunent aimat providing the DNSSEC
Val i dat or appropriated informati on so DNSSEC val i dati on can be
performed. On the other hand, providing inappropriate informtion
can lead to m sconfiguring the DNSSEC Val i dator, and thus disrupting
t he DNSSEC resolution service. As a result, enabling the setting of
configuration paraneters by a third party may open a w de surface of
attacks.

As an appropriate tinme value is necessary to performsignature check
(cf. Section 4), an attacker may provide rogue tinme value to prevent
t he DNSSEC Val i dator to check signatures.

An attacker may al so affect the resolution service by regularly
asking the DNSSEC Val idator to flush the KSK/ZSK fromits cache (cf.
Section 6.1 Section 6.3). All associated data will also be flushed.
Thi s generates additional DNSSEC resol uti on and additi onal

val i dati ons, as RRSet that were cached require a DNSSEC resol ution
over the Internet. This affects the resolution service by slow ng
down responses, and increases the |oad on the DNSSEC Vali dat or.

An attacker may ask the DNSSEC Validator to consider a rogue KSK/ ZSK
( cf. Section 6.4, Section 8), thus hijacking the DNS zone.
Simlarly, (cf. Section 7) an attacker nmay informthe DNSSEC
Validator not to trust a given KSK in order to prevent DNSSEC

val idation to be perforned.

An attacker (cf. Section 7) can advertise a "known insecure" KSK or
ZSK is "back to secure" to prevent signature check to be perforned
correctly.

M gaul t (Ed) Expires April 10, 2015 [ Page 8]



I nternet-Draft DNSSEC Val i dat or Requi renents Cct ober 2014

12.

13.

13.

As a result, information considered by the DNSSEC Val i dator should be
froma trusted party. This trust party should have been

aut henti cated, and the channel used to exchange the information
shoul d al so be protected and aut henti cat ed.
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