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Abstract

Thi s docunent describes a nethod (464XLAT) for | Pv4 connectivity
across | Pv6 network by conbination of stateful translation and

statel ess transl ation. 464XLAT is a sinple technique to provide |Pv4
access service while avoiding encapsul ation just by using tw ce |Pv4/
| Pv6 transl ation standardi zed in [ RFC6145] and [ RFC6146].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (IETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on April 26, 2012.
Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
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described in the Sinplified BSD License.
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I nt roducti on

The | ANA unal | ocated | Pv4 address pool was exhasuted on February 3,
2011. It is likely that each RIR s unallocated | Pv4 addres pool will
exhaust in the near future. In this situation, it will be difficult
for nost ISPs to assign global 1Pv4 address to end users.

Thi s docunent describes an | Pv4 over |Pv6 solution as one of the
nmeasures of |Pv4 address exhaustion and encouragenent of |Pv6
depl oynent .

This method (464XLAT) in this docunent is using twce |Pv4/lPv6
transl ati on standardi zed in [ RFC6145] and [RFC6146]. It does not
need DNS64 [ RFC6147] technol ogy for the purpose of providing |Pv4d
over I Pv6 service by this nmethod. It is also possible to provide
single IPv4/1Pv6 translation service, which will be needed in the
near future. This feature is one of the advantages, because it can
be an encouragenent to gradually transition to |Pv6.

This method is a conbination of existing technol ogi es and provides a
sinple way of providing connectivity to the IPv4 Internet without the
use of a CGN nor a port nmapping al gorithm

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter m nol ogy

PLAT: PLAT is Provider side translator(XLAT). A stateful
transl ator conplies with [ RFC6146] that perfornms 1:N
translation. It translates global |IPv6 address to gl obal
| Pv4 address, and vice versa.

CLAT: CLAT is Customer side translator(XLAT). A stateless
transl ator conplies with [ RFC6145] that performs 1:1
translation. It algorithmecally translates private |Pv4
address to gl obal |1Pv6 address, and vice versa. It has also
| Pv6 router function that can forward | Pv6 packet for |Pv6
hosts in end-user network. Furthernore, it has DNS Proxy
function with IPv6 transport that provi des nanme resol ution
for 1Pv4 hosts and | Pv6 hosts in end-user network. The
presence of DNS64 [ RFC6147] and any port mappi ng al gorithm
are not required.
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4. Net wor k Architecture

464XLAT nethod is shown in the follow ng figure.

| v6 |
|
- - | B
| v6 |----- + / \ / \
---- | - / | Pv6 \' eeee- / I Pv4 \
+---| CLAT |---+ [Internet +---| PLAT |---+ [Internet
------------- \ / - \ /
| v4p/ v6 | --+ B ’ B
------- | |
_____ | - - -
| vap |----+ | vag |
_____ | - -
<- v4p -> XLAT <--------- VG ~-------- > XLAT <- v4g ->

ve : G obal |Pv6
vdp : Private |Pv4
vdg : G obal |1Pv4

Figure 1. Network Topol ogy

5. Applicability

When | SP has | Pv6 access network infrastructure and 464XLAT, | SP can
provi de | Pv4 service to end users.

If the | XP or another provider operates the PLAT, all |1SPs have to do
is to deploy IPv6 access network. All |ISPs do not need | Pv4
facilities. They can mgrate quickly their operation to an |Pv6-only
environment. Incidentally, Japan Internet Exchange(JPIX) is
provi di ng 464XLAT trial service since July 2010.

6. I nplenmentation Considerations

6.1. [|Pv6 Address Format

| Pv6 address format in 464XLAT is presented in the follow ng format.
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| Pv6 Address Format for 464XLAT

Sour ce address and destination address have | Pv4 address enbedded in
the loworder 32 bits of the | Pv6 address. The fornmat is defined in
Section 2.2 of [RFC6052]. However, 464XLAT does not use the Wl -
Known Prefix "64:ff9b::/96".

6.2. DNS Proxy Inplenentation

CLAT perform DNS Proxy for IPv4 hosts and | Pv6 hosts in end-user
network. It MJST provide name resolution with IPv6 transport. It
does not need DNS64 [ RFC6147] function.

6.3. |1Pv6 Fragnent Header Consideration

In the 464XLAT environnent, the PLAT and CLAT SHOULD i nclude an | Pv6
Fragnent Header, since |IPv4 host does not set the DF bit. However,
the | Pv6 Fragnment Header has been shown to cause operational
difficulties in practice due to limted firewall fragnentation
support, etc. Therefore, the PLAT and CLAT nmay provide a
configuration function that allows the PLAT and CLAT not to include
t he Fragnent Header for the non-fragnented | Pv6 packets. At any
rate, both behaviors SHOULD mat ch

6.4. Auto Prefix Assignnment

Source | Pv6 prefix assignnment in CLAT is via DHCPv6 prefix del egation
or another nethod. Destination IPv6 prefix assignment in CLAT is via
some nmethod. (e.g., DHCPv6 option, TR 069, DNS, HITP, etc.)

7. Depl oynent Considerations

Even if the Internet access provider for consuners is different from
t he PLAT provider (another Internet access provider or |nternet
exchange provider, etc.), it can inplenent traffic engineering

i ndependently fromthe PLAT provider. Detailed reasons are bel ow

1. The Internet access provider for consuners can figure out |Pv4
source address and | Pv4 destination address fromtranslated |IPv6
packet header, so it can inplenent traffic engineering based on
| Pv4 source address and | Pv4 destination address (e.g. traffic
monitoring for each | Pv4 destination address, packet filtering
for each | Pv4 destination address, etc.). The Tunneling nethods

Mawat ari & Kawashi ma Expires April 26, 2012 [ Page 5]



| nt er net - Draf t 464 XLAT Cct ober 2011

10.

11.

do not have such a advantage, w thout any deep packet inspection
for visualizing the inner |Pv4 packet of the tunnel packet.

2. |If the Internet access provider for consuners can assign |Pv6
prefix greater than /64 for each subscriber, this 464XLAT net hod
can separate | Pv6 prefix for native | Pv6 packets and XLAT prefix
for 1Pv4/1Pv6 translation packets. Accordingly, it can identify
the type of packets ("native |IPv6 packets" and "I Pv4/|Pv6
transl ati on packets"), and inplenent traffic engineering based on
| Pv6 prefix.

And this 464XLAT net hod have two capabilities. One is a IPv6 -> | Pv4
-> | Pv6 translation for sharing gl obal |IPv4 addresses, another is a

| Pv4 -> I Pv6 translation for reaching IPv6 only servers from | Pv4
only clients that can not support IPv6. [Pv4 only clients wll
remain for a while.

Security Consi derations

To i npl enent a PLAT, see security considerations presented in Section
5 of [RFC6146].

To i npl enent a CLAT, see security considerations presented in Section
7 of [RFC6145]. And furthernore, the CLAT SHOULD perform Bogon
filter, and SHOULD have IPv6 firewall function as a IPv6 router. It
is useful function for native |IPv6 packet and translated | Pv6 packet.
The CLAT SHOULD check | Pv6 packet received fromWAN interface. |If
the packet is invalid prefix (i.e., it is not XLAT prefix), then
SHOULD silently drop the packet. In addition, the CLAT SHOULD check
| Pv4 packet after the translation. |If the packet is not match
private | Pv4 address of LAN, then SHOULD silently drop the packet.

| ANA Consi der ati ons
Thi s document has no actions for | ANA.
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