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Abstract

Thi s docunent describes an optim zation to BFD Aut hentication as
described in Section 6.7 of BFD [ RFC5880].

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”

This Internet-Draft will expire on August 17, 2015.
Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Aut henticating every BFD [ RFC5880] packet with a Sinple Password, or
with a MD5 Message-Digest Algorithm|[RFC1321] and Secure Hash

Al gorithm (SHA-1) algorithns is conputationally intensive process,
making it difficult if not inpossible to authenticate every packet -

particularly at faster intervals. 1In addition, the recent escal ating
series of attacks on MD5 and SHA-1 [ SHA-1-attackl] [SHA-1-attack?2]
rai se concerns about their remaining useful lifetime as outlined in

Updat ed Security Considerations for the MD5 Message-Di gest and the
HVAC- MD5 Al gorithm [ RFC6151] and Security Considerations for the
SHA- 0 and SHA-1 Message-Digest Algorithm[RFC6194]. |If replaced by
stronger algorithns, the conputational requirenment of a stronger
algorithms will nake the task of authenticating every packet even
nore difficult to achieve.

Thi s docunent proposes that only BFD franmes that signal a state
change in BFD be authenticated. The rest of the franmes can be
transmtted and received w thout authentication enabled. Bulk of the
frames that are transmitted and received have no state change
associated with them Limting authentication to frames that affect
a BFD session state allows for nore sessions to be supported for

aut hentication. WMreover, nost BFD franes that signal a state change
are generally transmtted at a slower interval of 1s |eaving enough
time to conpute the hash

Section 2 tal ks about the changes to authentication node as descri bed
in BFD [ RFC5880] .
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2.

5.

1

Aut henti cati on Mde

The cryptographi c authenticati on nmechani sns specified in BFD

[ RFC5880] describes enabling and di sabling of authentication as a one
time operation. As a security precaution, it nentions that

aut hentication state be allowed to change at nost once. Once turned
on, the docunent tal ks about every packet being enabled wth

Aut hentication bit and payload. |In addition, it states that an

i mpl enmentati on SHOULD NOT all ow the authentication state to be
changed based on the receipt of a BFD Control packet.

Thi s docunent proposes that the authentication node be nodified to be
enabl ed on demand. Instead of every packet being authenticated, the
two ends can deci de which franes need to be authenticated, and

aut henticate only those franes. For exanple, the two ends can decide
that BFD franes that indicate a state change shoul d be authenti cated
and enabl e authentication on those franes only. If the two ends have
not previously negotiated which frames they will transmt or receive
wi th authentication enabled, then the BFD session wll fail to cone
up, because at | east one end will expect every franme to be

aut henti cat ed.

| ANA Consi derati ons
Thi s docunment makes no request of | ANA

Note to RFC Editor: this section nmay be renoved on publication as an
RFC.

Security Considerations

The approach described in this docunent enhances the ability to

aut henti cati on a BFD session by taking away the onerous requirenent
that every frame be authenticated. By authenticating franmes that
affect the state of the session, the security of the BFD session is
mai nt ai ned. As such this docunent does not change the security
consi derations for BFD

Ref er ences
Nor nati ve Ref erences
[ FI PS-180- 2]
National Institute of Standards and Technol ogy, FIPS PUB

180-2, "The Keyed-Hash Message Aut hentication Code
(HMAC) ", August 2002.

Jet hanandani, et al. Expi res August 17, 2015 [ Page 3]



I nternet-Draft BFD Aut henti cati on February 2015

[ FI PS-198]
National Institute of Standards and Technol ogy, FIPS PUB
198, "The Keyed-Hash Message Aut hentication Code (HVAC) ",
March 2002.

[I-D.ietf-bfd-generic-crypto-auth]
Bhatia, M, Manral, V., Zhang, D., and M Jethanandani,
"BFD Generic Cryptographic Authentication", draft-ietf-
bf d- generi c-crypto-auth-06 (work in progress), April 2014.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC6039] Manral, V., Bhatia, M, Jaeggli, J., and R Wite, "Issues
wi th Existing Cryptographic Protection Methods for Routing
Protocol s", RFC 6039, October 2010.

[ RFC6151] Turner, S. and L. Chen, "Updated Security Considerations
for the MD5 Message- Di gest and the HVAC- MD5 Al gorithns",
RFC 6151, March 2011.

[ RFC6194] Polk, T., Chen, L., Turner, S., and P. Hoffman, "Security
Considerations for the SHA-O and SHA-1 Message- Di gest
Al gorithnms", RFC 6194, March 2011

5.2. Informative References
[ Dobb96a] Dobbertin, H, "Cryptanal ysis of MD5 Conpress”, My 1996.

[ Dobb96b] Dobbertin, H, "The Status of MD5 After a Recent Attack",
Crypt oBytes", 1996.

[1-D.ietf-karp-desi gn-gui de]
Lebovitz, G and M Bhatia, "Keying and Authentication for
Routing Protocols (KARP) Design CGuidelines", draft-ietf-
kar p- desi gn-gui de-10 (work in progress), Decenber 2011.

[ MD5- at t ack]
Wang, X., Feng, D., Lai, X., and H Yu, "Collisions for
Hash Functions M), MD5, HAVAL-128 and RI PEMD', August
2004.

[ NI ST- HVAC- SHA]
National Institute of Standards and Technol ogy, Avail able
online at http://csrc.nist.gov/groups/ ST/ hash/policy.htm,
"Nl ST's Policy on Hash Functions", 2006.

Jet hanandani, et al. Expi res August 17, 2015 [ Page 4]



| nt er net - Draf t

[ RFC1321]

[ RFC2104]

[ RFC4086]

[ RFC4822]

[ RFC5310]

[ RFC5709]

[ RFC5880]

[ RFC6234]

BFD Aut henti cati on February 2015

Rivest, R, "The MD5 Message-Di gest Al gorithni, RFC 1321,
April 1992.

Krawczyk, H., Bellare, M, and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104, February
1997.

Eastl ake, D., Schiller, J., and S. Crocker, "Randommess
Requi renments for Security", BCP 106, RFC 4086, June 2005.

Atkinson, R and M Fanto, "Rl Pv2 Cryptographic
Aut hentication", RFC 4822, February 2007.

Bhatia, M, Manral, V., Li, T., Atkinson, R, Wite, R,
and M Fanto, "IS-1S Generic Cryptographic
Aut hentication", RFC 5310, February 2009.

Bhatia, M, Mnral, V., Fanto, M, Wiite, R, Barnes, M,
Li, T., and R Atkinson, "OSPFv2 HVAC- SHA Cryptographic
Aut henti cation", RFC 5709, Cctober 2009.

Katz, D. and D. Ward, "Bidirectional Forwardi ng Detection
(BFD)", RFC 5880, June 2010.

East| ake, D. and T. Hansen, "US Secure Hash Al gorithns
(SHA and SHA- based HVAC and HKDF)", RFC 6234, May 2011.

[ SHA- 1- att ack1]

Wang, X., Yin, Y., and H Yu, "Finding Collisions in the
Ful | SHA-1", 2005.

[ SHA- 1- att ack2]

Aut hor s’

Wang, X., Yao, A, and F. Yao, "New Collision Search for
SHA- 1", 2005.

Addr esses

Mahesh Jet hanandani
Ci ena Corporation

3939 North

1st Street

San Jose, CA 95134

USA

Phone: +1 (408) 904-2160

Emai |l : mjet

Jet hanandani ,

hanandani @mai | . com

et al. Expi res August 17, 2015 [ Page 5]



I nternet-Draft BFD Aut henti cati on February 2015

Ashesh M shra

G ena Corporation
3939 North 1st Street
San Jose, CA 95134
USA

Phone: +1 (408) 904-2114
Emai | : m shra. ashesh@nmai |l . com

Ankur Saxena

Ci ena Corporation
3939 North 1st Street
San Jose, CA 95134
USA

Emai | : ankur psaxena@nai |l . com

Manav Bhati a
| onos Net wor ks

Bangal ore
I ndi a
Emai | ;. manav@ onosnet wor ks. com

Jet hanandani, et al. Expi res August 17, 2015 [ Page 6]



