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Abstract

Thi s docunent specifies an automatic tunneling mechani smfor
providing | Pv4 connectivity service to | Pv6 end users in the same DS-
Lite domain. Key aspects include statel ess operation and algorithmc
mappi ng between | Pv4 addresses and | Pv6 tunnel endpoints.

Status of this Mno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 26, 2012.

Copyright Notice

Li,

Copyright (c) 2011 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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I nt roducti on

DS-Lite [ RFC6333] technology is used to deploy IPv6 follow ng | Pv4d
exhaustion in service provider networks. It enables a broadband
service provider to share | Pv4 addresses anong custoners by conbi ning
| Pv4-in-1Pv6 tunnel and NAT44 transl ation.

From the view of network topology, DS-Lite is a good solution to
"Hubs and Spokes" problem [ RFC4925] since all the IPv4 traffic from
B4 will be concentrated at AFTR even if all the IPv4 traffic are

bet ween two adj acent B4 devices. But, there are huge IPv4 traffic
demands anong end users. Many applications such as Instant Messenger
are providing directly end-to-end highspeed transport when they find
correspondi ng users are adjacent, instead of relaying the traffic by
renote server

Current DS-Lite technol ogy concentrates all end users’ IPv4 traffic
in IPv4-in-1Pv6 tunnels at AFTR and AFTR relays IPv4 traffic anong
different tunnels. It delays packet delivery anong adj acent users,
aggravat es additi onal workload on AFTR or CGN and invol ves redundant
f orwar di ng pat h.

Thi s docunent introduces the concept of domain to DS-Lite technol ogy.
A DS-Lite domai n consists of many hone gateways or CPEs wwth B4
function and one CGN with AFTR function. |Pv4 packets encapsul at ed
by DS-Lite follow the 1 Pv6 routing topology within the SP network

bet ween CPEs or between CPE and CGN. Fromthe view of network

t opol ogy, CPE-to-CPE IPv4 traffic in an IPv6 domain is a "Mesh"
probl em [ RFC4925]. This docunent introduces intra-domain automatic
tunnel technology to solve it.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter m nol ogy

DS-Lite domain (Domain): A set of DS-Lite CPEs and CGN connected to
the sane virtual DS-Lite Iink. An SP may deploy DS-Lite within a
single DS-Lite domain or across nultiple DS-Lite domains.

DS-Lite CPE (CPE): The home gateway with B4 function.

DS-Lite CGN (CGN): The tunnel concentrate points with AFTR funtion.
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CPE I Pv4 prefix: The IPv4 prefix of the CPE. It is derived fromthe
CPE tunnel address. CPE IPv4 prefix is the subset of Donmain |Pv4d
prefix and can be assigned to LAN side.

CPE tunnel address: The | Pv6 address on the B4 interface of CPE. It
is conbined by Domain | Pv6 prefix and CPE | Pv4 prefix.

CGN tunnel address: The | Pv6 address on the AFTR interface of CGN
It may be any gl obal | Pv6 address.

Domain | Pv4 prefix: A part of or all of IPv4 private address space
shared anong different service providers. It is non-overlapping in a
DS- Li t e Domai n.

Domain | Pv6 prefix: A part of global |IPv6 address space. It differs
anong different DS-Lite Domains and keeps the same within a DS-Lite
Domai n.

4. Configuration

For a given DS-Lite domain, the CPE and CGN MUST be configured with a
set of mapping rules and tunnel addresses. The configuration MJST be
consistent for all CPEs and CGN within a given DS-Lite domain.

A mapping rules consists of the follow ng el enents: a CPE tunnel
address, a Domain IPv6 prefix length, a Domain IPv4d prefix length, a
CPE | Pv4 prefix length. See section 5 for detail ed description of
mappi ng rul es.

4.1. CPE Configuration
The CPE can obtain necessary paranmeters via DHCPv6 [ RFC3315]
protocols with new options. Generally, CPE needs an independent |Pv6
address via DHCPv6 to access native |IPv6 Internet. Besides, CPE
needs mappi ng rules and CGN tunnel address from DHCPv6 options to
access |IPv4 Internet. Also, these paraneters can be manually
configured on CPE

4.2. CGN Configuration

The CGN should be configured with CGN tunnel address at | east.

5. Algorithm c Mapping Rul es
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5.1. Froma CPE tunnel address to a Domain |Pv6 prefix

When a mapping rule is received, CPE will extract necessary

paraneters fromit. Domain |IPv6 prefix is calculated by CPE tunne
address and Domain | Pv6 prefix |ength.

S R T CPE tunnel address (128) @ ---------------- >
oo e o e e e e e eeoaooo- T - F-- - - +
| Domai n | Pv6 Prefix | Dommin |Pv4 Prefix | CPEID| 0O |
o m e e e e e e e e e e e e e m s o e e e e e e e e o - R +----- +

<- Donmain IPv6 Prefix length ->
Figure 1. Froma CPE tunnel address to a Domain |IPv6 prefix
5.2. Froma CPE tunnel address to a Domain |IPv4 prefix
When a mapping rule is received, CPE wll extract necessary

paraneters fromit. Domain |IPv4 prefix is calculated by CPE tunne
address and Domain | Pv4 prefix |ength.

S LR CPE tunnel address (128) @ ---------------- >
o e e e e e e e e o - o m e e e e e e e e e e e e e m s R +----- +
| Domain | Pv6 Prefix | Domai n | Pv4 Prefix | CPEID| O |
R R T Hommmmm - +--- - +

<- Domain |IPv4 Prefix length ->
Figure 2. Froma CPE tunnel address to a Domain |IPv6 prefix
5.3. Froma CPE tunnel address to a CPE | Pv4 prefix
When a mapping rule is received, CPE w || extract necessary

paranmeters fromit. CPE IPv4 prefix is calculated by CPE tunnel
address and CPE | Pv4 prefix |ength.

A CPE tunnel address (128) @ ---------------- >

T e S IR . +

| Domain | Pv6 Prefix | Domai n | Pv4 Prefix | CPEID | O |

e e e - oo - - +
<- CPE | Pv4 Prefix length ->

Figure 3: Froma CPE tunnel address to a Domain | Pv6 prefix
5.4. Froman |IPv4 address to a CPE tunnel address
When a packet destined for hosts intra-donmain is received, the
destination | Pv4 address will be mapped to the CPE tunnel address of

destination host. The Domain | Pv6 Prefi x has been cal cul ated out
frommapping rule during initialization. The CPE IPv4 Prefix |length
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keeps the sane in a DS-Lite domain. The CPE | Pv4 Prefix can be
cal cul ated by destination | Pv4 address and CPE | Pv4 Prefix |ength.

<- CPE | Pv4 Prefix length ->
Fom e e e e e e e e e oo o o e e e e e e e e e e S pep— +
| Domain | Pv6 Prefix | CPE | Pv4 Prefix | O |
o T S +
S L E T CPE tunnel address (128) @ ---------------- >

Figure 4. Froma CPE tunnel address to a Domain |IPv6 prefix

6. CPE and CGN behaviors

6.1. CPE reception of an |Pv4 packet
Step 1:
CPE cal cul ates destination CPE | Pv4 prefix by CPE | Pv4 Prefix |length
and the I Pv4 destination address in the received | Pv4 packet. Then

CPE conpares it with the Donmain | Pv4 prefix.

If the destination CPE IPv4 prefix is a part of Domain | Pv4 prefix,
the | Pv4 packet will be encapsulated in intra-domain automatic |Pv4-

in-1Pv6 tunnel. The source | Pv6 address is source CPE tunnel address
and the destination | Pv6 address is cal cul ated as desci bed in section
5.4. An automatic tunnel will be established between source CPE and

destinati on CPE bypassi ng CG\.

If the destination CPE | Pv4 prefix is out of Domain |Pv4 prefix, CPE
proceeds to step2.

Step 2:
The |1 Pv4 packet will be encapsulated in primtive DS-Lite |Pv4-in-
| Pv6 tunnel. The source | Pv6 address is source CPE tunnel address
and the destination |Pv6 address is the CGN tunnel address.

6.2. CPE reception of an |Pv6 packet
Step 1:

CPE decapsul ates the | Pv6 packet and forwards the | Pv4 packets to
destination host.
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6.3. CGN reception of an | Pv4 packet
The sane with existing AFTR nechani sns.
6.4. CGN reception of an | Pv6 packet

The sane with existing AFTR nmechani sns.

7. Security Considerations

TBD.

8. | ANA Consi derations
Thi s docunent nakes no request of | ANA
Note to RFC Editor: this section may be renoved on publication as an
RFC.
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