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Abstract

Trickle ICE is a nechanismthat allows | CE agents to send and receive
candi dates increnental ly rather than exchanging conplete lists. This
docunent gives several solutions for trickle ICE wth SIP protocol.
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I nt roducti on

Trickle ICE is a nechanismthat allows |ICE agents to send and receive
candi dates increnental ly rather than exchangi ng conplete lists. The
purpose of this nechanismis to reduce session establishnment tines,
and trickle ICE had al ready been included in XMPP Jingle [ XEP-0176]
and it has been used in rtcweb.

[I-D.rescorla-mrusic-ice-trickle] describes the basic nmechani sm about
trickle ICE. And this docunment illustrates several possible nethods
that can be used for trickle ICEwith SIP protocol.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Overvi ew

The general descirption about trickle ICE as described in
[I-D.rescorla-mmusic-ice-trickle] is that the initiator first include
an initial I CE description (such as |ICE credentials and host
candidates)in their Ofers. Answerers in this situation MAY send
their I CE description at any point after receiving that of the
offerer. After sending an | CE description each agent can conti nue
exchangi ng of additional candi dates

Sol uti ons
1. Using UPDATE net hod
This nethod conplies the SDP O fer/Answer nodel as described in
RFC3264. After the first SDP O A exchange for the initial |ICE

description, each side can start to send the SIP UPDATE request which
contains the newy coll ected candi dats.
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STUN STUN
server Alice Bob Server
| F1 1NVI TE( SDP of fer) |
| | CE host candi date |
I
I

I I
I I
| discovery I > |
| <------------ | di scovery |
I I |--------- > |
| new cands | F2 18x response(SDP answer) | |
| --------- > | | CE host candi dat e | |
| R | new cands |
I I | <------- I
| | F3 UPDATE( SDP of f er) | |
| | new candi dates | |
I LR R > I I
I I -
| new cands | F4 200 OK to UPDATE | |
| --------- > | SDP answer (new candi dat es | |
I I may has) I I
| | | |
| | F5 UPDATE( SDP of f er) | |
| | new candi dat es | |
| | (only can send when F4 has | |
| | received) | |
| | o > | |
I I I I
I I I I
| <----- T1------ D R T2------------ > <---Tl---->

Figure 1: Using UPDATE request for ICE trickling

As descri bed above, each side can start to send the SIP UPDATE
request which contains the newly collected candidats after the first
SDP O A exchange. This may cause the "glare" problem as described in
RFC3264. In SIP protocol, as specified in RFC3261, when "gl are"
probl em happened, the user agent MJST return a 491 (Request Pendi ng)
response, then waits for the tinmer to expire, so it can start to send
anot her new UPDATE request. Although the "glare" problem can be
sloved, it will increase the session setup tines.

Anot her issue for the UPDATE nethod is that, for exanple, if Alice
wants to send anot her UPDATE request (nmessage F5 in Figure 1) to
carry anot her new candi dats, she has to wait until the SDP answer in
SIP 200 K for the previous UPDATE request (message F4 in figure 1)
has received fromBOb. This does not conpletely conply with the
trickle I CE nechani sm because, trickle ICE requires the participants
to send the additional candi dates as soon as the new candi date has
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Li

been col | ect ed.

Assumi ng the candidate collecting tinme is Tl, nessage transfer tine
fromAlice to Bob is T2, and Tl snaller than 2*T2.

For the best case, w thout glare happened:

The fastest tinme for Bob to receive the first additional candi dates
i nformation (nmesssage F3 in Figurel) after received the first SIP
I NVI TE request (nmessage F1 in Figure 1)is 2*T2.

The fast time for Alice to receive the first additional candi dates
information (nmessage F4 in Figure 1)after received the first response
nmessage (nessage F2 in Figurel)is 2*T2.

Usi ng UPDATE net hod, in sone cases, may has sone effect to reduce the
session establichnent, but in nost cases, it can not guarantee it

wor ks, for exanple, when "glare" happened.
2. Using I NFO net hod

This method use SIP I NFO nessage to carry the additional candi dates.

Either side can start to send the SIP I NFO nessage w t hout any
collision problem
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STUN STUN
server Alice Bob Server
| F1 1NVI TE( SDP of fer) |
| | CE host candi date |
I
I

I I
| |
| di scovery I > |
| <------------ | di scovery |
I I |--------- > |
| new cands | F2 18x response(SDP answer) | |
| --------- > | | CE host candi date | |
| R | new cands |
I I | <------- I
| | F3 I NFQ( package for | |
| | new candi dates ) | |
I I > I I
I I I I
| | F4 200 OK to I NFO | |
I | <-mmmmeiieeee I I
I I I I
| | F5 | NFQ( package for | |
| | new candi dates ) | |
I | <o I I
I I I I
| | F6 200 OK to I NFO | |
I | m-mmme e > I I
I I I I
| <----- T1------ R T2------cee--- > <---Tl---->
F

igure 2: Using INFO request for ICE trickling

Using SIP I NFO nethod to carry additional candi dates needs to define
a new i nfo package as described in RFC6086.

The issue for INFO nethod is that, |INFO nessage has to use the
existing SIP dialog, that is to say, as the caller, Alice can not
send the I NFO nessage(nmessage F3 in Flgure 2) until the first
response has recived from Bob(nessage F2 in Figure 2). Wen the
first response from Bob has received, Alice can start to send I NFO
message any tine it needed. At Bob side, it can send the | NFO
nmessage just after it send out the first response.

Usi ng | NFO net hod, only the candidiates informati on needs to be
exchanged between the two participants.

The only delay for session setup using INFO nethod is at the caller
side, and only for the first I NFO nessage. The other procedures
conply the trickle I CE nechani sm

Assum ng the candidate collecting tine is T1l, nessage transfer tine
fromAlice to Bob is T2, and Tl smaller than 2*T2.
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For nost cases, the fastest tinme for Bob to receive the first
addi ti onal candidates information (nmesssage F3 in Figure 2) after
received the first SIP INVITE request (message F1 in Figure 2)is
2*T2.

The fast tinme for Alice to receive the first additional candi dates
information (message F5 in Figure 2)after received the first response
nmessage (nessage F2 in Figure 2)is T1+T2-T2=T1.

Usi ng | NFO net hod can reduce the session establishnent tines, has
better effect than using UPDATE net hod.

4.3. Using SUBSCRI BE/ NOTI FY

SUBSCRI BE/ NOTI FY nethod is simlar to the Presence service, each side
has to inplement a trickle AS. One participant has to subscribe to
the trickle AS that belong to another participant.

At one side, whenever it collects a new candidate, it uses PUBLISH
nmessage to send the new candidates to its trickle AS, the trickle AS
will then send a NOTI FY nessage that al so contain the new candi dates
to the other side.

STUN Alice Bob STUN
server Alice trickle AS trickle AS Bob Server
| | | | | |
| | F1 INVITE (SDP offer) | CE host candi dat e| |
diScCOvVery | -------mmcmmmmm e e e e e s >
S | | | di scovery

~— — —

F2 18x response(SDP answer
| CE host candi date |

I

I

I

| |
| | F3 SUBSCRI BE |
| | event=trickle |
| | |
| | F4 200 OK to SUBSCRI BE

| | e >
| F5 SUBSCRI BE

I

event=trickle

I
I
T
| F6 200 OK to SUBSCRIBE |
I

new cands] | |

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| - > | F7 PUBLISH | | |
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| (new cands) | |

I I I
I e > | | |
| | F8 200 X | | | |
| EREEEEEEEES | |
| | | F9 NOTI FY (new cands) | |
| | | o > | |
| | | F10 200 K | |
| | | S | |
| | | | | new cands]
| | | | F11 PUBLISH |<------- |
| | | | (new cands) | |
| | | | <o | |
| | | | F12 200 OK | |
| | | R > | |
| | F13 NOTI FY (new cands) | | |
| | S | | |
| | F14 200 XK | | |
| | > | | |
I I I I I I
| | <-----T4---- - | <--- - T > |
| [ <----mmmmem - L R >| |
| <---Tl--->|<------------ T3---------- >| | <---T1-->
| | | <o T3 oo > |

Fi gure 3: Using SUBSCRI BE/ NOTI FY for ICE trickling

Usi ng SUBSCRI BE/ NOTI FY net hod needs to define a new subscri be event
package as described in RFC3265.

At the callee side, Bob can start to send SUBSCRI BE request (nmessage
F3 in Figure 3) when the first SIP INVITE request has received
(message F1 in Flgure 3), the request-URl of the SUBSCRI BE request
contains the AOR of Alice, and the event header field contains the
new val ue "trickle", the SUBSCRI BE request will route to the trickle
AS of Alice. Wenever Bob has collected a new candidate, it can send
a PUBLI SH request (nmessage 11 in Figure 3) which contain the new
candidate to its own trickle AS. Wen Bob trickle AS has received

t he SUBSCRI BE request from Alice(nmessage F5 in Figure 3), it can
start to send the NOTIFY request to Alice which including the new
candi date informati on of Bob. (message F13 in Figure 3).

At the caller side, if Alice has already known that Bob supports
trickle ICE before the call, Alice can send the SUBSCRI BE r equest
(message F5 in Figure 3) just after send out the first SIP INVITE
request, if Alice does know whet her Bob supports trickle |ICE before
the call, she has to wait until it has received the first response
from Bob(nmessage F2 in Figure 3). Alice can send the PUBLI SH request
(message F7 in Figure 3)which contain the additional candidate to its
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trickle AS only after the first SIP INVITE requset(nessage F1 in
Figure 3) has sent out.

Assunming that the candidate collecting tinme is Tl, nmessage transfer
time fromAlice to Bob is T2, and T1 snmaller than 2*T2, nessage
transfer time fromAlice to Bob trickle AS and the tinme fromBob to
Alice trickle ASis T3, obviously T3 smaller than T2. The tinme from
Alice to Alice trickle AS and the time fromBob to Bob trickle ASis
T4, but it can be ignored.

If Alice has already known that Bob supports trickle |ICE before the
cal | :

The fastest tinme for Bob to receive the first additional candi dates
information (nmesssage F9 in Figure 3) after received the first SIP

I NVI TE request (nmessage F1 in Figure 3)is happened at the case that
when F7 sends after F1, and arrives at Alice trickle AS before F3, so
the fastest tine is 2*T3.

The fast time for Alice to receive the first additional candi dates
information (message F13 in Figure 3)after received the first
response nessage (nessage F2 in Figure 3)is happened at the case that
when Alice send SUBSCRI BE request (F5) after F1, and do not need to
wait F2, so the fastest tine is T2+T1+T4+T3-2*T2=T1.

If Alice does know whet her Bob suppost trickle | CE before the call:

The fastest tinme for Bob to receive the first additional candi dates
informati on (nesssage F9 in Figure 3) after received the first SIP
I NVI TE request (nmessage F1 in Figure 3)is also 2*T3,

The fast time for Alice to receive the first additional candi dates
informati on (nmessage F13 in Figure 3)after received the first
response nessage (nessage F2 in Figure 3)is happened at the case that
when Alice sends F5 only when F2 has received, and knows that Bob
support trickle ICE, so the fastest tine is "2*T3" when F11 arrives
befer F5(T2+T1+T4+T3+(T2+T3-(T1+T4))-2*T2=2*T3), or "T1" when F5
arrives before F11(T2+T1+T4+T3-2*T2=T1).

For the SUBSCRI BE/ NOTI FY nmet hod, the effect to reduce session setup
time is better than using | NFO nethod, because PUBLI SH request can be
sent in a seperate dialog. However, this nmethod al so has sone issues
if one participant is involved in nultiple calls. Then there would
be nmultiple subscriptions to the trickle event. And the trickle AS
woul d sonehow need to figure out which subscriber should receive a
parti cul ar published candi date.
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5. Conparison

This section lists sone criterions for conparison for the above three
nmet hods.
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| ef fect of |
| i ncreasing the

| setup tine |

T R

| mul'tiple call |

| i nt er wor ki ng | No

| probl em |

Fom e e e S
Tabl e 1:

SIP signalling for

I CE trickling

U S N
| | UPDATE nethod | | NFO net hod
Fom e e e S R
| Using SDP O A | Yes | No
NSRRI R e
|[initiator can | |

| send new cands | |

| only when first | Yes | Yes

| answer has | |

| received from | |

| the renote side | |
U S N
| glare issue | Yes | No

| | |
o e e m o e e e - Fom e e o
| inforantion | All the SDP | Only new

| exchange | i nformati on has| cands i nfor
| | to exchange | needs to

| | | exchange

Fom e e e S R
| needs to wait | |

| t he answer | |

| so anot her new | Yes | No

| cands can be | |

| send | |

| | |
o e e m o e e e - Fom e e o
| new paraneter | | Yes

| needed | No | (new i nfo

| | | package)

Fom e e e e e o e oo o Fom e e Fom e o
| more signalling |less signalling| need nore

| | added | signalling

| | | t han UPDATe
| | | met hod
U S Fom e

| better than
| UPDATE

nmet hods conpari son
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SUBSCRI BE/ NOTI FY |
oo +
I No I
I I
o e e oo +
I I
I I
I No I
I I
I I
I I
oo +
I No I
I I
oo +

| Only new cands |
| i nfor needs to |
| exchange |

|

o +
I I
| |
| No |
I I
I I
| |
o e e e a e oo +
| YES |
| (new event) |
e .
| need nore |
| signalling than |
| I'NFO net hod |
e :
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Security Consi derations

To do

| ANA Consi der ati ons

Needed i f
the fina

| NFO met hod or SUBSCRI BE/ NOTI FY net hod has been chosen as
met hod.
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