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Status of this Meno

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as | nternet -
Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as “work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htni.

Abst r act

Thi s docunent descri bes a procedure that users can followto
significantly cut down on the anbunt of SPAM that they receive.

SPAM UCE (Unsolicited Comercial Enmail) has beconme a problemfor nost
Internet users, there is currently no conplete solution to the

probl em Once the procedure described in this docunent the user can
expect to see dramatically reduced SPAM Sone user refinenent nmay be
required at first, but this procedure is very |ow naintenance.

Copyright Notice

Copyright (C) The Internet Society (2003). All Ri ghts Reserved.
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Conventions used in this docunent
The key words “MJST”, “MJIST NOI", “REQUI RED’, “SHALL”, “SHALL NOT”,
“SHOULD”, “SHOULD NOT”, “RECOMMENDED', “MAY’, and “OPTIONAL” in this
docunent are to be interpreted as described in RFC-2119 [i].
A Virtual Address as used in this docunent is an email address not
directly existing on the server, but it specified by a catch-all.
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1. Ceneral Description

The key to making this procedure for SPAMelimnation work with
currently avail able server software is having two enail boxes
avai |l abl e. Each of these boxes MUST neet a different set of criteria
described later in this docunent.

This procedure can be used by corporate adm nistrators, |nternet
Service Providers (I1SP), or users who have the resource of their own
emai | server

1.1 Proper Inplenentation
Because the procedure described in this docunent drastically changes
the way user receives enmail the inplenmentation should either be

perfornmed at the user’s request, or with significant prior
notification.

KULARSKI Expires - February 2004 [ Page 2]



| nternet-Draft SPAM Reduct i on August 2003

2. Mail box 1

This mai |l box can be used with autonmated systens, and just about any
ot her purpose, except for those purposes noted for Mailbox 2 in
Section 3. This is the only mail box that is valid for use with non-
human senders.

For this mail box the server will need to recogni ze each user as their
own sub-donmain (ex. Jane Doe uses janedoe. exanple.net). The mail box
MUST have a sub-donmain or FQDN (Fully Qualified Domai n Nane)
associated with it. An MX (Mail Exchanger) record should point the
domain to the email server on which the account resides. The mail box
will be a general collection box for receiving all of the enai
pointed at a catch-all nail box. The address of the real enmil box
should remain private, unless Section 4 is utilized. If Jane uses
jane@ anedoe. exanple.net to login to her emai|l box, she should never
rel ease | ane@ anedoe. exanpl e. net to anyone as her enmil address. Each
entity that is to receive an enanil address fromthe user should be

gi ven a uni que address, so that the user has the ability to term nate
an emai |l address that has been SPAMed and possibly sold to a nmass
mailing list. If Jane were communicating with the Internet

Engi neering Task Force she could communi cate her email address as
bei ng | ETF@ anedoe. exanpl e. net .

Any email alias for common services, roles or functions, as defined
by RFC 2142 [ii], should be defined as aliases and pointed to those
users on the overseeing organization’ s domain (ISP, Corporation,
etc). If the user has his/her own server those roles (especially
Postnmaster) it is highly recommended that the user point those
addresses to the white |isted box [Section 3].

2.1 The Email Server Software

The Emai| server MJST have software capabl e of handling a catch-all
system The catch all mail box needs to point to a single mailbox on
the server. The mail box may reside on the sane domain or a separate
domai n, dependi ng upon the user’s needs and the server capabilities.
The emai| server SHOULD support the “X-RCPT-TO enmil header to allow
for identifying mail that may be di sgui sed.

Some email servers will often tell the sending server the destination
of any type of forwarded address, including for catch-alls. This MJST
NOT be allowed to occur on a server where the procedure described in
this docunent is inplenented.

2.2 Alternative to Catch-all
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A nore user involved, but nore reliable alternative to the catch-al
nmet hod for the first nmail box is having each user to specify their own
| ist of acceptabl e addresses.

In this method only the accepted addresses will be able to receive
mail. This can be done through the use of mail server aliases being
added for each approved address, or having the catch-all in place and

havi ng everything sorted out by a mail server rule that checks a |i st
of approved addresses. Messages received that are not on the approved
recipients list should be noved to a queue.

2.3 When SPAM Cccurs

After a short anobunt of tinme in circulation one or nore of the user’s
virtual addresses will begin to attract SPAM As soon as SPAM i s
received the “X-RCPT-TO" or “TO lines in the header should be
checked to verify the address that the nmail was destined for. The
virtual address should be i mediately discontinued from use.

A few options exist for what to do with the virtual address after it
is identified as a SPAMrecipient. First, the virtual address can be
created as an alias and forwarded to a dead-end nail box that is
automatically cleared after a certain amount of tinme (or is never
permanently recorded). The second optionis a little less drastic,
the virtual address can be created as an alias and pointed to another
actual account residing on the user’s domain. For exanple, Jane can
get all of her SPAMed virtual addresses pointed to

spam@ anedoe. exanpl e. net where she can later sort the mail manually,
or by a conventional SPAMidentification program

3. Mail box 2

This mai |l box can be used for personal communication, public
newsgr oups, web page contact or a situation where the address w |
only be used by humans.

For this mail box the server nmust support intelligent white Iisting.
Intelligent white listing involves the email box not only receiving
email fromsenders listed on the white list, but al so sending an
email to those who are not on the white Iist to give thema chance to
verify that they are human by accepting an enmil at a speci al

address, once that mail is received and the sender is confirned the
sender is automatically added to the white list, and the mail is

rel eased fromthe queue and delivered to the user.
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White listing by itself is effective in elimnating SPAM but is
horribly inconvenient, so it MJST be used in conjunction with the
catch-all mailbox in Section 2.

If SPAMis found in the white listed nail box the sender’s enui
addr ess should be renoved fromthe white |list and added to the
bl ackl i st.

It is preferable to place existing enail addresses as the white |i st
protected address once autonated systens that nust contact the user
have been notified of their assigned address on the catch-all system
Doing so will prevent an interruption in email, or the transition
period often associated with changi ng email systens.

4. Conbi ni ng Both Mi |l boxes

Mai nt ai ni ng two i ndependent enmail boxes is not user friendly, nor
does it maintain a | ow anbunt of network traffic. Mintaining two
separate mail boxes is quite resource heavy for both the server and
client. The two mmil boxes can be conbi ned on nbst servers that
support both catch-all and white list functions.

The proper way to configure both systens as a single mailbox is to
set up the catch-all systemas specified, and then configure an alias
to use white listing. If mail to the white |isted alias passes the
white list it can be delivered to the user’s main nail box that they
keep secret.

5. An Oops Queue

Where possible the email server SHOULD provi de access to a queue
where rejected mail fromthe whitelist or mail to an address not
specified by the user (if using option in Section 2.2) is stored. One
possi bl e way of inplenenting the queue is to use a web- based
Interface that connects to a non-user mail box, such as “queue” or
“spant.

The queue should be cleared of mail older than a set tinme limt such
as 30 or 45 days. An alternative to this would be a size based queue.
Once the gueue reaches a certain size begin deleting old nail on a
first-in, first-out nmethod. Consideration SHOULD al so be given to a
renoval method that will renove abnornmally large email fromthe queue
wi thout regard for the first-in, first-out nethod.

6. SPAM El i m nati on Process

There is a specific process that SHOULD occur for the user to be able
to be as SPAMfree as possible. The process uses the procedure from
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this docunent as well as other SPAM prevention techni ques. Each | evel
i s dependant upon server capabilities, but as many |evels as are
avai | abl e shoul d be utilized.

(1) Verify that the recipient address is valid locally

Reci pi ent address should either directly exist on the server, or
be a valid alias that has been user specified, etc. This step
requires that the server be used only for incomng mail, and rel ayed
mail is handl ed by another server.

(2) Verify open-relay status of sending server

If the sending server is |isted as an open-relay with an open-
rel ay dat abase the nessage is nost |ikely SPAM but you can not be
certain, recommendation in this situation is to nove to the queue.

(3) Check the message for viruses
| f the nmessage contains any viruses it should be dropped, or
noved to a quarantine area.

(4) Check mail using weight-based SPAM det ecti on software

Use a SPAM det ection software that assigns nessages a poi nt val ue
based on keywords, invalid headers, and other information. Use a
noderate cut-off weight to prevent valid mail from being flagged as
SPAM

7. Future Consi derations

In the future the devel opers of emmil server software may want to
wite the software with the ability to assign each user to their own
sub- donai n and not have to specify the sub-domain as an i ndependent
domain within the sever software configuration.

3. Results of Experinents Performnmed

Several experinents of the procedure described in this docunent were
perfornmed. In each of the experinments there was no | oss of legitimte
emai |, and only about 2% of the mail was identified as SPAM The
experinments were perfornmed with live email accounts and actual users
usi ng the mail boxes for a period of 6 nonths.

The experinental users had an average of about 25 aliases for
avoi di ng SPAM on the catch-all system and an average of 3.2
addresses on their blacklists to avoid nmail going to the whiteli st
only system
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Security Considerations
There are no security concerns associated with this docunent, other

than those that are already present in current el ectronic nai
pr ot ocol s.
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and distributed, in whole or in part, without restriction of any
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the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel oping Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
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The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
“AS | S” basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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