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Abstract

The commruni cati on between LI SP ETRs and Map-Servers is based on
unrel i abl e UDP nessage exchange coupled with periodi c nessage

transm ssion in order to maintain soft state. The drawback of
periodi c nessaging is the constant | oad i nposed on both the ETR and

t he Map-Server. New use cases for LISP have increased the anount of
state that needs to be conmunicated with requirenments that are not
satisfied by the current mechanism This docunent introduces the use
of areliable transport for ETR to Map-Server comunication in order
to elimnate the periodic nmessagi ng overhead, while providing
reliability, flow control and endpoint |iveness detection.

Thi s docunment has been renanmed to avoid anbiguity. It is an update
to [I-D. kouvel as-lisp-reliable-transport].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 7, 2016.
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1. Introduction
The commruni cati on channel between LI SP ETRs and Map- Servers i s based
on unreliable UDP nmessage exchange [ RFC6833]. Wiere required,
reliability is pursued through periodic retransm ssions that maintain
soft state on the peer. Map-Register nessages are retransntted
every mnute by an ETR and the Map-Server tinmes out its state if the
state is not refreshed for three successive periods. Wen
registering nultiple EID Prefixes, the ETR includes nmultiple mapping
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records in the Map-Regi ster nessage. Packet size limtations provide
an upper bound to the nunber of mapping records that can be placed in
each Map- Regi ster nessage. When the ETR has nore EID Prefixes to
regi ster than can be packed in a single Map-Regi ster nessage, the
mappi ng records for the EID-Prefixes are split across nmultiple Map-
Regi ster nessages.

The drawback of the periodic registration is the constant |oad that

it introduces on both the ETR and the Map-Server. The ETR uses
resources to periodically build and transmt the Map-Regi ster
nmessages, and to process the resulting Map-Notify nessages issued by
t he Map-Server. The Map-Server uses resources to process the

recei ved Map- Regi ster nessages, update the corresponding registration
state, and build and transmt the matching Map-Notify nessages. Wen
t he nunber of EID Prefixes to be registered by an ETR is small, the
resulting load i nposed by periodic registrations nay not be
significant. The ETRw Il only transmt a single Map-Register
message each period that contains a snmall nunber of mapping records.

In sone LISP deploynents, a |arge set of EID Prefixes nust be

regi stered by each ETR (e.g. nobility, database redistribution). Use
cases with a large set of EID Prefixes behind an ETR will result in a
much higher load. An exanple is LISP nobility deploynments where ElID
Prefixes are limted to host entries. ETRs may have thousands of
hosts to register resulting in hundreds of Mp-Register and Map-
Notify nmessages per registration period.

A transport is required for the ETR to Map-Server conmuni cation that
provides reliability, flowcontrol and endpoint |iveness
notifications. This docunent describes the use of TCP or SCIP as a
LISP reliable transport. The initial application for the LISP
reliable transport session is the support of scal able EID prefix
registration. The reliable session nmechanismis defined to be
extensible so that it can support additional LISP comrunication
requi renents as they arise using a single reliable transport session
bet ween an ETR and a Map-Server. The use of the reliable transport
session for EID prefix registration is an alternative and does not
repl ace the existing UDP based mechani sm

2. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Message For mat

A single LISP reliable transport session nmay carry information for

mul tiple LISP applications. One such application is the registration
of EID to RLOC mappi ngs that operates over a session between an ETR
and a Map-Server. Conmmuni cation over a session is based on the
exchange of nessages. This docunent defines a base set of nessages
to support session establishnent and managenent. It also defines the
nmessages for the EID to RLOC mapping registration application.

To support protocol extensibility when new applications, or
extensions to existing applications are introduced, the nessages are
based on a TLV format.

0 1 2 3
01234567890123456789012345678901
T e i ol SIS R I S R S i S S S e e e i et (NI R R R S R
| Type | Lengt h |
B T e i S o S S I S T R il T s i S S S S Y S S
| Message | D |
B I S I T i ai S i i S S
| Message Dat a .
T e i ol SIS R I S R S i S S S e e e i et (NI R R R S R

| Message End Mar ker
B T e i S o S S I S T R il T s i S S S S Y S S

Rel i abl e transport nessage fornat
o Type: 16 bit type field identifying the nessage type.

o Length: 16 bit field that provides the total size of the nessage
in octets including the Iength, type and end marker fields. The
length allows the receiver to |locate the next message in the TCP
stream The mnimum value of the length field is 8.

o ID A 32-bit value that identifies the nessage. May be used by
the receiver to identify the nmessage in replies or notification
nessages.

o Data: Type specific nessage contents.

o End Marker: A 32-bit nessage end marker that nust be set to
OX9FACADE9. The End Marker is used by the receiver to validate
that it has correctly parsed or skipped a nessage and provi des a
nmet hod to detect formatting errors. Note that nessage data may
al so contain this marker, and that the marker itself is not
sufficient for parsing the nessage.
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The base nessage format does not indicate how the peer should deal
with the nessage in cases where the nessage type is not supported/
understood. This is best dealt with by the application. For

exanple, in case an error notification is returned, or an expected
acknow edgenent nessage is not received, the application m ght choose
various courses of action; fromsinply logging that the feature is
not supported, all the way to tearing the relationship with the peer
down for the feature, or for all LISP features.

4. Session Establishnent

To ensure backwards conpatibility, the map server and ETR MJUST
communi cate via unreliable UDP nessages until a TCP session between
the two i s sucessfully established.

The map server authenticates the ETR with the authentication data
contained in the first UDP map-regi ster nessage it receives fromthe
ETR. Once the ETR is authenticated, the map server perforns a

passi ve open by listening on TCP port 4342, and does not qualify the
renote port. As a security neasure, the map server accepts TCP
connections only fromthose ETRs that have been authenticated via UDP
map-regi ster nmessages.

The ETR assunes the active role of the TCP session establishnment by
connecting to the map server once it has received a UDP map-notify
nmessage.

When a TCP sessi on goes down, UDP authentication nust take place
before a new TCP session is established. The map-server will not
accept a connection fromthe ETR until a UDP map-regi ster has been
received. Simlarly, the ETRw Il not attenpt to establish a session
with the map server until an UDP map-notify nessage has been

recei ved.

A single reliable transport session is established between the nmap
server and the ETR to cover all communi cation needs. For exanple, an
ETR that has EID prefix registrations for nultiple EID instances and
EID address famlies will only establish a single session with the
map server

5. Error Notifications

The error notification nessage is used to comuni cate base reliable
transport session communication errors. LISP applications making use
of the reliable transport session and having to comuni cate
application specific errors nust define their own nessages to do so.
An error notification is issued when the receiver of a nessage does
not recogni ze the nmessage type or cannot parse the nessage contents.
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The notification includes the offending nessage type and I D and as
much of the offending nessage data as the notification sender w shes
to.

0 1 2 3
01234567890123456789012345678901
B T T i S S i S T i s T e S S S S S e
| Type = 16 | Lengt h |
B e e e R S S s ik i s o it TR R S T e S e e e e o o

Message | D |

i i i e it ol I RIE NI NI N S R R R R I R R i I i R e R
Error Code | Reser ved |
B o S T i T i S S S i S S

O fendi ng Message Type | O fendi ng Message Length

e I S e i s e el S S g e S S ol st s SOIE T R S R SR
O fendi ng Message |1 D |

i i i e it ol I RIE NI NI N S R R R R I R R i I i R e R

O fendi ng Message Dat a
++++++++++++++++++++++++++++++++

Message End Marker
e I S e i s e el S S g e S S ol st s SOIE T R S R SR

|
+
|
+
|
+
|
+
|
+
|
+

Error notification nmessage format

o Error Code: An 8 bit field identifying the type of error that
occurred. Defined errors are:

* Unrecogni zed nessage type.
*  Message format error.
0 Reserved: Set to zero by the sender and ignored by the receiver.

o Ofending Message Type: 16 bit type field identifying the nmessage
type of the offending nessage that triggered this error

notification. This is copied fromthe Type field of the offending

message.

o Ofending Message Length: 16 bit field that provides the total
size of the offending nmessage in octets. This is copied fromthe
Length field of the offendi ng nessage.

o Ofending Message ID: A 32-bit field that is set to the Message ID

field of the offendi ng nessage.

o Ofending Message Data: The Data from the of fendi ng nessage that

triggered this error notification. The sender of the notification

may i nclude as much of the original data as is deened necessary.
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The length of the Ofending Message Data field is not provided by
the O fendi ng Message Length field and is determ ned by
subtracting the size of the other fields in the nessage fromthe
Length field. It is valid to not include any of the offending
nmessage data when sending an error notification.

o End Marker: A 32-bit nmessage end nmarker that nust be set to
OX9FACADE9. The End Marker is used by the receiver to validate
that it has correctly parsed or skipped a nmessage and provi des a
net hod to detect formatting errors. Note that nmessage data may
al so contain this marker, and that the marker itself is not
sufficient for parsing the nessage.

An error notification cannot be the offending nessage i n anot her
error notification and MJUST NOT trigger such a nessage.

6. EID Prefix Registration

EID prefix registration uses the reliable transport session between
an ETR and a Map-Server to conmuni cate the ETR | ocal EID database EID
to RLOC mappings to the Map-Server. In contrast to the UDP based
periodic registration, mapping informati on over the reliable
transport session is only sent when there is new information

avail abl e for the Map-Server. The Map-Server does not nmaintain a
timer to expire registrations conmuni cated over the reliable
transport session. Instead an explicit de-registration (a
registration carrying a zero TTL) is needed to delete the state
mai nt ai ned by the Map- Server.

The key used to identify registration mapping records in the ETRto
Map- Server communication is the EID prefix. The prefix may be
speci fied using an LCAF encodi ng that includes an EID instance |ID.

When the reliable transport session goes down, registration mappings
| earned by the Map-Server are treated as periodic UDP registrations
and a tinmer is used to expire themafter 3 mnutes. During this
period UDP based registrations or the re-establishnment of the
reliable transport session and subsequent conmuni cation of a new
mappi ng can update the EID prefix mappi ng state.

6.1. Reliable Mapping Registration Messages
This section defines the LISP reliable transport session nessages

used to communi cate | ocal EID database registrations between the ETR
and t he Map- Server.
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6.1.1. Registration Message

The reliable transport Registration nessage is used to comuni cate
EID to RLOC mapping registrations fromthe ETR to the Map- Server.

The Regi stration nessage uses exactly the sane fornmat as the UDP Map-
Regi ster nessage but instead of the | P/UDP header, the Map-Regi ster
is placed within the value section of the reliable transport TLV. A
common nessage format is proposed to | everage the authentication
features built into the UDP Map- Regi ster nessage and i ncrease code
reuse.

0 1 2 3
01234567890123456789012345678901
e S S e s i s i S e
| Type = 17 | Lengt h |
B I T i i i s o R S S S i i s T st s i st o T S S
| Message I D |
e i i S S i i S e e S N e o o T

| Map- Regi st er nessage

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 4 4
Map- Regi st er nessage |

I el ot I SR R S S i i T I S S e S S e ik el o R e e e S i sl il
Message End WMar ker |

e i i S S i i i i S e e S e o o T S

Regi stration nmessage format
6.1.2. Registration Acknow edgenent Message

The Acknow edgenment nessage is sent fromthe Map-Server to the ETR to
confirm successful registration of an EID prefix previously

conmuni cated by a reliable transport session Registration nessage.
The Regi stration Acknow edgenent nessage does not carry a nmappi ng
record (the map servers view of the mapping). This is acconplished
by the LISP reliable transport Map Notificati on nessage.
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0 1 2 3
01234567890123456789012345678901
B I S I T i ai S i i S S
| Type = 18 | Lengt h |
i S S i T S i S S i St IS SRS S S
| Message | D |
T s S S s S I e e oI S S e S S
| El D- Prefi x- AFI | El D-Prefix
B I S I T i ai S i i S S
| Message End Marker

T S S i T S it SR I SR S S i SR S SR S S

Regi strati on Acknow edgenent nessage for mat

0 EIDPrefix AFl: Address famly identifier for the EID prefix in
the follow ng field.

o EIDPrefix: The EID prefix fromthe recei ved Registration.
6.1.3. Registration Rejected Message

Negat i ve acknow edgenent sent fromthe Map-Server to the ETR to
indicate that the registration of a specific EID prefix was rejected.
The ETR nust keep track of the fact that the registration of the EID
prefix was rejected by the Map-Server and be prepared to re-register
t he mappi ng when requested through a failed Registration Refresh
request.

0 1 2 3
01234567890123456789012345678901
T S R i o i i e i e i e i SR R SR R
| Type = 19 | Lengt h |
B il a i S I o I i ot S S S I S S S S it o
| Message | D |
T T e e i o T e e e e ik e S S e
| Rej ecti on code | El D- Pr ef i x- AFI |
T T R e e e e o e e S R T T R e
| ElI D-Prefix
B il a i S I o I i ot S S S I S S S S it o
| Message End Marker

T T R i o T e R e el e i N e S e e e o

Regi strati on Rejected nessage format

0 Rejection code: Code identifying the reason for which the Mp-
Server rejected the registration. Codes:

* 1 - Not avalid site EID prefix.
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* 2 - Authentication failure.
* 3 - Locator set not all owed.

o EIDPrefix AFl: Address famly identifier for the EID prefix in
the followng field.

o EIDPrefix: The EID prefix fromthe received Registration
6.1.4. Registration Refresh Message

Sent by the Map-Server to the ETR to request the re-transm ssion of
El D prefix database mappi ng Regi stration nessages.

0 1 2 3
01234567890123456789012345678901
T e i ol SIS R I S R S i S S S e e e i et (NI R R R S R
| Type = 20 | Lengt h |
B T e i S o S S I S T R il T s i S S S S Y S S
| Message | D |
B I S I T i ai S i i S S
| R| Reser ved | El D Prefi x- AFI |
T e i ol SIS R I S R S i S S S e e e i et (NI R R R S R
| El D-Prefix C
B T e i S o S S I S T R il T s i S S S S Y S S

| Message End Mar ker
B I S I T i ai S i i S S

Regi strati on Refresh nessage fornat

0 R Request fromthe ETRto only refresh registrations that have
been previously rejected by the Map- Server.

o EIDprefix, and its nore specifics, to refresh. The prefix can be
in LCAF format all owi ng specification of a conplete refresh
(unspecified prefix), refresh of all the prefixes under an EID
i nstance or even of nore specific registrations under a specific
EI D prefix.

6.1.5. Mapping Notification Message

Mappi ng Notification nessages communi cate the Map-Server view of the
mappi ng for an EID prefix and no | onger serve as a registration
acknow edgenent. Mapping Notifications do not need nessage | evel

aut hentication as they are received over a reliable transport session
to a known Map-Server. Note that reliable transport Mappi ng
Notification nessages do not reuse the UDP Map-Notify nessage fornmat.
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0 1 2 3
01234567890123456789012345678901
B il a i S I o I i ot S S S I S S S S it o
| Type = 21 | Lengt h |
T e i ol SIS R I S R S i S S S e e e i et (NI R R R S R
| Message | D |
B i I e s o i i i o S T I S

| Mappi ng Record
B e T T e S i i s S o g T S S S s s ol sl 2T SRR R SRR R
Mappi ng Record |
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
Message End Marker |
B T e i S o S S I S T R il T s i S S S S Y S S

Mappi ng Notification nmessage format

6. 2.

ETR Behavi or

The ETR operates the follow ng per EID prefix, per M5 state machine
that defines the reliable transport EID prefix registration behavior.

There are five states:

0]

0]

No state: The |l ocal EID database prefix does not exist.

Periodic: The |ocal EID database prefix is being periodically
regi stered through UDP Map- Regi ster nessages as specified in [].

Stable: Fromthe ETR s perspective, no registrations are due to be
sent to the peer. The session to the peer is up, and the peer has
ei ther acknow edged the registration, or is expected to request a
refresh in the future.

AckWait: A Registration nessage for the prefix has been
transmtted to the Map-Server and the ETR is waiting for either a
Regi strati on Acknow edge or Registration Rejected reply fromthe
Map- Ser ver.

Reject: The reliable transport registration for the I ocal EID
dat abase prefix was rejected by the Map-Server. Fromthe ETR s
perspective, no registration is due to the peer AND the peer is
known to have rejected the registration

The follow ng events drive the state transitions:

0]

Cassar,

DB creation: The |ocal EID database entry for the EID prefix is
creat ed.
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o DB deletion: The |ocal EID database entry for the EID prefix is
del et ed.

o DB change: The nmappi hg contents or authentication information for
the I ocal EID database entry changes.

0 Session up: The reliable transport session to the Map-Server is
est abl i shed.

o Session down: The reliable transport session the Map-Server goes
down.

0 Recv Refresh: A Registration refresh nessage is received fromthe
Map- Ser ver.

0 Recv ACK: A Registration Acknow edge nessage is received fromthe
Map- Server.

0 Recv Rejected: A Registration Rejected nessage is received from
t he Map- Server

o Periodic tinmer: The tinmer that drives generation of periodic UDP
Map- Regi st er nessages fires.

The state machine is:
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U U O U U U e +
| | Prev State |
| Event R L R LT +
| | No state | Peri odi c |
T e P +
| DB creation | -> Periodic | N A |
| [session down] | Al | |
e o N +
| DB creation | -> AckWait | N A |
| [session up] | A2 | |
e e P +
| DB deletion | N A | -> No state |
| | | A3 |
o o N +
| DB change | N A | - |
| | | AL |
T e P +
| Session up | - | -> Stable |
| | | A4 |
o o N +
| Session down | - | N A |
| | | |
T e P +
| Recv Refresh | - | N A |
| | | |
o o N +
| Recv Refresh | - | N A |
| [rejected] | | |
T e P +
| Recv ACK | - | N A |
| | | |
o o N +
| Recv Rejection | - | N A |
| | | |
T e P +
| Timer | N A | - |
| | | A5 |
o o N +

XTR per EID prefix per MS state nachine
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O U U U +
| | Prev State |
| Event A L A L R L +
| | St abl e | AckWai t | Rej ect ed |
T - - - +
| DB creation | NA | NA | NA |
| | | | |
i e e o +
| DB del etion | -> No state | -> No state | -> No state |
| | A6 | A6 | |
T - - - +
| DB change | -> AckWait | - | -> AckWait |
| | A2 | A2 | A2 |
i e e o +
| Session up | NA | NA | NA |
| | | | |
T - - - +
| Session down | -> Periodic | -> Periodic | -> Periodic |
| | A7 | A7 | A7 |
i e e o +
| Recv Refresh | -> AckWit | - | -> AckWit |
| | A2 | A2 | A2 |
T - - - +
| Recv Refresh | - | - | -> AckWait |
| [rejected] | | A2 | A2 |
e e e o +
| Recv ACK | - | -> Stable | -> AckWit |
| | | | A2 |
T - - - +
| Recv Rejection | -> Rejected | -> Rejected | - |
| | | | |
i e e o +
| Timer | NA | NA | NA |
| | | | |
T - - - +

XTR per EID prefix per M5 state machi ne
Action descriptions:
o Al: Start periodic registration tinmer with zero del ay.
0 A2: Send Registration over reliable transport session.
o A3: Send UDP registration with zero TTL.
0 A4: Stop periodic registration tiner.
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o A7: Send UDP registration and start periodic registration tiner
with registration period.

o A6: Send Registration with TTL zero over reliable transport
sessi on.

o A7: Start periodic registration tinmer with registration period.
Al timer start actions nust be jittered.

When the reliable transport session is established the state machine
noves into the Stable state wthout first registering the EID prefix
over the reliable transport session. The subsequent refresh issued
by the Map-Server will trigger the registration nessage to be sent.
This nmodel will allow future optim sations where the Map-Server may
retain registration state froma previous instantiation of the
reliable transport session with the ETR and only request the refresh
of EID prefix state beyond sone negoti ated session progress marker.

Aa Map- Server authentication key change is treated as a DB change
event and will result in triggering a new Regi stration nessage to be
transmtted.

6. 3. Map-Server Behavi or
Recei ved regi strations create/ update or del ete mappi ng state.

A refresh for an unspecified prefix is sent when a session is first
established to obtain the conpl ete database contents fromthe ETR

Refresh for rejected registrations sent (R bit set) when a new EID
prefix is configured on the Map-Server.

Rej ection sent to the ETR when an EID prefix that is registered is
deconfi gured.

Rej ected Refresh (R bit set) sent when authentication for an EID
prefix changes followed by a Rejection for existing registrations
whi ch fail authentication follow ng change.

Mappi ng Notification nessage sent whenever the mapping for a

regi stered or nore specific prefix for which notifications are
requested changes. ETR acknow edgenent or rejection nessaging for
Mappi ng Notification is not required because the ETR decides how to
process the nmessage based on the registered mapping information. |If
t he mappi ng i nformati on changes the resulting registration wll
trigger a new Mapping Notification nessage fromthe Mp- Server.
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7.

8.

8.

8.

9.

Security Consi derations

The LISP reliable transport session SHOULD be authenticated. On
controll ed RLOC networks that can guarantee that the source RLOC
address of data packets cannot be spoofed, the authentication check
can be a source address validation on the reliable transport packets.
When the RLOC network does not provide such guarantees, reliable
transport authenticati on SHOULD be used. |nplenentations SHOULD
support the TCP Aut hentication Option (TCP-AO [RFC5925] and SCTP
Aut henti cat ed Chunks [ RFC4895].

| ANA Consi derations
1. LISP Reliable Transport Message Types

Assi gnnent of new LISP reliable transport nmessage types is done
according to the "I ETF Review' nodel defined in [ RFC5266].

The initial content of the registry should be as foll ows.

Type Nane Ref er ence

0- 15 Reserved Thi s docunent
16 Error Notification Thi s docunent
17 Regi stration Message Thi s docunent
18 Regi strati on Acknow edgenent Message Thi s docunent
19 Regi strati on Rejected Message Thi s docunent
20 Regi strati on Refresh Message Thi s docunent
21 Mappi ng Notification Message Thi s docunent
22-30 Reserved for EID nmenbership distribution TBD

31- 64999 Unassi gned

65000- 65535 Reserved for Experinental Use
2. Transport Protocol Port Nunbers

TCP port 4342 already reserved for LISP CONS that is now obsol ete.
Repur pose for reliable transport over TCP. Reserve an SCTP port.
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