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Abstr act

Thi s docunent defines an information nodel |2RS Filter based R B
(Routing information Model). Filter based forwardi ng matches fields
in the I P header plus other higher |ayer packet information. These
mat ches may be ordered. WMatches nmay contain actions which coul d

i npact forward, such as setting a nexthop.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 9, 2015.
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Thi s docunment provides a generic information nodel for a I2RS filter
based RIB (FB-RI B) and describes the I2RS interaction with routing
filters within a routing el enent.

Filter based (FB) routing matches fields in the |IP header plus other
hi gher | ayer packet information. Filters with a match-action pair
allowthe filters to inpact the forwarding of packets. Actions may
i npact forwarding or set sonething in the packet that will inpact

f orwar di ng.

A Filter-Based RIB (Routing Information Base) contains a |ist of
filters (match-action conditions) and a default RIB of the form found
in[lI-Dietf-i2rs-rib-info-nodel]. The default RI B routes any packet
not matched by the order list of filter rules. |f any packet does
not match filter, it is dropped.

Sone drafts which provide nodels for match filters are the foll ow ng:

0 Access lists (ACLs) [I-D.ietf-netnod-acl-nodel] (Note: This filter
provi des match-action filters),

o routing filter policy based on filters for I P prefixes (IPv4,
IPv6) (E.g. [I-D.yan-rtgwg-routing-policy-yang]) or ordered
prefix lists (e.g. [I-D.zhdankin-idr-bgp-cfg]),

0 generic match-policy filters that support QOS filters (E g.
[1-D. hares-i 2rs-bnp-info-nodel]).

o routing filters that include BGP originated routes tracked by BGP
attribute(asPath, BGP community, extended BGP community, RDs) or
peer ([!-D.shaikh-rtgwg-policy-nodel]),

o Filters passed in BGP for flows (E. g. [RFC5575]))

This generic nodel for filters aligns with the generic nodel for
topology in providing a sinple nodel that can be utilize for other
filters. The abstract filter nodel utilizes a generic filter based
nodel that can be applied for specific filters at each level. The
default RIB specification for the FB-RIB uses the |2RS RI B Mdel .
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I
| Abstract Network Model

T +
|
S SRS S SRSy +- -
| |
Vv Vv
o e e e - + e e e e oo + e e e e oo +
| Abstract | | Abstract | | [I2RS |
| Filter-Based | | Topol ogy | | RB |
| (FB)RIB Model | | Mbdel | | Model |
e e I S S S S +
I
augnent s |
-, SRR Fommmmmeeaa +
| | | |
Vv Y Vv Vv
..... Li....; ;....Lé....; ;....Lé....; ;.Sé}Viéé.
FB-RIB : FB-RIB: : FB-RIB : : FB-RIB
Model @ Model @ Model : : Mbde

Figure 1. The network nodel structure

2. Definitions and Acronyns

CLI
Conmand Line Interface

FB Default R B
The FB Default RIBis the default Routing Information Based use
based for forwarding traffic for routes which do not match any FB-
RI B Rul e.

FB- Rl B
Filter-Based Routing Information Base

| GP

IGP is an Interior Gateway Protocol
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PCI M

Policy Core Information Model directly and indirectly the work of
t he PCI M Wor ki ng G oup.

Policy Rule

The PCIM franmework defines a policy rule is often represented by
"if Condition then action”. The action nay have set, nodify, or
notify actions. This draft uses the filters in

[I-D. hares-i2rs-bnp-info-nodel], but policy can be used froma
variety of filters.

Policy G oup

The PCI M Franewor k defines policy groups as a group of policy
rules into ordered and prioritized groups of policy.

Pol i cy Set

The PCIM franework defines a the Policy set (specifically the
Pol i cySet Conponent) as an aggregation class that allows
aggregation of Policy Goups and the nesting of Policy G oups
under Policy set rules. The PolicySet rules include nesting
policies and matching strategies (all-matching or first-match),
priorities between rules, and roles. One of the roles that nust
be conditionally matched is the nodel s denotation of "read-only"
or "read-write" policy rules into ordered and prioritized groups
of policy. The [I-D. hares-i2rs-bnp-info-nodel] suggests that non-
nested policy groups may be sufficient for |2RS status and
configuration work.

RIB | M
RIB Informational Model (RIBIM [I-Dietf-i2rs-rib-info-nodel]

Rout i ng i nstance
Routi ng Code often has the ability to spin up nultiple copies of
itself into virtual nachines. Each Routing code instance or each
protocol instance is denoted as N INSTANCE in the text bel ow.

3. Filter-Based Routing Information Mdel Overview
Filter based routing is a technique used to nake packet routing
deci sions based on filter policies set by the network adm ni strator.

Routing decisions in a Filter-Based RIB (FB-RIB) are based on several
criteria beyond destination address, such as application, |IP protocol
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used, identity of the end system and even packet size. Policy
actions are typically applied before applying QS constraints since
policy actions may override QoS constraint.

The Filter-Based routing may provi de many benefits, including better
resource allocation, |oad bal ancing and QoS.

The |1 2RS use cases which benefit fromFilter-Based Routing are:
Prot ocol independent Use cases and | arge fl ow use cases described in
[1-D. hares-i 2rs-usecase-reqgs-sunmary] .

The Filter-based policies are specified in nost routers/sw tches as
an ordered set of rules. Each policy rule has a set of match
conditions, and a set of actions which may include forwarding actions
and QoS actions. This draft uses a generic description of filters
rul es described in [I-D. hares-i2rs-bnp-info-nodel], but other policy
nodel s coul d be used if they have the sane characteristics.

(Note: Antecedents of this generic structure for filter/policy rules
can be found in the I ETF PCI M work ([RFC3060], [RFC3460], and
[ RFC3644]) .)

3.1. Scope

A Filter-Based RIB (FB-RIB) information nodel can be considered in
either a top-down view examning the filter policy which controls the
RIBs or froma bottomup view which considers the data plane. A top-
down vi ew considers how the | 2RS client provides filters for what can
be added to a FB-RIB. This draft takes a bottom up approach and

| ooks at just the routes being installed in the FB-RIB. The bottons-
up view considers how routes |link to forwardi ng data planes that nust
be supported. In this view, the match filters nmust consider |IP [both
| Pv4 and | Pv6], but may al so consider MPLS and encapsul ated protocols
such as TCP [ RFC0793], UDP [ RFCO768], STCP [ RFC4960], |CwWP [RFC0792].
This draft takes the bottons-up viewpoi nt which | ooks at how t he FB-
RI B controls the data pl ane.

This provides a generic FB-FIB description in section 4, and provide
FB-FI B extension to cover the L3 IP filter covering | Pv4 [ RFC0O791]
and |1 PV6 [ RFC2460]) in section 5.

3. 2. CGeneric Rules for Filter-Based Rl BS

Generic filter rules are described in

[1-D. hares-i 2rs-bnp-info-nodel]. The filter rules are included as
list of groups of rules which in turn contain rules. This grouping
hi erarchy allows the ordering of all rules, and a |ogical group of
filter rules based on a logical group (E. g. custoners).
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Wthin a particular order (E.g. Oder 2), priority will establish
the filter sequence within the order. |If two priorities match, it is
assunmed the ordering of the filters do not inpact the |evel

Each Rule within the Rule |ist has a rule-action match condition
which is based on type. Type can be the "generic filter match-
actions" or match actions specific to another type of policy (e.g.
ACL rule match-action). For the generic filter match-actions has
match field (bnp-termnmatch), action field (bnp-action), and a
forwarding field (bnp-generic forwarding) as figure 1 shows.
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O U +
| group of rules |
o e e o - +
+-------! --------- +
| list of rules |
SO U +
+-------|- --------- +
Rul e
R R ppe— [--------- +
+-------! ----------- +
| Rule Match action |
R [------------ +
R B +
+- - [--------- + +---m--- | ----- +
| CGeneric Rule | | ACL Rule |
| match-action | | match-action
R | --+ R +
|
R RS EEEEEEEEEES |- +
| | |
e V-eenae + NV A I T V--nn- +
| bnp term match| | bnp-action | | bnp-generic
| Condition | | action | | forwarding |
| | | | | actions |
- [------ + B | ----- + e e e e e o - +
| | (drop, forward)
| |
AR |- - R + S RIEEEEE |- - R |-+
I I I I I I I I
Vv Vv Vv Vv Vv Vv Vv Vv
(L1 N . L3 . . Service: : L1 : :L2 : :L3 : :Service:
:match: :match: :match: : match : :action: :act.: :act.: :action :
Figure 2

An exanple of this hierarchy is shown in figure 2:
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G oup
Nane: internal-nets
Scope: L3-FB-RIB, R'W
group-installer: v-netops

rule-1ist
rul e-1;
name: v-netops-I|an
order: 1
installer: v-netops
st at us

ro-status: active
ro-rul e-inactive-reason nul
ro-iule-installer: v-netops
priority 1
rul e- mat ch- act
case: BNP- GENERI C- MATCH- ACTI ON
Case: L3- Header
termmatch DEST-Header 192.200.1.*/24
termaction:
n-acts: O
termforward: drop

rul e-2
name: | CVMP packet s
order: 2
installer: v-netops
st at us:

ro-status: inactive
ro-rul e-i nacti ve-reason: adm n-inactive
ro-installer-active-filter: (null)
priority 3
rul e-mat ch-act:
Case: BNP- GENERI C_VATCH- ACTI ON
Case: L3- Header
term match: | CMP- Type
termaction:
n-acts: O
termforward: drop

Figure 3. Exanple structure
4. Filter-Based-R B nodul e

A Filter-Based RIB (FB-RIB) is an entity that contains an ordered set
of filters (match/action conditions) and a default RIB of the form
found in [I-D.ietf-i2rs-rib-info-nmodel]. An ordered set of filters
inplies that the insertion of a filter route into a FB-RI B MJST
provide the ability to insert a filter route at any specific position
and delete of a filter-based route at a specific position. The
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ability to change a filter route at a specific position conbines
these two functions (delete an existing filter route rule and add a
new policy rule).

Each FB-RIB is contained within a routing instance, but one routing
i nstance (nanmed by an | NSTANCE NAME) can contain nultiple FB-RIBs.
Each routing instance is associated with a set of interfaces, a
router-id, a FB default-RIB, and Iist of FB-RIBs. Only sone of the
interfaces associated with a routing instance may be associated with
a FB-RIB. Each interface can be associated with at nost one FB RIB

Packets arriving on an interface associated with a FB-RIB will be
forwarded based on filters in a FB-RIB or the FB-RIB Default RIB (if
no matches occur). The processing within the FB-RI B process within
the routing systemis expected to do the foll ow ng:

o Wen a packet successfully matches match termentry in a filter-
route, the corresponding rul e-actions are appli ed.

o |If a packet does not match the match termentry in the filter
route, the filter route processing goes to the next ternmentry in
the order, and |l ooks for a match, within the current filter or
goes to the next filter in the list. This continues until either
a filter route match termentry is successfully matched, or no
nore filters in the |ist exists.

o If no match has been found within the FB-RIBs on the FB-RIB |i st,
then the packet will be forwarded using the Default-RI B specified
by the FB-RIB if one exists. |If no Default-RIB is specified, the
packet will be discarded.
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S +
| routing instance |
R I [--------------- +---+
I I I
| | |
S - + Foememee e + F-emmmmeeaas +
|[interface* | |FB_RIB *list | | FB-Default|
| list | | | |-RIB |
R S e + -] --ma - +
| RIB (RB-info IM
N
I\
T AT +
FB RI B
R [----------- +
I
|
- +

| FB FIB Ordered List
| of filter rules |

e Ty +
I uses bnp generic filter-policy
Fommm e [------------ +
BNP- Rul e- G oup* |
S [----------- +
R |-------! ------ +
BNP- Rul e* |

| (ordered list of rules of |
| the form match-action) |
Figure 4. Routing instance with FB-RI B

4. 1. FB-RI B entries

The FB-RIB entries associated with each FB-RIB in a routing instance
are:

i nst ance- nane ( FB- FI B-i nst ance- nane)
Nane of Routing instance
router-id (FB-RI B-router-id)

router id associated with the FB-RI B function of the Routing
i nstance
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Interface_|list(FB-RI B-interface)

A list of interfaces that all of the FB-RIB RI Bs operate over.

This list nust be a subset of the interface |list associated with
the routing instance.

Default R B

A RIB contained in the same routing instance that can be used to
forward packets when the FIB entries in the FB-RIB list do not

mat ch the packets. This Default-RI B forwards based on destination
based routing.

FB-RIB Order list of policy (FB-FIB-OFilters

ordered list of filter rules of the formin
[I-D. hares-i2rs-bnp-info-nodel ]

The Top-I|evel Yang structure for the FB-RIB is:

nodul e: FB-RI B
+- - FB- Rl B- nndul e
+--rw FB- Rl B-i nst ance- nane
+--rw RB-RIB-router-id uint32
+--rw FB-RI B-interface*
| +--rw FB-RIB-interface interface-ref-id
+--rw FB-Default-RIB ri b-ref
+--rw FB-RI B
+--rw FB- Rl B- Narre
+--rw FB- Rl B- AFI
+--rw FB-RIB-intf*
+--rw FB-FIB-status-info
|  +--rw fb-rib-update-ref uint64
+--rw FB-RIB-Ordered-Filters
uses bnp-policy for filters
augnents /nt: bnp-generic-rul es/rul e-group/

Figure 4. FB RIB Yang Structure
4.2. FB-RI B Description

Each FB-RI B has the follow ng:
0o FB-RIB-Nane - Nane identifier for FB- RIB

o FB-RIB-AFl - AFI Supported by the FB-RI B

Kini, et al. Expi res Septenber 9, 2015 [ Page 12]
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4. 3.

FB-RIB-intf* - Interface FB-FIB operates on. Note that an
interface can be associated with at nost one FB-RIB. For exanple
interfaces ethl and eth2 can be associated to FB-RI B, but these
two interfaces cannot be connected to any other FB-RI B

FB-RI B-Status-info - status at RIB | evel which includes nunber of
times since reconfiguration this FB-RI B has been updat ed.

FB-RI B-Ordered-Filters contains Iist of rule groups
* Each rule-group is indexed by group nane contains:
+ group-nane (string)
+ status-info which contains two el ements:
- group status (installed, active or inactive).
- inactive reason (null, policy-conflict, unsupported).
- group-installer-identity (string)
+ group order (unitl6)
+ ordered rule Iist

Rul es on Oder Rule

This section provides a short description of the generic filter
policy rule’ s condition-action from[1-D. hares-i2rs-bnp-info-nodel ]
which is used by the FB-RI B

Ki ni ,
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| Filter Rule |

e B | --+
S RS- Veooooon + oo Veooooon +
| Filter Condition| | Filter Action |<.
Fom e e e + F-F-m e e m - - +- -+
I\ I\
"extends" | | "extends"”
+-- -+ ey +
Fommmm - L ------- + S L --------- +
| QoS Action | | Forward Acti on
o e e e - + o e e e - +
A T 2T S SEpuD VAR S DU V A ++--V----- ++--V----- +
| Set | | QS | |@Q@S | |Forward || Next Hop|| Next Hop|
| Operator| |Variable| |Value | | Operator|| Variable|| Val ue
SRS + ---me--- + - + H---me--- B g S P +
I\
| "extends"
F-- N+
| Next Hop|
| Type |
S +

Figure 5. Filter Actions for FB-RI B
The policy/filter rule contains the foll ow ng:
o rule-ref - ordered id nunber for the policy rule

0o rule-status-info - status on the policy rule that contains the

f ol | ow ng:
* rule-status - installed, active, or inactive.
* rule-inactive-reason - can be null, policy-conflict, i2rs-rule-

super sedes, unsupport ed)
* rule-installer - the entity that installed rule.

o match-filter - ordered match field for FB-RIB route entry which
cont ai ns:
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* order- order nunber in match sequence

* match-term- contains matches for filters for different packets
based on L1, L2, L3, transport, or service |evel.

* rule-action* - An ordered |list of policy actions that includes
the foll ow ng:

+ n-acts - nunber of actions
+ Actions: set values in one or nore of the foll ow ng:
+ forwarding-actions - which includes
- std-forwarding - (enuneration) forwardi ng packet
o Drop_Packet - drop packet

o Drop_Packet | CWP - dropping packet with | CVP
unr eachabl e sent

o Forward _Packet specific - send to specific next hop

o Forward_Packet default - forward based on FB-RI B
Default R B

4.4. 12RS FB-RIB interaction with configured filter rules

The 12RS client-agent pair process within a routing process to add
epheneral these changes to the filter State so that

FB-RI B-rul es(running) = FB-RIB-config + FB-Rul es-I|2RS- ephener al
The | 2RS epheneral state will not survive a reboot of the machine.
Upon a reboot, the I2RS client nust reload the I12RS Agent with the
| 2RS FB-RIB state lost in the reboot.

Witing |I2RS FB-rules to permanent configuration may be desirabl e.
Thi s has not been considered in this verison of this draft.

4.5. Relationship between RB-RI B Rule Mbdel and RIB I nformati on Mdel
The RIBin a router with 12RS is the follow ng:

running RIB = configured-RIB + routes-installed-fromprotocols +
| 2RS- epheneral - state
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As described in [I-D.ietf-i2rs-rib-info-nodel], the |I2RS epheneral
RIB information in routing instance contains a collection of RIBs,
interfaces, and routing paraneters including the follow ng:

0 The set of interfaces indicates which interfaces are associ at ed
with this routing instance.

o0 The RIBs specify how incomng traffic is to be forwarded based on
destination (E.g. RIB and FB-RI B).

o The routing paraneters control the information in the RIBs.
FB-RIB and RI B can not be used at the sane tinme, which neans:

o If a router doesn’'t support filter-based routing, a router MJST
use RIB and MJST not use FB-RI B

o If a router supports filter-based routing:
* FB-RIBis used
* Miltiple FB-RIBs may exist within a routing instance
* An interface can be associated with at nost one FB-RI B

* The Default RIB for a FB-RIB is used if several criteria beyond
destination address i s not matched.

5. L3 Match-Action Rul es
Layer 3 match m ght contain the follow ng:

o0 |Pv4d header match with one or these fields: |IPv4 source address,
| Pv4 destination address, |Pv4 Protocol, IPv4 TOS/DSCP field, |Pv4d
ICWP field, and the I ength of the packet. These matches can be
exact matches, | ongest prefix matches for addresses, or range
mat ches for values in TOS/DSCP field, I1CVW field or |ength of
packet .

o0 |Pv6 header match with one or nore match of |Pv6 source address,
| Pv6 destination address, |IPvs Traffic class (DSCP), |Pv6 Fl ow
| abel , I Pv6 payl oad | ength, |1Pv6 next-header, hop-limt. These
mat ches can be exact matches, |ongest prefix matches for
addresses, or range matches.

Layer 3 Actions mght set values in:
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0]

In |1 Pv4 packets set values in any of the followng fields: |IPv4
source address, |Pv4 destination address, |Pv4 Protocol, |Pv4d TOS/
DSCP field, IPv4 ICVWP field or the |length of the packet. (Pl ease
note that hardware data plane forwarders may only be able to set
TOS/ DSCP whi l e software data plane forwarders nmay be able set
additional fields.)

In I Pv6 packets set values in any of the following fields: |IPv6
source address, |Pv6 destinati on address, |Pv6 Protocol val ue,
| Pv6 Flow, or |Pv6 packet | ength.

Layer 3 Forwardi ng can augnent the basic to forward via tunnels.

Open i ssues

s section record the issues with the initials of the person who

recorded it.

Forwar di ng per interface (JM)

- The authors believe the forwarding per interface is covered by
the attachnent of a FB-RIB to interface-list.

Centralized or Distributed filter policy Strategy (JM)

6.
Thi
pol
pol
Kini,

The aut hors believe this structure can be used by either
centralized or distributed forwarding for configuration or the
| 2RS epheneral data structure

i cy dat abase-enforcenent points architecture (JM)

The authors believe this yang nodul es describes the filters which
provi des a specific enforcenent of forwarding policy. The w der
constraints of how filter policy is stored as filter rules or
groups of filters rules can be done as the generic network policy
as described in [I-D. hares-i2rs-bnp-info-nodel] or other policy.
O her fornms of policy rule filter sets can be used.

icy rule conflicts (JM)

Detection of filter rule conflicts are done by the agent nodul e
receiving the filters fromconfiguration or epheneral |2RS stream
The filter can be reject or installed and rejected fromactive use
due to conflicts at either a group level or the filter rule |evel.
At the policy group |level the group-policy-status-info contains a
status of installed, active, or installed-inactive. |If the status
is inactive the group-policy-inactive-reason can indicate policy-
conflicts. The policy-rule has a simlar status (policy-rule-
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status-info with policy-rule-status and policy-rul e-inactive-
reason).

7. | ANA Consi derations
This draft includes no request to | ANA
8. Security Considerations
TBD.
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