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Abstract

As networ ks expand bridgi ng access, Data Center, and WAN, nore

net wor ks have a central control point for the network elenments in one
adm ni strative domain. This docunent defines that network device as
central control network elenment (CCNE). The CCNE can be RR Router,
PCE Server, or a federation of RR Router and PCE Server, or other
devices. This docunment describes use cases where the CCNE can
utilize both these the traditional functions and the programmtic
Interface to Routing System (12RS) to comrunicate with devices in the
network. The |2RS use cases described in this docunent enconpass:
Control I P Network by RR Router, Control MPLS TE Network by PCE
Server.

The goal of this docunent is to increase the community’s
under st andi ng of how CCNE extensions fit within the overall |2RS
architecture. It is intended to provide a basis for the solutions
draft describing the set of interfaces for the CCNE devi ce.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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I nt roducti on

| 2RS working group is chartered to define an interface to the routing
system[I-D.ietf-i2rs-architecture] . This interface can be used to
read topol ogy and forwarding information of the routing system This
docunent di scusses the use cases of I2RS in controlling forward path
scenarios by CCNE.

Wth the devel opnment of network technol ogies, nore and nore
applications need to have a central control point for the network

el ements in one adm nistrative domain. Such central control point is
a central control network element (CCNE). CCNE controls the network
elements in its admnistrative domain, the type of CCNE can be RR
Router, PCE Server, or a federation of RR Routers and PCE Servers,
etc. CCNE is developed fromthe traditional network el enent, which
with some |I2RS interfaces can provide both traditional network
services and | 2RS servi ces.

Thi s docunent describes requirenment and use cases for which |I2RS can
be used for CCNE device. The use cases described in this docunent
enconpass: Control P Network by RR Router, Control MPLS TE Network
by PCE Server. The goal is to increase the conmmunity’s understanding
of where the |12RS CCNE extensions fit within the overall |2RS
architecture. It is intended to provide a basis for the solutions
draft describing the set of interfaces for the CCNE devi ce.

Tem nol ogy

RIB: Routing Information Base

| 2RS: Interface to Routing System

RR. Route Refl ector

PCE: Path Conputation Elenent
Central Controlled Network El enent (CCNE):

Requi renments for |12RS from CCNE use cases
This section list the 12RS requirenents derived fromthese CCNE use
cases. The nunbering of the requirenments uses CCNE- REQ nn to provide
a gl obal nunbering for all |2RS requirenents

The use cases in this docunent show the follow ng requirenments for
| 2RS are the foll ow ng:
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4.

4. 1.
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CCNE- REQ 01: 12RS interface should support I2RS client running on a
CCNE to be able to pull information fromboth the BGP RR and the PCE.
This information can include: BGP topology information, BGP routes,
BGP statistics, BGP Peer topol ogies, PCE topology information, and
PCE state information. The I2RS Cient’s request for reading of the
RR and PCE topol ogy information needs to have tinely and rapid
response fromthe | 2RS Agent.

CCNE- REQ 02: |12RS client should be able to set resource constraints
at the |12RS Agent, and receive status information on the setting of
resource constraints.

CCNE- REQ 03: I12RS interface should be able to set service goal val ue
to CCNE.

CCNE- REQ 04: 12RS client should be able support infornmation nodels
that allow re-optimzation traffic nodel at at CCNE .

CCNE- REQ 05: 12RS client should be able to receive notification at
the CCNE, and be able to send status to the |I2RS agent.

CCNE- REQ 06: 12RS client should work in parallel with traditional
net wor k managenent or OAM protocols sent to the general NE

CCNE- REQ 07: 12RS clients should be able to to be |ight weight enough
to be able to support running on a variety of devices (routers,
centralized servers, or devices doing both).

Use Case of I2RS in Control Forward Path by CCNE
| 2RS Use Cases for Control Path by RR

A route reflector (RR) is a network routing conponent. It offers an
alternative to the logical full-nmesh requirenment of internal border
gateway protocol (IBGP). A RR acts as a focal point for |BGP
sessions. The purpose of the RRis concentration. Miltiple BG
routers can peer with a central point, the RR - acting as a route
refl ector server - rather than peer with every other router in a ful
mesh. All the other IBGP routers become route reflector clients.

Traditional |IP network provides only Best Effort (BE) data

transm ssion capacity w thout assuring reachability, and does not
provi de services with QOS assurance. Traditional |IP path is not
explicit, and is difficult to nonitor and tune. At the nonent |IP
Traffic Engineering usually is being inplenmented through conplicated
route policy, and does not efficiently use network bandw dt h.
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Wth the IP network nore and nore wi dely used, users and applications
are placing increased demands on Internet service providers (ISPs) to
deliver explicit IP path configuration, flexible route control, IP
Traffic Engineering, better QOS, efficient nonitoring, and tuning

met hod. To assist network operators in addressing this challenge, we
present sonme |2RS RR use cases, introduce a set of |2RS progranmatic
APIs for RRthat allows a network operator to flexibly control
routi ng between the traffic ingresses and egresses within an ISP’ s
net wor k.

| APP + 12RS d i ent |
| (Central Controller)]

[Interface for control ip forward network path]

Fom e m o a o + TR +
| RR Router |-[ BGP ]-| RR Router
Fomm e m oo o + Fomm e +
|
[ BGP]
|
S R +
| Router |
S +

Figure 1. Control IP Network by RR
1. RR Provides Whole Network Views

For an I P network, if all routers run BGP and are connected by a
centralized RR, and the RR has the topol ogy, network capacity,

network resource and custoner policy etc information of the whole
network. Then APP or Controller can get the whole network views from
RR.

[[I-D. medved-i 2rs-topol ogy-in]] defines the information nodel for
net wor k topol ogi es.

2. Explicit I'P Path Configuration on RR
According to whole network views get fromRR, applications can push
an explicit I P path configuration on RR  For exanmple in Figure 2, a

path from Source 1 (S1) to Destination 1 (Dl1): S1-A-B-C-Dl. The use
of this path will be described in next Section.
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Figure 2: Route Reflection based Traffic Steering (RRTS)
.1.3. RR based Traffic Steering

RR based Traffic Steering
([[1-D.chen-idr-rr-based-traffic-steering-usecase] ]) introduces the
requi renments and use cases of RRTS.

For a production network, an acceptable solution should be able to
snoot hly and increnmentally upgrade the network and should not affect
the on-going services. Route Reflection is widely deployed in the
field, a Route Reflector (RR) has the ability to "install"/distribute
aroute toits client wwth the nexthop that can be either the RR
itself or any other different BGP speakers. Gven this, for an IP
network, if all routers run BGP and are connected by a centralized
RR, and the RR has the topol ogy, network capacity, network resource
and custoner policy etc information of the whole network. Then the
RR can conpute the routes for every router and install/distribute the
routes to correspondi ng routers.
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g +
| APP-12RS client |
| (CCNE)
Fom e e e oo +
|
[ BGP RR API ]
|
S + N +
| RR Router |--[Topology API]--| Topol ogy Manager |
S + S +
|
[ BGP API |
|
S +
| Rout er |
S +

Figure 3: An Architecture for RR

Figure 3 shows an architecture for RR  APP and RR gets topol ogy
information from Topol ogy Manager via Topology API. APP conputes the
| P Path and pushes the explicit IP Path Configuration to RR via BGP
RR API. RR transfers the IP Path into BGP routes and pushes themto
its clients via BGP API.

Figure 2 is a reference architecture of the Route Reflection based
Traffic Steering (RRTS). The RR and its route reflection clients
forma RRTS domain. The RRis a |I2RS controller that is responsible
for the BGP route decision of the whole domain. Al other routers in
the domain are as route reflection clients of the RR, each router

wll establish an | -BGP session to the RR, and there is no direct BGP
sessi ons anong these routers.

This | ooks no different fromthe current Route Reflector (RR) based
architecture. For each client, it will still run as current, when
received BGP routes fromoutside, it wll transparently distribute
the routes to the RR  For each route, the RRwill nake the decision
for each relevant router and then install/distribute the route to
each rel ated router

For exanple, for a path from Source 1 (S1) to Destination 1 (D1), if
the conputed path is: S1-A-B-C-Dl1, then the RRw Il distribute a
route (D1) to Cwith the nexthop set to D1; a route (D1) to B wth
the nexthop set to C, and a route (Dl) to Awith the nexthop set to
B, and finally the route (D1) will be distributed to S1 by A

RRTS will not require the clients to nake any changes. All the

changes are nmade on the RR, the RR can apply any route or traffic
engi neering al gorithns.
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4.1.4. RR Events
4.1.4.1. Notification of |IP Path Events

Wth I2RS, it is conceivable that applications could tell the status
of an I P Path.

4.1.4.2. Tracing |IP Paths

Wth I2RS, it would be possible for an I 2RS controller to rapidly
gather information fromacross a large set of BGP routers in the
network via RR, then we can trace the state of IP path easily.

4.2. |12RS Use Case for Control MPLS TE Network Path by PCE

Pat h conputation in large, multi-domain networks is conplex and may
requi re special conputational conponents and cooperation between the
elements in different domains. PCE [[ RFC4655]] is proposed to
address this problem

Wth PCE, operator can nmake nore services and traffic to be hold in
t he sane MPLS TE network, and pronote network resource utilization

The foll owm ng describes set of use cases for which |I2RS s
programmatic interfaces can be used to control and anal yze MPLS TE
networ k. PCE use cases described in this docunent cover the
foll ow ng aspects: TE Link attributes configuration, TE constraints
configuration, global concurrent re-optimzation, network topol ogy or
resource query and failure sinmulation. The goal is to informthe
communi ty’ s understandi ng of where the 12RS PCE extensions fit wthin
the overall |12RS architecture. It is intended to provide a basis for
the solutions draft describing the set of Interfaces to the PCE.

4.2.1. PCE Server Provides Whol e MPLS TE Network Vi ews

For MPLS TE network, if all routers run PCEP protocol and are
connected with PCE server or router, PCE device has the TE topol ogy
and network resources of the whol e networKk.

Wth I2RS, the centralized I2RS client (attached to application) may
get the whole TE topol ogy and network resources fromthe PCE device.
It is not necessary for PCC devices to update to support |2RS.

Bef ore upgrade a current network, network operator may need to check

if it is necessary. PCE nakes it easy for operator to check network
resource by providing some user query interfaces.
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4. 2.

Wth I 2RS, the process may be put in I2RS Cient, and connected wth
ot her applications |like resource visualized toos, this will nmake it
easy for operator do network managenent and mai nt enance.

2. dobal Concurrent Re-optimzation

The stateful PCE [[I-D.ietf-pce-stateful -pce]] specifies PCEP
extensions to enable stateful control of LSPs to PCE. Wth

del egation of control over LSPs from PCC, an active stateful PCE can
request a PCC to update one or nore attributes of an LSP and to re-
signal the LSP with updated attri butes. d obal concurrent re-

optim zation is a concurrent path conputation application where a set
of TE paths are conputed concurrently in order to efficiently utilize
net wor k resour ces.

| APP -- |I2RS dient]
| (on CCNE) |

S + S N +
| PCE Server|--[PCEP]--| PCC |
| Router | | Router |
Fomm e m oo o + S +

|

[ PCEP]

|
S R +
| PCC |
| Router |
I +

Figure 4. Control MPLS TE Network by PCE

4.2.2.1. TE Link and TE LSP Constraint Configuration

Ji,

To adjust MPLS TE path nore subtly, new link attributes such as

| at ency may be proposed to gain the goal. However, it is not a good
way to upgrade devices or extends protocols. It would be easy if PCE
provide interfaces to set TE links attributes and TE LSPs’
constraints.

Wth I2RS, The interfaces can be extended to conveniently adjust TE
net wor k | ogi cal topol ogy.
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4.2.2.2. Calculated Path Approve and D sapprove

4. 2.
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Wth interfaces to set TE |links' attributes and TE LSPs’ constraints
woul d be provided, network operator may trigger a global concurrent
re-optimzation after sone nodification. He nmay want to check
results before they take effect. A confirmation nechanismis
proposed for operator to confirmthe cal culated result, and paths
woul d be sent to PCC if approved otherw se cancel ed.

Wth I2RS, I2RS client can easily pronote the network resource
utilization by instructing the |I2RS agent to triggering PCE to do

gl obal concurrent re-optim zation, and report results. The |I2RS
Cient can then approve or disapprove with the calculated results
based on internal |ogic, and then send any changs to the |I2RS Agents
on the appropriate nodes.

3. Fai lure Sinul ati on

In network upgrade, operator typically fist find the traffic passing
the node or link to be upgraded, estimate the affection. If it is
accepted, operator will switch over the traffic and switch back after
the upgrade. It is arduous for operator to estimte the affection of
link or node failure, nore ever, there is not only one failure.

Wth I2RS, |2RS controller may easily address the problem |2RS
client could ask all |2RS agents for appropriate nodes to send status
information on the link failure links or nodes failures. Based on
this information, the I2RS client could pass information to a | ocal
PCE devices (via PCE protocol or |2RS updates) to do failure

simul ati on based on the status information. After the failure

simul ation, the I12RS client could then update adjusted pathways to

t he |1 2RS agent.

| ANA Consi derati ons
Thi s docunent nakes no request of | ANA
Security Consi derations

Routing information is very critical and sensitive information for

the operators. |2RS should provide strong security nmechanismto
protect the routing information that it could not be accessed by the
un-aut horised users. It should also protect the security and

integrity protection of the routing data.
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