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Abstract

Thi s docunent describes an automated enterprise vulnerability
assessnment scenario aligned with the SACM Use Cases. The scenario
assunes the existence of endpoi nt nmanagenent capabilities and begins
with an enterprise ingesting vulnerability description information.
Endpoi nts are assessed agai nst the vulnerability description

i nformati on based on a conbi nati on of exam ni ng known endpoi nt
characterization informati on and col | ected endpoi nt information.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on March 13, 2017.

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.
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1. | nt roducti on

Thi s docunent describes a detailed, enterprise-specific vulnerability
assessnment scenario fromwhich information nodel elenents can be

di scovered. This scenario also infornms protocol and data nodel

devel opnent in support of vulnerability assessnment, as part of

overal | posture assessnent (see Appendi x B for exanples of sol utions
that support this scenario).

Vul nerability discovery, disclosure, publication, and prioritization
is out of scope. However, given the inportance of prioritization in
an enterprise’s vulnerability assessnent process, it is discussed in
Appendi x C.

I nformati on on how the scenario aligns with SACM and ot her existing
work is discussed in Appendi x D through Appendi x G

2. Term nol ogy

Vul nerability description information: |Information pertaining to the
exi stence of a flaw or flaws in software, hardware, and/or
firmvare, which could potentially have an adverse inpact on
enterprise IT functionality and/or security. Vulnerability
description information should contain enough information to
support vulnerability detection.

Vul nerability detection data: A type of guidance extracted or
derived fromvulnerability description information that
descri bes the specific nechanisns of vulnerability detection
that is used by an enterprise’ s vulnerability managenent
capabilities to determine if a vulnerability is present on an
endpoi nt .

Endpoi nt managenment capabilities: An enterprise IT departnment’s
ability to manage endpoint identity, endpoint information, and
associ at ed netadata on an ongoi ng basi s.

Vul nerabil ity managenent capabilities: An enterprise IT departnent’s
ability to manage endpoint vulnerabilities and associ at ed
nmet adata on an ongoi ng basis by ingesting vulnerability
description information and vulnerability detection data, and
perform ng vul nerability assessnents.

Vul nerability assessnent capabilities: An enterprise IT departnent’s
ability to determ ne whether a set of endpoints is vul nerable
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3.

according to the information contained in the vulnerability
description information.

Assunpt i ons

A nunber of assunptions nust be stated in order to further clarify
t he position and scope of this docunent.

The document assunes that:

0]

The enterprise has received vulnerability description information,
and that the information has already been processed into

vul nerability detection data that the enterprise’s security
software tools can understand and use.

The enterprise has a neans of identifying enterprise endpoints
t hrough the execution of Target Endpoint D scovery Tasks alt hough
assertions about sone details of this capability are made.

The enterprise has a nmeans of extracting relevant information
about enterprise endpoints in a formthat is conpatible with the
vul nerability description data.

All information described in this scenario is available in the
vul nerability description data and serves as the basis of
assessnents.

The enterprise can provide all relevant information about any
endpoi nt needed to performthe described assessnent.

The enterprise has a nechanismfor |ong-term storage of
vul nerability description information, vulnerability detection
data, and vulnerability assessnent results.

The enterprise has a procedure for reassessnent of endpoints at
some point after initial assessnment (see Appendix H for nore
i nformation).

Vul nerability Assessnment Pre-requisites
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4.1. Endpoi nt Managenent Capabilities

Endpoi nt managenent capabilities are assunmed to be in place within
the enterprise, and are expected to collect a mninum set of
attributes fromthe endpoi nts under managenent via Collection Tasks
and to establish an endpoint’s identity within the scope of that
domai n. Endpoint identity can be established by collecting certain
identifying attributes, collectively known as the Target Endpoi nt
Identifier, that allow for unique and persistent tracking of

endpoi nts on the enterprise network. Exanples include, but are not
limted to, |IP address, MAC address, Fully Qualified Donmai n Nanmes
(FQDNs), pre-provisioned identifiers such as 3 obally Unique
Identifiers (GQUI Ds) or copies of serial nunbers, certificates,
hardware identity values, or simlar attributes. To sinplify the
identification of an endpoint, a Target Endpoint Label nay be created
and assigned to refer to the Target Endpoint Identifier. Al of the
information coll ected by the endpoi nt managenent capabilities is
stored, with appropriate netadata (i.e. tinmestanp), in a central

| ocation and used to build up a Target Endpoint Characterization
Record and Target Endpoint Profile via a Target Endpoint
Characterization Task. The endpoi nt managenent capabilities are
expected to be perforned on an ongoing basis, resulting in routine,
or even event-driven, collection of basic endpoint information.

See Appendix | for information-specific details.
4.2. Vulnerability Description Informtion

Vul nerability description information is expected to be periodically
received by the enterprise. Upon receipt, the vulnerability
description information is expected to be assigned a unique tracking
identifier, stored in a repository (wWwth appropriate netadata) in raw
form and transformed into a machi ne-readabl e vul nerability detection
data with uni que tracking identifier understood by the conmponents
described by this scenario. This transfornmed formcan be referred to
as the vulnerability detection data. At sone point, receipt and
processing of vulnerability description data is expected to trigger
the vulnerability assessnent.

See Appendix | for information-specific details.

5. Endpoint Vulnerability Assessnment Capabilities
When new vul nerability description information is received by the
enterprise, affected endpoints are identified and assessed. The
vul nerability is said to apply to an endpoint if the endpoint

satisfies the conditions expressed in the vulnerability detection
dat a.
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A vul nerability assessnent (i.e. vulnerability detection) is
performed in two steps:

o Endpoint information collected by the endpoi nt managenent
capabilities is exam ned by the vul nerability managenent
capabilities through Eval uati on Tasks.

o If the data possessed by the endpoi nt managenent capabilities is
insufficient, a Collection Task is triggered and the necessary
data is collected fromthe target endpoint.

Vul nerability detection relies on the exam nation of different
endpoi nt information depending on the nature of a specific

vul nerability. Common endpoint information used to detect a
vul nerability incl udes:

0 A specific software version is installed on the endpoint
o File systemattributes
o0 Specific state attributes

In many cases, the endpoint information needed to determ ne an
endpoint’s vulnerability status will have been previously collected
by the endpoi nt managenent capabilities and available in a
Repository. However, in other cases, the necessary endpoint
information will not be readily available in a Repository and a
Col l ection Task will be triggered to collect it fromthe target
endpoint. O course, sone inplenentations of endpoi nt nmanagenent
capabilities may prefer to enable operators to performthis
col l ection under certain circunstances, even when sufficient

i nformati on can be provided by the endpoi nt nanagenment capabilities
(e.g. there may be freshness requirenents for information).

The collection of additional endpoint information for the purpose of
vul nerability assessnent does not necessarily need to be a pull by
the vulnerability assessnent capabilities. Over time, sone new

pi eces of information that are needed during common types of
assessments mght be identified. Endpoint managenent capabilities
can be reconfigured to have this infornmation delivered automatically.
This avoids the need to trigger additional Collection Tasks to gather
this information during assessnents, streamnlining the assessnent
process. Likewi se, it mght be observed that certain information
del i vered by endpoi nt managenent capabilities is rarely used. In
this case, it mght be useful to re-configure the endpoi nt managenent
capabilities to no longer collect this information to reduce network
and processing overhead. Instead, a new Collection Task can be
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triggered to gather this data on the rare occasions when it is
needed.

See Appendix | for information-specific details.
6. Mulnerability Assessnent Results

Vul nerability assessnent results present evaluation results al ong
with sufficient context, so that appropriate action can be taken.
Vul nerability assessment results are ideally stored for |ater use.

See Appendix |I for information-specific details.
7. | ANA Consi derations

This meno includes no request to | ANA
8. Security Considerations

Thi s docunment provides a core narrative that wal ks through an
automated enterprise vulnerability assessnent scenario and is aligned
wi th SACM "Endpoi nt Security Posture Assessnent: Enterprise Use
Cases" [RFC7632]. As a result, the security considerations for

[ RFC7632] apply to this docunent. Furthernore, the data collected as
part of the vulnerability assessnment may provide attackers with
useful information such as what software an enterprise is running on
their endpoints. As a result, organizations should consider properly
protecting this information.

9. I nformati ve References
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Security Automation and Continuous Mnitoring, "Charter,
Version 1.0", Cctober 2015,
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Center for Internet Security, "Critical Security Controls,
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[cvrf] I ndustry Consortiumfor Advancenent of Security on the

Internet, "Common Vul nerability and Reporting Franmework",
May 2012, <http://ww.icasi.org/cvrf/>.
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sacmrequirenments-13 (work in progress), March 2016.

[1-D.rot henberg-sacm oval - sys- char - nodel ]
Cokus, M, Haynes, D., Rothenberg, D., and J. Gonzal ez,
"OVAL(R) System Characteristics Mdel", draft-rothenberg-
sacm oval - sys-char-nodel -01 (work in progress), Septenber
2016.

[RFC7632] Waltermire, D. and D. Harrington, "Endpoint Security
Posture Assessnent: Enterprise Use Cases", RFC 7632,
DO 10.17487/ RFC7632, Septenber 2015,
<http://www. rfc-editor.org/info/rfc7632>.
Appendi x A. Change Log
A. 1. Changes in Revision -02
Changed "capability" in the context of endpoint managenent,
vul nerabi lity managenment, and vul nerability assessnents to
"capabilities" to avoid confusion with the term"capability” in the
term nol ogy draft.

Made a few other mnor editorial and clarification changes.
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Changes in Revision -01

Clarified how the endpoi nt nanagenment capability can reconfi gured
over tinme to adapt to the needs of an enterprise. GtHub issue #12
(https://github. conf sacrnwg/ vul nerability-scenario/issues/12).

I ncluded references to the various appendices in the docunent.
G tHub issue #18 (https://github.com sacmng/ vul nerability-scenari o/
i ssues/ 18).

Fi xed typos and other mnor editorial changes in the docunent.

G tHub issue #19 (https://github.com sacmng/ vul nerability-scenari o/
i ssues/18). G tHub issue #20 (https://github.com sacrnng/

vul nerability-scenario/issues/20). G tHub issue #22
(https://github. com sacrmng/ vul nerability-scenario/issues/22).

Updated references to the Critical Controls to Version 6.0. G tHub
i ssue #23 (https://github.com sacmng/ vul nerability-scenari o/
i ssues/ 23).

Aligned the scenario with SACM Tasks. G tHub issue #25
(https://github. com sacrmwg/ vul nerability-scenariol/issues/25).

Changes Since Adopted as a W |-D -00

Made various organi zational and editorial changes as proposed by Adam
Montville. G tHub issue #4 (https://github.conl sacrmng/ vul nerability-
scenari o/ i ssues/ 4).

Renmoved the TODO fromthe Security Considerations section
(https://github. com sacmng/ vul nerability-scenario/issues/8).

Clarified the definition of "vulnerability detection data” to explain
how it was gui dance and provided instructions for security tools on
how to carry out a vulnerability assessnent. G tHub issue #13
(https://github. com sacrmg/ vul nerability-scenario/issues/13).

Changed "targeted collection"” to "supplenmental collection". G tHub
i ssue #14 (https://github.com sacmng/ vul nerability-scenari o/
i ssues/ 14).

Clarified that the ability for an enterprise to convert vulnerability
description information and process it into a format usabl e by
security tools is the same as the converting vulnerability
description information into vulnerability detection data. G tHub

i ssue #15 (https://github.com sacmng/ vul nerability-scenari o/

i ssues/ 15).
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Determine if we need to renove references to the | ong-term storage of
data in repositories. G tHub issue #16 (https://github.com sacrmwg/
vul nerability-scenario/issues/ 16).

Moved the information needs captured in Appendix D.2 into the
I nformation Model. G tHub issue #17 (https://github.com sacmwg/
vul nerabi lity-scenario/issues/17).

A. 4. Changes in Revision draft-coffin-sacmvul n-scenario-01

Clarification of the vulnerability description data IDs in sections 4
and 6.

Added "vul nerability renmedi ation” to the Assessnent Results and Data
Attribute Table and Definitions sections.

Added | npl enent ati on Exanples to Endpoint Identification and Initial
(Pre-Assessnent) Data Collection, Vulnerability Description Data,
Endpoi nt Applicability and Assessnent, and Assessnent Results
sections.

Added an exanple to vulnerability description data in the scope
section.

Added a sentence to clarify vulnerability description data definition
in the scope section.

Added data repository exanple for |ong-term storage scope item

Added sentence to direct reader to exanples of basic system
information in endpoint identification section.

Split the exanples of information to collect in the pre-assessnent
collection section into a basic and advanced |i st.

Added exanpl es of data stored in the repository in the Assessnent
Resul ts section.

Added sentence for human-assigned attributes in the Future Wrk
secti on.

Repl aced "vul nerability report™ to "vulnerability description data"
because the termreport was causing confusion. Simlarly, replaced
"assessnent report” with "assessnment results".

Repl aced "Configurati on Managenent Dat abase (CVDB)" with "Repository"
which is SACMs termfor a data store.

Coffin, et al. Expires March 13, 2017 [ Page 10]



I nternet-Draft SACM Vul n Scenari o Sept enber 2016

Repl aced endpoint "Role" with "Purpose" because "Role" is already
defined in SACM Al so, renoved "Function" because it too is already
defined in SACM

Clarified that the docunent does not try to define a normalized data
format for vulnerability description data although it does not
preclude the creation of such a format.

I ncl uded additional exanples of software configuration information.

Clarified the section around endpoint identification to make it clear
designation attributes used to correlate and identify endpoints are
bot h persistent and unique. Furthernore, text was added to explain
how t he persistency of attributes may vary. This was based on

know edge gained fromthe Endpoint |ID Design Team

Updated the Security Considerations section to nention those
described in [ RFC7632] .

Renmoved text around Bring Your Owm Device (BYOD). VWhile inportant,
BYOD just adds conplexity to this initial draft. BYOD should be
addressed in a later revision.

Merged the list of "basic endpoint information"” and the list of
"“human- assi gned endpoint attributes” as both represent data we want
to collect about an endpoint. Whether or not that data is natively
avai l abl e on the endpoint for collection or assigned by a hunman,
conmput ed, or derived fromother data which may or may not be
avai | abl e on the endpoint for collection seens arbitrary. Wth this
scenario, we primarily care about expressing information needs rather
than how the information is collected or from where.

Appendi x B. I nplenentation Exanpl es
B.1. Endpoint Data Collection

Wthin the SACM Architecture, the Internal and External Coll ector
conmponents could be used to allow enterprises to collect posture
attributes that denonstrate conpliance with enterprise policy.
Endpoints can be required to provide posture attributes, which may
include identification attributes to enabl e persistent
communi cati ons.

The SWD Message and Attributes for PA-TNC standard
[1-D.coffin-sacm nea-sw d-patnc] defines collection and validation of
software identities using the SO Software Identification Tag
Standard. Using this standard, the identity of all installed
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software including the endpoint operating system could be collected
and used for | ater assessnent.

The OVAL Definitions Mdel [I-D.haynes-sacm oval -definitions-nodel]
provi des a data nodel that can be used to specify what posture
attributes to collect as well as their expected val ues which can be
used to drive an assessnent.

The OVAL System Characteristics Mde

[1-D.rot henberg-sacm oval -sys-char-nodel] can be used to capture

i nformati on about an endpoint. The nodel is specifically suited to
expressing OS information, endpoint identification information (such
as I P and MAC addresses), and ot her endpoi nt netadat a.

B.2. Vulnerability Description Infornmation

The Common Vul nerability Reporting Framework (CVRF) [cvrf] is an XM.-
based | anguage that attenpts to standardi ze the creation of

vul nerability description information. Using CVRF, the enterprise
could create automated tools based on the standardi zed schema whi ch
woul d obtain the needed and rel evant information useful for |ater
assessnents and assessnent results.

B.3. Secondary Assessnent

Wthin the SACM Architecture, the assessnment task woul d be handl ed by
t he Eval uator conmponent. |If previously collected data is used, it
woul d be obtained froma Data Store conponent.

Wthin the SACM Architecture, the Internal and External Coll ector
conmponents could be used to allow enterprises to collect posture
attributes that denonstrate conpliance with enterprise policy.
Endpoints can be required to provide posture attributes, which may
include identification attributes to enabl e persistent
conmmuni cati ons.

The SWD Message and Attributes for PA-TNC standard defines
collection and validation of software identities using the |SO
Software ldentification Tag Standard. Using this standard, al
install ed software including the endpoint operating system could be
collected and stored for |ater assessnent.

The OVAL Definitions Mddel provides a data nodel that can be used to
speci fy what posture attributes to collect as well as their expected
val ues which can be used to drive an assessnent.

The OVAL System Characteristics Mdel can be used to capture
i nformati on about an endpoint. The nodel is specifically suited to
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expressing OS information, endpoint identification information (such
as | P and MAC addresses), and ot her endpoi nt netadat a.

The SACM Internal and External Attribute Collector conponents can be
used to allow enterprises to collect posture attributes that
denonstrate conpliance with enterprise policy. Endpoints can be
required to provide posture attributes, which may incl ude
identification attributes to enabl e persistent conmmrunicati ons.

B.4. Assessnent Results

The OVAL Results Moddel [I-D.cokus-sacmoval-results-nodel] provides a
data nodel to encode the results of the assessnent, which could then
be stored in a Repository and | ater accessed. The assessnent results
described in this scenario could be stored and | ater accessed usi ng
the OVAL Results Mbdel. Note that the use of the OVAL Results Mbdel
for sharing results is not recommended per section 7.3 of the OVAL
and the SACM I nformati on Mode

[1-D. hansbury-sacm oval -i nf o- nodel - mappi ng] .

Wthin the SACM Architecture, the generation of the assessnent
results would occur in the Report Generator conmponent. Those results
m ght then be noved to a Data Store conponent for |ater sharing and
retrieval as defined by SACM

Appendix C. Priority

Priorities associated with the vulnerability description informtion,
assessnent results, and any renedy is inportant, but is treated as a
separate chall enge and, as such, has not been integrated into the
description of this scenario. Nevertheless, it is inportant to point
out and describe the use of priorities in the overall vulnerability
assessment scenario as a separate issue with its own sets of
requirenents.

Priority in regard to vulnerability description information, can be
viewed in a couple of different ways within an enterprise. The
assessnent prioritization involves prioritization of the

vul nerability description informtion assessnent process. This
determ nes what vulnerability description information is assessed,
and in what order it is assessed in. For instance, a vulnerability
affecting an operating systemor application used throughout the
enterprise would likely be prioritized higher than a vulnerability in
an application which is used only on a few, lowcriticality
endpoi nt s.

The prioritization of renedies relates to the enterprise renediation
and mtigation process based on the discovered vulnerabilities. Once
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an assessnment has been perfornmed and applicabl e endpoints identified,
enterprise vulnerability nmanagers nust determ ne where to focus their
efforts to apply appropriate renmedies. For exanple, a vulnerability
that is easily exploitable and which can allow arbitrary code
execution m ght be renedi ed before a vulnerability that is nore
difficult to exploit or which just degrades perfornmance.

Sonme vul nerability description information include severities and/or
other information that places the vulnerability in context. This

i nformati on can be used in both of the priority types discussed
above. In other cases, enterprise admnistrators may need to
prioritize based only on what they know about their enterprise and

t he description provided in the vulnerability description

i nformati on.

Exanpl es of data attributes specific to priority of assessnments and/
or renedies include (but not limted to) the foll ow ng:

o Enterprise - defined purpose of the device, criticality of the
devi ce, exposure of the device, etc.

0O Severity attributes - Arating or score that attenpts to provide
the I evel of severity or criticality associated with a given
vul nerability.

o Cyber threat intelligence - information such as tactics,
t echni ques, and procedures of threat actors, indicators of
conprom se, incidents, courses of action, etc. that help the
enterprise understand rel evant threats and how to detect,
mtigate, or respond to them

Appendi x D. SACM Usage Scenari os

The SACM "Endpoi nt Security Posture Assessnment: Enterprise Use Cases”
docunent ([ RFC7632]) defines nultiple usage scenarios that are neant
to provide exanples of inplenenting the use cases and buil di ng bl ock
capabilities. Belowis a brief summary of sone of these usage
scenari os and how this docunent aligns and/or adds additional value
to the identified usage scenari os.

o0 Automated Checklist Verification (2.2.2) - "An enterprise operates
a heterogeneous IT environnent. They utilize vendor-provided
aut omat abl e security configuration checklists for each operating
system and application used within their IT environment. Miltiple
checklists are used fromdifferent vendors to ensure adequate
coverage of all IT assets.” The usage scenario, as defined in the
RFC, is targeted at the checklist |level and can be interpreted as
bei ng specific to endpoint configuration. There is nention of
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pat ch assessnment and vulnerability mtigation, but the usage
scenari o coul d be expanded upon by including vulnerability
verification. Replacing the idea of a checklist in the SACM usage
scenario with vulnerability would allow the usage scenario to
align al nost exactly with the scenario described in this docunent.
Instead of collecting autonmatable security configuration
checklists, the enterprise would collect automatable vulnerability
description information available fromthe vendor as described or
possibly fromother interested third-parties.

o Detection of Posture Deviations (2.2.3) - "An enterprise has
establ i shed secure configuration baselines for each different type
of endpoint within their IT environment. Wen an endpoi nt
connects to the network, the appropriate baseline configuration is
communi cated to the endpoint. Once the baseline has been
established, the endpoint is nonitored for any change events
pertaining to the baseline on an ongoi ng basis. Wen a change
occurs to posture defined in the baseline, updated posture
information i s exchanged. Wen the endpoint detects a posture
change, an alert is generated identifying the specific changes in
posture.” This usage scenari o would support the concept of
endpoints signaling or alerting the enterprise to changes in the
posture relates to endpoint vulnerabilities in the sanme way that
it would for configurations. Replacing the idea of a checkli st
with vulnerability description data allows the SACM usage scenari o
and the scenario described in this docunent to align in their
obj ecti ves.

0 Asynchronous Conpliance/Vulnerability Assessnent at |ce Station
Zebra (2.2.5) - "An isolated arctic IT environnent that is
separated fromthe main university network. The only network
communi cations are via an intermttent, |ow speed, high-Iatency,
hi gh-cost satellite link. Renbte network admins will need to show
continued conpliance with the security policies of the university,
t he governnent, and the provider of the satellite network, as well
as keep current on vulnerability testing." This SACM usage
scenari o describes vulnerability assessnment and aligns well wth
the vulnerability scenario described in this docunent. The
endpoi nt assets are identified and associated data is published in
a Repository. Mulnerability description information is collected
and saved in a Repository as it is released. The vulnerability
description information is queued for |ater assessnent, then the
assessnent results and vulnerability description information are
stored after assessnent. The only real difference in this SACM
usage scenario is the timng of the assessnents. The scenario
described within this docunment woul d have no probl ens adjusting to
the timng of this SACM usage scenario or anything simlar
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Appendi x E.  SACM Requirenents and Charter - Future Wrk

In the course authoring this docunent, some additional considerations
for possible future work were noted. The follow ng points were taken
fromthe SACM Requirenents [I-D.ietf-sacmrequirenents], SACM Charter
[charter-ietf-sacm 01], and SACM Use Cases ([ RFC7632]) docunents and
represent work that nmay be necessary to support the tasks or goals of
SACM goi ng forward.

o0 The SACM requirenments nentions "Result Reporting"” with
applications but no detail around what the assessnent results data
set should include. 1In the case of vulnerability assessnent
results, context is inportant and details beyond just a Pass or
Fail result are needed in order to take action. A good exanple of
this mght be the Priority of the vulnerability itself and how
many systenms it affects within the enterprise. Wth this in mnd,
it mght be worthwhile to investigate a m ni num data set or schema
for assessnent results. The concern here is with vulnerability
description data, but this could apply to other enterprise
processes as wel | .

o The "Human-assi gned endpoint attributes” mentioned previously in
this scenario are touched on in the SACM use cases, but the topic
coul d probably be explored in nmuch nore depth. Enterprise policy
and behaviors could be greatly influenced by endpoint attributes
such as | ocations, how the endpoint is used, and criticality.
When and how these data attributes are collected, as well as what
the m ni mum or common set mght | ook |ike, would be good topics
for future related SACM work. In addition, the storage of these
attributes could be central (stored in a data repository) or they
coul d be assigned and stored on the endpoints thensel ves.

Appendi x F. SACM Use Case Alignnent
F.1. Endpoint Identification

This sub-step aligns with the Endpoint Di scovery, Endpoint
Characterization, and Endpoint Target Ildentification building block
capabilities. The alignnment is due to the fact that the purpose of
this sub-step is to discover, identify, and characterize al
endpoints on an enterprise network.

F.2. Endpoint Data Collection
This sub-step aligns with the Data Publication building block
capability because this section involves storage of endpoint

attributes within an enterprise Repository. This sub-step also
aligns with the Endpoi nt Characterization and Endpoi nt Target
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Identification building block capabilities because it further
characterizes the endpoint through automated and possibly manual
nmeans. There is direct alignnent with the Endpoi nt Conponent

I nventory, Posture Attribute lIdentification, and Posture Attribute
Val ue Col |l ection building block capabilities since the purpose of
this sub-step is to performan initial inventory of the endpoint and
collect basic attributes and their values. Last, there is alignnment
with the Collection Guidance Acquisition building block capabilities
as the inventory and collection of endpoint attributes would be
directed by sone type of enterprise or third-party guidance.

F.3. Vulnerability Description Information

This step aligns with the Data Publication and Data Retrieval
bui | di ng bl ock capabilities because this section details storage of
vul nerability description information within an enterprise Repository
and later retrieval of the sane.

F.4. Applicability

This sub-step aligns with the Data Retrieval, Data Query, and Posture
Attribute Value Query building block capabilities because, in this
sub-step, the process is attenpting to determne the vulnerability
status of the endpoint using the data that has previously been
col | ect ed.

F.5. Secondary Assessnent

This sub-step aligns with the Data Publication building block
capability because this section details storage of endpoint
attributes within an enterprise Repository. The sub-step also aligns
with the Collection Guidance Acquisition building block capability
since the vulnerability description information (guidance) drives the
col l ection of additional endpoint attributes.

This sub-step aligns with the Endpoint Characterization (both manual
and automat ed) and Endpoint Target Ildentification building block
capabilities because it could further characterize the endpoint

t hrough aut omat ed and possi bly manual nmeans. There is direct
alignnent with the Endpoi nt Conponent Inventory, Posture Attribute

I dentification, and Posture Attribute Value Collection building block
capabilities since the purpose of this sub-step is to perform

addi tional and nore specific conponent inventories and collections of
endpoint attri butes and their val ues.
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F.6. Assessnent Results

This step aligns with the Data Publication and Data Retrieval
bui | di ng bl ock capabilities because this section details storage of
vul nerability assessnent results within an enterprise Repository and
| ater retrieval of the sane.

Appendi x G Alignnment with Ot her Existing Wrks
G1. Citical Security Controls

The Center for Internet Security's Critical Security Controls
[critical-controls] includes security controls for a nunber of usage
scenari os, some of which are covered in this docunent. This section
docunents the alignment between the Center’s controls and the

rel evant el enments of the scenario.

G 1.1. Continuous Vulnerability Assessnent

"CSC 4. Continuous Vulnerability Assessnment and Renedi ation,"™ which
is described by the Center for Internet Security as "Continuously
acqui re, assess, and take action on new information in order to
identify vulnerabilities, renediate, and m nim ze the w ndow of
opportunity for attackers." The scenario described in this docunent
is aligned with CSC 4 in multiple ways:

CSC 4.1 applies to this scenario in that it calls for running

regul ar, automated scanning to deliver prioritized |lists of

vul nerabilities with which to respond. The scenario described in
this docunent is intended to be executed on a continuous basis, and
the priorities of both vulnerability description information and the
remedy of vulnerabilities are discussed in the Priority section
earlier in this docunent.

This scenario assunes that the enterprise already has a source for
vul nerability description informati on as described in CSC 4. 4.

Both CSC 4.2 and 4.7 are made possible by witing information to a
Repository since this nmakes previously collected data avail able for
| at er anal ysi s.

While this scenario does not go into the details of how
prioritization would be cal cul ated or applied, it does touch on sone
of the inportant ways in which prioritization would inpact the
endpoi nt assessnment process in the Priority section. As such, the
Priority section aligns with CSC 4.8, which deals with vulnerability
priority. Mulnerability priority in this scenario is discussed in
terms of the vulnerability description information priority during
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receipt, as well as the vulnerability priority with regards to
remedi es.

The descri bed scenari o does not address the details of applying a
remedy based on assessnent results. As such, CSC 4.5 which deals
with mtigations and patching, is out of scope for this work.
Simlarly, CSC 4.3 prescribes perform ng scans in authenticated node
and CSC 4.6 prescribes nonitoring logs. This scenario does not get
into the neans by which data is collected, focusing on "what" to

coll ect rather than "how', and as such does not have correspondi ng
sections, although the procedures described are not inconpatible with
ei ther of these controls.

The CSC 4 System Entity Rel ationship diagramdirectly aligns with the
scenari o described in this docunment with the exception of applying
pat ches to endpoints.

G 1. 2. Har dwar e and Software | nventories

This scenario is also aligned with, and describes a process for,
col l ecting and mai ntaini ng hardware and software inventories, which
are covered by the Center for Internet Security CSC 1 "lnventory of
Aut hori zed and Unaut hori zed Devices" and CSC 2 "I nventory of

Aut hori zed and Unaut horized Software.” This scenario docunents a
process that is specific to collecting and maintaining hardware and
software data attributes for vulnerability assessnment purposes, but
the collection of the hardware attributes and software inventory
docunmented in the Endpoint Data Collection section that follows can
al so be used for the purpose of inplenenting authorized and

unaut hori zed hardware and software nmanagenent processes (e.qg.
scanni ng tools | ooking for unauthorized software). Mreover, the
ability to accurately identify endpoints and, to a | esser degree,
applications is integral to effective endpoint data collection and
vul nerabi lity managenent.

The Endpoint Data Col |l ection section does not have coverage for the
specific details described in CSC 1 and 2 as they are different
processes and woul d be out-of-scope of this scenario, but the section
does provide the data necessary to support the controls.

The Endpoint Identification and Endpoint Data Coll ection sections
within this scenario align with CSC 1.1 and 1.4 by identifying
enterprise endpoints and collecting their hardware and network
attributes. The Endpoint Data Collection section aligns with and
supports CSC 2.3 by defining a software inventory process and a

nmet hod of obtaining operating systemand file systemattributes. The
rest of the items fromCSC 1 and 2 deal with inplenentation details
and woul d be out-of-scope for this docunent.
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Appendi x H.  Continuous Vul nerability Assessnent

It is not sufficient to performa single assessnment when

vul nerability description information is published w thout any
further checking. Doing so does not address the possibility that the
reported vulnerability m ght be introduced to the enterprise
environment after the initial assessnent conpletes. For exanple, new
endpoi nts can be introduced to the environnment which have old
software or are not up-to-date with patches. Another exanple is
wher e unaut hori zed or obsolete software is installed on an existing
endpoint by enterprise users after vulnerability description
information and initial assessnent has taken place. Moreover,
enterprises mght not wwsh to, or be able to, assess al

vul nerability description information i medi ately when they conme in.
Conflicts with other critical activities or Iimted resources n ght
nean that sonme alerts, especially those that the enterprise deens as
"l ow priority", are not used to guide enterprise assessnents until
sonetinme after the initial receipt.

The scenari o above descri bes a single assessnment of endpoints.
However, it does not make any assunptions as to when this assessnent
occurs relative to the original receipt of the vulnerability
description data that led to this assessnent. The assessnent coul d
i mredi ately follow the ingestion of the vulnerability description

i nformati on, could be delayed, or the assessnent m ght represent a
reassessnment of sone vulnerability description information against
whi ch endpoi nts had previously been assessed. Moreover, the scenario
i ncorporates long-termstorage of collected data, vulnerability
description information, and assessnent results in order to
facilitate nmeani ngful and ongoi ng reassessnent.

Appendix |I. Data Attribute Table
The followi ng table maps all mmjor data attri butes agai nst each maj or

process where they are used.

vul ner abi | Endpoint Id | Endpoint Ap | Assessnen |

I I I

| | ity descri | entificatio | plicability | t Results |
| | ption data | n and | and | |
| | | Initial | Assessnent | |
| | | Dat a | | |
| | | Collection | | |
oo g g g oo +
| *Endpoint* | | | | |
o e e e o - Fom e e o o e o e o e e e o - +
| Collection | | X | X | |
| date/time | | | | |
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| File system |
| attributes |
I (e.g., I
| versions, |
| size, wite |
| dat e, |
| nodi fi ed |
| dat e, |
| checksum |
| etc.) |

| Shar ed | X | | X | |
| libraries | | | | |

| O her |
| software con |
| figuration |
| information |
| *External vu | | | | |
| I'nerability | | | | |
| description | | | | |
| | | | |

dat a* |
S S S S RS S RS SRS +
| I'ngest Date | X | | X | |
o e a o - R o e - o e - R +
| Dat e of | X | | X | |
| Rel ease | | | | |
- PR R R R +
| Ver si on | X | | X | |
S S S S R +
| Ext er nal | X | | X | X |
| vuln ID | | | | |
. . SRR SRR IR +
| Severity | | | | X |
| Score | | | | |
S S S S R +
| *Assessnent | | | | |
| Resul t s* | | | | |
. . SRR SRR IR +
| Dat e of | | | X | X |
| assessnent | | | | |
S S S S R +
| Date of data | | X | X | X |
| collection | | | | |
. . SRR SRR IR +
| Endpoint ide | | X | X | X |
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| ntification | | | | |
I and/ or I I I I I
| locally I I I I I
| assigned ID | | | | |
| Vulnerable | X | X | X | X |
| sof tware | | | | |
| product(s) | | | | |

| Endpoint vul | | | X | X |
| nerability | | | | |
| st at us | | | | |

| Vulnerabilit | X | | | X |
I y I I I I I

| description | | | | |

| Vulnerabilit | X | | | X |
I y I I I I I

| renediation | | | | |

Table 1: Vulnerability Assessnent Attri butes
Aut hors’ Addresses

Chri st opher Coffin
The M TRE Cor porati on
202 Burlington Road
Bedf ord, MA 01730
USA

Emai |l : ccoffin@rtre.org
Brant Chei kes

The M TRE Cor porati on
202 Burlington Road
Bedford, MA 01730

USA

Emai | : bchei kes@ntre.org
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Charl es Schm dt

The M TRE Cor porati on
202 Burlington Road
Bedf ord, MA 01730
USA

Email: cmschmdt@ntre.org

Dani el Haynes

The M TRE Corporation
202 Burlington Road
Bedford, MA 01730
USA

Emai | : dhaynes@ritre.org

Jessi ca Fitzgeral d- McKay
Depart ment of Defense
9800 Savage Road

Ft. Meade, Maryl and

USA

Email: jnfitz2@sa. gov

David Waltermre

National Institute of Standards and Technol ogy
100 Bureau Drive

Gai t hersburg, Maryland 20877

USA

Emai | : david.wal term re@i st. gov
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