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Abstract

RFC7970 specified an information nodel and a correspondi ng XM. data
nodel for exchangi ng incident and indicator information. This draft
provi des an alternative data nodel inplenentation in JSON.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 25, 2019.
Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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I ntroduction

[ RFC7970] defines a data representation for security incident reports

and i ndicators comonly exchanged by operational security teans.
facilitates the automated exchange of this information to enable
mtigation and wat ch-and-war ni ng.

i nformati on nodel using Unified Mddeling Language (UM.) and a

correspondi ng Extensi bl e Markup Language (XM.) schema data nodel

It

Section 3 of [RFC7970] defined an

Section 8. This UM.-based informati on nodel and XM.-based data nodel

are referred to as | OOEF UML and | ODEF XM,

docunent .

Thi s docunent defines an alternate inplenentation of the | ODEF UM
i nformati on nodel by specifying a JavaScript Object Notation (JSON)
data nodel using CDDL and JSON Schema [jsonschema]. This JSON data

nmodel is referred to as | ODEF JSON in this docunent.

| ODEF JSON provides all of the expressivity of 1ODEF XM.. It gives

respectively in this

i npl ementers and operators an alternative format to exchange the sane
i nformati on.

Takahashi, et al. Expires April 25, 2019 [ Page 2]



| nt er net - Draf t JSON- | CDEF Cct ober 2018

The normative | ODEF JSON data nodel is found in Section 5. Section 2
and Section 3 describe the data types and el enents of this data
nodel . Section 4 provides exanpl es.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. | ODEF Data Types

The abstract | ODEF JSON i npl enents the abstract data types specified
in Section 2 of [RFC7970].

2.1. Abstract Data Type to JSON Data Type Mappi ng
| ODEF JSON uses native and derived JSON data types. Figure 1

descri bes the mappi ng between the abstract data types in Section 2 of
[ RFC7970] and their corresponding inplenmentations in | CDEF JSON.
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U o e e e a o o e e e e e e e +
| | CDEF Data Type | [ RFC7970] | JSON Data Type |
| | Ref er ence | |
o e e a e o - o e e e e e e o m e e e e e e e e e e e m - +
| I NTEGER | Section 2.1 | "integer" per []jsonschema]
| REAL | Section 2.2 | "nunber" per [jsonschenms]
| CHARACTER | Section 2.3 | "string" per []jsonschenma]
| STRI NG | Section 2.3 | "string" per []jsonschens]
| M__STRI NG | Section 2.4 | see Section 2.2.1 |
| BYTE | Section 2.5.1 | "string" per []jsonschens] |
| BYTE[ ] | Section 2.5.1 | "string" per [jsonschenma] |
| HEXBI N | Section 2.5.2 | "string" per []jsonschenms]
| HEXBI N ] | Section 2.5.2 | "string" per []jsonschenma]
| ENUM | Section 2.6 | "enunt array per []jsonschens]
| DATETI ME | Section 2.7 | "string" per []jsonschens] |
| TI MEZONE | Section 2.8 | "string" per []jsonschens] |
| PORTLI ST | Section 2.9 | "string" per []jsonschenma] |
| POSTAL | Section 2.10 | "string" per []jsonschenms] |
| | | / M._STRING Section 2.2.1 |
| PHONE | Section 2.11 | "string" per []jsonschens]
| EMAIL | Section 2.12 | "string" per []jsonschens] |
| URL | Section 2.13 | "string" per []jsonschens] |
| 1D | Section 2.14 | "string" per []jsonschenma] |
| | DREF | Section 2.14 | "string" per []jsonschenms] |
| SOFTWARE | Section 2.15 | see Section 2.2.2 |
| STRUCTURED | RFC 7213 | see Section 2.2.3 |
| EXTENSI ON | Section 2.16 | see Section 2.2.4 |
o e e a e o - o e e e e e e o m e e e e e e e e e e e m - +

Figure 1
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U S T +
| |ODEF Data Type | CBOR Data Type | CDDL prel ude |
| | | [draft-ietf-cbor-cddl-05] Reference
o e e a e o - o e e e e e oo o m e e e e e e e e e e e e e m +
| I NTEGER | 6 tag 2, 6 tag 3 | integer |
| REAL | 7 bits 26 | float32 |
| CHARACTER | 3 text string | text |
| STRI NG | 3 text string | text |
| M__STRI NG | 5 map | see Maps/ Structs, Section 3.5.1 |
| BYTE | 6 tag 22 | eb64l egacy |
| BYTE[ ] | 6 tag 22 | eb64l egacy |
| HEXBI N | 2 byte string | bytes |
| HEXBI N[] | 2 byte string | bytes |
| ENUM | - | see Choices, Section 2.2.2 |
| DATETI ME | 6 tag O | tdate |
| TI MEZONE | 3 text string | text |
| PORTLI ST | 3 text string | text |
| POSTAL | 3 text string | text |
| | | / see Maps/Structs, Section 3.5.1 |
| PHONE | 3 text string | text |
| EMAIL | 3 text string | text |
| URL | 6 tag 32 | uri |
| 1D | 3 text string | text |
| | DREF | 3 text string | text |
| SOFTWARE | 5 map | see Maps/Structs, Section 3.5.1 |
| STRUCTURED | 5 map | see Maps/Structs, Section 3.5.1 |
| EXTENSI ON | 5 map | see Maps/ Structs, Section 3.5.1 |
o e e a e o - o e e e e e oo o m e e e e e e e e e e e e e m +
Figure 2
2.2. Conplex JSON Types
2.2.1. Miltilingual Strings
A string that needs to be represented in a human-readabl e | anguage
different than the default encoding of the docunent is represented in
the informati on nodel by the ML_STRING data type. This data type is
i npl enented as an object with "value", "lang", and "translation-id"
el enents as defined in Section 5. Exanples are shown bel ow.
"M.StringType": {
"value": "free-formtext", /1 STRI NG
"l ang": "en", / | ENUM
“"translation-id": "jp2en0023" /| STRI NG
}
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2.2.2. Software and Softwar eRef er ence

A particular version of software is represented in the information
nodel by the SOFTWARE data type. This software can be descri bed by
using a reference, a URL, or with free-formtext. The SOFTWARE dat a

type is inplenmented as an object with "SoftwareReference", "URL", and
"Description” elenments as defined in Section 5. Exanples are shown
bel ow.

" Sof t war eType": {
"Sof t war eRef erence": {...}, /| Sof t war eRef er ence
"Description": ["M5 Wndows"] /1 STRI NG

}

Sof t war eRef erence class is a reference to a particular version of
software. Exanples are shown bel ow.

" Sof t war eRef erence": {

"val ue": "cpe:/a:google:chronme:59.0.3071. 115 ", /1 STRI NG
"spec-nane": "cpe", / | ENUM
"dtype": "string", / | ENUM

}
2.2.3. Structuredlnfo

Information provided in a formof structured string, such as ID, or
structured information, such as XML docunents, is represented in the
i nformati on nodel by the Structuredlinfo data type. Note that this
type was originally specified in RFC7203. The Structuredlnfo data
type is inplenented as an object with "SpeclD', "ext-Specl D",
"Content| D', "RawData", "Reference" elenents. An exanple for
enbedding a structured ID is shown bel ow

"Structuredl nformation": {
"Specl D': "cve", [ I ENUM
"Content| D': "CVE-2007-5000" /| STRI NG

}

When enbeddi ng the raw data, base64 conversion should be used for
encodi ng the data, as shown bel ow.

"Structuredl nformation": {
"Specl D': "oval ", / | ENUM
"RawDat a": "<<<strings encoded with base64>>>" /| BYTE

}
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2.2.4. EXTENSI ON

I nformati on not otherw se represented in the | ODEF can be added using
the EXTENSI ON data type. This data type is a generic extension
mechani sm The EXTENSI ON data type is inplenented as an

Ext ensi onType object with "value", "nane", "dtype", "ext-dtype",
"meani ng", "formatid", "restriction", "ext-restriction", and
"observabl e-id" elenments. An exanple for enbedding a structured ID

i s shown bel ow.

"Extensi onType": {

"val ue": "xXxXXxxxx", /1String
"nanme": "Syslog", /1String
"dtype": "string", /1String
"meani ng": "Syslog fromthe security appliance X', /1String

}
3. | ODEF JSON Data Model

3.1. dasses and El enents

The follow ng table shows the |ist of |ODEF C asses, their elenents,
and the correspondi ng section in [RFC7970]. Note that the conplete
JSON schema is defined in Section 5 usind CDDL.

| I CDEF O ass | C ass | Correspondi ng
| | Elenments and | Section |
| | Attribute | in [RFC7970] |

| version |
| lang? |
| format-id? |
| private-enum nane? |
| private-enumi d? |
| I'ncident+ |
| Additional Dat a* |

| purpose |
| ext-purpose? |
| status? |
| ext-status? |
| lang? |
| restriction? |
| ext-restriction? |
| observabl e-i d? |
| I'ncidentlD |
| Alternativel D? |
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| | Rel at edActivity* | |
| | DetectTinme? | |
| | StartTi ne? | |
| | EndTi me? | |
| | RecoveryTi ne? | |
| | ReportTime? | |
| | GenerationTine | |
| | Description* | |
| | Discovery* | |
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I

Assessnment *

Met hod*

Cont act +

Event Dat a*

I ndi cat or*

Hi story?

Addi ti onal Dat a*
S T - +
| I'ncidentlD | id | 3.4 |
I | nane | |
| | instance? | |
| | restriction? | |
| | ext-restriction? | |
S T - +
| AlternativelD | restriction? | 3.5 |
| | ext-restriction? | |
| | I'ncidentl D+ | |
o e e e e e e e e Fom e e e e e e o oaoa ok Fom e +

Rel at edActivity restriction? 3.6

I I
| ext-restriction? |
| I'ncidentlD* |
| URL* |
| Threat Actor* |
| Canpai gn* |
| I'ndicatorlD* |
| Confidence? |
| Description* |
| Additional Dat a* |

| restriction? |
| ext-restriction? |
| Threat Actorl D* |
| URL* |
| Description* |
| Additional Dat a* |

restriction?

I I I
| ext-restriction? | |
| Canpai gnl D* | |
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I | URL* I I
| | Description* | |
| | Additional Dat a* | 3.8 |
o e e e e e e e e e e e e - o e e e e e e e e o - o e e o +
| Contact | role | |
| | ext-role? | |
I | type I I
I | ext-type? I I
| | restriction? | |
| | ext-restriction? | |
| | Contact Nane*, | |
| | ContactTitle* | |
| | Description* | |
| | Regi stryHandl e* | |
| | Postal Address* | |
I | Email* I I
| | Tel ephone* | |
| | Timezone? | |
| | Contact* | |
| | Additional Dat a* | 3.9 |
o e e e e e e e e e e e o - o e e e e e e o - S +
| RegistryHandl e | handl e | |
| | registry | |
| | ext-registry? | 3.9.1 |
U U oo e meoeeiiaiaiaaas - +
| Postal Address | type? | |
I | ext-type? I I
| | PAddress | |
| | Description* | 3.9.2 |
S e I +
| Email | type? | |
I | ext-type? I I
| | Email To | |
| | Description* | 3.9.3 |
S T - +
| Tel ephone | type? | |
I | ext-type? I I
| | Tel ephoneNunber | |
| | Description* | 3.9.4 |
o e e e e e e e e e e e e - o e e e e e e e e o - o e e o +
| Discovery | source? | |
| | ext-source? | |
| | restriction? | |
| | ext-restriction? | |
| | Description* | |
| | Contact* | |
| | DetectionPattern* | 3.10 |
S e I +
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Det ecti onPattern

| Reference
I
I
|

Assessment

| System npact
I
I
I
I

Busi nessl npact

Takahashi, et al.

JSON- | ODEF

| restriction?

| ext-restriction?
| observabl e-i d?

| Application

| Description*

|

Det ecti onConfi guration* |

| restriction?

| ext-restriction?
| Reference*

| Description*

| AttackPattern*
| Vul nerability*
| Weakness*

| Additional Dat a*

| observabl e-id?

| ReferenceNanme?

| URL*

| Description*

| occurence?
| restriction?
| ext-restriction?
| observabl e-i d?
| I'ncident Cat egory*
| System npact*

| Busi nessl npact *

| Ti nmel npact *

| Monetaryl npact *

| I ntendedl npact*

| Counter*

| MtigatingFactor?*
| Cause*

| Confidence?

| Additional Dat a*

| severity?

| conpletion?
| type

| ext-type?

| Description*

| severity?

| ext-severity?
| type

| ext-type?

| Description*

Expires April 25, 2019

Cct ober 2018

N +
I I
I I
I I
I I
I I
| |
| 3.11 |
Fom e oo +
I I
| |
| 3.11.1 |
Fom e +
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| |
| 3.12 |
N +
I I
I I
| |
| 3.12.1 |
N +
I I
I I
I I
| 3.12.2 |
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| val ue |
| severity? |
| metric |
| ext-netric? |
| duration? |
| ext-duration? |

| Monet aryl npact | val ue | |
| | severity? | |
| | currency? | 3.12.4 |

| Confidence | val ue | |
| | rating | |
| | ext-rating? | 3.12.5 |

| H story | restriction? | |
| | ext-restriction? | |
| | Historyltemt | 3.13 |

| Historyltem | action |
| | ext-action? |
| | restriction? |
| | ext-restriction? |
| | observabl e-id? |
| | DateTinme |
| | I'ncidentlD? |
| | Contact? |
| | Description* |
| | Defi nedCOA* |
| | Additional Dat a* |
Event Dat a | restriction? | |
| ext-restriction? | |
| observabl e-id? | |
| Description* | |
| DetectTime? | |
| StartTi nme? | |
| EndTi me? | |
| RecoveryTi me? | |
| ReportTinme? | |
| Contact* | |
| Discovery* | |
| Assessnent ? | |
| Met hod* | |
| Systent I I
| Expectation* | |
| | |

I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
| Recor dDat a*
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| | Event Dat a* | |
| | Additional Dat a* | 3.14 |

| action? |
| ext-action? |
| severity? |
| restriction? |
| ext-restriction? |
| Description* |
| Defi nedCOA* |
| StartTine? |
| EndTi me? |
| Contact? |

| category? |
| ext-category? |
| interface? |
| spoofed? |
| virtual? |
| ownership? |
| ext-ownership? |
| restriction? |
| ext-restriction? |
| Node |
| NodeRol e* |
| Service* |
| OperatingSystent |
| Counter* |
| Assetl D* |
| Description* |
| Additional Dat a* |

| Donmi nDat a* |
| Address* |
| Postal Addr ess? |
| Location* |
| Counter* |

| val ue |
| category |
| ext-category? |
| vl an-name? |
| vl an-nunf |
| observabl e-id? |
NodeRol e | category |
| ext-category? |
| Description* |
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I

| type

| ext-type?

| unit

| ext-unit?

| meani ng?

| duration?

| ext-duration?

+
I
I
I
|
|
I
I
|
+
| system status | |
| ext-systemstatus? | |
| domai n-status | |
| ext-domain-status? | |
| observabl e-i d? | |
| Name | I
| Dat eDomai nWasChecked?| |
| RegistrationDate? | |
| ExpirationDate? | |
| Rel at edDNS* | |
| Naneservers* | |
| Donmi nCont acts? | |
+
| Nameserver | Server | |
| | Address* | 3.18.1 |

| Donmi nCont acts | SaneDomai nCont act ? | |
| | Contact + | 3.18.2 |

| 1p-protocol ? |

| observabl e-id? |

| ServiceNanme? |

| Port? |

| Portlist? |

| ProtoCode? |

| ProtoType? |

| ProtoField?

| ApplicationHeader Fi el d*|
| Email Dat a? |

| Application? | 3.19

| ServiceNane | I ANAService? | |
I | URL* I I
| | Description* | 3.19.1 |
Emai | Dat a | observabl e-i d? | |
| Email To* | |
| Email Fronf | |
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| | Email Subj ect ? |
| | Email X-Mailer? |
| | Email Header Fi el d* |
| | Email Headers? |
| | Enai | Body? |
| | Email Message? |
| | HashDat a* |
| | Signature* |
| RecordDat a | restriction? |

| | ext-restriction? |

| | observabl e-id? |

| | DateTinme? |

| | Description* |

| | Application? |

| | RecordPattern* |

| | Recordltent |

| | URL* |

| | Fil eData* |

| | W ndowsRegi stryKeysModi fi ed*|
| | CertificateData* |

| | Additional Dat a* | 3.19.3

| RecordPattern | type |
| | ext-type? |
| | offset? |
| | offsetunit? |
| | ext-offsetunit? |
| | instance? |
| | val ue |
| W ndowsRegi stryKeysModi fied | observable-id? | 3.20 |
| | Key+ | |

| registryaction? | |
| ext-registryaction?| |
| observabl e-id? | |
| KeyNane | |
| KeyVal ue? | 3.20.1 |

| restriction? |
| ext-restriction? |
| observabl e-id? |
| Certificate+ |

| observabl e-i d? |
| X509Dat a |
| Description* |

Certificate
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restriction? |
ext-restriction? |
observabl e-i d? |
File+ |

observabl e-i d? |
Fi | eNane? |
Fil eSi ze? |
Fil eType? |
URL* |
HashDat a? |
Si gnat ur e* |
Associ at edSof t war e?
Fi | eProperties* |

scope |
HashTar get | D? |
Hash* |
FuzzyHash* |
Di gest Met hod |

Di gest Vval ue |
Canoni cal i zati onMet hod?

Application? | 3.23.

FuzzyHashVal ue+ |
Appl i cation?

I
Addi ti onal Dat a* | 3.23.

restriction? |
ext-restriction? |
I ndicatorlD |
Al ternativel ndi cator
Descri ption* |
StartTi me? |
EndTi nme? |
Confi dence? |
Cont act * |
bservabl e? |
uid-ref? |
I ndi cat or Expr essi on?|
I ndi cat or Ref er ence?

NodeRol e* |

At t ackPhase* |

Ref er ence* |

Addi ti onal Dat a* |

Expires April 25, 2019
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| I'ndicatorlD | 1d
| | nane
| | version
o e e e e e e e e e e e e - o e e e e e e e e o -
| AlternativelndicatorlD | restriction?

| |

| |

| |

| | Cbse

| | uid-

| |

| | Conf

| |

o m e Fom oo

Takahashi, et al. Expires Apri

| ext-restriction?

| I'ndicatorReference+

rest

ext-restriction?

Syst
Addr

riction?

ent?
ess?

Domai nDat a?

Ser v
Emai

W ndowsRegi st ryKeyshodi fi ed?|

File

I

I

I

I

I

I

I

I

| CertificateData?
| Regi stryHandl e?
I

I

I

I

I

I

I

I

I

I

Reco
Even
| nci
Expe
Ref e
Asse

Det ecti onPattern?

Hi st

Bul kCbser vabl e?
Addi ti onal Dat a*

type
ext -

Bul kCbser vabl eLi st
Addi ti onal Dat a*

| Hash

| Additional Dat a*

oper

ext - operator?
I ndi cat or Expr essi on*|

| ndi cat or Ref er ence*

Addi ti onal Dat a*

i ce?
| Dat a?

Dat a?
rdDat a?
t Dat a?
dent ?
ctation?
rence”?
ssment ?

oryltenf

?

type?

?

ator?

r vabl e*

ref*

i dence?

25, 2019
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| |
| Bul kObservabl eFor mat ?| |
I I
I I

3.24.1

_______________ +

|

I

3.24.2 |
_______________ +

I

I

|

I

I

I

I

I

|

I

I

I

I

I

|

I

I

I

I

I

3.24.3 |
_______________ +

3.24. 4

_______________ +

I

3.24.5 |
_______________ +

I

|

I

I

I

I

I

3.24.6 |
_______________ +
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| uid-ref? |
| euid-ref? |
| version? |

I ndi cat or Ref er ence

| AttackPhasel D* |
| URL* |
| Description* |
| Additional Dat a* |

Mappi ng between JSON and XM. | ODEF

Thi s docunment treats attributes and el enents of each cl ass defi ned
in [ RFC7970] equally and is agnostic on the order of their
appear ances.

Flow class is deleted, and classes with its instances now directly
have instances of EventData class that used to belong to the Fl ow
cl asss.

Appl i cati onHeader class is deleted, and classes with its instances
now directly have instances of ApplicationHeaderField class that
used to belong to the ApplicationHeader cl ass.

SignatureData class is deleted, and classes with its instances now
directly have instance of Signature class that used to belong to
t he SignatureData cl ass.

IndicatorData class is deleted, and classes with its i nstances now
directly have the instances of Indicator class that used to bel ong
to the IndicatorbData class.

Observabl eReference class is deleted, and classes with its
i nstances now directly have uid-ref as an el enent.

Record class is replaced by RecordData class, and RecordData cl ass
is renaned to Record cl ass.

Record class is deleted, and classes with its instances now
directly have the instances of RecordData class that used to
bel ong to the Record cl ass.

The el enments of ML_STRING type are prepared as two separate

el enments: one of STRING type and anot her of ML_STRING type, in
order to maintain the sinplicity of | ODEF docunents when witing
with only STRING type characters.

Takahashi, et al. Expires April 25, 2019 [ Page 17]



| nt er net - Draf t JSON- | CDEF Cct ober 2018

4. Exanpl es
This section provides exanpl e of | ODEF docunents. These exanpl es do
not represent the full capabilities of the data nodel or the the only
way to encode particul ar information.

4.1. Mniml Exanple

A docunent containing only the mandatory el enents and attri butes.

{

"version": "2.0",
"l ang": "en",
“"Incident": [{
"pur pose": "reporting",
"restriction": "private",
“"IncidentI D": {
"id": "492382",
"name": "csirt.exanple. cont
}
"CenerationTine": "2015-07-18T09: 00: 00- 05: 00",
"Contact": [{
“"type": "organi zation",
“role": "creator",
"Emai l " [{
"Emai | To": "contact @sirt.exanple. conf
1
1

1
}

4.2. Indicators froma Canpaign

An exanpl e of C2 dommins froma given canpaign

"version": "2.0",
"l ang": "en",
"Incidents": |
{
“pur pose": "watch",
"restriction": "green",
“IncidentI D': {
"id": "897923",
"nane": "csirt.exanple. cont

}
"Rel atedActivity": [
{
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"Threat Actor": |

“"Threat Actor|I D': "TA-12- AGGRESSI VE- BUTTERFLY"
"Description": "Aggressive Butterfly"

}
Lo
" Canpai gn": [
"Canpai gnl D': "C-2015-59405",
"Description": "Orange Graffe"
}

]
| }
"CenerationTine": "2015-10-02T11:18: 00- 05: 00",
"Description": |
"Summari zes the Indicators of Conprom se for the Orange Graffe canp
ai gn of the Aggressive Butterfly crine gang."

]

sessnment": |

"Busi nessl npact": {
"type": "breach-proprietary"”
}
}

ntacts": [

]

"type": "organi zation",
“role": "creator",
"Contact Nane": "CSIRT for exanple.cont
"Email " {
"emai | To": "contact @sirt.exanple. conf
}
}

ndi catorList": [

{

]

"Indicatorl D': {
"id": "@0823490",

"nane": "csirt.exanple.cont,
"version": "1"

}

"Description": "C2 domai ns",

“StartTinme": "2014-12-02T11: 18: 00- 05: 00",
"Cbservabl e": {
"Bul kObservabl e": {
"type": "fqdn"
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"Bul kQbservabl eLi st": |
"Kkj 290023j 09r 34. exanpl e. cont',
"09ij k23j fj Ok8. exanpl e. net ",
"kl knj wfjiow efr923. exanpl e. org",
"ol mrei k79nsd. exanpl e. or g"

5. The | ODEF Data Model (CDDL)
start = iodef
;;; 1odef.json: | ODEF- Docunent

i odef = {
version: text
? lang: | ang
? format-id: text
? private-enum nane: text
? private-enumid: text
Incident: [+ Incident]
? Addi tional Data: [+ ExtensionType]

}
duration = "second” / "mnute" / "hour" / "day" / "nonth" / "quarter"
"year" [ "ext-val ue"
lang = "" |/ text .regexp "[a-zA-Z]{1,8}(-[a-zA-Z20-9]{1,8})*"
restriction = "public" / "partner" / "need-to-know' / "private" /
"default" / "white" / "green" / "anber" / "red" /
"ext-val ue"

| Dtype = text .regexp "[a-zA-Z ][a-zA-Z0-9 .-]*"
| DREFType = | Dtype
Ti meZonetype = text .regexp "Z|[\+\-](0[0-9]|1[0-4]):[0-5][0-9]"
PortlistType = text .regexp "\d+(\-\d+)?(,\d+(\-\d+)?)*"
action = "nothing" / "contact-source-site" / "cotact-target-site" /
"contact-sender"” / "investigate" / "block-host" /
"bl ock-networ k" / "bl ock-port" / "rate-limt-host" /

"rate-limt-network” / "rate-limt-port" / "redirect-traffic"

"“honeypot" / "upgrade-software" / "rebuil d-asset” /
"harden-asset” / "renmedi ate-other" / "status-triage" /
"status-newinfo" / "watch-and-report" / "training" /
"defined-coa" / "other" / "ext-value"

/

/
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M.StringType = {
val ue: text
?l ang: | ang
?transl ation-id: text

}

Posi ti veFl oat Type = {
value: float32 .gt O
}

PAddr essType = M.StringType

Ext ensi onType = {
val ue: text
? Nanme: text
dtype: "boolean" / "byte" / "bytes" / "character" / "date-tine" /
"ntpstanmp” / "integer" / "portlist" / "real" [/ "string" /
"file" / "path" / "frame" / "packet" / "ipv4-packet" /
"1 pv6- packet”™ / "url" [/ "csv" [/ "winreg" / "xm" / "ext-value" .de
fault "string"
? ext-dtype: text
neani ng: text
formatid: text
restriction: restriction .default "private"
ext-restriction: text
observabl e-id: |IDtype

N ) ) ) N

}

Sof twareType = {

? Sof t war eRef erence: Sof t war eRef erence
? URL: [+ uri]

? Description: [+ text / MStringType]
}

Sof t war eRef erence = {

? val ue: text

spec-nane: "custoni / "cpe" / "swd" / "ext-val ue"

? ext-spec-nane: text

? dtype: "bytes" / "integer" [/ "real"™ / "string" / "xm"™ [/ "ext-value" .def
ault "string"

? ext-dtype: text

}

I nci dent = {
pur pose: "traceback"” / "mtigation" / "reporting” / "watch" / "other" /
"ext -val ue"
? ext-purpose: text
? status: "new' / "in-progress"/ "forwarded" / "resolved" / "future" /
"ext -val ue"
? ext-status: text
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l ang: | ang
restriction: restriction .default "private"
ext-restriction: text
observabl e-id: |Dtype
ncidentID: IncidentlD
Al ternativel D. Alternativel D
Rel at edActivity: [+ Rel atedActivity]
DetectTime: tdate
StartTinme: tdate
EndTi me: tdate
RecoveryTi nme: tdate
? ReportTinme: tdate
GenerationTi ne: tdate
? Description: [+ text / MStringType]
? Discovery: [+ Discovery]
? Assessnent: [+ Assessnent]
? Method: [+ Met hod]
Contact: [+ Contact]
? EventData: [+ EventData]
? Indicator: [+ Indicator]
"
5

D) ) N ) ) N T ) ) ) )

Hi story: History
Addi tional Data: [+ ExtensionType]
}

IncidentI D = {

id: text

nanme: text

? instance: text

? restriction: restriction .default "private"
? ext-restriction: text

}

Al ternativel D = {
? restriction: restriction .default "private"
? ext-restriction: text
IncidentID: [+ Incidentl D

}

Rel at edActivity = {

? restriction: restriction .default "private"
ext-restriction: text

IncidentID: [+ Incidentl D

URL: [+ uri]

Threat Actor: [+ Threat Actor]

Canpai gn: [+ Canpai gn]

IndicatorlID: [+ IndicatorlD

Confi dence: Confidence

Description: [+ text]

N ) N ) ) ) ) )
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? Additional Data: [+ ExtensionType]
}

Threat Actor = {
? restriction: restriction .default "private"

? ext-restriction: text
? Threat ActorI D [+ text]
? URL: [+ uri]
? Description: [+ text / MStringType]
? Additional Data: [+ ExtensionType]
}
Canmpaign = {
? restriction: restriction .default "private"
? ext-restriction: text
? Canpaignl D [+ text]
? URL: [+ uri]
? Description: [+ text / MStringType]
? Additional Data: [+ ExtensionType]
}
Contact = {
role: "creator" / "reporter"” / "admn" / "tech" / "provider" [/ "user" /[
"billing" / "legal™ / "irt" [/ "abuse" / "cc" [ "cc-irt" /[ "leo" [/
"vendor" / "vendor-support” / "victint / "victimnotified" /
"ext-val ue"

? ext-role: text

type: "person" / "organization" / "ext-val ue"
ext-type: text

restriction: restriction .default "private"
ext-restriction: text

ContactName: [+ text / MStringType]
ContactTitle: [+ text / MStringType]
Description: [+ text / MStringType]

Regi stryHandl e: [+ Regi stryHandl e]
Post al Address: [+ Post al Addr ess]

Email: [+ Email]

Tel ephone: [+ Tel ephone]

Ti mezone: Ti neZonetype

Contact: [+ Contact]

Addi tional Data: [+ ExtensionType]

)

N ) N ) N ) ) ) ) ) ) )

}

Regi stryHandl e = {

handl e: text

registry: "internic" / "apnic" / "arin" / "lacnic" / "ripe" [/ "afrinic"
“local" / "ext-value"

? ext-registry: text
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}

Post al Address = {

? type: text

? ext-type: text

PAddr ess: PAddressType

? Description: [+ text / MStringTYpe]

}

Email = {

? type: "direct"” / "hotline" / "ext-val ue"
? ext-type: text

Emai | To: text

? Description: [+ text / MStringType]

}

Tel ephone = {

? type: "wired" / "nobile" / "fax" / "hotline" / "ext-val ue"
? ext-type: text

Tel ephoneNunber: text

? Description: [+ text / MStringType]

}

Di scovery = {

? source: "nidps" / "hips" / "siemt / "av" / "third-party-nonitoring” /
"incident" / "os-log" / "application-log" / "device-log" /
"network-flow' / "passive-dns" / "investiation" / "audit" /
"international -notification"” / "external-notification" /

"l eo" / "partner"™ / "actor" / "unknown" / "ext-val ue"

? ext-source: text
? restriction: restriction .default "private"
? ext-restriction: text
? Description: [+ text / MStringType]
? Contact: [+ Contact]
? DetectionPattern: [+ DetectionPattern]
}

DetectionPattern = {

? restriction: restriction .default "private"
? ext-restriction: text

? observable-id: IDtype

Application: SoftwareType

? Description: [+ text / MStringType]

? DetectionConfiguration: [+ text]

}

Met hod = {
? restriction: restriction .default "private"
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ext-restriction: text

Ref erence: [+ Reference]

Description: [+ text / MStringType]
AttackPattern: [+ Structuredl nformation]
Vul nerability: [+ Structuredlnformtion]
Weakness: [+ Structuredl nformation]

Addi tional Data: [+ ExtensionType]

N ) N N ) ) )

}

Structuredlnformation = {
specl D: text

? ext-specl D: text

? contentl D text

? RawDat a: any

? URL: uri
}

Ref erence = {

? observable-id: IDtype

? ReferenceNane: ReferenceNane

? URL: [+ uri]

? Description: [+ text / MStringType]
}

Ref erenceNane = {
specl ndex: i nteger
ID: I Dtype

Assessnent = {
? occurrence: "actual" / "potential”
? restriction: restriction .default "private"
? ext-restriction: text
? observable-id: |IDtype
? IncidentCategory: [+ text / MStringType]
I mpact: [+ {System npact: System npact} / {Businesslnpact: Busi nessl npact}
/
{Timel npact: Tinelnpact} / {Mnetarylnpact: Monetaryl npact} /
{Monet aryl npact: Monetarylnpact} / {Intendedl npact: Busi nesslnpa
ct}]
? Counter: [+ Counter]
MtigatingFactor: [+ text / MStringType]
Cause: [+ text / MStringType]
Confi dence: Confidence
Addi tional Data: [+ ExtensionType]

N ) ) )

}

System npact = {
? severity: "low' / "mediunm / "high"
? conpletion: "failed" / "succeeded"
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type: "takeover-account" / "takeover-service" / "takeover-systeni /
"cps-mani pul ation" / "cps-damage" / "availability-data" /
"availability-account” / "availability-service" /
"availability-system / "danaged-systeni / "damaged-data" /
"breach-proprietary" / "breach-privacy" / "breach-credential" /
"breack-configuration”™ / "integrity-data" /
"integrity-configuration" / "integrity-hardware" /
"traffic-redirection”™ / "nonitoring-traffic" / "nonitoring-host" /
“policy" / "unknown" / "ext-value" .default "unknown"
? ext-type: text
? Description: [+ text / MStringType]
}
Busi nessl npact = {
? severity: "none" / "low' / "nmedium® / "high" / "unknown" / "ext-val ue"
efault "unknown"
? ext-severity: text

type: "breach-proprietary" / "breach-privacy" / "breach-credential" /
"l oss-of-integrity" / "loss-of-service" / "theft-financial" /
"theft-service" / "degraded-reputation” / "asset-danage" /
"asset-mani pul ation" / "legal"™ / "extortion" / "unknown" /
"ext-val ue" .default "unknown"
? ext-type: text
? Description: [+ text / MStringType]
}
Ti mel mpact = {
val ue: PositiveFl oat Type
? severity: "low' / "nmediunt / "high"
metric: "labor" / "el apsed” / "downtine" / "ext-value"
? ext-nmetric: text
? duration: duration .default "hour"
? ext-duration: text
}
Monet aryl npact = {
val ue: PositiveFl oat Type
? severity: "low' / "medium / "high"
? currency: text
}
Confi dence = {
val ue: fl oat32
rating: "low' / "medium® / "high" / "nuneric" / "unknown" / "ext-val ue"
? ext-rating: text
}
Hi story = {
? restriction: restriction .default "private"
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? ext-restriction: text
Hi storyltem [+ Historylten]

}

Hi storyltem = {

action: action .default "other"

? ext-action: text

? restriction: restriction .default "private"
? ext-restriction: text

? observable-id: |IDtype

Dat eTi ne: tdate

? IncidentI D IncidentlD

? Contact: Contact

? Description: [+ text / MStringType]
? DefinedCOA: [+ text]

? Additional Data: [+ ExtensionType]

}

EventData = {

restriction: restriction .default "default"
ext-restriction: text

observabl e-id: |Dtype

Description: [+ text / MStringType]
DetectTime: tdate

StartTime: tdate

EndTi nme: tdate

RecoveryTi me: tdate

Report Ti me: tdate

Contact: [+ Contact]

Di scovery: [+ Discovery]

Assessnent: Assessnent

Met hod: [+ Met hod]

System [+ Systen]

Expectation: [+ Expectation]
RecordDat a: [+ RecordDat a]

Event Data: [+ Event Dat a]

Addi tional Data: [+ ExtensionType]

-~

O IS B N S B B B B R R B S S AV IRV IRV

}

Expectation = {

action: action .default "other"

ext-action: text

severity: "low' / "nmediunt / "high"
restriction: restriction .default "default"
ext-restriction: text

observabl e-id: |Dtype

Description: [+ text / MStringType]

Def i nedCOA: [+ text]

N ) N ) ) ) ) )
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? StartTine: tdate
? EndTi ne: tdate
? Contact: Contact

}

System = {
? category: "source" / "target" / "internmediate" / "sensor" /
"infrastructure" / "ext-val ue"

? ext-category: text

? interface: text

? spoofed: "unknown" / "yes" / "no" .default "unknown"

? virtual: "yes" / "no" / "unknown" .default "unknown"

? ownership: "organization" / "personal" / "partner" / "custoner" /
"no-relationship” / "unknown" / "ext-val ue"

? ext-ownership: text

? restriction: restriction .default "private"

? ext-restriction: text

? observable-id: IDtype

Node: Node

NodeRol e: [+ NodeRol €]

Service: [+ Service]
OperatingSystem [+ SoftwareType]
Counter: [+ Counter]

Asset I D: [+ text]

Description: [+ text / MStringType]
Addi tional Data: [+ ExtensionType]

N ) N ) ) N N

[S—]

de = {
Donmai nDat a: [+ Donmi nDat a]
Address: [+ Address]
Post al Addr ess: PAddressType
Location: [+ text / MSTringType]
Counter: [+ Counter]

N ) N N ) g

——

Address = {
val ue: text
category: "asn" / "atni / "e-mmil" / "ipv4-addr" / "ipv4-net" [/
"i pv4- net - masked” / "ipv4-net-mask" / "ipv6-addr" /
"I pve-net" / "ipv6-net-msked" / "mac" / "site-url" /
"ext-val ue" .default "ipv6-addr"
? ext-category: text
? vl an- nanme: text
? vl an-num i nteger
? observable-id: |IDtype
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NodeRol e = {

category: "client" / "client-enterprise"” / "clent-partner” /
“client-renote"” / "client-kiosk” / "client-nobile" /
"server-internal" / "server-public" / "www' / "mail" /
"webmai |l " / "messaging" / "streamng" / "voice" [/ "file" [/
"ftp" / "p2p" / "nane" / "directory" / "credential" /
"print" / "application" / "database" / "backup" / "dhcp" /
"assessnent” / "source-control" / "config-nmanagenent"” /
"monitoring” / "infra" / "infra-firewall"™ / "infra-router"” /
"infra-switch” / "camera" / "proxy" / "renote-access" /
“log" / "virtualization" / "pos" / "scada" /
"scada- supervi sory" / "sinkhole" / "honeypot" /
"anonyzation" / "c2-server" / "malware-distribution" /
"“drop-server” / "hot-point" / "reflector" /
"phi shing-site"” / "spear-phishing-site” / "recruiting-site" /
"fraudul ent-site"” / "ext-val ue"

? ext-category: text

? Description: [+ text / MStringType]

}

Counter = {
val ue: fl oat 32
type: "count" / "peak" / "average" / "ext-val ue"
? ext-type: text
unit: "byte" / "nbit" / "packet" / "flow' / "session" / "alert" /
"message” / "event" / "host" / "site" / "organization" /
"ext -val ue"

? ext-unit: text
? meaning: text / MStringTYpe
? duration: duration .default "hour"
? ext-duration: text
}

Donmai nData = {

system status: "spoofed" / "fraudulent" / "innocent-hacked" /
"innocent - hijacked" / "unknown" / "ext-val ue"

? ext-systemstatus: text

domai n-status: "reservedDel egati on” / "assignedAndActive" /
"assi gnedAndl nactive" / "assi gnedAndOnHol d" /
"revoked" / "transferPending" / "registryLock" /
"registrarLock"” / "other" / "unknown" / "ext-val ue"

? ext-domai n-status: text

? observable-id: IDtype

Name: text

Dat eDomai nWasChecked: tdate

Regi strationDate: tdate

Expi rationDate: tdate

Rel at edDNS: [+ Extensi onType]

N ) ) N
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? NanmeServers: [+ NanmeServers]
? Domai nCont acts: Domai nCont act s

}

NanmeServers = {
Server: text
Address: [+ Address]

}

Donmai nContacts = {
? SaneDomai nCont act: text
Contact: [+ Contact]

}
Service = {
? i p-protocol: integer
? observable-id: IDtype
? Servi ceNane: Servi ceNane
? Port: integer
? Portlist: PortlistType
? Prot oCode: integer
? ProtoType: integer
? ProtoField: integer
? ApplicationHeaderField: [+ ExtensionType]
? Emai | Data: Emai | Dat a
? Application: SoftwareType
}

Servi ceNanme = {

? | ANAServi ce: text

? URL: [+ uri]

? Description: [+ text / MStringType]
}

Emai | Data = {

? observable-id: IDtype
? Email To: [+ text]
? Email From text
? Emai |l Subj ect: text
? Emai |l X-Mail er: text
? Emai | Header Fi el d: [+ ExtensionType]
? Emai | Headers: text
? Emai | Body: text
? Emai | Message: text
? HashData: [+ HashDat a]
? Signhature: [+ text]
}
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RecordData = {

? restriction: restriction .default "private"
ext-restriction: text

observabl e-id: |Dtype

Dat eTi me: tdate

Description: [+ text / MStringType]
Appl i cadtion: SoftwareType

RecordPattern: [+ RecordPattern]

Recordltem [+ ExtensionType]

URL: [+ uri]

FileData: [+ Fil eDat a]

W ndowsRegi st ryKeyshodi fied: [+ W ndowsRegi stryKeyshModi fi ed]
CertificateData: [+ CertificateData]

Addi tional Data: [+ ExtensionType]

N ) N ) ) N ) ) ) ) ) )

}

RecordPattern = {
val ue: text
type: "regex" / "binary" / "xpath" / "ext-value" .default "regex"

? ext-type: text
? offset: integer
? offsetunit: "line" / "byte" / "ext-value" .default "line"
? ext-offsetunit: text
? instance: integer
}

W ndowsRegi st ryKeyshModi fied = {
? observable-id: |IDtype
Key: [+ Key]

Key = {

? registryaction: "add-key" / "add-value" / "del ete-key" [/
"del ete-val ue" / "nodi fy-key" / "nodify-val ue" /
"ext -val ue"

? ext-registryaction: text

? observable-id: IDtype

KeyNane: text

? KeyVal ue: text

}

CertificateData = {

? restriction: restriction .default "private"
? ext-restriction: text

? observable-id: IDtype

Certificate: [+ Certificate]

}
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Certificate = {

? observable-id: |IDtype

X509Dat a: text

? Description: [+ text / MStringType]

}

FileData = {

? restriction: restriction .default "private"
? ext-restriction: text

? observable-id: |IDtype

File: [+ File]

}
File = {
? observable-id: |IDtype
? FileNane: text
? FileSize: integer
? FileType: text
? URL: [+ uri]
? HashDat a: HashDat a
? Signature: [+ text]
? Associ at edSof t war e: Sof t war eType
? FileProperties: [+ ExtensionType]
}
HashData = {

scope: "file-contents” / "file-pe-section"” / "file-pe-iat" /
"file-pe-resource" / "file-pdf-object” / "email-hash" /
"emai | - hash- header"” / "email - hash- body"

? HashTarget| D: text

? Hash: [+ Hash]

? FuzzyHash: [+ FuzzyHash]

}

Hash = {

D gest Met hod: text

Di gest Val ue: text

? Canoni cal i zati onMet hod: any
? Application: SoftwareType

}

FuzzyHash = {

FuzzyHashVal ue: [+ ExtensionType]

? Application: SoftwareType

? Additional Data: [+ ExtensionType]

}

I ndicator = {

2018
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? restriction: restriction .default "private"
? ext-restriction: text

IndicatorlI D IndicatorlD

? AlternativelndicatorlD: [+ Alternativel ndi catorl D]
Description: [+ text / MStringType]
StartTinme: tdate

EndTi nme: tdate

Confi dence: Confidence

Contact: [+ Contact]

bservabl e: Observabl e

uid-ref: | DREFType

I ndi cat or Expressi on: | ndi cat or Expressi on

I ndi cat or Ref erence: I ndi cat or Ref erence
NodeRol e: [+ NodeRol €]

Att ackPhase: [+ AttackPhase]

Ref erence: [+ Reference]

Addi tional Data: [+ ExtensionType]

N ) N ) ) ) ) ) ) ) ) ) )

}

IndicatorlD = {
id: IDtype
nane: text
version: text

}

Al ternativelndicatorlD = {
? restriction: restriction .default "private"
? ext-restriction: text
I ndi cat or Ref erence: [+ |ndicator Reference]

}

Qobservabl e = {

restriction: restriction .default "private"
ext-restriction: text

System System

Addr ess: Address

Donai nDat a: Donmai nDat a

Enai | Dat a: Enmi | Dat a

Service: Service

W ndowsRegi st ryKeysModi fi ed: W ndowsRegi st ryKeyshodi fi ed
Fil eData: Fil eData

CertificateData: CertificateData

Regi st ryHandl e: Regi stryHandl e

RecordDat a: RecordDat a

Event Dat a: Event Dat a

I nci dent: | ncident

Expectati on: Expectation

Ref erence: Reference

N ) ) ) ) ) ) ) ) ) ) ) ) ) ) )
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Bul kObser vabl e:
Addi ti onal Dat a:

N ) N ) )

}
Bul kObservabl e = {

? type: "asn" / "atm' / "e-mamil"™ [/ "ipv4-addr” /

JSON- | ODEF

Assessnment : Assessnent
Det ecti onPattern: DetectionPattern
Hi storyltem Historyltem

Bul kObser vabl e
[+ ExtensionType]

“i pv4-net - mask" / "ipv6-addr" /

"mac" / "site-url" / "domai n-nane"
"domai n-to-ipve" /
"domai n-to-i pv6-ti nmestanp” /

"W ndows-reg-key" / "file-hash"

“emai | -subject” /

"mut ex" /
? ext-type: text

? Bul kQbser vabl eFor mat :

Bul kCbser vabl eLi st: text

? Addi ti onal Dat a:
}

[+ ExtensionType]

Bul kCbser vabl eFormat = {

? Hash: Hash
? Addi ti onal Dat a:

}

I ndi cat or Expr essi on

? operator: "not"

N ) N ) ) ) )

Addi ti onal Dat a:
}

| ndi cat or Ref er ence

[ "and" [/ "or" [ "xor
ext-operator: text

I ndi cat or Expr essi on:
Qobservabl e: [+ Cbservabl e]
uid-ref: [+ | DREFType]

| ndi cat or Ref er ence:
Confi dence: Confidence

[+ ExtensionType]

[+ ExtensionType]

={

={

? uid-ref: | DREFType

? euid-ref: text
? version: text

}

Att ackPhase = {
? AttackPhasel D
? URL: [+ uri]

[+ text]

? Description: [+ text / MStringType]

Takahashi, et al.
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Bul kObser vabl eFor mat

.defaul t

[+ I'ndi cat or Expressi on]

[ + I ndi cat or Ref er ence]
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“i pv4-net" [/

"i pv6- net - mask" /
"domai n-to-ipv4" /

"domai n-to-ipv4-tinmestanp" /

“ipvé4-port" /
/
"http-user-agent" /
"file-path" / "user-nane"

"ipv6-port" /
"emai |l -x-mail er”
"http-request-uri" /
"ext-val ue"

/
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? Additional Data: [+ ExtensionType]
}

Figure 3. Data Mddel in CDDL
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Appendi x A.  The | ODEF Data Mddel (JSON Schenm)

Thi s section provides a JSON scherma that defines the | ODEF Data Mdel
defined in this draft.

{ "$schema": "http://json-schema. org/draft-04/ schema#",
"definitions": {
"action": {"enum': ["nothing","contact-source-site",
"contact-target-site","contact-sender"”,"investigate",
"bl ock- host ", "bl ock- net wor k", "bl ock-port","rate-limt-host",
"rate-limt-network","rate-limt-port","redirect-traffic",
"“honeypot ", "upgr ade-sof tware", "rebui | d-asset", "harden-asset",
"renedi ate-other","status-triage", "status-newinfo",
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"wat ch-and-report"”,"traini ng", "defi ned-coa", "ext-val ue"]},
“duration": {"enum': ["second","m nute","hour","day","nonth","quarter",
"year","ext-val ue"]},
“"lang": {"enum': ["en","jp"]},
"purpose": {"enunt: ["traceback","mtigation","reporting", "watch",
"ot her", "ext-value"]},
"restriction": {"enunt: ["public","partner", "need-to-know', "private",
"default","white","green", "anber”, "red", "ext-val ue"]},
"status": {"enum': ["new',"in-progress","forwarded", "resolved",
“"future", "ext-value"]},
"DATETI ME": {"type": "string"},
"PORTLI ST": {"type": "string"},
"URLtype": {"type": "string"},
"I Dtype": {"type": "string"},
"Ext ensi onType": {
"type": "object",
"properties": {
"name": {"type": "string"},
"dtype": {"enuni: ["bool ean", "byte","bytes","character", "date-tine",
"nt pstanp", "integer","portlist”,"real"”,"string","file",
"pat h","frame", "packet", "i pv4- packet", "i pv6- packet"”,"url"
"csv',"winreg","xm", "ext-value"]},
"ext-dtype": {"type": "string"},
"meaning": {"type": "string"},
"formatid": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/IDtype"}}},
"Extensi onTypeList": {
"type": "array",
"itenms": {"$ref": "#/definitions/ExtensionType"}},
" Sof t war eType": {
"type": "object",
"properties": {
" Sof t war eRef erence”: {"$ref": "#/definitions/SoftwareReference"},
"URL": {"$ref": "#/definitions/URLtype"},
"Description": {"type": "array", "items": {"type":"string"}}},
"required": [],
"addi tional Properties": false},
" Sof t war eRef erence": {
"type": "object",
"properties": {
"value": {"type": "string"},
"spec-nane": {"type": "string"},
"ext-spec-nane": {"type": "string"},
"dtype": {"type": "string"},
"ext-dtype": {"type": "string"}},
"required": ["spec-nane"],
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"addi tional Properties": false},
"Structuredlnfo": {

"type": "object",

"properties": {
"specl D': {"type": "string"},
“ext-speclD': {"type": "string"},
"contentID': {"type": "string"},
"RawbData": {"type": "string"},
"URL": {"$ref": "#/definitions/URLtype"}},

"required": ["speclD'],

"addi tional Properties": false},

"I'ncident": {

"title": "lIncident",

"description": "JSON schenma for Incident class",

"type": "object",

"properties": {
"purpose": {"$ref": "#/ definitions/purpose"},
"ext-purpose": {"type": "string"},
"status": {"$ref": "#/definitions/status"},
"ext-status": {"type": "string"},
"lang": {"$ref": "#/definitions/lang"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/IDtype"},
“IncidentI D': {"$ref": "#/definitions/IncidentlD'},
"Alternativel D': {"$ref": "#/definitions/AternativelD'},
"Rel at edActivity": {

"type": "array",
"items": {"$ref": "#/definitions/RelatedActivity"}},

"DetectTinme": {"type": "string"},
"StartTime": {"type": "string"},
"EndTinme": {"type": "string"},
"RecoveryTime": {"type": "string"},
"ReportTime": {"type": "string"},
"GenerationTine": {"type": "string"},
"Description": {"type": "array","itenms": {"type": "string"}},
"Di scovery": {

"type": "array","itens": {"$ref": "#/definitions/D scovery"}},
"Assessnent": {

"type": "array","itens": {"$ref": "#/definitions/Assessnment"}},
"Met hods": {

"type": "array","itens": {"$ref": "#/definitions/Mthod"}},
"Contacts": {

"type": "array","itens": {"$ref": "#/definitions/Contact"}},

"EventData": {
Iltypell: n a.r.r.a.yll

"I'ndicatorList": {
"type": "array","itens":

{
{

"items": {"$ref": "#/definitions/EventData"}},
{

"$ref": "#/definitions/Indicator"}},
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"History": {"$ref": "#/definitions/H story"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": ["IncidentlD',"GenerationTinme","Contacts", "purpose"],
"addi tional Properties": false},
ncident|I D': {
"title": "Incidentl D',
"description": "JSON schema for IncidentlD class",
"type": "object”,
"properties": {
"id": {"type": "string"},
"nanme": {"type": "string"},
"instance": {"type": "string"},
"“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"}},
"required": ["name"],
"addi tional Properties": false},
"Alternativel D': {
"title": "Alternativel D',
"description": "JSON schema for Alternativel D cl ass",
"type": "object",
"properties": {
"IncidentI D': {

"type": "array","itens":{"$ref": "#/ definitions/IncidentlD'}},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"}},

"required": ["IncidentlD'],
"addi tional Properties": false},
"Rel at edActivity": {
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
“IncidentI D': {

"type": "array","itenms": {"$ref": "#/definitions/IncidentlD'}},
"URL": {

“"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"Threat Actor": {

"type": "array","itens": {"$ref": "#/definitions/ThreatActor"}},
" Canpai gn": {

“type": "array","itenms": {"$ref": "#/definitions/Canpaign"}},
“Indicatorl D": {

"type": "array","itens": {"$ref": "#/definitions/IndicatorlD'}},
"“Confidence": {"$ref": "#/definitions/Confidence"},
"Description": { "type": "array","itenms": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},

"addi tional Properties": false},
"Threat Actor": {
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
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"ext-restriction": {"type": "string"},

"Threat ActorlI D': {"type": "array", "items": {"type": "string"}},

"Description": {"type": "array", "items": {"type": "string"}},

"URL": {"type":"array","items":{"$ref":"#/ definitions/URLtype"}},

"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"addi tional Properties": false},

" Canpai gn": {
"properties": {
“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},

"CanpaignlD': {"type": "array", "itens": {"type": "string"}},
"URL": {"type":"array", "items":{"$ref":"#/ definitions/URLtype"}},
"Description": {"type": "array", "items": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}}},
"Contact": {
"type": "object",
"properties": {
"role": {
"enum': ["creator","reporter"”,"admn","tech", "provider", "user",
"billing","legal","irt", "abuse","cc","cc-irt","l eo",
"vendor", "vendor-support”,"victint,"victimnotified",
"ext-value"]},
"ext-role": {"type": "string"},
"type": {"enum: ["person","organization","ext-value"]},
"ext-type": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"Contact Nane": {"type": "array", "items": {"type": "string"}},
"ContactTitle": {"type": "array", "itens": {"type": "string"}},
"Description": {"type": "array", "items": {"type": "string"}},
"Regi stryHandl e": {
"type":"array", "itens":{"$ref":"#/definitions/RegistryHandl e"}},
"Post al Address": {
"type":"array", "itens":{"$ref":"#/ definitions/Postal Address"}},

"Email": {"type": "array", "itenms": {"$ref": "#/definitions/Email"}}
"Tel ephone": {

"type": "array", "itenms": {"$ref": "#/definitions/Tel ephone"}},
“Ti mezone": {"type": "string"},
"Contact": {

“"type": "array", "items": {"$ref": "#/ definitions/Contact"}},

"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": ["role","type"],
"addi tional Properties": false},
"Regi stryHandl e": {
"type": "object",
"properties": {
"handl e": {"type": "string"},
"registry": {
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"enum': ["internic","apnic","arin","lacnic","ripe","afrinic",
"l ocal ", "ext-val ue"]},
"ext-registry": {"type": "string"}},
"required": ["registry"],
"addi tional Properties": false},
"Post al Address": {
"type": "object",
"properties": {
"type": {"type": "string"},
"ext-type": {"type": "string"},
"PAddress": {"type": "string"},
"Description": {"type": "array", "itens": {"type": "string"}}},
"required": ["PAddress"],
"addi tional Properties": false},
"Emai l " {
"type": "object",
"properties": {
"type": {
"enunt:["direct”,"hotline","ext-value"]},
"ext-type": {"type": "string"},
"Emai | To": {"type": "string"},
"Description": {"type": "array", "items": {"type": "string"}}},
"required": ["Email To"],
"addi tional Properties”: false},
"Tel ephone”: {
"type": "object",
"properties": {
"type": {
“enunt':["wi red", "nobile","fax","hotline", "ext-value"]},
"ext-type": {"type": "string"},
"Tel ephoneNunber™: {"type": "string"},
"Description": {"type": "array", "items": {"type": "string"}}},
"required": ["Tel ephoneNunber™],
"addi tional Properties": false},
"Discovery": {
"type": "object",
"properties": {
"source": {
"enunt': ["nidps", "hips","siem,"av", "third-party-nonitoring"”,
"incident","os-1o0g","application-log", "device-|og",
“networ k-fl ow', "passi ve-dns", "investigation","audit",
“internal -notification","external -notification","leo",
"partner”,"actor", "unknown", "ext-val ue"]},

"ext-source": {"type": "string"},

“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},

"Description": {"type": "array", "itens": {"type": "string"}},
"Contact": {
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"type": "array",
"DetectionPattern”: {
"type":"array",
"itens": {"$ref":"#/ def
"required": [],
"addi tional Properties":

"itens":

SON- | CDEF COct ober 2018

{"$ref": "#/definitions/Contact"}},

i nitions/DetectionPattern"}}},

fal se},

"DetectionPattern": {
"type": "object”,
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|IDtype"},
“Application": {"$ref": "#/ definitions/SoftwareType"},

"Description": {"type":
"Det ecti onConfi guration”
"type": "array",
"required": ["Application"
"addi tional Properties":
"Met hod": {
"type": "object",
"properties": {
"restriction": {"$ref":
"ext-restriction":
"References": {
"type":
"Description": {"type":
"AttackPattern": {

"itens":

{"type":

"array","itens":

"array", "itens":

- A

{"type": "string"}},

{"type": "string"}}},

1.

fal se},

"#/ definitions/restriction"},
"string"},

{"$ref": "#/definitions/Reference"}},
"array", "itenms": {"type": "string"}},

"type":"array", "itens":{"$ref":"#/definitions/Structuredlinfo"}},
"Wul nerabi lity": {
"type":"array", "itenms":{"$ref":"#/definitions/Structuredlnfo"}},
"Weakness": {
"type":"array", "itens":{"$ref":"#/definitions/Structuredlnfo"}},
“Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],
"addi tional Properties": false},
"Reference": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/ definitions/|Dtype"},
"Ref erenceNane": {"type": "string"},

"URL": {"type":"array",

items": {"$ref":"#/ definitions/URLtype"}},

"Description": {"type": "array", "itenms": {"type": "string"}}},
"required": [],
"addi tional Properties": false},
"Assessnent": {
"type": "object",
"properties": {
"occurrence": {"enum':["actual","potential "]},
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"“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"“Inci dent Category": {"type": "array", "items": {"type": "string"}},
"System npact": {
"type": "array", "items": {"$ref": "#/definitions/System npact"}},
"Busi nessl npact": {
"type":"array", "itens":{"$ref":"#/ definitions/Businesslnpact"}},
"Ti mel npact": {
"type": "array", "itens": {"$ref": "#/definitions/Tinmelnpact"}},
"Monet aryl npact": {
"type":"array", "itenms":{"$ref":"#/ definitions/Mnetarylnpact"}},
"I ntendedl npact": {
"type":"array", "itens":{"$ref":"#/ definitions/Businesslnpact"}},
"Counter": {
"type": "array", "itens": {"$ref": "#/definitions/Counter"}},
"MtigatingFactor": {
“"type": "array", "items": {"S$type": "string"}},
"Cause": {"type": "array", "items": {"$type": "string"}},
"Confidence": {"$ref": "#/ definitions/Confidence"},
"“Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],
"addi tional Properties": false},
"System npact": {
"type": "object",
"properties": {
"severity": {
"enum': ["l ow', "mediunt', "high"]},
“conpletion": {"enunt:["failed", "succeeded"]},
"type": {
"enuni:["takeover-account", "t akeover-service","takeover-systent
"cps-mani pul ati on", "cps-damage", "avai l ability-data",
"avai lability-account”, "availability-service",
"avail ability-systent, "danaged- syst enf, "damaged- dat a",
"breach-proprietary", "breach-privacy", "breach-credential"
"breach-configuration”,"integrity-data",
"integrity-configuration","integrity-hardware",
"traffic-redirection","nonitoring-traffic",
“moni toring-host”, "policy", "unknown", "ext-val ue"]},
"ext-type": {"type": "string"},
"Description": {"type": "array","itens": {"type": "string"}}},
"required": ["type"],
"addi tional Properties": false},
"Busi nessl npact": {
"type": "object",
"properties": {
"severity": {
"enunt: [ "none", "l ow', "nmedi un', "hi gh", "unknown", "ext-val ue"]},
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"ext-severity": {"type":"string"},
"type": {

"enum': [ " breach-proprietary", "breach- privacy , "breach-credential "

"l oss- of-|ntegr|ty , "l oss-of -service","theft-financial"
"theft-service", "degraded- reputatlon "asset - damage",
"asset-nanipulation","legal","extortion","unknomn",
"ext-value"]},
"ext-type": {"type": "string"},
"Description": {"type": "array","itens": {"type": "string"}}},
"required": ["type"],
"addi tional Properties": false},
"Tinelnpact": {
"type": object",
propertles {
"val ue": {" type "nunber"},
"severlty {"enunm': ["low', "nmediun, "high"]},
"metric": {"enunf: ["labor", "el apsed”, "downtine", "ext-val ue"]},
"ext-nmetric": {"type": "string"},
"duration": {"S$ref":"#/definitions/duration"},
"ext-duration": {"type": "string"}},
"required": ["netric"],
"addi tional Properties": false},
"Monet aryl npact": {
"type": "object”
"properties": {
"value": {"type": "nunber"},
"severity": {"enum:["low', "nmediunt, "high"]},
“currency": {"type": "string"}},
"required": [],
"addi tional Properties": false},
" Confidence": {
"type": "object",
"properties": {
"val ue": {"type": "nunber"},
"rating": {
"enum': ["low',"medi unt, "high", "nuneric", "unknown", "ext-val ue"]},
"ext-rating": {"type":"string"}},
“required": ["rating"],
"addi tional Properties": false},
"History": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"Hi storylten': {
"type": "array","itenms": {"$ref": "#/definitions/Hi storyltenm'}}},
"required": ["Hi storylteni],
"addi tional Properties": false},
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"Historyltent: {

"type": "object",

"properties": {
"action": {"$ref": "#/definitions/action"},
"ext-action": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/|IDtype"},
"DateTime": {"$ref": "#/ definitions/DATETI ME"},
“IncidentI D': {"$ref": "#/definitions/IncidentlD'},
"Contact": {"$ref": "#/definitions/Contact"},
"Description": {"type": "array","itens": {"type": "string"}},
"DefinedCOA": {"type": "array","itenms": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},

"required": ["DateTime","action"],

"addi tional Properties": false},

"Event Data": {

"type": "object",

"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"Description": {"type": "array","itens": {"type": "string"}},
"DetectTime": {"type": "string"},
“StartTinme": {"type": "string"},
"EndTime": {"type": "string"},
"RecoveryTime": {"type": "string"},
"ReportTime": {"type": "string"},

"Contact": {

"type": "array","itens": {"$ref": "#/definitions/Contact"}},
"Di scovery": {

"type": "array","itens": {"$ref": "#/definitions/D scovery"}},
"Assessment": {"$ref": "#/ definitions/Assessnent"},
"Met hod": {

"type": "array","itens": {"$ref": "#/definitions/Method"}},
"System': {

"type": "array","itens": {"$ref": "#/definitions/Systeni}},
"Expectation": {
“"type": "array","itenms": {"$ref": "#/definitions/Expectation"}},
"RecordData": {"type": "array",
"items": {"$ref": "#/definitions/RecordData"}},
"EventData": {
"type": "array","itens": {"$ref": "#/definitions/EventData"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": ["ReportTinme"],
"addi tional Properties": false},
"Expectation": {
"type": "object",
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"properties": {
"action": {"S$ref":"#/definitions/action"},
"ext-action": {"type": "string"},
"severity": {"enum': ["low', "nmedi unt, "high"]},
“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/|IDtype"},
"Description": {"type": "array","itens": {"type": "string"}},
"DefinedCOA": {"type": "array","itenms": {"type": "string"}},
"StartTime": {"type": "string"},
"EndTine": {"type": "string"},
"Contact": {"$ref": "#/definitions/Contact"}},

"required": [],

"addi tional Properties": false},

"System': {

"type": "object",

"properties": {
"category": {

"enum': ["source","target","internedi ate", "sensor",
"infrastructure", "ext-val ue"]},

"ext-category": {"type": "string"},

"interface": {"type": "string"},
"spoofed": {"enunt: ["unknown","yes","no"]},
"virtual": {"enuni: ["yes","no","unknown"]},

"ownership": {
"enum': ["organi zation", "personal ", "partner", "custoner",
"no-rel ationship", "unknown", "ext-val ue"]},

"ext-ownership": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/ definitions/|IDtype"},
"Node": {"S$ref": "#/ definitions/Node"},
"NodeRol e": {

"type": "array","itenms": {"$ref": "#/ definitions/NodeRole"}},
"Service": {

“type": "array","itens": {"$ref": "#/definitions/Service"}},
" OperatingSystent: {

"type": "array","itens": {"$ref": "#/definitions/SoftwareType"}},
"Counter": {

"type": "array","itenms": {"$ref": "#/definitions/Counter"}},
"AssetI D': {"type": "array","itens": {"type": "string"}},
"Description": {"type": "array","itens": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},

"required": ["Node"],

"addi tional Properties": false},
"Node": {

"type": "object",

"properties": {
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"Domai nDat a": {
"type": "array","itens": {"$ref": "#/definitions/DomainData"}},
"Address": {
"type": "array","itenms": {"$ref": "#/definitions/Address"}},
"Post al Address": {"type": "string"},
"Location": {"type": "array","itenms": {"type": "string"}},
"Counter": {"type":"array",
"itenms":{"$ref":"#/ definitions/Counter"}}},
"required": [],
"addi tional Properties": false},
"Address": {
"type": "object",
"properties": {
"value": {"type": "string"},
"category": {
"enum':["asn","atm',"e-mail","ipv4-addr","ipvd-net",
"I pv4- net - masked", "i pv4- net - mask", "1 pv6-addr","i pv6-net",
"I pv6- net - masked", "mac", "site-url ", "ext-val ue"]},
"ext-category": {"type": "string"},
"vlan-nane": {"type": "string"},
"vlan-nunm': {"type": "integer"},
"observable-id": {"$ref": "#/definitions/IDiype"}},
"required": ["category"],
"addi tional Properties": false},
"NodeRol e": {
"type": "object",
"properties": {
"category": {
"enunt:["client","client-enterprise","clent-partner",
"client-renote", "client-kiosk","client-nobile",
"server-internal","server-public","ww',"mail","webmail"
"messagi ng", "stream ng", "voice","file","ftp", "p2p", "nane",
"directory","credential","print", "application","database",
"backup", "dhcp", "assessnent", "sour ce-control "
"“config-managenent”,"nonitoring","infra","infra-firewall",
“"infra-router”,"infra-switch","canmera", "proxy",
"renot e-access", "l og","virtualization", "pos", "scada",
"scada- supervi sory", "si nkhol e", "honeypot ", "anonyzati on"
"c2-server", "mal ware-di stribution","drop-server”,
"hot -point","reflector”, "phishing-site",
"spear-phishing-site","recruiting-site"
"fraudul ent-site", "ext-value"]},
"ext-category": {"type": "string"},
"Description": {"type": "array","itens": {"type": "string"}}},
"required": ["category"],
"addi tional Properties": false},
"Counter": {
"type": "object",
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"properties": {

"value": {"type": "string"},

"type": {"enunt: ["count", "peak", "average", "ext-value"]},

"ext-type": {"type": "string"},

"unit": {"enunt: ["byte","nbit", "packet","flow', "session","alert",
"message", "event","host","site","organi zation"
"ext-value"]},

"ext-unit": {"type": "string"},

"meaning": {"type": "string"},

“duration": {"$ref":"#/definitions/duration"},

"ext-duration": {"type": "string"}},

"required": ["type","unit"],
"addi tional Properties": false},
"Domai nDat a": {
"type": "object",
"properties": {
"system status": {

"enum': ["spoofed","fraudulent","innocent-hacked",
"innocent - hi j acked", "unknown", "ext -val ue"]},
"ext-systemstatus": {"type": "string"},
"domai n-status": {
"enum': |

"reservedDel egati on", "assi gnedAndActi ve", "assi gnedAndl nacti ve",
"assi gnedAndOnHol d", "revoked", "t ransf er Pendi ng", "regi stryLock"
"regi strarLock", "ot her", "unknown", "ext-val ue"]},
"ext-domai n-status": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/|Dtype"},
“"Nane": {"type": "string"},
" Dat eDomai nWasChecked": {"S$ref": "#/ definitions/DATETI ME"},
"RegistrationDate": {"$ref": "#/ definitions/DATETI ME"},
"ExpirationDate": {"$ref": "#/ definitions/DATETI ME"},
"Rel at edDNS": {
"type": "array","itenms": {"$ref": "#/definitions/ExtensionType"}},
"NaneServers": {
"type": "array","itens": {"$ref": "#/definitions/NameServers"}},
"Domai nCont acts": {
"$ref": "#/ definitions/Domai nContacts"}},
"required": ["Nane","systemstatus","domain-status"],
"addi tional Properties": false},
"NaneServers": {
"type": "object",
"properties": {
"Server": {"type": "string"},
"Address": {"type":"array",
“items":{"$ref":"#/definitions/Address"}}},
"required": ["Server","Address"],
"addi tional Properties": false},
"Domai nCont acts": {
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"type": "object",
"properties": {
" SaneDomai nContact™: {"type": "string"},
"Contact": {"type":"array",
"items":{"$ref":"#/definitions/Contact"}}},
"required": ["Contact"],
"addi tional Properties": false},
"Service": {
"type": "object",
"properties": {
"I p-protocol": {"type": "integer"},
"observable-id": {"$ref": "#/definitions/|IDtype"},
"ServiceNanme": {"$ref": "#/ definitions/ServiceNane"},
"Port": {"type": "integer"},
"Portlist": {"$ref": "#/definitions/PORTLIST"},
"ProtoCode": {"type": "integer"},
"ProtoType": {"type": "integer"},
"ProtoField": {"type": "integer"},
"ApplicationHeaderField":{"$ref":"#/ definitions/ExtensionTypelList"},
"Emai | Data": {"$ref": "#/definitions/EmailData"},
“Application": {"$ref": "#/ definitions/SoftwareType"}},
"required": [],
"addi tional Properties": false},
"Servi ceNane": {
"type": "object",
"properties": {
"1 ANAServi ce": {"type": "string"},
"URL": {"type": "array","itens": {"$ref": "#/ definitions/URLtype"}},
"Description": {"type": "array","itens": {"type": "string"}}},
"required": [],
"addi tional Properties": false},
"Emai | Data": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
"Emai | To": {"type": "array","itens": {"type": "string"}},
"Emai |l Fromt': {"type": "string"},
"Emai | Subject”: {"type": "string"},
"Emai | X-Mailer": {"type": "string"},
"Emai | Header Fi el d": {
"type": "array","itens": {"$ref": "#/ definitions/ExtensionType"}},
"Emai | Headers": {"type": "string"},
"Emai | Body": {"type": "string"},
"Emai | Message”: {"type": "string"},
"HashDat a": {
"type": "array","itenms": {"$ref": "#/definitions/HashData"}},
"Signhature": {"type": "array","itens": {"type": "string"}}},
"required": [],
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"addi tional Properties":

"RecordDataH {
"type": object",
"properties": {

'restrlctlon

"ext-restrlctlon": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/|IDtype"},
"DateTime": {"$ref": "#/ definitions/DATETI ME"},
"Description": {"type": "array","itens": {"type": "string"}},
“Applicadtion": {"$ref": "#/definitions/SoftwareType"},
"RecordPattern": {
"type": "array","itenms": {"$ref": "#/definitions/RecordPattern"}},
"Recordltenm': {
"type": "array","itens": {"$ref": "#/definitions/ExtensionType"}},
"URL": {
"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"FiIeData {
“"type": "array","itens": {"$ref": "#/definitions/FileData"}},
"VVndomsReglstryKeysNbdlfled {
"type": "array",
"itens": {"$ref": "#/definitions/ WndowsRegi stryKeyshbodi fied"}},
"CertificateData": {
"type":"array","items": {"$ref":"#/definitions/CertificateData"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": [],
"addi tional Properties": false
}
"RecordPattern": {
"type": object",
propertles {
"val ue" { type": "string"},
"type": { enuni': ["regex","binary", "xpath", "ext-value"]},
"ext-type": {"type": "string"},
"of fset": {"type": "integer"},
"offsetunit": {"enunt:["line","byte", "ext-value"]},
"ext-offsetunit": {"type": "string"},
"instance": {"type": "integer"}},
"required": ["type"],
"addi tional Properties": false},

{"$ref"

JSON- | ODEF COct ober 2018

fal se},

"#/ definitions/restriction"},

"W ndowsRegi stryKeysModi fied": {

"type": "object",
"properties": {

"observabile-id": {"$ref": "#/definitions/|Dtype"},
"Key": {"type": "array","itens": {"$ref": "#/definitions/Key"}}},
"required": ["Key"],
"addi tional Properties": false},
"Key": {
"type": "object”
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"properties": {
"regi stryaction": {"enuni: ["add-key","add-val ue", "del et e-key",
"del et e-val ue", "nodi fy- key", "nodi fy-val ue",
"ext-value"]},
"ext-registryaction": {"type": "string"},
"observable-id": {"$ref": "#/ definitions/IDtype"},
"KeyNanme": {"type":"string"},
"KeyVval ue": {"type": "string"}},
"required": ["KeyNane"],
"addi tional Properties": false},
"CertificateData": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|IDtype"},
"Certificate": {
"type": "array","itens": {"$ref": "#/definitions/Certificate"}}},
"required": ["Certificate"],
"addi tional Properties": false},
"Certificate": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/ definitions/IDtype"},
" X509Dat a": {type: "string"},
"Description": {"type": "array","itens": {"type": "string"}}},
"required": ["X509Data"],
"addi tional Properties": false},
"FileData": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"File": {"type": "array","items": {"$ref": "#/definitions/File"}}},
"required": ["File"],
"addi tional Properties": false},
"File": {
"type": "object",
"properties": {
"Fil eNane": {"type": "string"},
"FileSize": {"type": "integer"},
"Fil eType": {"type": "string"},
"URL": {"type": "array","itenms": {"S$ref": "#/ definitions/URLtype"}},
"HashData": {"$ref": "#/ definitions/HashData"},
"Signature": {"type": "array","itens": {"type": "string"}},
"Associ atedSof tware": {"$ref": "#/ definitions/SoftwareType"},
"Fil eProperties": {
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"type":"array","itenms":{"$ref":"#/ definitions/ExtensionType"}}},
"required": [],
"addi tional Properties": false},
"HashDat a": {
"type": "object",
"properties": {
"scope": {"enuni: ["file-contents","file-pe-section","file-pe-iat",
"file-pe-resource","file-pdf-object”,"email -hash",
"“emai | - hash- header™, "emai | - hash- body"] },
"HashTarget I D': {"type": "string"},
"Hash": {"type": "array","itenms": {"$ref": "#/ definitions/Hash"}},
"FuzzyHash": {
"type": "array","itens": {"$ref": "#/definitions/FuzzyHash"}}},
"required": ["scope"],
"addi tional Properties": false},
"Hash": {
"type": "object",
"properties": {
"Di gest Met hod": {"type": "string"},
"Di gestVal ue": {"type": "string"},
"Canoni cal i zati onMet hod": {},
“Application": {"$ref": "#/ definitions/SoftwareType"}},
"required": ["Di gestMthod", "D gestVal ue"],
"addi tional Properties": false},
"FuzzyHash": {
"type": "object",
"properties": {
"FuzzyHashVal ue": {

"type": "array","itens": {"$ref": "#/ definitions/ExtensionType"}},
“Application": {"$ref": "#/ definitions/SoftwareType"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},

"required": ["FuzzyHashVval ue"],

"addi tional Properties": false},

“Indicator": {

"type": "object",

"properties": {
"“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
“IndicatorI D': {"$ref": "#/definitions/IndicatorlD'},
"AlternativelndicatorlD": {

"type": "array",

"items": {"$ref": "#/definitions/AternativelndicatorlD'}},
"Description": {"type": "array","itens": {"type": "string"}},
"StartTime": {"$ref": "#/definitions/DATETI ME"},

"EndTime": {"$ref": "#/ definitions/DATETI VE"},
"Confidence": {"$ref": "#/definitions/Confidence"},
"Contact": {
"type": "array","itens": {"$ref": "#/definitions/Contact"}},
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"Cbservable": {"$ref": "#/definitions/Cbservable"},

"uid-ref": {"type": "string"},

"I ndi cat or Expression": {"$ref":"#/ definitions/|ndi catorExpression"},
"I ndi catorReference”: {"$ref": "#/definitions/IndicatorReference"},
"NodeRol e": {

“"type": "array","itens": {"$ref": "#/definitions/NodeRole"}},
"AttackPhase": {

"type": "array","itens": {"$ref": "#/definitions/AttackPhase"}},
"Ref erence": {

"type": "array","itens": {"$ref": "#/definitions/Reference"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},

"required": ["IndicatorlD'],
"addi tional Properties": false},
"Indicatorl D': {
"type": "object",
"properties": {
"id": {"type": "string"},
"name": {"type": "string"},
"version": {"type": "string"}},
“required": ["nane","version"],
"addi tional Properties": false},
"AlternativelndicatorlD": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"I ndi cat or Ref erence": {
"type": "array",
"itenms": {"$ref": "#/definitions/lndicatorReference"}}},
"required": ["IndicatorReference"],
"addi tional Properties": false},
"Cbservabl e": {
"type": "object",
"properties": {
“restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"Systeni: {"$ref": "#/definitions/Systent},
"Address": {"$ref": "#/definitions/Address"},
“"Domai nData": {"$ref": "#/ definitions/Domai nData"},
“"Email Data": {"$ref": "#/definitions/Enail Data"},
"Service": {"$ref": "#/definitions/Service"},
"W ndowsRegi stryKeyshModi fied": {

"$ref": "#/ definitions/ WndowsRegi stryKeysModi fied"},
"FileData": {"$ref": "#/definitions/FileData"},
“"CertificateData": {"$ref": "#/definitions/CertificateData"},
"Regi stryHandl e": {"$ref": "#/definitions/RegistryHandle"},
"RecordData": {"type": "array",

"item': {"$ref": "#/definitions/Record"}},
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"EventData": {"$ref": "#/definitions/EventData"},
“Incident": {"$ref": "#/definitions/lIncident"},
"Expectation": {"$ref": "#/ definitions/Expectation"},
"Reference": {"$ref": "#/definitions/Reference"},
"Assessment”: {"$ref": "#/definitions/Assessnent"},
"DetectionPattern”: {"$ref": "#/definitions/DetectionPattern"},
"Historyltem': {"$ref": "#/definitions/H storyltem},
"Bul kCbservabl e": {"$ref": "#/ definitions/Bul kCbservabl e"},
"“Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},

"required": [],

"addi tional Properties": false},

"Bul kObservabl e": {
"type": "object",
"properties": {

"type": {"enum: ["asn","atnl,"e-mail","ipv4-addr","ipv4d-net",
"i pv4- net - mask", "i pv6-addr","i pv6-net","i pv6- net - mask"
"mac","site-url","domai n-nane", "donmai n-to-i pv4",
"domai n-to-i pve", "domai n-to-i pv4-tinmestanp”,

"domai n-to-i pv6-timestanp”, "ipv4-port","ipve-port",

"W ndows-reg-key","file-hash","email-x-mailer",
"emai | -subject”,"http-user-agent”, "http-request-url™
"mutex","file-path","user-nanme", "ext-value"]},
"ext-type": {"type": "string"},
"Bul kObser vabl eFor mant ": {
"$ref": "#/ definitions/Bul kObservabl eFormat"},

"Bul kObservabl eList": {"type": "array", "item:{"type": "string"}},
“Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],

"addi tional Properties": false},
"Bul kObser vabl eFormat ": {
"type": "object",
"properties": {
"Hash": {"$ref": "#/ definitions/Hash"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": [],
"addi tional Properties": false},
"I ndi cat or Expression": {
"type": "object",
"properties": {
"operator": {"enum': ["not","and","or","xor"]},
"ext-operator": {"type": "string"},
"I ndi cat or Expressi on": {
"type": "array",

"items": {"$ref": "#/definitions/IndicatorExpression"}},
"Cbservabl e": {
"type": "array","itens": {"$ref": "#/definitions/Cbservable"}},

"uid-ref": {"type": "string"},
"I ndi cat or Ref erence": {
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"type": "array",
"itens": {"$ref": "#/definitions/IndicatorReference"}},
“Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],
"addi tional Properties": false},
"I ndi cat or Ref erence": {
"type": "object",
"properties": {
"uid-ref": {"type": "string"},
"euid-ref": {"type": "string"},
"version": {"type": "string"}},
"required": [],
"addi tional Properties": false},
"AttackPhase": {
"type": "object",
"properties": {
"AttackPhasel D': {"type": "array","itens": {"type": "string"}},
"URL": {"type": "array","items": {"$ref": "#/ definitions/URLtype"}},
"Description": {"type": "array","itens": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": [],
"addi tional Properties": false}},
“title": "I ODEF-Docunent",
"description”: "JSON schenma for | CDEF-Docunent class",
"type": "object",
"properties": {
"version": {"type": "string"},
"lang": {"$ref": "#/definitions/lang"},
"format-id": {"type": "string"},

"private-enumnane": {"type": "string"},
"private-enumid": {"type": "string"},
"I ncident": {
“type": "array","items": {"$ref": "#/definitions/Incident"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypelList"}},
"required": ["version","lIncident"],

"addi tional Properties": false}

Figure 4: JSON schema

Aut hor s’ Addresses
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