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Abstract

This draft describes a TRILL link state and MAC address reachability
i nformation distribution nechani smusing a BGP LS extension.

Ext ernal conponents such as an SDN Controller can use the information
for topology visibility, troubl eshooting, network autonation, etc.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."”
This Internet-Draft will expire on Septenber 21, 2016.

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunment is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. | ntroducti on

BGP has been extended to distribute IGP link-state and traffic

engi neering information to sone external conponents [RFC7752] such as
the PCE and ALTO servers. The information can be used by these
external conponents to conpute a MPLS-TE path across | GP areas,

vi sual i ze and abstract network topol ogy, and the |iKke.

TRILL (Transparent |nterconnection of Lots of Links) protocol

[ RFC6325] provides a solution for |east cost transparent routing in
mul ti-hop networks with arbitrary topol ogies and |ink technol ogi es,
using [IS1S] [RFC7176] link-state routing and a hop count. TRILL
switches are sonetines called RBridges (Routing Bridges).

The TRILL protocol has been deployed in nmany data center networKks.
Data center automation is a vital step to increase the speed and
agility of business. An SDN controller as an external conmponent
normal |y can be used to provide centralized control and automation
for the data center network. Making a holistic view of whol e network
t opol ogy available to the SDN controller is an inportant part for
data center network automation and troubl eshooti ng.
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Figure 1. TRILL interconnection

In Data Center interconnection scenario illustrated in figure 1, a
single SDN Control |l er or network managenent system (NWVS) can be used
for end-to-end network managenent. End-to-end topology visibility on
the SDN controller or NM5 is very useful for whole network autonmation
and troubl eshooting. BGP LS can be used by the external SDN
controller to collect multiple TRILL domain’s |ink-state.

If ESADI (End Station Address Distribution Information) protocol

[ RFC7357] is used for control plane MAC | earning in each data center,
BGP LS al so can be used for MAC address reachability information
synchroni zation across nmultiple TRILL dormai ns. End-to-end unicast
forwardi ng paths can be cal cul ated based on the synchroni zed

i nformati on.

Thi s docunent describes the detailed BGP LS extension nechanisns for
TRILL link state and MAC address reachability information
di stri bution.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]
BGP - Border Gateway Protocol

BGP-LS - BGP Li nk-State
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Data | abel - VLAN or FG (Fine Gained Label) [RFC7172]

IS - Internediate System (for this docunent, all relevant
i nternedi ate systens are RBridges).

NLRI - Network Layer Reachability Information

SDN - Software Defined Networking

RBridge - A device inplenenting the TRILL protocol

TRILL - Transparent |Interconnection of Lots of Links
3. Carrying Trill Link-State Information in BGP

In [RFC7752], four NLRI types are defined as follows: Node NLRI, Link
NLRI, IPv4 Topol ogy Prefix NLRI and | Pv6 Topol ogy Prefix NLRI. For
TRILL link-state distribution, the Node NLRI and Link NLRI are
extended to carry layer 3 gateway role and |ink MIU information.
TRILL specific attributes are carried using opagque Node Attribute
TLVs, such as nicknane, distribution tree nunber and identifiers,

i nterested VLANs/ Fine Grained Label, and multicast group address, and
et c.

To differentiate TRILL protocol fromlayer 3 IGP protocol, a new
TRILL Protocol-1D is defined.

o e o m e e e e e e e e e e e e e m +
| Protocol-1D | NLRI information source protocol |
R Yy +
| 1 | 1S 1S Level 1 |
| 2 | IS 1S Level 2 |
| 3 | OSPFv2 |
| 4 | Direct |
| 5 | Static configuration |
| 6 | OSPFv3 |
| TBD | TRILL |
S oo o e oo +

Table 1: Protocol ldentifiers

ESADI (End Station Address Distribution Information) protocol

[ RFC7357] is a per data | abel control plane MAC | earning sol ution.
MAC address reachability information is carried in ESAD packets.
Conpared with data plane MAC | earning sol ution, ESADH protocol has
security and fast update advantage that are pointed out in [ RFC7357].

For an RBridge that is announcing participation in ESAD, the RBridge
can distribute MAC address reachability information to external
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BGP. A new NLRI type of "' MAC Reachability NLRI '’
t he MAC address reachability distribution.

B o e e e e e e e e e e e m +
| Type | NLRI Type |
S e T S +
| 1 | Node NLRI |
| 2 | Link NLRI |
| 3 | I'Pv4 Topol ogy Prefix NLRI |
| 4 | I'Pv6 Topol ogy Prefix NLRI |
| TBD | MAC Reachability NLRI |
+--mmm- T +

Table 2: NLRI Types

The MAC Reachability NLRI uses the format as shown in the follow ng

figure.

0 1 2 3
01234567890123456789012345678901
S S S S S
| Protocol-ID |
B T e S S i T i i ST N e S T i ot SIS I S
| Identifier |
| (64 bits) |

i S e il s I e
/'l Local Node
B il ais S I o T i ot S S I Y S S S S it o
/1 MAC Address Descriptors (variable) //

R e e i i e e e e i S SN SR SR B
Figure 2: The MAC Reachability NLRI format

Descriptor (variable) //

Node Descriptors

The Node Descriptor Sub-TLV types include Autononous System and BGP-

LS Identifier,

iS-1S Area-1D and | GP Router-ID. TRILL uses a fixed

zero Area Address as specified in [ RFC6325], Section 4.2.3. This is
encoded in a 4-byte Area Address TLV (TLV #1) as foll ows:

Hao,
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+-
0
- +-
0
- +-
0
- +-
0
+-
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x01

+
0
+
x02,
+- +-
0
+
0
+

x01

X 0,

i S S s il ol S SRR

Area Address Type | (1 byte)
I e S S R
engt h of Val ue | (1 byte)
T o SR S SR
engt h of Address | (1 byte)

i S R

zero Area Address | (1 byte)
S i aik SN S SR

gure 3. Area Address TLV
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3.1.1. | GP Router-ID

Simlar to layer 3 1S 1S, TRILL protocol uses 7-octet "IS-ISID' as
the identity of an RBridge or a pseudonode, |IGP Router |ID sub-TLV in
Node Descriptor TLVs contains the 7-octet "IS IS ID'. In TRILL

net wor k, each RBridge has a unique 48-bit (6-octet) 1S 1S System|ID.
This I D may be derived fromany of the RBridge’ s uni que MAC addresses
or configured. A pseudonode is assigned a 7-octet ID by the DRB
(Designated RBridge) that created it, the DRBis simlar to the
"Designated Internmediate Systent (D'S) corresponding to a LAN.

3.2. MAC Address Descriptors

The *’ MAC Address Descriptor’’ field is a set of Type/Length/Val ue
(TLV) triplets. '’ MAC Address Descriptor’’ TLVs uniquely identify an
MAC address reachable by a Node. The following attributes TLVs are
defi ned:

N g R . +
| TLV Code | Description | Length | Val ue defined |
| Poi nt | | | in: |
. . Fommmmmaaa T +
| 1 | MAC- Reachability | variable | section 3.2.1 |
S S O U SRS SO U +

Tabl e 3: MAC Address Descriptor TLVs

3.2.1. MAC- Reachability TLV

+- - - - e e -+

| Type= MAC-RI | (1 byte)

R ol i o I TR R

| Lengt h | (1 byte)

e i o NI EI R S N it it NI S R I e ol R S R

| V| F RESV | Dat a Label | (4 bytes)
T i S T s T T i T o i i P S
| MAC (1) (6 bytes) |
R o s o S e S T S S S e T S S S s s sl st ST TR S SR
|-|- i i I N R S R S o s R e +-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| MAC (N) (6 bytes) |
i I T e e i T i e e S T e s ok ok i S NI NI TR S S e

Figure 4. MAC- Reachability TLV f or mat

Length is 4 plus a multiple of 6.
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The bits of 'V and 'F are used to identify Data Label type and are
defined as foll ows:

R o m e e e e e e e e e e m +
| Bit | Description |
- e +
| 'V | VLAN |
| ' F | Fine G ained Label |
R o e e e e e e e e +

Tabl e 4. Data Label Type Bits Definitions
Notes: |If BG LS is used for NVG3 network MAC address distribution
bet ween external SDN Controller and NVE, Data Label can be used to
represent 24 bits VN ID.
3. 3. BGP-LS attri bute
3.3. 1. Node Attri bute TLVs
3.3.1.1. Node Flag Bits TLV

A new Node Flag bit is added as foll ows:

0 1 2 3
01234567890123456789012345678901
T T T o S S e I S S T S SR S N S
| Type | Lengt h |
B e T T e S s e i o Sl o e e e S S e s ol sl s SR e SRR T
| O T|E| BlG Reserved |

S o LR

Figure 5: Node Flag Bits TLV format

The new bit and remai ning reserved bits are defined as foll ows:

S o e e e e e e e e e e N +
| Bit | Descri ption | Reference |
I o e o e e e oo S +
| ' G | Layer 3 Gateway Bit | [RFC7176] |
| Reserved | Reserved for future use | |
R o m e e e e e e e e e e m - o e e e o - +

Table 5. Node Flag Bits Definitions
3.3.1.2. Opaque Node Attribute TLV
The Opaque Node Attribute TLV is used as the envel ope to
transparently carry TRILL specific information. |In [RFC7176], there

are the followng Sub-TLVs in the Router Capability and M-
Capability TLVs and the G oup Address (GADDR) TLV that need to be
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Fut ure possible TRILL TLVs/ Sub-TLVs extension al so can be

carried using the OQpaque Node Attribute TLV.

2.

Descri ptions

TRI LL- VER

NI CKNAMVE
TREES

TREE- RT- | Ds
TREE- USE- | Ds
| NT- VLAN
VLAN- GROUP

| NT- LABEL
RBCHANNEL S
AFFI NI TY
LABEL- GROUP
GVAC- ADDR

G P- ADDR

G PV6- ADDR
GLMAC- ADDR
GLI P- ADDR
GLI PV6- ADDR

I S-1'S TLV/ Sub- TLV

Table 6: TRILL TLVs/ Sub- TLVs

Link Attri bute TLVs

Link attribute TLVs are TLVs that may be encoded in the BGP-LS
attribute wth a link NLRI. Besides the TLVs that has been defined
in [RFC7752] section 3.3.2 table 9, the followng 'Link Attribute’
TLV is provided for TRILL.

Oper at i onal

| Point

---------------- T T T
Descri ption | IS 1S TLV | Defined in: |

| /Sub-TLV | |
---------------- T T T T T pepuppep U
Li nk Mru | 22/ 28 | [RFC7176]/2.4 |
---------------- o e e e e e e e e e e e e e e e e e+

Table 7: Link Attribute TLVs

Consi der ati ons

Thi s docunent does not require any MB or Yang nodel to configure

oper at i onal

Hao,

et al.

par anet ers.
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An inplementation of this specification[idr-Is-trill], MJST do the
mal formed attribute checks below, and if it detects a nal forned
attribute, it should use the "Attribute D scard action per [RFC7606]
section 2.

An inplenentation MIST performthe foll ow ng expanded [ BGP-LS]
syntactic check for determining if the nessage is mal forned:

o Does the sumof all TLVs found in the BGP LS attribute correspond
to the BGP LS path attribute length ?

o0 Does the sumof all TLVs found in the BGP MP_REACH NLRI attribute
correspond to the BGP MP_REACH NLRI |ength ?

o Does the sumof all TLVs found in the BGP MP_UNREACH NLR
attribute correspond to the BGP MP_UNREACH NLRI |ength ?

o0 Does the sumof all TLVs found in a Node-, Link, prefix (IPv4 or
I Pv6) NLRI attribute correspond to the Node-, Link- or Prefix
Descriptors "Total NLRI Length field ?

o Does any fixed length TLV correspond to the TLV Length field in
this docunent ?

0o Does the sumof MAC reachability TLVs equal the length of the
field?

In addition, the follow ng checks need to be made for the fields
specific to the BG® LS for TRILL:

o PROTOCOL IDis TRILL

0 NLRI types are valid per table 2,

o0 MAC Reachability NLRI has correct format including:
* ldentifier (64 bits),

* | ocal node descriptor with AREA address TLV has the form found
in figure 2,

0 opaque TLV support the range of |SIS-TLV/ SUB-TLV shown in table 3,
and |ink TLVs support the range in figure 8.
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5.

Security Consi derations

Procedures and protocol extensions defined in this docunent do not
affect the BGP security nodel. See [RFC6952] for details.

| ANA Consi der ati ons

This section conplies with [RFC7153]. For all of the follow ng
assignments, [this docunent] is the reference.

I ANA is requested to requested to assign one Protocol-ID for "TRILL"
fromthe BGP-LS registry of Protocol-I1Ds

I ANA is requested to assign one NLRI Type for "MAC Reachability” from
the BGP-LS registry of NLRI Types.

I ANA is requested to assign one Node Flag bit for "Layer 3 Gateway"
fromthe BGP-LS registry of BGP-LS Attribute TLVs.

I ANA is requested to assign one new TLV type for "Link MU' fromthe
BGP-LS registry of BGP-LS Attribute TLVS.
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