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Abstract

Thi s docunent describes the yang data nodel for packet forwarding
policy that filters received packets and forwards (or drops) the
packets. Prior to forwarding the packets out other interfaces, sone
of the fields in the packets may be nodified. |f one considers the
packet reception an event, this packet policy is a mnimlistic
Event - Mat ch Condition-Action policy. This policy controls forwarding
of packets received by a routing device on one or nore interfaces on
which this policy is enabled. The policy is conposed of an ordered
list of policy rules. Each policy policy rule contains a set of

mat ch conditions that filters for packets plus a set of actions to
nodi fy the packet and forward packets. The match conditions can
match tuples in nultiple layers (L1-L4, application), interface

recei ved on, and and other conditions regarding the packet (size of
packet, time of day). The nodify packet actions allow for setting
things within the packet plus decapsul ati on and encapsul ati on packet.
The forwardi ng actions include forwarding via interfaces, tunnels, or
next hops and dropping the packet. The policy nodel can be used with
t he session epheneral (BGP Fl ow Specifications), reboot ephenera
state (12RS epheneral ), and non-epheneral routing/forwarding state
(e.g. configuration state ).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction

Thi s docunent describes the yang data nodel for packet forwarding
policy that filters received packets and forwards (or drops) the
packets. Prior to forwarding the packets out other interfaces, sone

of the fields in the packets nay be nodified. |f one considers the
reception of a packet as an event, this mninmalistic Event-Mtch
Condi tion-Action policy. |If one considers the reception of packets
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containing Layer 1 to Layer 4 + application data a single packet,
then this mninmalistic policy can be called a packet-only ECA policy.
This docunment will use the term packet-only ECA policy for this nodel
utilizing the term"packet” in this fashion.

Thi s packet-only ECA policy data nodel supports an ordered |ist of
ECA policy rul es where each policy rule has a name. The match
condition filters include matches on

o content of packet headers for layer 1 to |ayer 4,

o application protocol data and headers,

o interfaces the packet was received on,

o tinme packet was received, and

o size of packet.

The actions include packet nodify actions and forwardi ng options.
The nodify options allow for the foll ow ng:

o setting fields in the packet header at Layer 2 (L2) to Layer 4
(L4), and

0 encapsul ati on and decapsul ati on the packet.

The forwardi ngng actions all ow forwardsing the packet via interfaces,
tunnel s, next-hops, or dropping the packet. setting things within

t he packet at Layer 2 (L2) to layer 4 (L4) plus overlay or
application data.

The first section of this draft contains an overview of the policy

structure. The second provides a high-level yang nodule. The third
contains the yang nodul e.

The hi gh-1evel yang and the actual yang are not aligned. This is an
interimrel ease of this docunent.

1.1. Definitions and Acronyns
| NSTANCE: Routing Code often has the ability to spin up multiple
copies of itself into virtual machines. Each Routing code
i nstance or each protocol instance is denoted as Foo_ I NSTANCE in
t he text bel ow

NETCONF: The Networ k Confi guration Protocol
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PCIM - Policy Core Information Model
RESTconf - http programmatic protocol to access yang nodul es
1.2. Antecedents this Policy in | ETF
Antecedents to this generic policy are the generic policy work done
in PCMW. The PCMwork contains a Policy Core Information Mde
(PCIM [RFC3060], Policy Core Informational Mdel Extensions
[ RFC3460] and the Quality of Service (QS) Policy Information Mdel
(QPIM ([RFC3644]) From PCI M cones the concept that policy rules
whi ch are conbined into policy groups. PCIMalso refined a concept
of policy sets that allowed the nesting and aggregati on of policy
groups. This generic nodel did not utilize the concept of sets of
groups, but could be expanded to include sets of groups in the
future.
2. GCeneric Route Filters/Policy Overview

This generic policy nodel represents filter or routing policies as
rul es and groups of rules.

The basic concept are:
Policy set:
Policy set is a set of policies
Pol i cy:
A policy is ais an ordered set of rules .
Rul e

A Rule is represented by the semantics "If Condition then Action”
A Rule may have a priority assigned to it.
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Figure 1. ECA rule structure

3. BNP Rule G oups

The pkt ECA policy is a policy whihc is an order set of pkt-ECA
policy rules. The rules assune the event is the reception of a
packet on the machine on a set of interfaces. This policy is
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associated with a set of interfaces on a routing device (physical or
virtual).

A Policy allows for the easy conbination of rules for managenent
stations or users. A policy has the follow ng el enents:

o nane that identifies the grouping of policy rules

o nodule reference - reference to a yang nodul e(s) in the yang
nodul e library that this group of policy wites policy to

o list of rules

A policy group may have rulies at different order levels. For
exanpl e, policy group 1 could have three policy rules at rule order 1
and four policy rules at rule order 5.

The rule has the follow ng el enents: nane, order, status, priority,
reference cnt, and match condition, and action as shown as shown in
figure 2. The order indicates the order of the rule within the the
conplete list. The status of the rule is (active, inactive). The
priority is the priority within a specific order of policy/filter
rules. A reference count (refcnt) indicates the nunber of entities
(E.g. network nodul es) using this policy. The generic rule match-
action conditions have match operator, a match variable and a match
value. The rule actions have an action operator, action variable,
and an action val ue.

Rul es can exist with the sane rule order and sane priority. Rules
with the sane rule order and sane priority are not guaranteed to be
at any specific ordering. The order nunber and priority have
sufficient depth that adm nistrators who wi sh order can specify it.

The generic match conditions are specific to a particular |ayer are
refined by matches to a specific layer (as figure 2 shows), and
figure 5 s high-level yang defines. The general actions may be
generic actions that are specific to a particular layer (L1, L2, L3,
service layer) or time of day or packet size. The gos actions can be
setting fields in the packet at any layer (L1-L4, service) or
encapsul ati ng or decapsul ating the packet at a |ayer. The fwd-
actions are forwarding functions that forward on an interface or to a
next-hop. The rule status is the operational status per rule.
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Figure 2 match | ogic

4. Packet ECA (event-condition-action) Filter Moddel in H gh Level Yang
The description of packet event-condition-action data nodel include:
nodul e i ncluded in nodul e

top | evel diagram

4.1. nodul es included

Bel ow i s the high | evel nodul e inclusions.

nmodul e: pkt - eca- pol i cy

inport ietf-inet-types {prefix "inet"}
inmport ietf-interface {prefix "if"}
inmport ietf-i2rs-rib {prefix "i2rs-rib"}

inport ietf-interfaces {
prefix "if";

inmport ietf-inet-types {
prefix inet;
/1rfc6991
}

inmport ietf-i2rs-rib {
prefix "i2rs-rib";

Figure 3 - high level inclusion
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4.2. top level description

Below is the high | evel yang di agram

nmodul e i etf-pkt-eca-policy
+--rw pkt-eca-policy-cfg

| +--rw pkt-eca-policy-set
+--rw policies* [policy-nane]
| +--rw policy-nane string
| +--rwvrf-nane string
| +--rw address-famly
| +--rwrule-list* [rul e-nane]
| | +--rwrule-nane
| | +--rwrule-order-id uintl6
| | +--rwdefault-action-id integer
| | +--rwdefault-resolution-strategy-id integer
+--rw rules* [order-id rul e-nane]

+--rw order-id uintl6

+--rw rul e-nane string

+--rw policy-name string

+--rw cfg-rule-conditions [rul e-cnd-id]
|  +--rwrule-cnd-id uint32
| +--rw support
| | +--rw event-matches bool ean
| | +--rw pkt-matches bool ean
| | +--rw usr-context-nmatches bool ean
| +--rw eca-events-match* [rul e-event-id]
| | +--rwrule-event-it uintl6
| | | ... tine-event match (see bel ow)
| +--rw eca-condition-match
| | +--rw eca-pkt-matches* [pkt-match-id]
| | | ...(see packet matches bel ow)
| | | ... (address, packet header, packet payl oad)
| | +--rw eca-user-context-matches* [usr-match-id]
| | | ... (see user context match bel ow)
rw cfg-rule-actions [cfgr-action-id]
+--rw cfgr-action-id
+--rw eca-actions* [action-id]
| +--rwaction-id uint32
| +--rw eca-ingress-actions*
| | ... (permt, deny, mrror)
| +--rw eca-fwd-actions*
| | ... (invoke, tunnel encap, fwd)
| +--rw eca-egress-acttions*
[ ] .. .
| +--rw eca-qgos-actions*
|

Hares, et al. Expires April 8, 2017 [ Page 8]



I nternet-Draft FB- Packet Forwardi ng ECA Cct ober 2016

| +--rw eca-security-actions*

--rw policy-conflict-resolution* [strategy-id]
+--rw strategy-id integer
+--rwfilter-strategy identityref
| .. FMR, ADTP, Longest-match
+--rw gl obal -strategy identityref
+--rw mandat ory-strategy identityref
+--rw local -strategy identityref
+--rw resol ution-fcn uint32
+--rw resol uti on-val ue uint 32
+--rwresolution-info string
+--rw associ at ed- ext - dat a*
| +--rwext-data-id integer

--rw cfg-external -data* [cfg-ext-data-id]
+--rw cfg-ext-data-id integer
+--rw data-type integer
+--rwpriority uint64
| uses external -data-forns

(ot her external data)
+--rw pkt-eca-policy-opstate

+--rw pkt-eca-opstate

+--rw policies-opstat* [policy-nane]

| +--rwrules-installed;

| +--rwrules_opstat* [rul e-nane]

| +--rw strategy-used [strategy-id]
rw rul es_opstate* [rul e-order rul e-nane]
+--rw status

+--rw rul e-inactive-reason

+--rwrule-install-reason

+--rw rule-installer

+--rw refcnt

rw rul es_pktstats* [rul e-order rul e-nane]

+--rw pkts-mat ched

+--rw pkts-nodified

+--rw pkts-forward

+--rw op-external -data [op-ext-data-id]

| +--rw op-ext-data-id integer

| +--rwtype identityref

| +--rwinstalled-priority integer

| | (other details on external data )

—_—_ Y — -

- - —  +—————— +

figure 4 - high-level yang for policy set

The three | evels of policy are expressed as:
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Config Policy definitions

Policy |evel: pkt-eca-policy-set

group level: pkt-eca-policy-set:policies

rule level: pkt - eca- pol i cy-set:rul es

external id: pkt-eca-policy-set:cfg-external-data

Operational State for Policy

Policy |evel: pkt-eca-policy-opstate
group level: pkt-eca-opstate:policies-opstat*
rule level: pkt - eca-opstate: rul es_opstat*

pkt - eca- opst ate: rul es-pktstat*
external id: pkt-eca-opstate:op-external-data*

figure 5

4. 3. Conditional filters

The condition filters in the packet eca policy nodul e included the
fol | ow ng:

o event filters - tinme as an augnent to reception of a packet.
o conditional matches on packet content or user-related content

The sections bel ow provide the high-level yang for these sections of
ht e nodel .

Hares, et al. Expires April 8, 2017 [ Page 10]



| nt er net - Draf t FB- Packet For war

nodul e: i 2r s- pkt - eca-policy
;;;}Q/pkt-eca-policy-cfg

| +--rw pkt-eca-policy-set
+--rw pkt-eca-policy-set

di ng ECA Cct ober 2016

rw rules* [order-id rul e-nane]

ul e-cnd-i d]

[rul e-event-id]

mat ch (see bel ow)

mat ches* [usr-match-id]
t ar get,

|
|
|+
| +--rw order-id uintl6
| +--rw rul e-name string
| +--rw policy-name string
| +--rw cfg-rule-conditions [r
| | +--rwrule-cnd-id integer
| | +--rw eca-events-match*
| | | +--rwrule-event-it uintl6
| || | ti me-event
| | +--rw eca-condition-mtch
| | | +--rw eca-pkt-matches* [pkt-match-id]
| | | | ... (see L1-L4 matches bel ow)
| | | +--rw eca-usr-context-
| | | | (user, schedule, region,
| || | state, direction)

Figure 6

4.3.1. Event Match Filters

The default event is the event of
the events allow a tinme-event nmatch
list which includes specific tines or

Hares, et al. Expires Apri

recei ving a packet.

I n addition,
Time events are provided as a
ranges of tine.
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figure 7

4.3. 2.

FB- Packet Forwardi ng ECA

+--rw pkt-eca-policy-set
+--rw pkt-eca-policy-set

+--TW
+--TW
+--TW
+--TW

+--rw rul es* [order-id rul e-nane]

order-id uintl6

rul e-nane string

policy-nane string

cfg-rule-conditions [rul e-cnd-id]
rwrule-cnd-id uint32

rw support

+--rw event - mat ches bool ean

+--rw pkt-nmat ches bool ean

+--rw usr-cont ext - mat ches bool ean

rw eca-events-match* [rul e-event-id]
+--rwrule-event-it uintl6

+--rw tine-type identityref
+--(one-tine)

| +--rw event-tine yang: date-and-tine
+--(range-tine)

+--rw event-start-tinme yang: date-and-tine
+--rw event-end-tine yang: date-and-tinme

ECA Packet Condition Matches

The ECA condition matches are packet matches (eca)

4.3.2.1.

The packet

mat ch content filters include:

Packet-match filter list (eca-pkt-match*)

header content filters, and packet payload filters.

Har es,

et al.

Expires April 8, 2017
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nodul e: i 2r s- pkt - eca-policy
+- - pkt - eca- pol i cy-set

+--rw rul es* [order-id rul e-nane]

| ]....
+--rw cfg-rule-conditions [rul e-cnd-id]
+--rw rule-cnd-id uint32
+--rw support
| +--rw event-nmatches bool ean
| +--rw pkt-nmatches bool ean
| +--rw usr-context-matches bool ean
+--rw eca-event - mat ch
| ...
+--rw eca-condi tion-match
+--rw eca- pkt - mat ches* [ pkt-match-id]
+--rw packet-match-id uintl6
+--rw packet-match-type identityref
+- - (packet - mat ch-type) ?
| +--: (addr ess- pkt - mat ch)
| | ...
| +--: (1l ayer - pkt-match)
| | ...
| +- -: (payl oad- pkt - mat ch)
I

I
I
I
I
I
I
I
I
I
I
I I
I I
I I
I I
I I
I I
I I
I I
| | ..
| +--rw eca-user-matches [user-match-id]

Figure 8
4.3.2.1.1. WMtch filters for addresses in packet

The address matches match the L3, npls, MAC and interface address
scope. Figure x shows this match
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+--rw eca- pkt - mat ches* [ pkt-match-id]
+--rw packet-match-id uintl6
+--rw eca- pkt-match-type identityref
+- - addr ess- scope?
| +--:(route-type)

| | +-: (ipv4)

[ | | ... SIC, dest, src-dest
| | +--: (ipv6)

|| | ... src, dest, src-dest
||+ (mpls)

[ | | ... 32 bit | abel

| | +--: (mac)

[ | | ... src, dest, src-dest
| | +--: (interface-route)

|| | .... interface

Figure 9

4.3. 2.

1.2. Packet header matches

Cct ober 2016

The packet header matches match interface, L1-L4 headers, service
chai n headers, and packet size. The L1 header expected to be a nul

mat ch except

t hese mmat ches.

Har es,

et al. Expires April 8, 2017

if there is an advanced L1 technology such as I'1 with a
L1 identifier that can be detected in the packet.

Fi gure x shows
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+--rw (Il ayer-type)

+--: (i nterface-match-type)

| ]...

+--: (L1- header - mat ch)
|

+--11-size-match uint32
+--12-size-match uint32
+--13-size-match ui nt 32
+--14-sjize-ntach uint32

+--servi ce-neta-size uint32

+--| eaf service-neta-payload uint32
+---rw packet

I

|

|

| +--:.Lé-header-natch)
| | +--(802.1Q

| ] C

| | +--(802.11)

| ] -

| | +--(802.15)

| ] -

| | +--(NVGRE)

| ] -

| | +--(VXLAN)

] ] ...

| | +--(MPLS)

I I

| +--:(L3-header-match)
| | +--(13-ipv4-header)
I N R

| | +--(13-ipv6-header)
|| | .

| | +--(13-gre-header)
|| .

| +--: L4-header-match

| | +--(l4-tcp-header)
| ] -

| | +--(l4-udp-header)
I I

| | +--(l4-sctp-header)
|1 .

| | +--: Service-header-match
| +- - (sf - chai n- met a- mat ch)
| -

|| +- - (sf - pat h- net a- mat ch)
|| .

| +--:(packet-size)

|

|

|

|

I

|

Fi gure 10

Har es,
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4.3.2.1.3. Payl oad mat ches

The payl oad information is a streamof bytes to be found in the
packet payl oad beyond the L4 or service-path header. The structure
of this data is sinply a |list of byte strings as figure x shows.

-rﬁ/eca-pkt-natches* [ pkt-mat ch-i d]

N

| | +- . .

|| | +--rw packet-match-id uint16

|| | +--rw packet-match-type identityref

|| | +- - (packet - mat ch-t ype) ?

|| | | +--: (addr ess- pkt - mat ch)

I N I R

|| | | +--: (Il ayer - pkt - mat ch)

Y IR I

|| | | +--: ( payl oad- pkt - mat ch)

N | | +--rw packet-payl oad *[ packet - payl oad-i d]
R | | +--rw packet-payload-id uintl6
. | | +--rw payl oad- mat ch-bytes uint16
[ | | +--rw packet-payload string
Figure 11

4.3.2.2. Mat ches on User Cont ext

The match on user context allows filtering for a packet plus a filter
related to a user.

Since not all |I2RS routers are access routers, the support for
mat ches has a flag for user filter. It is expected that core routers
may not support contextual matching.

One exanple of user filters is for is parental controls. During
school hours, the teenager Joe is restrict fromcertain web sites
from Septenber 1 while Joe is at at school. This "school" filter is
an exanple of a period filter which has a start tinme (8:00am and end
time (3:30pm), which is valid beginning Septenber 1, 2016. This
filter applies only to the region of school networks. The filter

| ooks for specific entertainment (e.g. YouTube) web sites, social-
nedia (e.g. facebook), and gam ng sites. This block is for their
nmobi | e phone and tabl et, but not the conputer that says at hone.

The followng is the conmponents
o user identifier (name, tenant id, virtual network),

o0 schedule for the user filter (once or periodic, tinme range (start/
end), and weekly validity check),
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o region this filter is valid.
o targeted services, applications, devices, and state.

nmodul e: i 2r s- pkt - eca- policy
+--rw pkt-eca-policy-cfg

| +--rw pkt-eca-policy-set
+--rw pkt-eca-policy-set
| ...
+--rw rules* [order-id rul e-nane]

+--rw order-id uintl6

+--rw rul e-nane string

+--rw policy-nanme string

+--rw cfg-rule-conditions [rul e-cnd-id]
+--rw rule-cnd-id uint32
| ...
+--rw eca-event-match* [rul e-event-id]
-
+--rw eca- pkt - mat ches* [ pkt-match-id]
| ...
+--rw eca- usr-cont ext-mat ches* [usr-match-id]
| +--rw user* [user-id]
| +--rwuser-id uint32
| +--rw user-nane string
| +--rwuser-type identityref
| | +--(user-type)?
[ | | +--:(tenant)
| | | | +--rwtenant-id uintl6
| | | +--:(vn-id)
| ] | +--rwvn-id uintl6
+--rw schedul e* [schedul e- nane]
| ... ..
+--rw target
| +--rw protoco
| | ... (UDP, TCP, ICWP, |ICWPV6, |P, |Pv6)
| +--rwtransport-ports
| | +--rwsrc-port inet:port-nunber
| | +--rwdest-port intent:port-nunber
| +--service [service-nane]
| ]...
| +--rw application
[ ]...
| +--rw device
|

Figure 12
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Schedule filters allowa tine for the filter. Continuing our
parental control filters for school, the schedule an be a list of
weekly filters for Monday-Friday of the school week. The first
filter (School-Mnday) would have a of start tinme of 8:00am GVl
Septenber 5, 2016 an end tinme of 4:00pm GMI' Septenber 5, 2016. The
schedul e type woudl be weekly. The validity-until time would be
Decenber 20, 2016. The region inpacted by this schedul e woul d be
AS20999 which is the service provider of the school’s network.

+--rw pkt-eca-policy-cfg
| +--rw pkt-eca-policy-set
| +--rw pkt-eca-policy-set
I
| +--rwrules* [order-id rul e-nane]
| +--rw order-id uintl6
| +--rw rul e-name string
| +--rw policy-nanme string
| +--rw cfg-rule-conditions [rul e-cnd-id]
| | +--rwrule-cnd-id uint32
| +--rw eca- usr-context-matches* [usr-match-id]
| | +--rw schedul e* [schedul e-nane]
| | | +--rw schedul e-nane
| | +--rw schedul e-type identityref /* one-tinme, weekly, 2 wee

| +--rw start-type? yang: date-and-tine

| +--rw end-type? yang:date-and-tine

| +--rwvalidity-until yang:date-and-time /* valid until */
+--rw regi on *[as-4byte]
|

I

I

I

|
ks, nmonthly */

I

I

I

| +--rw as-4byte uint32 /* region */

figure 13
The target for this service filtering is specified by protocols,

appl i cations, and devices. The figure below shows the filtering for
a target protocol and port nunber or an application.
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+--rw pkt-eca-policy-cfg

|  +--rw pkt
|  +--rw pkt
[ ] ...

|  +--rwrul
| +--rw
| +--rw
| +--rw
| +--rw
I | +--
I | +--
I ||

I ||

I |

I | |

I ||

I ||

I ||

I ||

I |

I | |

I ||

I ||

I ||

I ||

I |

I | |

I ||

I ||

I ||

I ||

I |

I | |

I |

tun

I ||

I ||

I |

I | |

I |
Figure 14

-eca-policy-set
-eca- pol i cy-set

es* [order-id rul e-nane]

order-id uintl6

rul e-nane string

policy-nane string

cfg-rule-conditions [rul e-cnd-id]

rw rule-cnd-id uint32

rw eca- usr-context-matches* [usr-nmatch-id]
+--rw target

| +--rw service* [svc-id svc-nane]
| | +--rwsvc-id uintl6

| | +--rw svc-nane string

| | +--rw protocol -support

| | | +--rw TCP bool ean

| | | +--rw UDP bool ean

| | | +--rw 1 CW bool ean

| | | +--rw I CWv6 bool ean

| | | +--rw P boolean

| | +--rwsrc-port? inet:port-nunber
| | +--rw dest-port? inet_port-nunber
| +--rw application* [app-nane]

| +--rw app-name string

| +--rw app-id uintl6

| +--rw app- cat egory

I

|

I

I

I

I

|

/ * busi ness, educational, internet */
+--rw app-subcat egory
/* finance, email, gane, social-net,

+--rw app-data-transm ssi on

+--rw app-risk-1evel

--rw devi ce
+--rw pc bool ean
+--rw nobi | e- phone bool ean
+--rw tabl et bool ean
+--rw voi p- phone bool ean

- +

4.4, ECA Packet Actions

The packet actions |ist

actions that

Yang that shows where the action fit

Hares, et al.

web */
/* client-server, web-brower, p2p, network */

/* exploitable, evasive, data-lost, malware-vehicle,

i ncl udes ingress actions, egress actions, Qos

nodi fy the packet, and security actions. The High I evel

Expires April 8, 2017

is in figure 15 and the details
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are shown in figure 16. The QoS actions per header is shown in
figure 17.

nmodul e i etf-pkt-eca-policy
+--rw pkt-eca-policy-cfg
| +--rw pkt-eca-policy-set

| +--rw policies* [policy-nane]

| | +--rw policy-nane string

| | +--rwvrf-nane string

| | +--rw address-famly

| | +--rwrule-list* [rul e-nane]

| | | +--rwrule-nane

| | | +--rwrule-order-id uintl6

| | | +--rwdefault-action-id integer

| | | +--rwdefault-resolution-strategy-id integer

| +--rw rules* [order-id rul e-nane]

| +--rw order-id uintl6

| +--rw rul e-nane string

| +--rw cfg-rule-conditions [rul e-cnd-id]

| | ...

| +--rw cfg-rule-actions* [cfgr-action-id]

| | +--rwecfgr-action-id

| +--rw eca-actions* [action-id]

| | +--rwaction-id uint32

| | +--rw eca-ingress-actions

| | | ... (permt, deny, mrror)

| | +--rw eca-fwd-actions*

| | | ... (invoke, tunnel encap, fwd)

| | +--rw eca-egress-actions*

I |1 0O

I I

I I

| |

+--rw eca- qos- act i ons*

+--rw eca-security-actions*

Fi gure 15

This figure shows the details for each action section (ingress,
egress, qos, and security).
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+- -

figure 16 -

FB- Packet Forwardi ng ECA

rw eca-ingress-actions
+--rw numfwd- actions
+--rw fwd-actions
| +--rw permt bool ean
| +--rw mrror bool ean
| +--rwinterface-fwd ip:interface-ref
| +--uses i2rs:rib-nexthop
| +--uses ip-next-fwd;
rw eca- egress-actions
+--rw packet-rate uint32
+--rw byte-rate uint32
+--rw tunnel -encap bool ean
+--rw exit-fwdi ng bool ean
+--rwinterface-egress ip:interface-ref
+--uses i2rs:rib-nexthop
+- -uses i p-next - fwd;
rw eca- qos-actions
(see figure x below)
rw eca-security

+--rw security-action-type identityref
+--(security-action-type)?
+--:(content-security-action) ANYXM

| ...

+--:(attack-mtigation-type) ANYXM

| ..

+--:(singl e-packet-type) ANYXM

f or war di ng

> The QOS actions nodify the headers are shown bel ow.

Har es,

et al.

Expires April 8, 2017
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FB- Packet

Forwar di ng ECA

+--rw ecqg- qos-actions
+--rw cnt-actions uint8 /* nodifying actions */
+--rw nod- acti ons

Figure 17

4. 5.

Sonme policies within the filter-base policy wll
strategy may conflict with a | oca
This portion of the filter-based data nodel

exanpl e,

Policy Conflict

a gl obal

+--Ccase
L iase
L tase
L tase
L iase
L tase

i nterface-actions
L1-action
L2-action
L3-action
L4-action

servi ce-action

Resol ution strategies

conflict.

+--rw pc-resol ution-strategi es* [strategy-id]
+--rw strategy-id integer

+--rw pc-resol ution-supported bool ean
+--rwfilter-strategy identityref

Figure 18

4.6.

Ext er na

Har es,

Ext er na

et al.

| .. FMR
+- - T W
+- - T W
+--TW
oo T W
+o - T W
+- - T W

+o-TW

Dat a

ADTP, Longest-nmatch

gl obal -strategy identityref
mandat ory-strategy identityref
| ocal -strategy identityref
resol ution-fcn uint32
resol uti on-val ue ui nt 32

resol ution-info
associ at ed- ext - dat a*

string

+--rw ext-data-id integer

Expires Apri

data nay be used to set the policy.

8, 2017

Cct ober

2016

For

node strategy.
provi des this support.
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| +--rw cf g-external -data* [cfg-ext-data-id]

| | +--rwcfg-ext-data-id integer

| | +--rw data-type integer

| | +--rwopriority uint64

| | +--rw external -data-forns anyxml /* nount point */
Fi gure 19

5. i2rs-eca-policy Yang nodul e

<CODE BEA@ NS> file "ietf-pkt-eca-policy@016-02-09. yang"
nodul e ietf-pkt-eca-policy {
namespace "urn:ietf:parans: xm :ns:yang:ietf-pkt-eca-policy";
/'l replace with iana namespace when assi gned
prefix "pkt-eca-policy";

inmport ietf-routing {

prefix "rt"
}
inmport ietf-interfaces {
prefix "if";
}
inport ietf-inet-types {
prefix inet;
[/rfc6991
}

inport ietf-i2rs-rib {
prefix "i2rs-rib";

}

Il meta
organi zation "I ETF | 2RS WG’

cont act
"emai |l : shares@dzh. com
emai |l russ.white@iw com
emai |l : |inda. dunbar @uawei . com
email: bill.w@uawei.conl;

descri ption
"This nmodul e describes a basic network policy
nodel with filter per layer.";

revision "2016-06-26" {

description "sec ond revision";
reference "draft-ietf-i2rs-pkt-eca-policy-dm03";
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/'l interfaces - no identity matches

/1 L1 header match identities
identity | 1-header-match-type {
descri ption
L1 header type for match "

}

identity | 1-hdr-sonet-type {
base | 1- header - mat ch-type;
descri ption
L1 header sonet match "
}

identity | 1-hdr-OIN-type {
base | 1- header - mat ch-type;
descri ption
L1 header OIN match "

}

identity | 1-hdr-dwdmtype {
base | 1- header - mat ch-type;
descri ption
L1 header DWDM nat ch "

}

/'l L2 header match identities
identity | 2-header-match-type {
descri ption

| 2 header type for match "

}

identity |2-802-1Q {
base | 2- header - mat ch-type;
descri ption
| 2 header type for 802.1Q match "
}

identity |2-802-11 {
base | 2- header - mat ch-type;
descri ption
| 2 header type for 802.11 match "

}
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identity |2-802-15 {
base | 2- header - mat ch-type;
descri ption
| 2 header type for 802.15 match "

}

identity |2-NVGRE {
base | 2- header - mat ch-t ype;
descri ption
| 2 header type for NVGRE match "

}
identity | 2-npls {
base | 2- header - mat ch-type;
descri ption
| 2 header type for MPLS match ";

}

identity | 2-VXLAN {
base | 2- header - mat ch-type;
descri ption
| 2 header type for VXLAN match ";

}

/1 L3 header match identities
identity | 3-header-match-type {
descri ption
| 3 header type for match "
}

identity |3-ipv4-hdr {
base | 3- header - mat ch-type;
descri ption
" 13 header type for |Pv4 match "
}
identity | 3-1ipv6-hdr {
base | 3- header - mat ch-type;
descri ption
" 13 header type for IPv6 match "
}
identity | 3-gre-tunnel {
base | 3- header - mat ch-type;

description "1 3 header r
type for GRE tunnel match "
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identity | 3-icnp-header {
base | 3- header - mat ch-type;
description "L3 header match for | CWP"

}

identity | 3-ipsec-ah-header {
base | 3- header - mat ch-type;
description "AH | PSEC header ";

}

identity | 3-ipsec-esp-header {
base | 3- header - mat ch-type;
description "AH | PSEC header ";

}

// L4 header match identities

identity | 4-header-match-type {
description "L4 header
mat ch types. (TCP, UDP
SCTP, UDPLite, etc. )";

}

identity | 4-tcp-header {
base | 4- header - mat ch-type;
description "L4 header for TCP"

}

identity | 4-udp-header {
base | 4- header - nmat ch-type;
description "L4 header match for UDP";

}

identity |4-udplite {
base | 4-header-nmat ch-type;
description "L4 header match for
UDP lite";
}

identity | 4-sctp-header {
base | 4-header-nmat ch-type;
description "L4 header match for SCTP";

}

/! Service header identities

identity service-header-nmatch-type {

Hares, et al. Expires April 8, 2017 [ Page 26]



I nternet-Draft FB- Packet Forwardi ng ECA Cct ober 2016

description "service header
mat ch types: service function path
(sf-path)), SF-chain, sf-discovery,
and ot hers (added here)";

identity sf-chain-neta-match {
base servi ce-header-nmatch-type;
description "service header match for
nmet a- mat ch header";

}
identity sf-path-nmeta-match {
base service-header-match-type;
description "service header match for
pat h- mat ch header";
}

identity rule-status-type {
description "status

val ues for rule: invalid (0),

valid (1), valid and installed (2)";

}
identity rule-status-invalid {
base rul e-stat us-type;
description "invalid rule status.";
}

identity rule-status-valid {
base rul e-stat us-type;
description "This status indicates
avalidrule.";

}

identity rule-status-valid-installed {
base rul e-stat us-type;
description "This status indicates
an installed rule.”;
}
identity rule-status-valid-inactive {
base rul e-stat us-type;
description "This status indicates
avalid ruled that is not installed.”

}

identity rule-cr-type {
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description "status
val ues for rule: FMR (0), ADIP (1),
Longest-match (2)";

}
identity rule-cr-FMR {
base rul e-cr-type;
description "first match resolution.”;
}
identity rule-cr-ADTP {
base rul e-cr-type;
description "ADTP resol ution.";
}
identity rule-cr-1longest {
base rul e-cr-type;
description "longest match resolution.”;
}

grouping interface-match {
| eaf match-if-nane {
type if:interface-ref;
description "match on interface nane";
}
description "interface
has nane, description, type, enabl ed
as potential matches";

}

groupi ng interface-actions {

descri ption
"interface action up/down and
enabl e/ di sabl e";

| eaf interface-up {

t ype bool ean;

descri ption

"action to put interface up";

| eaf interface-down {
t ype bool ean;
descri ption
"action to put interface down";

| eaf interface-enable {
t ype bool ean;
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descri ption
"action to enable interface";

| eaf interface-disable {
t ype bool ean;
descri ption
"action to disable interface";

}

groupi ng L1-header-match {
choi ce | 1- header-match-type {
case | 1-hdr-sonet-type {
/'l sonet matches

}
case L1-hdr-OTN-type {
/'l OIN mat ches

}
case L1-hdr-dwdmtype {
/1 DWDM nmat ches

}

description
"The Layer 1 header match choices";

descri ption
"The Layer 1 header match includes
any reference to L1 technol ogy";

}

groupi ng L1-header-actions {
| eaf | 1-hdr-sonet-act {
type uint8;
description "sonet actions";

}

| eaf | 1-hdr-OIN-act {

type uint8;

description "OIN actions";

}
| eaf | 1-hdr-dwdm act {
type uint8;
description "DWM acti ons"

description "L1 header match

types”;
}

groupi ng L2-802-1Q header {
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descri ption
"This is short-term 802.1 header
mat ch which will be replaced
by reference to | EEE yang when
it arrives. Qag 1 is 802.1Q
Q@ ag2 is 802.1AD';

| eaf vl an-present {
t ype bool ean;
description " Include VLAN in header";

| eaf qtagl-present {
t ype bool ean;
description " This flag val ue indicates
i nclusi on of one 802.1Q tag in header";

| eaf gt ag2-present{
t ype bool ean;
description "This flag indicates the
i nclusion of second 802.1Q tag in header”;
}

| eaf dest-mac {
type uint64; //change to uint48
description "I EEE destinati on MAC val ue
fromthe header”;

| eaf src-nmac {

type uint 64; /I change to uint48
description "I EEE source MAC

fromthe header”;

| eaf vlan-tag {
type uintl6;
description "I EEE VLAN Tag
fromthe header"”;

}
| eaf qtagl {
type uint32;
description "Qagl val ue
fromthe header";

}
| eaf qtag2 {
type uint32;
description "Qagl val ue
fromthe header",;
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| eaf L2-ethertype {
type uint16;
description "Ether type
fromthe header"”;

groupi ng L2- VXLAN header {
cont ai ner vxl an- header {
uses i 2rs-rib:ipv4-header;
| eaf vxl an-network-id {
type uint32;
description "VLAN network id";
}
descri ption choi ces for
L2- VLAN header natches.
Qut er - header only.
Need to fix inner header. ";

}

descri ption
"This VXLAN header may
be replaced by actual VXLAN yang
nodul e reference”;

}
groupi ng L2- NVGRE- header {

cont ai ner nvgre-header {
uses L2-802-1Q header;
uses i2rs-rib:ipv4-header;
| eaf gre-version {

type uint8;
description "L2- NVGRE GRE ver si on"
}
| eaf gre-proto {
t ype uint 16;

description "L2- NVGRE protocol value";
| eaf virtual -subnet-id {
type uint32;
description "L2-NVGRE subnet id val ue";
leaf flowid {
type uint16;
description "L2-NVGRE Fl ow id val ue";

/] uses L2-802-1Q header;
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Har es,

descri ption
"Thi s NVGRE header may
be repl aced by actual NVGRE yang
nodul e reference”;

description "G ouping for
L2 NVGRE header.";

groupi ng L2-header-nmatch {

choi ce | 2- header-match-type {
case | 2-802-1Q {
uses L2-802-1Q header;

}
case | 2-802-11 {
[/ matches for 802.11 headers

}
case | 2-802-15 {
// matches for 802.1 Ethernet

case | 2- NVGRE {
/1 matches for NVGRE
uses L2- NVGRE- header;

}
case | 2- VXLAN- header {
uses L2-VXLAN- header

case | 2-npl s- header {
uses i2rs-rib:npl s-header;

description "Choice of L2
headers for L2 match";
}

descri ption
" The layer 2 header match incl udes
any reference to L2 technol ogy";

}

groupi ng L2- NVGRE- nod- acts {
/'l actions for NVGRE
| eaf set-vsid {
t ype bool ean;
descri ption
"Boolean flag to set VSID in packet";

| eaf set-flow d {

et al. Expires April 8, 2017
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t ype bool ean;
descri ption
"Boolean flag to set VSID in packet";
}

| eaf vsi {
type uint32;
descri ption
"VSID value to set in packet";

leaf flowid {
type uintl6;
descri ption
"flowid value to set in packet";
}

description "L2-NVRE Actions";
}

groupi ng L2- VXLAN- nod- acts {
| eaf set-network-id {
t ype bool ean;
descri ption
"flag to set network id in packet";

}
| eaf network-id {
type uint32;
descri ption
"network id value to set in packet"”;
}

description "VXLAN header
nodi fication actions.";
}

groupi ng L2-npl s-nod-acts {
| eaf pop {
t ype bool ean;
descri ption
"Bool ean flag to pop npls header”;
}

| eaf push {
t ype bool ean;
description
"Bool ean flag to push value into
npl s header™";

}
| eaf npl s-1abel {
type uint32;
description
"mpls label to push in header";

Hares, et al. Expires April 8, 2017 [ Page 33]



I nternet-Draft FB- Packet Forwardi ng ECA Cct ober 2016

}
description "MPLS nodify

header actions";

}

groupi ng | 2- header - nod- acti ons {
| eaf 12-802-1Q {
type uint8;
description "actions for 802.1Q

}
| eaf |2-802-11 {
type uint8;
description "actions for 802.11";

}
| eaf 12-802-15 {
type uint8;
description "ations for 802.15";

}

uses L2- NVGRE- nod- act s;
uses L2-VXLAN- nod- act s;
uses L2-npl s-nod-acts;

descri ption
" The layer 2 header match incl udes
any reference to L2 technol ogy"”;

groupi ng L3-header-nmatch {

choi ce L3-header-match-type {
case | 3-ipv4-hdr {
uses i2rs-rib:ipv4-header;
}
case | 3-i pv6-hdr {
uses i2rs-rib:ipv6-header;
}
case L3-gre-tunnel {
uses i2rs-rib:gre-header;
}
description "match for L3
headers for |Pv4, |Pv6,
and CGRE tunnel s";

description "match for L3 headers";

}
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Har es,

groupi ng i pv4-encapsul ate-gre {
| eaf encapsul ate {
t ype bool ean;
description "flag to encapsul ate headers"”;

| eaf ipv4-dest-address {
type inet:ipv4-address;

description "Destination Address for CGRE header”;

| eaf ipv4-source-address {
type inet:ipv4-address;
description "Source Address for GRE header”;

}

description "encapsul ation actions for |Pv4 headers";

}

groupi ng L3-header-actions {
choi ce | 3- header-act-type {
case | 3-ipv4-hdr {
| eaf set-ttl {
t ype bool ean;
description "flag to set TTL";

| eaf set-dscp {
t ype bool ean;
description "flag to set DSCP";

| eaf ttl-value {
type uint8;
description "TTL value to set";

| eaf dscp-val {
type uint8;
description "dscp value to set”;

}

case | 3-ipv6-hdr {
| eaf set-next-header {
t ype bool ean;
descri ption
"flag to set next routing
header in | Pv6 header",;

| eaf set-traffic-class {
t ype bool ean;
descri ption
"flag to set traffic class
in | Pv6 header",;
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| eaf set-flowlabel {
t ype bool ean;
descri ption
"flag to set flow | abel
in | Pv6 header",;

| eaf set-hop-limt {
t ype bool ean;
description "flag
to set hoplimt in
L3 packet";

| eaf i pv6-next-header {
type uint8;
description "value to
set in next |IPv6 header";

| eaf ipv6-traffic-class {
type uint8;
description "value to set
intraffic class”;

}

| eaf ipv6-flowlabel {
type uint16;
description "value to set
in |POv6 flow | abel";

| eaf ipv6-hop-limt {
type uint8;
description "value to set
in hop count”;

}

case L3-gre-tunnel {
| eaf decapsul ate {
t ype bool ean;
description "flag to
decapsul ate CGRE packet";
}

description "GRE tunnel
actions" ;

description "actions that can
be perfornmed on L3 header";
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description "actions to
be perfornmed on L3 header”;

groupi ng tcp-header-match {
| eaf tcp-src-port {
type uint16;
description "source port match val ue”;

}
| eaf tcp-dst-port {

type uint 16;
description "dest port val ue
to match";
}
| eaf sequence- nunber {
type uint32;

description "sequence nunber
val ue to match";

}

| eaf ack- nunber {

type uint32;

description "action value to
mat ch";

description "match for TCP
header";

groupi ng tcp-header-action {
| eaf set-tcp-src-port {
t ype bool ean;
description "flag to set
source port val ue";
}
| eaf set-tcp-dst-port {
t ype bool ean;
description "flag to set source port val ue";

}

| eaf tcp-s-port {
type uint 16;
description "source port match val ue”;

}
| eaf tcp-d-port {
type uint16;
description "dest port val ue
to match";
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}

| eaf seq-num {
type uint32;
descri ption "sequence nunber
value to match";

}

| eaf ack-num {

type uint32;

description "action value to
mat ch";

description "Actions to
nodi fy TCP header”;

}

groupi ng udp- header-mat ch {
| eaf udp-src-port {
type uint 16;
description "UDP source
port match val ue";

}
| eaf udp-dst-port {
type uintl6;
description "UDP Destination
port match val ue";

description "match val ues for
UDP header";

}

groupi ng udp- header-action {
| eaf set-udp-src-port {
t ype bool ean;
description "flag to set
UDP source port match val ue";

}
| eaf set-udp-dst-port {
t ype bool ean;

descri ption

"flag to set UDP destination port

| eaf udp-s-port {
type uint 16;
description "UDP source
port match val ue";

}
| eaf udp-d-port {
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type uint16;
description "UDP Destination
port match val ue”;
}

description "actions to set
val ues in UDP header";

}

groupi ng sctp-chunk {
| eaf chunk-type {
type uint8;
description "sctp chunk type val ue";

}

| eaf chunk-flag {
type uint8;
description "sctp chunk type
flag val ue";

}
| eaf chunk-1length {
type uint16;
description "sctp chunk | ength";
}
| eaf chunk- dat a- byte-zero {

type uint32;
description "byte zero of
stcp chunk data";
}
description "sctp chunck
header match fields";

groupi ng sct p-header-match {
uses sct p-chunk;
| eaf stcp-src-port {
type uint 16;
description "sctp header match
source port val ue";
}

| eaf sctp-dst-port {
type uint16;
description "sctp header match
destination port val ue";

| eaf sctp-verify-tag {
type uint32;
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description "sctp header match
verification tag val ue";
}

description "SCTP header
mat ch val ues”

}

groupi ng sct p-header-action {
| eaf set-stcp-src-port {
t ype bool ean;
description "set source port in sctp header",;
}
| eaf set-stcp-dst-port {
t ype bool ean;
description "set destination port in sctp header”;
}
| eaf set-stcp-chunkl {
t ype bool ean;
description "set chunk value in sctp header";
}
| eaf chunk-type-value {
type uint8;
description "sctp chunk type val ue";
}
| eaf chunk-fl ag-val ue {
t ype uint8;
description "sctp chunk type
flag val ue";

}
| eaf chunk-len {
type uint 16;
description "sctp chunk | ength";
}
| eaf chunk-dat a-bzero {

type uint32;
description "byte zero of
stcp chunk data";

}

description "sctp gos actions";

groupi ng L4-header-match {
choi ce | 4- header - mat ch-type {
case | 4-tcp-header {
uses tcp-header-match;
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case | 4-udp- header {

uses udp- header - mat ch;
}
case | 4-sctp {

uses sct p-header - mat ch;

description "L4 match
header choi ces";

description "L4 header
mat ch type";

groupi ng L4-header-actions {

uses tcp-header-action;

uses udp- header-acti on;

uses sct p-header-action;
description "L4 header natches"”;

}

groupi ng servi ce-header-match {
choi ce service-header-nmatch-type {
case sf-chain-nmeta-match {
description "uses
sfc-sfc:service-function-chai n-groupi ng:
+ sfc-sfc:service-function-chain”;
}
case sf-path-neta-match {
description "uses
sfc-spf:service-function-pat hs:
+ sfc-spf:service-function-path";

}
description "SFC header match
choi ces";
}
description "SFC header and path
mat ches”;

}

groupi ng sfc-header-actions {
choi ce service-header-match-type {
case sf-chain-neta-match {
| eaf set-chain {
t ype bool ean;
description "flag to set
chain in sfc. Should
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be anended to use SFC service
chai n mat chi ng.
uses sfc-sfc:service-function-chai n-groupi ng:
+ sfc-sfc:service-function-chain”;
}
}
case sf-path-nmeta-match {
| eaf set-path {
t ype bool ean;
description "flag to set path in
sfc header. Amend to use sfc-spf
function headers. Uses
sfc-spf:service-function-paths:
+ sfc-spf:service-function-path.”
}
}

description "choices in SFC for
chain match and path match.";
}
description "nodify action for
SFC header.";

groupi ng rul e_status {
| eaf rule-status {
type string;
description "status infornmation
free formstring.";

| eaf rul e-inactive-reason {
type string;
description "description of
why rule is inactive";

}
| eaf rule-install-reason {
type string;
description "response on rule installed";
}
| eaf rule-installer {
type string;

description "client id of installer”;

| eaf refcnt {
type uint16;
description "reference count on rule. ";

}

descri ption
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"rul e operational status";

}

/'l group status
groupi ng groups-status {
list group opstate {
key "grp-nane";
| eaf grp-nane {
type string;
description "eca group nane";

| eaf rules-installed {

type uint32;
description "rules in
group installed";

}

list rules_status {

key "rul e-nane";

| eaf rul e-nane {
type string;
description "nanme of rule "

| eaf rul e-order {

type uint32;
description "rul e-order”;
}
description "rul es per
group”;
description "group operational
stat us”;
}
description "group to rules
[ist";
}

/'l 1inks between rule to group

groupi ng rul e-group-link {
[ist rule-group {
key rul e- nane;
| eaf rul e-nane {
type string;
description "rul e nane";
}
| eaf group-nanme {
type string;
description "group nane";

Hares, et al. Expires April 8, 2017

Cct ober 2016

[ Page 43]



I nternet-Draft FB- Packet Forwardi ng ECA

}
description "link between
group and |ink";
}
description "rule-nane to
group link";

}

/1l rule status by nane
grouping rul es_opstate {
list rules_status {
key "rul e-order rul e-nane";
| eaf rul e-order {
type uint32;
description "order of rules";

| eaf rul e-nane {
type string;
description "rul e nane";
}
uses rul e_status;
description "eca rule list";
}

description "rul es
operational state";
}

/1l rule statistics by nane and order
groupi ng rul es_opstats {
list rule-stat {
key "rul e-order rul e-nane";
| eaf rul e-order {
type uint32;
description "order of rules";

| eaf rul e-nane {
type string;
description "nanme of rule";
}
| eaf pkts-matched {
type uint 64;
description "nunber of
packets that matched filter";

}
| eaf pkts-nodified {
type uint64;
description "nunber of
packets that filter caused
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to be nodified";

}
| eaf pkts-dropped {
type uint64;
description "nunber of
packets that filter caused
to be nodified";

}
| eaf byt es-dropped {
type uint64;
description "nunber of
packets that filter caused
to be nodified";

| eaf pkts-forwarded {

type uint64;

description "nunber of
packets that filter caused
to be forwarded.";

}

| eaf bytes-forwarded {

type uint 64,

description "nunber of
packets that filter caused
to be forwarded.";

}
description "list of
operational statistics for each
rule.”;

}

description "statistics
on packet filter matches, and
based on matches on nany were
nodi fi ed and/ or forwarded";

groupi ng packet-si ze-match {
| eaf | 1-size-match {
type uint32;
description "L1 packet match size."

| eaf | 2-size-match {
type uint32;
description "L2 packet match size.";

}
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| eaf | 3-size-match {
type uint32;
description "L3 packet match size.";

| eaf 14-size-match {
type uint32;
description "L4 packet match size."

| eaf service-neta-size {
type uint32;
description "service neta info match size."

| eaf service-neta-payl oad {
type uint32;
description "service neta-play match size";
}
description "packet size by |ayer
only non-zero val ues are matched";

}
groupi ng time-day-match {

| eaf hour {
type uint8;
description "hour
of day in 24 hours.
(add range)";

| eaf mnute {
type uint8;
descri ption
"mnute in day.";

| eaf second {
type uint8;
descri ption
"second in day.";

}

description "matches for
time of day.",;

groupi ng user-event-match {
| eaf user-nane {
type string;
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description "name of user

event";
} .
| eaf match-string {
type string;
description "user match
string”;
}

description "matches for
time of day.",;

groupi ng eca-event-matches {
uses tine-day-match
uses user-event - mat ch;
description "matches for events
whi ch i ncl ude:
time of day, and
user specified matches.";

}

groupi ng eca- pkt-matches {
uses i nterface-nmatch;
uses L1-header-nmatch;
uses L2-header-match:;
uses L3-header-nmatch;
uses L4- header-nmat ch;
uses servi ce- header-natch
uses packet-size-match
description "ECA matches";

}

groupi ng user -status-matches {

| eaf user {

type string;

description "user";

}

| eaf region {

type string;

description "region";

| eaf state {

type string;
description "state";
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}

}
| eaf user-status {

type string;

description "status of user";
}

description "user status
mat ches - region,
target, |ocation";

groupi ng eca-condi ti on-mat ches {

}

uses eca- pkt-mat ches;

uses user - stat us-mat ches;
descri ption "pkt

and user status nmatches";

groupi ng eca-gos-actions {

| eaf cnt-actions {
type uint32;
description "count of ECA actions";
}
list qos-actions {
key "action-id";
| eaf action-id {

type uint32;
description "action id";
}

uses i nterface-actions;
uses L1-header-acti ons;
uses | 2- header - nod- acti ons;
uses L3-header-actions;
uses L4-header-actions;

description "ECA set or change
packet Actions. Actions may be
added here for interface,

L1, L2, L3, L4 nad service forwarding

headers. ":

}

description "eca- qos actions";

}

groupi ng i p-next-fwd {
| eaf rib-nanme {
type string;
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description "nane of RIB";

| eaf next-hop-nane {
type string;
description "nane of next hop";
}
description "ECA set or change
packet Actions”;
}

groupi ng eca-ingress-actions {
| eaf permt {
t ype bool ean;
description "permt ingress
traffic. False
neans to deny.";
}

leaf mrror {

t ype bool ean;

description "copy bytes
ingressed to mrror port";

}

description "ingress eca nmatch"

}

groupi ng eca-fwd-actions {
| eaf interface-fwd {
type if:interface-ref;
description "nane of interface to forward on";
}
uses i 2rs-rib: next hop;
uses i p-next-fwd;
| eaf drop-packet {
t ype bool ean;
description "drop packet flag";

}

description "ECA forwardi ng actions”;

}

groupi ng eca-security-actions {
| eaf actions-exist {
t ype bool ean;
description "existance of
eca security actions";
}
description "content actions
for security. Needs nore
description.”;
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}

groupi ng eca-egress-actions {
| eaf packet-rate {
type uint32;
description "maxi mum packet-rate";

}

| eaf byte-rate {
type uint64;
description "maxi mum byte-rate "

}

description "packet security actions”;

}

groupi ng policy-conflict-resolution {
list resolution-strategy {
key "strategy-id";
| eaf strategy-id {

type uint32;

description "lId for strategy";
}
| eaf stategy-nane {

type string;

descri ption "nane of strategy";

}
leaf filter-strategy {
type string;
description "type of resolution";

}
| eaf gl obal -strategy {
t ype bool ean;
descri ption "gl obal strategy";
}
| eaf mandatory-strategy {
type bool ean;
description "required strategy";
}
| eaf |ocal-strategy {
type bool ean;
description "local strategy";

| eaf resolution-fcn {
type uint64;
description "resolution function id ";

| eaf resol ution-value {
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type uint 64,

description "resol ution val ue";
}

| eaf resolution-info {

type string;

description "resolution info";
}

i st associ ate-ext-data {
key "ext-data-id";
| eaf ext-data-id {
type uint 64;
description "ID of external data";

| eaf ext-data {

type string;
description "external data";
}
description "linked external data";
}
description "list of strategies”;

}

description "policy conflict
resol ution strategies";

groupi ng cfg-external -data {
list cfg-ext-data {
key "cfg-ext-data-id";
| eaf cfg-ext-data-id {
type uint 64,
description "id for external data";

| eaf data-type {

type uint32;

description "external data type |ID';
}

| eaf priority {

type uint64;

description "priority of data";

| eaf other-data {

type string;

description "string
external data";

description "external data";

}
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description "external data |ist";

groupi ng pkt-eca-policy-set {
[ist groups {
key "group-nane";
| eaf group-name {
type string;
descri ption
"nanme of group of rules";

| eaf vrf-name {
type string;
description "VRF nane";
}
uses rt:address-fam|ly;
list group-rule-list {
key "rul e-nane";
| eaf rul e-nane {
type string;
description "name of rule";

| eaf rule-order-id {
type uint16;
description "rul e-order-id";
}

description "rules per group";

}

description "pkt eca rule groups"”;
}
list eca-rules {
key "order-id";
order ed- by user;
| eaf order-id {
type uint 16;
description "Nunber of order
in ordered list (ascending)"”;
}
| eaf eca-rul e-nane {
type string;
description "nanme of rule";

| eaf installer {
type string;
descri ption
“Id of I12RS client
that installs this rule.”;
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uses eca-event - nmat ches;

uses eca-ingress-actions;

uses eca-Qqos-actions;

uses eca-security-actions;

uses eca-fwdl-actions;

uses eca-egress-actions;

uses cfg-external-data;

uses policy-conflict-resol ution;

description "ECA rul es";
} I/ end of rule
description "Policy sets.";

}

groupi ng pkt-eca-opstate {
uses groups- st at us;
uses rul e-group-1ink;
uses rul es_opstate;
uses rul es_opstats;
description "pkt eca policy
op-state mai n";

cont ai ner pkt-eca-policy-opstate {
config "fal se";
uses pkt-eca-opst at e;
description "operational state";

}

<CODE ENDS>
0. | ANA Consi der ati ons

This draft requests I ANA Assign a urn in the | ETF yang nodul e space
for:

"urn:ietf:parans: xm :ns:yang:ietf-pkt-eca-policy";

associ ated prefix "pkt-eca";
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7.

Security Consi derations

These generic filters are used in the 12RS FB-RIBs to filter packets
inatraffic stream act to nodify packets, and forward data packets.
These |1 2RS filters operate dynamcally at sane |evel as currently
depl oyed configured filter-based RIBs to filter, change, and forward
traffic. The dynam c nature of this protocol requires that |2RS
Filters track the installer of group information and rul es.

This section will be augnented after a discussion with security
experts.
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