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Abstract

Thi s docunent describes the use of the ARI A bl ock ci pher al gorithm
within the Secure Real -tinme Transport Protocol (SRTP) for providing
confidentiality for the Real-tine Transport Protocol (RTP) traffic
and for the control traffic for RTP, the Real-tinme Transport Control
Protocol (RTCP). It details three nodes of operation (CTR, CCM GCM
and a SRTP Key Derivation Function for ARl A
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2.

I ntroduction

Thi s docunent describes the use of the ARI A [ RFC5794] bl ock ci pher
algorithmin the Secure Real -tinme Transport Protocol (SRTP) [RFC3711]
for providing confidentiality for the Real -tinme Transport Protocol
(RTP) [RFC3550] traffic and for the control traffic for RTP, the
Real -ti me Transport Control Protocol (RTCP) [ RFC3550].

1. ARA
ARI A is a general -purpose bl ock cipher al gorithm devel oped by Korean
cryptographers in 2003. It is an iterated bl ock cipher with 128-,
192-, and 256-bit keys and encrypts 128-bit blocks in 12, 14, and 16
rounds, depending on the key size. It is secure and suitable for
nost software and hardware inplenmentations on 32-bit and 8-bit
processors. It was established as a Korean standard bl ock ci pher
algorithmin 2004 [ ARl AKS] and has been wi dely used in Korea,
especially for governnment-to-public services. It was included in
PKCS #11 in 2007 [ARI APKCS]. The al gorithm specification and object
identifiers are described in [ RFC5794].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Crypt ogr aphi ¢ Transf ornms

Bl ock ci phers ARl A and AES share conmon characteristics including
node, key size, and block size. AR A does not have any restrictions
for nodes of operation that are used with this block cipher. W
define three nodes of running ARTA within the SRTP protocol, (1) AR A
in Counter Mode, (2) ARIA in Counter with CBC-MAC (CCM Mde and (3)
ARI A in Gal oi s/ Counter Mde (GCM .

1. AR A-CTR

Section 4.1.1 of [RFC3711] defines AES-128 counter node encryption,
which it refers to as "AES CM'. Section 2 of [RFC6188] defines

"AES 192 CM' and "AES 256 CM' in SRTP. ARl A counter nodes are
defined in a simlar manner, and are denoted by AR A 128 CTR,

ARI A 192 CTR and ARI A 256 _CITR respectively, according to the key

| engths. The plaintext inputs to the block cipher are forned as in
AES- CTR(AES CM AES 192 CM AES 256 CM and the bl ock cipher outputs
are processed as in AES-CTR. The only difference in the processing
is that ARIA-CTR uses ARI A as the underlying encryption primtive.
When ARIA-CTR is used, it MJIST be used only in conjunction with an
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aut henti cati on functi on.

The ARI A-CTR ci phersuites with HVAC- SHA1 as an aut hentication
function are listed below For each ciphersuites, the authentication
key size is 20 octets.

Nanme Enc. Key Size Auth. Tag Size
ARI' A 128 CTR HVAC _SHA1 80 16 octets 10 octets
ARI A 128 CTR HVAC SHA1 32 16 octets 4 octets
ARI' A 192 CTR HVAC SHA1 80 24 octets 10 octets
ARI A 192 CTR HVAC SHAl1 32 24 octets 4 octets
ARI A 256_CTR_ HVAC SHA1 80 32 octets 10 octets
ARI A 256 _CTR HVAC SHA1 32 32 octets 4 octets

Figure 1. ARIA-CTR al gorithms for SRTP/ SRTCP
2.2. ARIA-CCM and ARl A-GCM

CCM Counter with CBC-MAC) [RFC3610] and GCM Gal oi s Counter NMbde)

[GCM are AEAD(aut henticated encryption with associ ated data) bl ock

ci pher nodes. ARIA-CCM and ARI A-GCM are defined simlarly as AES-CCM
and AES- GCM

The internet draft[I-D.ietf-avtcore-srtp-aes-gcn] describes the use
of AES-GCM and AES-CCM wi th SRTP. The use of ARI A-CCM and ARl A- GCM
with SRTP is defined the sane as that of AES-CCM and AES- GCM

The followi ng nenbers of the ARRA-GCCM fam |y may be used with SRTP/
SRTCP:

Nanme Key Size Auth. Tag Size
AEAD ARl A 128 GCM 16 octets 16 octets
AEAD ARl A 256_GCM 32 octets 16 octets
AEAD ARI A 128 GCM 8 16 octets 8 octets
AEAD ARl A 256_GCM 8 32 octets 8 octets
AEAD ARI A 128 GCM 12 16 octets 12 octets
AEAD ARI A 256 GCM 12 32 octets 12 octets

Figure 2. ARIA-GCM al gorithns for SRTP/ SRTCP
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3.

The foll ow ng nmenbers of the ARIA-CCM fam |y may be used with SRTP/
SRTCP:

Nane Key Size Auth. Tag Size
AEAD ARl A 128 CCM 16 octets 16 octets
AEAD ARl A 256_CCM 32 octets 16 octets

Figure 3. ARIA-CCM al gorithnms for SRTP/ SRTCP
ARl A- CTR PRF

Section 4.3.3 of [RFC3711] defines the AES-128 counter node key
derivation function, which it refers to as "AES-CM PRF". Section 3
of [ RFC6188] defines the AES-192 counter node key derivation function
and the AES-256 counter node key derivation function, which it refers
to as "AES 192 CM PRF" and "AES 256 CM PRF" respectively. The ARl A-
CTR PRF is defined in a simlar manner, but with each invocation of
AES replaced with an invocation of ARIA. According to the key

| engt hs of underlying encryption algorithm ARIA-CTR PRFs are denoted
by "ARI A 128 CTR_PRF", "ARI A 192 CTR PRF" and "ARI A 256 _CTR PRF".

The usage requirenents of [RFC6188] regarding the AES-CM PRF apply to
the ARIA-CTR PRF as well. The PRFs for ARI A ciphersuites with SRTP
are defined by ARl A-CTR PRF of the equal key length with the
encryption al gorithm

Security Consi derations

At the tinme of witing this docunent no security problem has been
found on ARI A (see [TSL]).

The security considerations in [RFC3610] [GCM [RFC3711] [RFC6188]
[ RFC6655][I-D.ietf-avtcore-srtp-aes-gcn] apply to this docunent as
wel | .
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5. | ANA Consi der ati ons

[ RFC4A568] defines SRTP "crypto suites".

signal the

In order to allow SDP to

use of the algorithnms defined in this docunent, 1ANA is
requested to register the followng crypto suites into the sub-
registry for SRTP crypto suites under the SRTP transport of t
Security Descriptions:

srtp-crypto-suite-ext = "ARIA 128 CTR HVAC SHA1 80"/

"ARI A_128_CTR_HVAC_SHA1_ 32"/
"ARI A_192_CTR_HMAC SHA1_ 80"/
"ARI A_192_CTR_HMAC SHA1 32"/
"ARI A_256_CTR_HVAC SHA1_ 80"/
"ARI A_256_CTR_HVAC SHA1 32"/
" AEAD_ARI A 128 GCM

" AEAD_ARI A_256_GCM'

" AEAD_ARI A_128_GCM 8"
" AEAD_ARI A_256_GCM 8"
" AEAD_ARI A_128_ GCM 12"
" AEAD_ARI A_256_GCM 12"
" AEAD_ARI A_128_CCM

" AEAD_ARI A_256_CCM
srtp-crypto-suite-ext

B e e T )

he SDP

DTLS- SRTP[ RFC5764] defines a DILS-SRTP "SRTP Protection Profile". In
order to allow the use of the algorithns defined in this docunent in

DTLS- SRTP,
Profil es:

Kim et al.

| ANA will also register the follow ng SRTP Protect

SRTP_ARI A 128 CTR HVAC SHA1 80 = {TBD, TBD};
SRTP_ARI A_128 CTR HVAC SHA1 32 = {TBD, TBD}:
SRTP_ARI A_192_CTR HVAC SHA1 80 = {TBD, TBD}:
SRTP_ARI A_192_CTR _HVAC _SHA1 32 = {TBD, TBD};
SRTP_ARI A_256_CTR_HVAC _SHA1 80 = {TBD, TBD}
SRTP_ARI A_256_CTR HVAC SHA1 32 = {TBD, TBD}
SRTP_AEAD AR A 128 _GCM = {TBD, TBD} ;
SRTP_AEAD ARl A_256_GCM = {TBD, TBD} ;
SRTP_AEAD ARI A_128_GCM 8 = {TBD, TBD} ;
SRTP_AEAD_ARI A_256_GCM 8 = {TBD, TBD} ;
SRTP_AEAD_ARI A_128_GCM 12 = {TBD, TBD} ;
SRTP_AEAD ARl A_256_GCM 12 = {TBD, TBD} ;
SRTP_AEAD ARl A_128_CCM = {TBD, TBD} ;
SRTP_AEAD ARl A_256_CCM = {TBD, TBD} ;
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[ RFC3830] and [ RFC5748] define encryption algorithnms and PRFs for the
SRTP policy in MKEY. 1In order to allow the use of the algorithns
defined in this docunment in MKEY, IANA is requested to allocate the
foll owi ng nunbers in the MKEY sub-registries.

SRTP Enc. alg | Value

AES- F8

SEED- CTR

SEED- CCM

SEED- GCM

ARl A-128- CTR
ARl A-128- CCM
ARl A- 128- GCCM
ARl A- 128- GCM 8
ARI A-128- GCM 12

SRTP PRF | Val ue
AES- CM | 0
SEED- CTR | 1
ARl A- 128-CTR | 2 (NEW

Figure 5. Figure 2 from RFC 5748 (revi sed)
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