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Abstract

Thi s docunent defines SRTP crypto suites based on the ARI A bl ock
ci pher algorithmfor use with the Session Description Protocol (SDP)
security descriptions.
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provi sions of BCP 78 and BCP 79.
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of

Kim et al. Expi res Novenber 30, 2015 [ Page 1]



I nternet-Draft ARI A Al gorithm for SRTP May 2015

the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction

1.1. ARIA . . . . . . .

1.2. SRTP Crypto Suites

1.3. Term nol ogy .

2. Pat aneters . . . . .

3. | ANA Consi derations .

4. References .
4.1. Normative References
4.2. Informative References

Aut hors’ Addr esses

VO NN~NWWNDNN

1. I ntroducti on

Thi s docunent defines Secure Real -tinme Transport Protocol (SRTP)

[ RFC3711] crypto suites based on the the ARI A [ RFC5794] bl ock ci pher
algorithmfor use with the SDP Security Descriptions attributes

[ RFC4568] .

1.1. ARA

ARI A is a general -purpose bl ock cipher algorithm devel oped by Korean
cryptographers in 2003. It is an iterated bl ock cipher with 128-,
192-, and 256-bit keys and encrypts 128-bit blocks in 12, 14, and 16
rounds, depending on the key size. It is secure and suitable for
nost software and hardware inplenentations on 32-bit and 8-bit
processors. It was established as a Korean standard bl ock ci pher
algorithmin 2004 [ ARI AKS] and has been w dely used in Korea,
especially for governnent-to-public services. It was included in
PKCS #11 in 2007 [ARI APKCS]. The algorithm specification and object
identifiers are described in [ RFC5794].

1.2. SRTP Crypto Suites

The transforns based on ARI A and the correspodi ng SRTP protection
profiles for DTLS-SRTP are defined in [I-D.ietf-avtcore-aria-srtp].
The SDP Security Descriptions [ RFC4568] crypto suites correspondi ng
to ARIA transfornms [I-D.ietf-avtcore-aria-srtp] are sets as shown in
Tabl e 1.
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o e e e e e a oo U S +
| Nanme | Enc. Key Length | Auth. Tag Length |
o e e e e e e e e e e - o e e o - o e e e e e - +
| ARIA 128 CTR_HVAC SHA1 80 | 16 octets | 10 octets |
| ARIA 128 CTR HVAC SHA1 32 | 16 octets | 4 octets |
| ARIA 192 CTR HVAC SHA1 80 | 24 octets | 10 octets |
| ARIA 192 CTR HVAC SHA1 32 | 24 octets | 4 octets |
| ARIA 256 _CTR HVAC SHA1 80 | 32 octets | 10 octets |
| ARIA 256 _CTR HVAC SHA1 32 | 32 octets | 4 octets |
| AEAD ARI A 128 GCM | 16 octets | 16 octets |
| AEAD ARI A 256 _GCM | 32 octets | 16 octets |
| AEAD ARI A 128 GCM 8 | 16 octets | 8 octets |
o e e e e e a oo U S +

Table 1. ARIA Crypto Suites for SRTP
1.3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

2. Pat anet ers

The paraneters in each crypto suite listed in Table 1 are descri bed
attributes [ RFC4568].

for use with the SDP Security Desc

Mast er key | ength
Master salt length

Key Derivation Function
Default key lifetine

C pher (for SRTP and SRTCP)

SRTP aut henti cation key |
SRTP aut hentication tag |
SRTCP aut hentication func
SRTCP aut henti cati on key

I

I

I

|

| SRTP aut hentication funct
I

I

|

| SRTCP aut hentication tag

riptions

engt h
engt h
tion

| engt h

| ength |

I
I
I
I
I
i on |
I
I
I
I

128 bits
112 bits

ARI A 128 CTR PRF

2731 packets

ARI A 128 CTR

HVAC- SHA1
160 bits
80 bits
HVAC- SHA1
160 bits
80 bits

Table 2: The ARIA 128 CTR HVAC SHA1 80 Crypto Suite
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U U S U +
| Paraneter | Val ue |
o e e e e e e e e e e e e e m o e e e e e - +
Mast er key | ength 128 bits
Master salt |ength 112 bits

Key Derivation Function
Default key lifetine
Ci pher (for SRTP and SRTCP)

|

| ARI A 128 CTR PRF
|

| SRTP aut hentication function

I

I

I

I

I

I

|

2731 packets |
ARI A 128 CTR |
HVAC- SHA1 |
I

I

|

I

I

SRTP aut hentication key | ength 160 bits
SRTP aut hentication tag | ength 32 bits
SRTCP aut henti cation function HVAC- SHAL
SRTCP aut henti cation key | ength 160 bits
SRTCP aut hentication tag | ength 80 bits
o e e e e e e e e e e e e e m o e e e e e - +

U U S U +
| Paraneter | Val ue |
o e e e e e e e e e e e e e m o e e e e e - +
Mast er key | ength 192 bits
Master salt |ength 112 bits

Key Derivation Function
Default key lifetine 2731 packets
Ci pher (for SRTP and SRTCP) ARI A 192 CTR

| | |
| | ARIA 192 CTR PRF |
| | |
| SRTP aut hentication function | HVAC- SHAL |
I I I
I I I
I I I
I I I
I I

SRTP aut hentication key | ength 160 bits
SRTP aut hentication tag | ength 80 bits
SRTCP aut henti cation function HVAC- SHAL
SRTCP aut henti cation key | ength 160 bits

SRTCP aut hentication tag length | 80 bits

Table 4. The ARIA 192 CTR HVAC SHA1 80 Crypto Suite
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U U S U +
| Paraneter | Val ue |
o e e e e e e e e e e e e e m o e e e e e - +
Mast er key | ength 192 bits
Master salt |ength 112 bits

Key Derivation Function
Default key lifetine
Ci pher (for SRTP and SRTCP)

|

| ARl A 192 CTR PRF
|

| SRTP aut hentication function

I

I

I

I

I

I

|

2731 packets |
ARI A 192 CTR |
HVAC- SHA1 |
I

I

|

I

I

SRTP aut hentication key | ength 160 bits
SRTP aut hentication tag | ength 32 bits
SRTCP aut henti cation function HVAC- SHAL
SRTCP aut henti cation key | ength 160 bits
SRTCP aut hentication tag | ength 80 bits
o e e e e e e e e e e e e e m o e e e e e - +

U U S U +
| Paraneter | Val ue |
o e e e e e e e e e e e e e m o e e e e e - +
Mast er key | ength 256 bits
Master salt |ength 112 bits

Key Derivation Function
Default key lifetine 2731 packets
Ci pher (for SRTP and SRTCP) ARI A 256_CTR

| | |
| | ARI A 256_CTR PRF |
| | |
| SRTP aut hentication function | HVAC- SHAL |
I I I
I I I
I I I
I I I
I I

SRTP aut hentication key | ength 160 bits
SRTP aut hentication tag | ength 80 bits
SRTCP aut henti cation function HVAC- SHAL
SRTCP aut henti cation key | ength 160 bits

SRTCP aut hentication tag length | 80 bits

Table 6: The ARI A 256 CTR HVAC SHA1 80 Crypto Suite
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Mast er key | ength
Master salt |ength

Key Derivation Function

Default key lifetine

Ci pher (for SRTP and SRTCP)
SRTP aut henti cation function
SRTP aut hentication key | ength
SRTP aut hentication tag | ength
SRTCP aut henti cation function
SRTCP aut hentication key |ength
SRTCP aut hentication tag | ength

-------------------------- S
Par anet er | Val ue |
-------------------------- e
Mast er key | ength | 128 bits |
Master salt |ength | 96 bits |
Key Derivation Function | ARIA 128 CTR PRF |
Default key lifetinme (SRTP) | 2748 packets |
Default key lifetinme (SRTCP) | 2731 packets |
G pher (for SRTP and SRTCP) | AEAD ARI A 128 GCM |
AEAD aut hentication tag length | 128 bits |
-------------------------------- e
Tabl e 8: The AEAD ARI A 128 GCM Crypto Suite
-------------------------------- e
Par anet er | Val ue |
-------------------------------- e
Mast er key | ength | 256 bits |
Master salt length | 96 bits |
Key Derivation Function | ARIA 256_CTR_PRF |
Default key lifetinme (SRTP) | 2748 packets |
Default key lifetime (SRTCP) | 2731 packets |
C pher (for SRTP and SRTCP) | AEAD ARI A 256_CCM |
AEAD aut hentication tag length | 128 bits |
-------------------------------- e

ARI A Al gorithm for

| 256 bits |
| 112 bits |
| ARI A 256 CTR PRF |
| 2731 packets |
| ARI A 256 CTR |
| HVAC- SHAL |
| 160 bits |
| 32 bits |
| HVAC- SHA1 |
| 160 bits |
| 80 bits |

Tabl e 9: The AEAD ARI A 256 GCM Crypto Suite
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o S +
| Paraneter | Val ue |
o e e e e e e e e e e e e - o e e e e e e e e e - +
| Master key |ength | 128 bits |
| Master salt length | 96 bits |
| Key Derivation Function | ARIA 128 CTR PRF |
| Default key lifetinme (SRTP) | 2748 packets |
| Default key lifetinme (SRTCP) | 2731 packets |
| G pher (for SRTP and SRTCP) | AEAD ARI A 128 GCM 8 |
| AEAD authentication tag length | 64 bits |
o m e e e e e e e e e e e e e aa o Fom e e e e e +

3. | ANA Consi

SDP Securit
order to al
this docune

Tabl e 10: The AEAD ARIA 128 GCM 8 Crypto Suite
derati ons
y Descriptions [ RFC4568] defines SRTP "crypto suites”. In

| ow SDP to signal the use of the algorithnms defined in
nt, TANA is requested to add the below crypto suites to

the "SRTP Crypto Suite Registrations"” created by [ RFC4568], at tine

of writing
http://ww.

srt
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