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Abstract

Thi s docunent describes an information nodel for Interface to Network
Security Functions (I2NSF) Registration Interface between Security
Controll er and Devel oper’s Managenent System (DVMS). The information
nodel is required to support NSF instance via the registration
interface. This docunent expl ains the procedures over |2NSF
registration interface for these functionalities. It also describes
the detailed informati on which shoul d be exchanged via | 2NSF
registration interface.

Status of This Meno
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I ntroducti on

A nunber of virtual network security function instances typically
exist in Interface to Network Security Functions (I2NSF) franework
[ RFCB8329]. Since these NSF instances may have different security
capabilities, it is inportant to register the security capabilities
of each NSF instance into the security controller after they have
been created. |In addition, it is required to instantiate NSFs of
some required security capabilities on demand. As an exanple, if
additional security capabilities are required to neet the new
security requirements that an | 2NSF user requests, the security
controller should be able to request the DMS to instantiate NSFs that
have the required security capabilities.
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Thi s docunent describes the information nodel which is required for
the registration interface between security controller and

devel oper’ s managenent systemto support registration and
instantiation of NSFs. It further describes the procedure based on
the information nodel which should be perforned by the security
controller and the devel oper’s managenent systemvia the registration
i nterface.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Term nol ogy

Thi s docunent uses the term nology described in
[12nsf-term nol ogy][capability-im[RFC8329] [nsf-triggered-steering].

0 Network Security Function (NSF): A function that is responsible
for specific treatnment of received packets. A Network Security
Function can act at various |layers of a protocol stack (e.g., at
the network |layer or other OSI layers). Sanple Network Security
Service Functions are as follows: Firewall, Intrusion Prevention/
Detection System (I PS/IDS), Deep Packet I|nspection (DPl),
Application Visibility and Control (AVC), network virus and
mal war e scanni ng, sandbox, Data Loss Prevention (DLP), Distributed
Deni al of Service (DDoS) mitigation and TLS proxy
[nsf-triggered-steering].

o Advanced | nspection/Action: As |ike the |2NSF i nformati on nodel
for NSF-facing interface [capability-im, Advanced | nspection/
Action nmeans that a security function calls another security
function for further inspection based on its own inspection result
[nsf-triggered-steering].

0 Network Security Function Profile (NSF Profile): NSF Profile
specifies the security and performance capability of an NSF
instance. Each NSF instance has its own NSF Profile which
descri bes the type of security service it can provide and its
performance capabilinty. [nsf-triggered-steering].

4. (Qbjectives
0 Registering NSF instances from Devel oper’ s Managenent System
Dependi ng on system s security requirenments, it nmay require sone

NSFs by default. In this case, DVS creates these default NSF
i nstances wi thout the need of receiving requests from Security
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Controller. After creating them DM notifies Security Controller
of those NSF instances via registration interface.

o Creating an NSF instance to serve another NSF s inspection
request: In |I2NSF framework, an NSF can trigger another type of
NSF(s) for nore advanced security inspection of the traffic. In
this case, the next NSF is determined by the current NSF s
i nspection result and client’s policy. However, if there is no
avai |l abl e NSF i nstance to serve the former NSF s request, we
shoul d create an NSF instance by requesting Devel oper’s Managenent
System (DMS) through registration interface.

0 Creating NSF instances required to enforce security policy rules
fromdCient: In I2NSF framework, users decide which security
service is necessary in the system |If there is no NSF instances
to enforce the client’s security policy, then we should al so
create the required instances by requesting DMS via registration
i nterface.

o Deleting unnecessary NSF instances: In |2NSF franmework, users
deci de which security service is unnecessary in the system |[f
there is unused NSF i nstances to enforce the client’s security
policy, then we should also delete the existing instances by
requesting DVMS via registration interface.

0 Updating an NSF instances: After NSF instance is registered in
| 2NSF framewor k, capability of NSF instance can occur added and
changed. This situation should be recognized by the security
controller of the |I2NSF framework. Therefore, if there is updated
NSF i nstances, DVS notifies Security Controller of those NSF
instances via registration interface.

5. I nformati on Model

The |1 2NSF registration interface was only used for registering new
NSF i nstances to Security Controller. In this docunent, however, we
extend its utilization to support on demand NSF instantiation/de-
instantiation and describe the information that shoul d be exchanged
via the registration interface for the functionality. Mreover, we
al so define the informati on nodel of NSF Profil e because, for
registration interface, NSF Profile (i.e., capabilities of an NSF)
needs to be clarified so that the conponents of |2NSF framework can
exchange the set of capabilities in a standardi zed manner. This is
typically done through the follow ng process:

1) Security Controller first recognizes the set of capabilities

(i.e., NSF Profile) or the signature of a specific NSF required
or wasted in the current system

Hyun, et al. Expi res January 3, 2019 [ Page 4]



Internet-Draft Registration Interface Information Mdel July 2018
2) Devel oper’s Managenent System (DMS) matches the recogni zed
information to an NSF based on the information nodel definition.

3) Devel oper’s Managenent System creates or elim nates NSFs matchi ng
wi th the above information.

4) Security Controller can then add/renove the correspondi ng NSF
instance to/fromits list of available NSF instances in the

system
T i s i T S T i i I S o S S
| Registration Interface |Information Mdel |
| T S DU S S S Sl SN S SR ok ok T R e e e
| | I nstance Managenent | | Regi stration | |
| | Sub- Model | | Sub- Model | |
| R ok T e
T i S e i S I e I S S S S St SN S
Figure 1. Registration Interface Information Model
As illustrated in Figure 1, the information nodel for Registration

I nterface consists of two sub-nbdel s: instance nmanagenent,
regi stration sub-nodels. The instance nanagenent functionality and
the registration functionality use NSF Profile to achieve their

goals. In this context, NSF Profile is the capability objects that
descri be and/or prescribe inspection capability an NSF instance can
provi de.

5.1. NSF Instance Managnent Mechani sm

For the instance managenent of NSFs, Security Controller in |2NSF
framework requires two types of requests: Instantiation Request and
Dei nstanti ati on Request. Security Controller sends the request
nmessages to DVMS when required. Once receiving the request, DMS
conducts creating/elimnating the correspondi ng NSF i nstance and
responds Security Controller with the results.
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i S S il i S i SIS S e T e e
| Instantiation/Re-instantiation | | De-instantiation |
| Request | | Request |
B ek i i I S S A S R S e el i o R i AT I SR
| |
| |
I I
| |
+- - - e - - - -+ R ol i o NI TR
| NSF Capability | | NSF Access |
| I nformati on | | I'nformation |
R ik ik B S e S i I S O s

Figure 2: Overview of Instance Managenent Sub- Model

5.2. NSF Registration Mechani sm

In order to register a new NSF instance, DM5 should generate a

Regi stration Message to Security Controller. A Registration Message
consists of an NSF Profile and an NSF Access Information. The forner
descri bes the inspection capability of the new NSF instance and the
latter is for enabling network access to the new i nstance from ot her
conponents. After this registration process, as explained in
[capability-inm, the | 2NSF capability interface can conduct
controlling and nonitoring the new regi stered NSF instance.

+- - - - - - - -+
I NSF I
| Registration |
I i) Y S SRS

R i ik R I S S I R R R i R it I I R R R R S
| NSF Capability | | NSF Access | | NSF Rol d-based |
| I nf ormati on | | Information | | ACL |
I s i T I T S i ol SIS S S Y S Y Y

Figure 3. Registration Mechani sm Sub- Mbdel Overview
5.3. NSF Access Information

NSF Access Information contains the followings that are required to
communi cate with an NSF. | Pv4 address, |Pv6 address, port nunber, and

supported transport protocol (s) (e.g., Virtual Extensible LAN (VXLAN)
[ RFC 7348], Ceneric Protocol Extension for VXLAN ( VXLAN- GPE)
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[draft-ietf-nvo3-vxlan-gpe], Generic Route Encapsul ation (GRE)
Et hernet etc.). 1In this docunment, NSF Access Information is used to
identify a specific NSF instance (i.e. NSF Access Information is the
si gnature(uni que identifier) of an NSF instance in the overall

systen).

5.4. NSF Capability Information (Capabilities of an NSF instance)

NSF Profile basically describes the inspection capabilities of an NSF
instance. In Figure 4, we show capability objects of an NSF
instance. Followi ng the information nodel of NSF capabilities
defiend in [capability-im, we share the sane security capabilities:
Net wor k- Security Capabilities, Content-Security Capabilities, and
Attack Mtigation Capabilities. Also, NSF Profile additionally
contains the performance capabilities and rol e-Based access control
list (ACL) as shown in Figure 4.

R i i S
| Capability |
| Obj ect s |
e ol AT oI TR e

+- - - e - - - -+
| Net wor k- Security |
| Capabilities |
Y R R T S S

+- - - e - - - -+
| Content - Security |
| Capabilities |
e e o T H

Hyun, et al.

R i I R R e i
Per f or mance

+ e ikl NI N S
| Capabilities
+

| | Attack Mtigation|
| | Capabilities |
s SR S S S ks SE SN
Figure 4. NSF Profile Overview
.1. Performance Capabilities

This information represents the processing capability of an NSF.

This information can be used to determ ne whether the NSF is in
congestion by conparing this with the workload that the NSF currently
undergoes. Moreover, this information can specify an avail abl e
anount of each type of resources such as processing power which are
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avai |l abl e on the NSF. (The registration interface can control the
usages and limtations of the created i nstance and nake the
appropriate request according to the status.) As illustrated in
Figure 5, this information consists of two itens: Processing and
Bandwi dth. Processing information describes the NSF s avail abl e
processi ng power. Bandw dth describes the information about
avai | abl e network anmount in two cases, outbound, inbound. This two
i nformati on can be used for the NSF' s instance request.

T sl oI I S R S
| Per f or mance |
| Capabilities |
ot - - N e e e -+

o e e e e e e e e e e +

| |

| |
e i I N S e i ol R N
| Processing | | Bandwi dth
R sl oTE TR R e B i i i I S

Figure 5. Performance Capability Overview
5.5. Rol e-based Access Control List

This information specifies access policies of an NSF to determ ne
whether to permt or deny the access of an entity to the NSF based on
the role given to the entity. Each NSF is associated with a role-
based access control list (ACL) so that it can determ ne whether to
permt or deny the access request froman entity. Figure 6 and
Figure 7 show the structure of the rol e-based ACL, which is conposed
of role-id, access-type, and permt/deny. The role-id identifies
roles of entities (e.g., adm nistrator, developer etc.). The access-
type identifies the specific type of access requests such as NSF rul e
configuration/update and NSF nonitoring. Consequently, the role-
based ACL in Figure 6 and Figure 7 specifies a set of access-types to
be permtted and to be denied by each role-id.
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6.

N R S S
| Rol e- based |
| ACL |
+- - - - - - - -+
|
o m e e e e e e e e e e +
| |
+- - - - - -+ +- - - - - -+
| Role-id 1 | | Role-id N |
+- - - - - -+ +- - - - - -+

Figure 6: Rol e-based Access Control List
T S i S
| Role-id i |
+- - - - - - - -+

o m e +
| |
T e SEp T e SN
| Permt | | Deny |
R R e o
| |
e + e +
| | | |
T e SEp I i S i T e Sup
| access-type| ... |access-type| |access-type|l ... |access-type]|
| pl | | pn | dl | | dn |
R S S SR I i o SR N R S S SR

Figure 7: Role-id Subtree
Security Consi derations

The information nodel of the registration interface is based on the
| 2NSF framework wi t hout any architectural changes. Thus, this
docunent shares the security considerations of the |I2NSF framwork
that are specified in [RFC8329] for the purpose of achieving secure
comuni cati on between conponents in the proposed architecture.
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Appendi x A. Lifecycl e Managnenet Mechani sm

NFV can be used to virtualize NSFs in | 2NSF systens, and DVBs |ikely
performlife-cycl e managenent of NSF instances via Ve-Vnfminterface
[nfv-framework] in this environnent. The security controller
periodically gathers informati on of NSF instances via the nonitoring
interface [i2nsf-nsf-nonitoring]. This information can be
additionally used for life-cycle managenent of NSF instances, and so
the security controller can deliver the information to the DMSs via
the registration interface.

Appendi x B. Changes fromdraft-hyun-i2nsf-registration-interface-imO04

The follow ng changes are made fromdraft-hyun-i2nsf-registration-
interface-i m 04:

0 Section 4 has been revised to discuss about updating an nodified
NSF i nstance via registration interface.

o Figures 2, 3 and 4 have been updated.

o Appendi x A has been added to di scuss about the use of the
registration interface related to |ifecycle managenent.

o0 The references have been updated to reflect the | atest docunents.
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