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Abstract

This specification defines a SCl M endpoi nt used to register and
provision QAuth 2.0 clients to access a QAuth 2.0 protected service
APl in a just-in-tinme fashion. This draft profiles how a QAuth 2.0
client may use SCIM and QAuth 2.0 to manage its registration.
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The QAuth 2.0 Authorization Framework [ RFC6749] is a framework by
whi ch client applications are authorized by authorization servers to
access software APl servers using access tokens issued by a token
server. As a framework, QAuth 2.0 enables many different flows by
which a client application may obtain an access token including

del egated authorization froma user. Mst of these flows require

t hat each client have a client identifier and sone neans of

aut henti cati on.

In order for an QAuth 2.0 client to work with an QAut h authori zation
server, it nust have previously obtained a client identifier
(client_id) and a client credential (such as a password, secret, or
aut hentication token). The QAuth 2.0 authorization framework does
not define how the relationship between the client and the

aut hori zation server is initialized, or how a given client is
assigned a unique client identifier. Further, because many clients
(such as nobile applications) are copied for wide distribution,
speci al security considerations are defined for those clients known
as "public" clients. Public clients represent a high risk when
hundreds to mllions of clients share the sane authentication
credential and client_id. This draft provides a neans by which
public clients can be issued unique client identifiers to becone
confidential clients.

This draft profiles using SCCM[I-D.ietf-scimapi] as a just-in-tine
identity managenent system enabling every client to register itself
with a designated SCI M endpoint to obtain a unique QAuth 2.0

[ RFC6749] client _id and authentication credential. |In addition to
accepting a registration request, the profile specifies how the
endpoi nt can be used to dynam cally assign a client identifier, and
optionally a client credential. This specification defines QAuth 2.0
client schema and objects accessible through SCCM The QAuth 2.0
client schema includes netadata about the client software being

regi stered as well as QAuth 2.0 protocol netadata required for the
successful operation of a client in an QAuth 2.0 protected

envi ronment .

Finally, this specification also defines how a publisher of software
services APlIs deployed in nultiple environments may i ssue a software
assertion that may be used by the registration endpoint to recogni ze
and accept client software. Additionally, the specification also
defines a nechanismfor pre-approval of client software within an
adm ni strative domai n.

1.1. Not ati onal Conventi ons
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The key words 'MUST', 'MJUST NOI', 'REQU RED , 'SHALL', ' SHALL NOT’,
" SHOULD , ' SHOULD NOT', ' RECOMMENDED , 'MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in [ RFC2119].

Unl ess otherwi se noted, all the protocol paraneter nanes and val ues
are case sensitive.

1.2. Term nol ogy

This specification uses the ternms "Access Token", "Refresh Token",
"Aut hori zation Code", "Authorization Gant", "Authorization Server",
"Aut hori zation Endpoint”, "Cient", "Client Identifier", "Cient
Secret", "Protected Resource", "Resource Owmer", "Resource Server",
and "Token Endpoint" defined by QAuth 2.0 [ RFC6749].

In RFC6749, a client identifier was typically given to a devel oper
for inclusion in the software. As a result, client identifier often
had two different neanings when conparing public and confidenti al
clients. A confidential client tended to be deployed in limted

| ocations on server platforns and thus a client identifier was
associated with a client instance. Public clients on the other hand
are deployed in nany |locations. |In these cases, the client
identifier has closer association to the software being used rather
t han the instance.

In this specification, "client identifier" is re-scoped nore narrowy
to inply an instance of client software (or a cluster). A newterm
"software identifier" refers to a packaging of a software that is
depl oyed in one or nore location. Thus for every software
identifier, there nmay be one or nore client identifiers.

This specification defines the follow ng additional terns:

Cient Registration Endpoint A SCIM endpoint through which a client
can be registered. The neans by which the URL for this endpoint
are obtained (discovery) are out of scope for this specification.

Client Configuration Endpoint An QAuth 2.0 protected SCI M Resource
endpoi nt through which registration information for a regi stered
client can be nmanaged. This URL for this endpoint is returned by
the authorization server in the client registration response or
may be di scovered by performng a SCIM GET query.
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Depl oynment Organi zation An admnistrative security domai n under
whi ch, a software APl is deployed and protected by an QAuth 2.0
framework. In sinple cloud deploynents, the software API
publ i sher and the depl oynment organi zation nay be the sane. In
ot her scenarios, a Software Publisher may be working with many
di fferent depl oynent organi zati ons.

Sof tware APl Depl oynent A deploynent instance of a software APl that
is protected by QAuth 2.0 in a particul ar depl oynent organi zation
domain. For any particular software API, there may be one or
nore depl oynents. A software APl deploynent typically has an
associ ated QAuth 2.0 authorization server endpoint as well as a
client registration endpoint. The nmeans by which endpoints are
obt ai ned (discovery) are out of scope for this specification.

Sof tware APl Publisher The organization that defines a particul ar
web accessi ble APl that may deployed in one or nore depl oynent
environnents. A publisher may be any commercial, public,
private, or open source organization that is responsible for
publ i shing and distributing software that nay be protected via
QAuth 2.0. A software APl publisher may issue software
assertions which client developers use to distribute with their
software to facilitate registration

Client Devel oper The person or organization that builds a client
sof tware package and prepares it for distribution. A client
devel oper may obtain a software assertion froma software
publ i sher for the purposes of facilitating client registration.

Software Assertion A signed QAuth 2.0 Bearer Token [ QAuth. JW]
i ssued by an software APl publisher that asserts information
about the client software (see Section 4) that may be used by
regi stration systemto qualify clients for eligibility to
register. Typically a client devel oper registers with a software
APl publisher to obtain a software assertion that wll be
distributed with all copies of a client application and may be
used during the registration process to identify the client to
the client registration endpoint.

Initial Access Token An QAuth 2.0 access token is typically issued
by a software APl deploynent’s security domain and used by the
client at the registration endpoint in order to register a
client. 1In an authenticated registration, the token is usually
i ssued by the sane security domain as the Service APl the client
is registering for. The content, structure, generation, and
val idation of this token are out of scope for this specification.
The SCI M registration endpoint security policy can use this token
to verify that the presenter is allowed to dynamically register a
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client. This token may be shared between nultiple instances of a
client to allow each client to register separately, thereby
letting the authorization server use this token to tie nultiple

i nstances of registered clients (each with their own distinct
client identifier) back to the party to whomthe initial access

t oken was i ssued.

Regi strati on Access Token A registration access token is an optional
token a registration server may issue for the purpose of
supporting server initiated rotation of client credentials. |If
client credentials are revoked or expired, the registered client
may use a provided registration access token to refresh its
regi stration and obtain new client credentials. Wen doing this,
the client does not need to obtain an access token.

1.3. Typical Registration Flow

S + U +
| Cient App +-(A)-------- - m s m e m e >| Software APl |
| Devel oper | [Register] | Publ i sher
| | S + |
+----- B + o e e e o - +
|

v
N +
+ Buil ds App |
| Distribution| [Package & Distribute]
+----- B + o e e e o - +

(B) I (O B e + Pre-reg Auth

| | Fommm e e e e +

Y \%
Fomm e m oo ok + Fomm e oo ok +
| o (D) - m s > |
| | [ POST/ Regi st er - Add] | |
| | S + |
| | A + | QAut h2 |
| +-(B)------------- > QAuth2 AS | | SCCMJIT |
| Cient App | [ Token Request] | Token | | Registration |
| Deployment |<----------------- + Endpoint | | Endpoi nt |
| Instance | R + | |
| o (F) oo > |
| | [ PATCH Updat e] [ PUT/ Repl ace] [ GET/ Read] | |
| | S + |
I I I I
I | I I
I t-(Q----memmem e >| I
| | [ DELETE/ Unregi ster] | |
| | <---mmm + |
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Figure 1. Figure 1. Registration Lifecycle Flow

The abstract QAuth 2.0 SCCMJIT Cient Registration flow illustrated
in Figure 1 describes the interaction between a software API
publ i sher, a client devel oper, a deployed client software instance
and the software APl depl oynent registration services in this
specification. This figure does not denonstrate error conditions.
This flow includes the foll ow ng steps:

(A) Optionally, a client devel oper registers the clent application
with a software APl publisher. The software publisher, upon
approval, generates a signed software assertion that is returned
to the developer. Wile the software assertion is defined by
this specification, the process of issuance is out-of-scope and
is likely a web workfl ow the devel oper follows with the
publ i sher.

(B) The client devel oper packages the client software with the signed
software assertion and distributes the client application. The
nmet hod for doing this is out-of-scope of this specification.

(© Upon receiving a client application software distribution, a
depl oyi ng organi zation may assign an initial access token, that
can be used to authenticate a particular distribution of client
software for use within the depl oying organi zation’s
adm ni strative domain. The mechanismfor obtaining an initial
access token and distributing it with a set of client software
instances is out of scope of this application. One exanple m ght
be a token supplied during the installation process of a client
software, or it may inserted wwthin a locally re-packaged
di stribution of the client application.

(D) Aclient application perforns an HITP POST of a "Cient" of a
JSON structured resource to the registration endpoint. If the
client received an ilnitial access token in (C), it includes it
in the HITP Authorization field, otherwise, the registration is
treated as an "anonynous" POST. An optional software assertion,
received in (A), is included in the SCIMdient resource JSON
bei ng post ed.

Upon successful registration, the SCIM Server returns a copy of
t he successful registration, including an assigned "client _id"
and client credential (e.g. "client_secret”). |In order for the
client to access and update its registration in the future, an
HTTP "Location" (client configuration endpoint) is returned
specifying the location of the created SCI M resource.
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(E) As with any QAuth 2.0 protected resource, before a client may
access and update its registration, the QAuth 2.0 client MJST
obtain an access token. |If the client received a "registration
access token" in step (D), the client MAY use it. Alternatively,
the client obtains an access token using the normal QAuth 2.0 a
client credential flow section 4.3 [RFC6749] to obtain an access
t oken with scope "urn:oauth:scimapi:scope:registration”

(F) The dient or Devel oper optionally calls the client configuration
endpoint with a SCIM GET, PUT or PATCH request using the access
token obtained in (E). Upon reading and or updating client
registration data, a SClMregistration endpoint may choose to
rotate the client credential.

(G The dient or Devel oper optionally calls the client configuration
endpoint with a Delete request using the access token issued in

(E).

Clients that need to register for nore than one service APl shoul d
typically nake a separate registration request for each APl being
regi st ered.

2. SCIM QAuth dient Resource Schema

This specification defines a new SCl M resource type known as a
"Client" identified using the UR

"urn:scimschenmas: oauth:ient:1.0". [[Note include in | ANA
consi derati ons] |

For each attribute defined, a qualifier (OPTIONAL, RECOMVENDED

REQUI RED) is included that indicates the usage requirenment for the
client. If the word "READ-ONLY" is used, it shall nean the attribute
SHOULD be server generated. String attributes and nult-val ued
attributes are based on the attribute types defined in Section 3.1
and 3.2 [I-D.ietf-scimcore-schema]. Unless otherw se stated, ALL
client schema attributes are String based values. For exanple, URISs,
emai | addresses, identifiers, are all defined as SCIM String
Attributes.

Extensions and profiles of this specification MAY expand this |ist.
Aut hori zation servers MJST accept all fields in this schema. The

aut hori zation server MJST ignore any additional paraneters sent by
the client that it does not understand. Cients MAY ignore

addi tional paranmeters returned by the Server that the client does not
under st and.
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2.1. Singular Attributes

The following is a list of attributes that MUST have only a SI NGE
val ue.

client_id OPTIONAL. An identifier whose val ue SHOULD be uni que for
EACH i nstance registered to a registration server. The value
SHOULD be assigned by the registration endpoint on successf ul
conpletion of the registration. Wile many clients may share a
single software_id, each client instance SHOULD have a uni que
client _id. |If aclient registration expires or is revoked, the
client MAY provide its previous registration value for continuity
pur poses (see Section 3.5).

sof tware_assertion
OPTIONAL. A val ue containing a signed sofware assertion (see
Section 4) froma software APl publisher. Values in the
assertion MAY be used as DEFAULT val ues for other client
regi stration netadat a.

software_id
RECOMMVENDED. A unique identifier that identifies the software
such as a UUID. The identifier SHOULD NOT change when software
ver si on changes or when a new installation instance is detected.
"software_id" is intended to help a registration endpoint
recogni ze a client’s assertion that it is a prticular piece of
software. Because of this, software identifier is usually
associated with a particular client nane. Wile "client_id"is
linked to a client software deploynent instance, the
"software_id" is an identifier shared between all copies of the
client software. Registration servers MAY use the supplied
software identifier to determ ne whether a particular client
software i s approved or supported for use in the depl oynent
domai n.

sof t war e_ver si on
RECOMVENDED. A version identifier such as a UU D or a nunber.
Servers MAY use equality match to determne if a particular
client is a particular version. "software_version” SHOULD change
on any update to the client software. Registration servers NAY
use the software version and identity to determ ne whether a
particular client version is authorized for use in the depl oynent
domai n.

client _name
RECOMVENDED. A human-readabl e nane of the client to be presented
to the user. |If omtted, the authorization server NMAY displ ay
the raw "client _id" value to the user instead. It is RECOMVENDED
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that clients always send this field. The value of this field MAY
be internationalized as descri bed in Hunan Readable dient
Met adata (Section 2.5).

client _secret READ-ONLY. A value that is the QAuth 2.0
"client_secret". This value SHOULD be assigned by the server.
Any time the value is returned to the registered client, the
server MAY rotate the value. Cdients MJST check for any change
in value returned and update their copy. The value is typically
only used when the attribute "token_endpoi nt _auth_nethod" is set
to "client_post" or "client_basic".

client _uri
RECOMVENDED. A URL of the honepage of the client software. |If
present, the server SHOULD display this URL to the end user in a
clickable fashion. 1t is RECOWENDED that clients always send
this field. The value of this field MJUST point to a valid Wb
page. The value of this field MAY be internationalized as
descri bed in Human Readable Cient Metadata (Section 2.5).

j Wks_uri
OPTIONAL. A URL for the client’s JSON Wb Key Set [JWK] docunent
representing the client’s public keys. The value of this field
MJST point to a valid JWK Set. These keys MAY al so be used for
hi gher | evel protocols that require signing or encryption.

| ogo_uri
OPTIONAL. A URL that references a logo imge for the client. |If
present, the server SHOULD display this inmge to the end user
during approval. The value of this field MJST point to a valid
image file. The value of this field MAY be internationalized as
descri bed in Human Readable Cient Metadata (Section 2.5).

policy uri
OPTIONAL. A URL that points to a human-readabl e policy docunent
for the client. The authorization server SHOULD di splay this URL
to the End-User if it is given. The Policy usually describes how
an End-User’s data will be used by the client. The value of this
field MUST point to a valid Wb page. The value of this field
MAY be internationalized as described in Human Readabl e dient
Met adata (Section 2.5).

regi stration_token
READ- ONLY. An QAuth 2.0 Bearer Token [QAuth.JW] known as the
"regi stration access token". The token MAY be used by the client
as a long-term access token used to update and nanage the
client’s registration. The token is intended to allow the client
to refresh its registration and obtain new client credentials in
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the event of expiry or revocation of the client credentials by
t he service APl depl oynent domain. Wen client credentials are
rotated, the registration access token SHOULD al so be rotat ed.

scope
OPTI ONAL. A space separated |ist of scope values (as described
in Section 3.3 [RFC6749]) that the client can use when requesting
access tokens. The semantics of values in this list is service
specific. |If omtted, an authorization server MAY register a
client wwth a default set of scopes.

t ar get Endpoi nt
RECOMVENDED. A URI of the service APl the client is registering
for. The server MAY provide this value in its response. Cdients
requesting access to nore than one target endpoint shoul d
regi ster once for each target.

t oken_endpoi nt _aut h_net hod
OPTI ONAL. Val ue contai ning the requested authentication method
for the Token Endpoint. The server MAY override the requested
value. dCients MIST check for a change in value in the
regi stration response. Values defined by this specification are:

* "none": The client is a public client as defined in QAuth 2.0
and does not have a client secret.

* "client_secret_post": The client uses the HITP POST paraneters
defined in QAuth 2.0 section 2. 3. 1.

* "client_secret _basic": the client uses HTTP Basic defined in
QAuth 2.0 section 2.3.1

Addi tional val ues can be defined via the | ANA QAuth Token
Endpoi nt Aut hentication Methods registry Section 6.1. Absolute
URI's can al so be used as values for this paraneter. |If
unspecified or omtted, the default is "client_secret_ basic",
denoting HTTP Basic Authentication Schene as specified in
Section 2.3.1 of QAuth 2.0.

tos_uri
OPTIONAL. A URL that points to a human-readabl e "Terns of
Servi ce" docunent for the client. The authorization server
SHOULD display this URL to the End-User if it is given. The
Ternms of Service usually describe a contractual relationship
bet ween the End-User and the client that the End-User accepts
when authorizing the client. The value of this field MJST poi nt
to a valid Wb page. The value of this field MAY be
internationalized as described in Human Readable Cient Metadata
(Section 2.5).
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2. 2. Mul ti-valued Attri butes

The following is a list of SCCIMnulti-valued attributes that MAY be
part of a "Client" resource.

contacts
OPTIONAL. One or nore enai|l addresses for people responsible for
this client. The authorization server MAY nake these addresses
avai l able to end users for support requests for the client. An
aut hori zation server MAY use these enmil addresses as identifiers
for an adm nistrative page for this client.

redirect _uris
RECOMVENDED. ©One or nore redirect URI values for use in
redirect-based fl ows such as the Authorization Code and Inplicit
grant types. authorization servers SHOULD require registration
of valid redirect URIs for all clients that use these grant types
to protect against token and credential theft attacks.

grant _types
OPTIONAL. One or nore QAuth 2.0 grant types that the client may
use. These grant types are defined as foll ows:

* "authorization_code": The Authorization Code G ant descri bed
in QAuth 2.0 Section 4.1

* "inmplicit": The Inplicit Grant described in QAuth 2.0
Section 4.2

*  "password": The Resource Omer Password Credentials G ant
described in QAuth 2.0 Section 4.3

* "client _credentials": The "Cient credentials G ant" descri bed
in QAuth 2.0 Section 4.4

* "refresh_token": The Refresh Token Grant described in QAuth
2.0 Section 6.

* "urn:ietf:parans:oauth:grant-type:jw-bearer": The JW Bearer
grant type defined in QAuth JW Bearer Token Profiles
[ QAut h. JWI] .

* "urn:ietf:parans: oaut h: grant-type: sam 2-bearer”: The SAML 2
Bearer grant type defined in QAuth SAML 2 Bearer Token
Profiles [ QAut h. SAM.2] .

Aut hori zati on servers MAY allow for other values as defined in
grant type extensions to QAuth 2.0. The extension process is
described in QAuth 2.0 Section 2.5, and the value of this

par aneter MJUST be the sanme as the value of the "grant _type"

par anmet er passed to the Token Endpoi nt defined in the extension.

response_t ypes
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OPTIONAL. One or nore QAuth 2.0 response types that the client
may use. These response types are defined as foll ows:

* "code": The Authorization Code response described in QAuth 2.0
Section 4. 1.

* "token": The Inplicit response described in QAuth 2.0
Section 4. 2.

Aut hori zati on servers MAY allow for other values as defined in
response type extensions to QAuth 2.0. The extension process is
described in QAuth 2.0 Section 2.5, and the value of this
paraneter MJST be the sane as the value of the "response_type"
par aneter passed to the Authorization Endpoint defined in the
ext ensi on.

2.3. (Cdient Representation

The following is a non-normative exanple of a fully popul ated SCl M
QAuth 2.0 client registration in JSON format.

{

"schenmas":["urn:sci mschenas: core: 1. 0",
"urn:scimschemas: oauth: 2. 0:lient"],
"id":"2060107e82-f be3-42bd- b199- 15df 7081a8ae",
"resourceType":"Client",
"software_id":"5ed2dd14- 3ef 7- 4655- a41d- b5bd4c5266¢cc”,
"software _version":"5.1.2.3.4",
"“client_nane":"Exanple Social Cient",
“"logo_uri":"https://client.exanple.org/logo. png",
"jwks_uri":"https://client.exanple.org/ny_public_keys.)wks",
"t oken_endpoi nt _aut h_net hod": "client_secret_post",
"scope":"read wite dol phin",
"client_id":"2060107e82-f be3-42bd- b199- 15df 7081a8ae",
"client _secret":"Z7t k2XqLKolCf E14374t eR4V554e8JUS"
"redirect _urls":[""https://client.exanple.org/callback"
"https://client.exanpl e.org/call back2"],
"target Endpoi nt":"https://social . exanpl e. conl base"

Figure 2. Exanple Cient Resource
2.4. Relationship Between Grant Types and Response Types
The "grant _types"” and "response_types" val ues descri bed above are
partially orthogonal, as they refer to argunents passed to different
endpoints in the QAuth protocol. However, they are related in that

the "grant _types" available to a client influence the
"response_types" that the client is allowed to use, and vice versa.
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For instance, a "grant_types" val ue that includes

"aut hori zation_code" inplies a "response_types" val ue that includes
code, as both values are defined as part of the QAuth 2.0

Aut hori zati on Code Grant. As such, a server supporting these fields
SHOULD take steps to ensure that a client cannot register itself into
an inconsistent state.

The correl ati on between the two fields is listed in the table bel ow

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e o e e a e o - +
| grant _types val ue incl udes: | response_types |
| | val ue incl udes:

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m o U +
| authorization_code | code |
I I I
| inmplicit | token |
| | |
| password | (none) |
I I I
| client _credentials | (none) |
I I I
| refresh_token | (none) |
| | |
| urn:ietf:parans:oauth:grant-type:jw-bearer | (none) |
I I I
| urn:ietf:parans:oauth: grant-type: sanl 2- bearer | (none) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - o e e a o - +

Ext ensi ons and profiles of this docunent that introduce new values to
either the "grant _types" or "response_types" paraneter MJST docunent
all correspondences between these two paraneter types.

2. 5. Human Readabl e dient Mt adata

[[This needs to be updated to be conpatible with SCIM There is a
also a problemwith howto |limt the amount of |ocalization data
exchange for an instance registration. Note that nobile clients tend
to only need one preferred | anguage while web clients represent many
clients and may have nore than 20 | anguages to support.]]

Hurman-readabl e Cient Metadata values and client Metadata val ues that
ref erence human-readabl e val ues MAY be represented in nmultiple

| anguages and scripts. For exanple, the values of fields such as
“client_nane", "tos_ uri", "policy uri", "logo uri", and "client _uri"
m ght have nultiple | ocal e-specific values in sone client
registrations.
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To specify the | anguages and scripts, BCP47 [ RFC5646] | anguage tags
are added to client Metadata nmenber nanes, delimted by a #
character. Since JSON nenber nanes are case sensitive, it is
RECOMMVENDED t hat | anguage tag val ues used in C ai m Nanes be spell ed
using the character case with which they are registered in the | ANA
Language Subtag Registry [IANA Language]. In particular, normally

| anguage nanes are spelled with | owercase characters, region nanmes
are spelled with uppercase characters, and | anguages are spelled with
m xed case characters. However, since BCP47 | anguage tag val ues are
case insensitive, inplenentations SHOULD i nterpret the |anguage tag
val ues supplied in a case insensitive manner. Per the
recomendations in BCP47, |anguage tag val ues used in Metadata nenber
names should only be as specific as necessary. For instance, using
“fr" mght be sufficient in many contexts, rather than "fr-CA" or
"fr-FR'.

For exanple, a client could represent its nanme in English as
""client _nane#en": "My Cient"" and its name in Japanese as
""client_name# a- Jpan-JP":

"\ US0AF\ u30E9\ u30A4\ u30A2\ u30F3\ u30C8\ u540D"'" within the samne

regi stration request. The authorization server MAY display any or
all of these names to the Resource Owner during the authorization
step, choosi ng which nane to display based on system confi guration,
user preferences or other factors.

If any human-readable field is sent without a | anguage tag, parties
using it MJST NOT nake any assunptions about the | anguage, character
set, or script of the string value, and the string value MJST be used
as-is wherever it is presented in a user interface. To facilitate
interoperability, it is RECOMVENDED that clients and servers use a
human-readabl e field w thout any | anguage tags in addition to any

| anguage-specific fields, and it is RECOWENDED t hat any human-
readabl e fields sent w thout | anguage tags contain val ues suitable
for display on a wide variety of systens.

I npl ementer’s Note: Many JSON |libraries make it possible to reference
menbers of a JSON obj ect as nenbers of an Object construct in the
native programm ng environnment of the library. However, while the
"#" character is a valid character inside of a JSON object’s nenber
nanmes, it is not a valid character for use in an object nenber nane

i n many programm ng environnents. Therefore, inplenentations wll
need to use alternative access forns for these clains. For instance,
in JavaScript, if one parses the JSON as follows, "var | =

JSON. parse(json);", then the nenber "client_nanme#en-us" can be
accessed using the JavaScript syntax "j["client_nanme#en-us"]".

2.6. Registration Server Processing Rules
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A registration server MAY override any value that a client requests
during the registration process (including any omtted val ues) and
repl ace the requested value with a server generated val ue or default
at the server’s discretion.

If a software assertion is provided the registration server SHOULD
validate the assertion as per Section 4.

3. SCIMInteraction Profile

All calls to the registration endpoint follow the HTTP verbs defi ned
in[l-Dietf-scimapi].

Al'l resources accessible through the SCIMclient registration
endpoint are QAuth 2.0 protected. Cdients that require access to
their own registration resource, MAY use the registration access
token ("registration_token") returned after registration, OR obtain
an access token fromthe token server endpoint using the client
credentials flow Section 4.4 [RFC6749], and scope

"urn: oaut h: sci mapi: scope: regi stration".

The initial access token used in the initial registration SHOULD NOT
be used for this purpose of managi ng or updating client resources.
Access to the client registration base for the purpose of adding a
new registration MAY permt anonynous access as desribed in the next
secti on.

Clients SHOULD NOT be able to access the registration resources of
other clients.

Clients with expired client credentials SHOULD fol |l ow t he procedures
in Section 3.5.

3.1. Adding A Registration

Adding a registration follows the normal SCI M nethod for creating a
resource (an HTTP POST) as described in Section 3.1
[I-D.ietf-scimapi].

3.1.1. Anonynous Registration

The SCI M registration endpoi nt MAY support anonynous registration for
those clients that have not been issued an initial access token. For
those clients that have been issued a software assertion, the clients
SHOULD include this assertion in the software _assertion field of the
client resource being created. The Server SHOULD validate the
assertion and validate the issuer, subject, audience, and expiry
fields as described in Section 4.1.
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For a non-normative exanple, see Figure 2. In the anonynous case,
the "HTTP Aut horization" header is omtted.

3.1.2. Pre-Authorized Registration

A pre-authorized registration is where the client or the installer of
the client has been issued an initial access token which may be used
to call the SCiMregistration endpoint. Cients should use the token
by inserting the appropriate value in the HITP Authori zati on header.

Additionally, as with anonynous registrations, clients MAY include a
software assertion. For exanple, a non-normative registration (line
breaks inserted for readability):

POST /Users HITP/ 1.1

Host: exanpl e. com

Accept: application/json
Content - Type: application/json

Aut hori zati on: Bearer h480dj s93hd8
Cont ent - Lengt h:

{

"schenmas":["urn:sci mschenas: core: 1. 0",
"urn:scimschemas: oauth: 2. 0:lient"],

"software_id":"5ed2dd14- 3ef 7- 4655- a41d- b5bd4c5266¢cc”,

"sof tware_assertion":"eyJhbGci G JSUzI 1Ni J9. ",

"software_version":"5.1.2.3.4",

"“client_nane":"Exanple Social Cient",

"logo_uri":"https://client.exanple.org/logo. png",

"Jwks_uri":"https://client.exanple.org/ny_public_keys.jwks",

"t oken_endpoi nt _auth_nethod":"client_secret post",

"scope":"read wite dol phin",

"redirect _urls":[""https://client.exanple.org/call back"

"https://client.exanple.org/call back2"],
“target Endpoi nt":"https://social .exanpl e. conl base"

Figure 2: Figure 3: Cient Registration Request
On successful processing, the SCI M endpoint would respond with:
HTTP/ 1.1 201 Created
Content - Type: application/json
Locati on:

https://exanple.comv2/ dients/2060107e82- 42bd- b199- 15df 7081a8ae
ETag: W "el80ee84f0671b1"

"schemas":["urn:scimschenas: core: 1. 0",

Hunt, et al. Expi res January 06, 2014 [ Page 17]



I nternet-Draft QAut h-SCI M d i ent - Reg July 2013

3.

2.

"urn:scimschemas: oauth:2.0:dient"],
"resourceType":"Client",
"id":"2060107e82-42bd- b199- 15df 7081a8ae",
"software_id":"5ed2dd14- 3ef 7- 4655- a41d- b5bd4c5266cc",
"software_assertion":"eyJhbCGeci O JSUzI 1N J9. ",
"software_version":"5.1.2.3.4",

"“client_nane":"Exanple Social Cient",

"logo_uri":"https://client.exanple.org/l ogo. png",

"jwks_uri":"https://client.exanple.org/ ny_public_keys.jwks",

"t oken_endpoi nt _auth_net hod": "client_secret post",

"scope":"read wite dol phin",

“client_id":"2060107e82-f be3-42bd- b199- 15df 7081a8ae",

"client_secret":"Z7t k2XqLKolCf E14374t eR4V554e8JUS"

"redirect _urls":[""https://client.exanple.org/call back"
"https://client.exanple.org/callback2"],

“target Endpoi nt":"https://social .exanpl e. conl base"

Figure 4. Cient Registration Response

Cients SHOULD read the response and review and retain the foll ow ng
itens:

o The client SHOULD renenber the "HTTP Location" returned. This
| ocation is used for future registration updates and client
credential rotation.

o The client MIUST read the assigned "client _id" value and retain for
use in all authorization server interactions with the associ ated
target endpoint.

o If returned, the client SHOULD retain the "registration_token" as
a credential that can be used to access and update the client’s
regi stration

o The client MIUST read the "token_endpoi nt_auth_nethod” to obtain
t he authentication nethod the server has chosen for the client.

0 Based on the returned token endpoi nt authentication nethod
returned, the client MJST read the registration for the
appropriate client credential such as "token_secret".

Readi ng A Regi stration

When a server receives a CET request froman HITP client whose access
token is assigned to the QAuth 2.0 client that is the subject of the
regi stration, the server MAY elect to rotate the client credenti al
(e.g. client_secret) or other relevant attributes. |If the access
request is not fromthe registered client (such as an adm nistrator),
t he server SHOULD NOT change any registration values. [[should the
server mask anythi ng?]]
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Reading a client resource is done using the SCI M HTTP GET verb as
defined in Section 3.2 [I-D.ietf-scimapi]

A client resource may be retrieved using the "location" returned from
the original client registration. The registration MAY be retrieved
directly using this URL. |If the location is not avail able, the
current values of the registration can be obtained by querying this
URL, or by searching the "/Cients" with a query paraneter for

client _id that corresponds to the client’s "client _id".

GET /Cients/?
filter=client_id¥%0eq¥2060107e82-f be3-42bd-b199-15df 7081a8ae

Host: exanpl e.com
Accept: application/json
Aut hori zati on: Bearer deadbeef

Figure 3: Figure 5: Retrieving a Registration

If found, the server will respond with a HTTP 200 nessage cont ai ni ng
a single client resource, with one or nore attributes:

HTTP/ 1.1 200 OK
Content - Type: application/json

"total Results": 1,
"schenmas":["urn:scimschenas: core: 1. 0",

"urn:scimschemas: oauth: Client:1.0"],
"Resources": |

{
"id":"2060107e82-f be3-42bd- b199- 15df 7081a8ae",

"resourceType":"Cient",
"software_id":"5ed2dd14- 3ef 7- 4655- a41d- b5bd4c5266cc",
"software_version":"5.1.2.3.4",
"client_nane":"Exanple Social Cient",

"t oken_endpoi nt _aut h_net hod": "client_secret_post",

“client_id":"2060107e82-f be3-42bd- b199- 15df 7081a8ae",
"client_secret":"Z7t k2XqLKolCf E14374t eR4V554e8JUS"

}

Figure 6: Retrieving Registration Response

If no resource is found, the server will respond with a HTTP 200
nmessage containing zero result resources.
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When a client returns its own record, clients should check for
updates to the followi ng itens:

o The client MIUST read the assigned "client _id" value and retain for
use in all authorization server interactions with the associ ated
target endpoi nt.

o If returned, the client SHOULD update the "registration_token" as
a credential that can be used to access and update the client’s
regi stration.

o The client MIST read the "token_endpoint_auth _nethod" to obtain
the authentication nethod the server has chosen for the client.

o Based on the returned token endpoi nt authentication nethod
returned, the client MJUST read the registration for any changes to
client credential such as "token_secret".

3.3. Modifying A Registration

Modi fication of a client resource can be done using the SCIM PUT or
PATCH verbs as defined in Section 3.3 [I-D.ietf-scimapi].

When a server receives a PUT or PATCH request froman HITP client
whose access token is assigned to the QAuth 2.0 client that is the
subject of the registration, the server MAY elect to rotate the
client credential (e.g. client_secret) or other relevant attributes.

3.4. Deleting A Registration

De-registration of a client resource can be done using the SCI M
DELETE verbs as defined in Section 3.4 [I-D.ietf-scimapi]. Wen a
delete is conpleted, all associated client credentials and access

t okens MJUST be revoked or invalidated.

3.5. Expired Registration

An expired registration occurs when the client’s credential has
expired, or has been revoked by the registration service. On expiry,
access tokens issued to the client MJST be revoked or invalidated.

If, on registration, the client was returned a registration access
token ("registration_token"), the client MAY obtain new credentials
by sinply retrieving its client profile using the registration token
and the SCIM GET verb at the location returned after the initial

regi stration (see Figure 3).

Clients that do not have a valid registration access token MAY re-

register as a new client instance. |In such case, the client MAY
include it’s existing "client _id"in its client neta data as
"client _id"for tracking purposes only. In such cases, the old
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client _id SHOULD NOT be re-activated and the server SHOULD i ssue a
new client id val ue.

4. Software Assertion Token

A software assertion is an 'authorization’” bearer JSON Wb Token as
defined in Section 2.1 [QAuth.JWI]. Wile the software assertion is
a JWI aut horization token, it SHOULD not be used with the

aut hori zation server token endpoint. It is used by the client

regi stration endpoint for the purpose of registration. A software
assertion is a statenent of clains about the client software being
regi stered and SHOULD NOT be used as an authentication of the
sof t war e.

Sof tware assertions may be generated by a software APl publisher for
t he purpose of allowi ng a devel oper to incorporate a signed assertion
that can be used to register client software at nore than one

Sof tware APl depl oynent.

4.1. Software Assertion Requirenents

In order to create and validate a software assertion, the follow ng
requi renents apply in addition to those stated in Section 3
[ QAut h. JWI] .

1. The JWI MAY contain any claimspecified in Section 2.

2. The JWI MUST contain an "iss" (issuer) claimthat contains a
unique identifier for the entity that issued the JWI. This val ue
SHOULD correspond to the software APl publi sher

3. The JWI MUST contain a "sub" (subject) claimthat contains a
uni que val ue corresponding to the "software_id". This nunber is
MAY be assigned by the software APl publisher.

4. The JWI MJST contain an "aud" (audi ence) claimcontaining a val ue
that is ONE of the follow ng:

* A value that identifies one or nore software APl depl oynents,
where the client software MAY be registered.

* A value "urn:oauth:scimreg: generic" which indicates the
assertion MAY be used with any software APl depl oynent
envi ronment .

5. The JWI MUST contain an "exp" (expiration) claimthat l[imts the
time wi ndow during which the JWI can be used to register clients.
When registering clients, the registration server MIST verify
that the expiration tinme has not passed, subject to allowable
cl ock skew between systens, and reject expired JWs. The
aut hori zation server SHOULD NOT use this value to revoke an
existing client registration.
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5. Server Schema Configurations

[[This section to be revised pending clarification of schema
ext ensi ons nmethodol ogy in draft-ietf-core-schema]]

5.1. Resource Type

The followng is a normative JSON representation of a SCl M
"ResourceType" representing a client resorce in a SCI M server
returned by querying "GET [scinmendpoint}/ResourceTypes". "..."
i ndi cat es ot her ResourceTypes renoved for clarity.

[

.{.
"nane": "dient",
"endpoint": "/dients",
"schemn": "urn:scimschenmas: oaut h: 2. 0"

b

Figure 7. dient Resource Type
5.2. Schema Representation

The followng is a normati ve exanmple of the SCIM"Schema" for a
client in JSON format returned when querying "CGET {scinendpoint}/
Schemas".

{ "id":"urn:scimschemas: oauth:2.0:Cient",
"name":"Cient",
"description":"QAuth 2 Cient",
"schema":["urn:scimcore: 1. 0",
"urn:sci mschemas: oaut h: 2. 0"],
"endpoint":"/dients",
"attributes":|
{
"nane":"id",
"type":"string",
“mul tiVal ued": fal se,
"description":"Unique identifier for the SCIMresource....",
"readOnl y":true,
"required":true,
"casekxact": fal se

"name":"client_id",
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"type":"string",
“mul tiVal ued": f al se,
"description":
"QAuth 2.0 client _id assigned to the registered client.",
"readOnl y": fal se,
"required": fal se,
"caseExact":true

"nane": "software_assertion",
"type":"string",
“mul ti Val ued": f al se,
"description":
"A signed JWI assertion about the client.",
"readOnl y": fal se,
"required": fal se,
"caseExact":true

"nane":"software_id",

"type":"string",

“mul ti Val ued": f al se,

"description":"Unique identifier for client software.",
"readOnl y": fal se,

"required":fal se,

"caseExact":true

"nane": "sof tware_versi on",

"type":"string",

“mul tiVal ued": fal se,

"description":"A version identifier for the software.",
"readOnl y": fal se,

"required": fal se,

"casekxact":true

"nanme":"client _nane",

"type":"string",

“mul ti Val ued": f al se,

"“description":"A human readabl e nane of the client.",
"readOnl y": fal se,

"required":fal se,

"caseExact":true

"nane":"client_secret",
"type":"string",
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“mul ti Val ued": f al se,
"description":
"A client secret assigned by the registration endpoint.",
"readOnl y": true,
"required":fal se,
"caseEkxact":true

"name":"client _uri",

"type":"string",

“mul tiVal ued": fal se,

"description":

"URL of honepage for client(displayable to an end-user).",

"readOnl y": fal se,

"required": fal se,

"caseExact":true

"name":"jwks_uri",

"type":"string",

“mul tiVal ued”: f al se,

"description":"A URL for the client’s JSON Wb Key Set.",
"readOnl y": fal se,

"required": fal se,

"caseExact":true

“nane":"logo_uri",

"type":"string",

“mul ti Val ued": f al se,

"description":"A URL that references a | ogo inmage for client.",
"readOnl y": fal se,

"required": fal se,

"caseExact":true

"name":"policy_uri",
"type":"string",
“mul ti Val ued”: f al se,
"description":
"A URL of a human-readabl e policy docunent for the client.",
"readOnl y": fal se,
"required":fal se,
"caseExact":true

"nanme":"regi stration_token"
"type":"string",
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“mul ti Val ued": f al se,
"description":
"A token issued to client for updating its registration.”
"readOnl y": true,
"required":fal se,
"caseEkxact":true

"name":"scope",

"type":"string",

“mul tiVal ued": fal se,

"description":"Regi stered QAuth 2 scopes the client uses.",
"readOnl y": fal se

"required":fal se,

"caseExact":true

"nanme":"target Endpoi nt",
"type":"string",
“mul tiVal ued": fal se,
"description":
"The OQAut h2 resource endpoint the client intends to access.”
"readOnl y": fal se,
"required": fal se,
"caseExact":true

"nane": "t oken_endpoi nt _aut h_met hod",

"type":"string",

"mul ti Val ued": f al se,

"description":"QAuth 2 Token Endpoi nt authorization nethod.",
"readOnl y": fal se,

"required": fal se,

"caseExact":true

"name":"tos_ uri",

"type":"string",

“mul ti Val ued”: f al se,

"description":

"A URL pointing to a human readable terns of service.",

"readOnl y": fal se,

"required":fal se,

"caseExact":true

"nane": "contacts",
"type":"string",
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"mul ti Val ued": true,
"description":
"One or nore emni|l addresses of contacts for client.",
"readOnl y": f al se,
"required":fal se,
"casekExact":true

"name":"redirect _uris",

"type":"string",

“mul tiVal ued":true,

"description":"One or nore QAuth 2 redirect URI val ues.",
"readOnl y": fal se

"required":fal se,

"caseExact":true

"nanme":"grant _types",
"type":"string",
“mul tiVal ued": true,
"description":
"One or nore QAuth 2 grant types the client may use.",
"readOnl y": fal se,
"required": fal se,
"caseExact":true

"name":"response_types",

"type":"string",

“mul tiVal ued": true,

"description":"One or nore QAuth 2 response types.",
"readOnl y": fal se,

"required": fal se,

"caseExact":true

Figure 8 Cdient Schema Representation
6. | ANA Consi derations
6.1. QAuth Token Endpoi nt Authentication Methods Registry

This specification establishes the QAuth Token Endpoi nt
Aut hentication Met hods registry.
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Addi tional values for use as "token_endpoi nt_auth_net hod" netadata
val ues are registered with a Specification Required ([RFC5226]) after
a two-week review period on the oauth-ext-review@etf.org mailing
list, on the advice of one or nore Designated Experts. However, to
allow for the allocation of values prior to publication, the

Desi gnat ed Expert(s) may approve registration once they are satisfied
t hat such a specification will be published.

Regi stration requests nust be sent to the oauth-ext-review@etf.org
mailing list for review and comment, with an appropriate subject
(e.g., "Request to register token_endpoint_auth_nethod val ue:

exanpl e").

Wthin the review period, the Designated Expert(s) wll either
approve or deny the registration request, comunicating this decision
to the review list and I ANA. Denials should include an expl anati on
and, if applicable, suggestions as to how to nmake the request
successful .

I ANA nmust only accept registry updates fromthe Designated Expert(s)
and should direct all requests for registration to the review nailing
list.

6.1.1. Registration Tenplate

Token Endpoi nt Authorizati on Method nane:
The nane requested (e.g., "exanple"”). This nanme is case
sensitive. Nanes that match other registered names in a case
i nsensitive manner SHOULD NOT be accept ed.

Change controll er:
For Standards Track RFCs, state "IETF'. For others, give the nane
of the responsible party. Oher details (e.g., postal address,
emai | address, home page URI) may al so be i ncl uded.

Speci fication docunent (s):
Ref erence to the docunent(s) that specify the token endpoi nt
aut hori zation nethod, preferably including a URI that can be used
to retrieve a copy of the docunent(s). An indication of the
rel evant sections may al so be included but is not required.

6.1.2. Initial Registry Contents

The OAuth Token Endpoi nt Authentication Methods registry’'s initial
contents are:

o Token Endpoint Authorization Method nane: "none"
o Change controller: 1ETF
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o Specification docunent(s): [[ this document ]]

o Token Endpoi nt Authorization Method nanme: "client_secret post”
o Change controller: IETF
o Specification docunent(s): [[ this docunent ]]

o Token Endpoi nt Authorization Method nane: "client_secret_basic”
o Change controller: IETF
o Specification docunent(s): [[ this docunment ]]

7. Security Considerations

Since requests to the client registration endpoint result in the
transm ssion of clear-text credentials (in the HTTP request and
response), the server MJIST require the use of a transport-|ayer
security mechani sm when sending requests to the registration
endpoint. The server MJST support TLS 1.2 RFC 5246 [ RFC5246] and/ or
TLS 1.0 [ RFC2246] and MAY support additional transport-|ayer
mechani snms neeting its security requirenments. Wen using TLS, the
client MJUST performa TLS/ SSL server certificate check, per RFC 6125
[ RFC6125] .

Since the SCIMclient configuration endpoint is an QAuth 2.0
protected resource, it SHOULD have sone rate limting on failures to
prevent initial access tokens from being disclosed though repeated
access attenpts.

For clients that use redirect-based grant types such as Authorization
Code and Inplicit, authorization servers SHOULD require clients to
register their "redirect_uris". Requiring clients to do so can help
mtigate attacks where rogue actors inject and i npersonate a validly
registered client and intercept its authorization code or tokens
through an invalid redirect URI

The aut horization server MIST treat all client netadata, including
software assertions, as self-asserted. A rogue client mght use the
name and logo for the legitimate client, which it is trying to

i npersonate. An authorization server needs to take steps to mtigate
this phishing risk, since the |logo could confuse users into thinking
they’re logging in to the legitinate client. For instance, an

aut hori zation server could warn if the domain/site of the | ogo
doesn’t match the domain/site of redirect URIs. An authorization
server can al so present warni ng nessages to end users about untrusted
clients in all cases, especially if such clients have been

dynami cally regi stered and have not been trusted by any users at the
aut hori zation server before.
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Aut hori zati on servers MAY assune that registered client software
sharing the sane software assertion, software_id, and other netadata
SHOULD have similar operational behaviour nmetrics. Simlarly,

Aut hori zati on server adm nistrators MAY use software_id and
software_version to facilitate normal change control and approval
managenent of client software including:

o Approval of specific clients software for use with specific
prot ected resources.

o Lifecycle managenent and support of specific software versions as
i ndi cated by software_version.

0 Revocation of groups of client credentials and associ ated access
t okens when support issues or security risks identified with a
particular client software as identified by software_id and
sof t ware_versi on.

In a situation where the authorization server is supporting open
client registration, it nust be extrenely careful with any URL
provided by the client that wll be displayed to the user (e.g.

"logo_uri", "tos_uri", "client_uri", and "policy_uri"). For

i nstance, a rogue client could specify a registration request with a
reference to a drive-by download in the "policy uri". The

aut hori zation server SHOULD check to see if the "logo uri",
"tos_uri", "client _uri", and "policy uri" have the sane host and

schene as the those defined in the array of "redirect _uris" and that
all of these resolve to valid Wb pages.

Access tokens issued to clients to facilitate update or retrieval of
client registrations SHOULD be short |ived.

Cients SHOULD rotate their client credentials before they expire by
obt ai ni ng an access token fromthe authorization server using the
regi stration scope. |If a client has not successfully rotated its
credential prior to expiry, the client MIST register as a new client.

If aclient is deprovisioned froma server (due to expiry or de-

regi stration), any outstanding Registration Access Token for that
client MJUST be invalidated at the sane tine. Oherw se, this can

| ead to an inconsistent state wherein a client could nake requests to
the client configuration endpoint where the authentication would
succeed but the action would fail because the client is no |onger
val i d.

Clients that are unable to retain a client credential for the life of

the client instance MAY NOT regi ster and should continue to be
treated as Public clients as defined by QAuth 2.0.
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