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Abstract

Sof tware Defined Networks (SDN) provide a way to virtualize and
abstract the network and present the virtual or abstract resources to
the third-party applications running in software. The application
can utilize a programmabl e interface to receiving these virtual or
abstract resources in a formthat allows nonitoring or manipul ation
of resources. Various programmatic interfaces have been proposed to
interface directly to the forwardi ng pl ane (OQpenFl ow, ForCES), or do
device configuration (NETCONF). ALTO has proposed a infornmational
interface to the application. Only the progammatic Interface to the
Routing System (I RS) provides an interface directly to the routing
systemto utilize all aspects of the routing systemas a system

The I RS systeminteracts with the control plane processes to nonitor
best paths to any destination and to change the routing information
base (RIB) or MPLS | abel information Base (LIB) which feeds the
forwardi ng tables the informati on needed to actually switch traffic
at a local |evel.

Thi s docunent outlines how SDN networks can use the IRS interface to
i npl enent an aut omated set of network services for Virtual Connection
on Denmand (VCoD) and Virtual Network on Demand (VNoD)

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 18, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

The Interface to the Routing System Franework [IRS] desribes a
nmechani sm where the distributed control plane can be augnented by an
out si de control plane through an open, accessible interface,
including the Routing Information Base (RIB) and the | abel interface
(LI'B) individual devices. |IRS provides a "halfway point" between
conpletely replacing the traditional distributed control planes and
directly configure devices via off-board processes.

This draft proposes a set of use cases to use |IRS nechanisns to

i npl ement a Software Defined Network (SDN) with virtual connections
and virtual networks as automated services. This docunent focuses on
how I RS woul d support two automated network services: Virtua
Connection on Denmand (VCoD) and Virtual Network on Demand (VNoD)

The SDN service provides the basic connection and a gui dance ("self-
hel p") functionality.

Thi s paper contains a background section, a use case for IRS in VCoD,
and a use case for IRS in VNoD

SDN is a new adventure for the Internet space. Each new adventure in
the Internet space requires lots of use cases so that the | ETF may
determ ne the critical protocols.

Backgr ound

Applications and network |ayer flows have run i ndependently since the
Internet started in the late 1980s. Provisioning of network
servivces and big flows has been done by service providers statically
or wth proprietary. Recently, new server and host technol ogi es have
i ncrease application data traffic flows across the network. Wth the
advent of data center providers and cloud services, applications life
cycl es have shortened to weeks rather than years. The need for fast
aut omat ed provisioning of virtual network connections or quick

provi sioning of virtual private networks has increased.

Sof t ware Defined Neworks have have three areas of challenge to
provi de such quick network services: a) how to control the network
flows, b) interfaces to networks, and c) how do cal cul ate where these
network flows go.

Network flows can be controlled at the forwardi ng device | evel or the
network control plane |evel. Various progamable interfaces have
been proposed to provide control over individual forwarding devices.
OpenFl ow, for instance, provides a nechanismto replace the dynamc
control plane processes on individual forwarding devices throughout a
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network with off box processes that interact wth the forwarding
tabl es on each device. Another exanple is NETCONF, which provides a
fast and flexi ble mechanismto interact with device configuration and

policy.

The tradeoff with the device | evel approach to control flows has to
do with benefits and chal | enges of having control systens off-board.
The benefit of off-board control systens is that the cal culation unit
can be centralized. The challenge of the off-board control system
has a technical challenge and a depl oynent chall enge. The technical
chall enge is that off-board control systens may encounter tine-del ays
and communi cation failure. The depl oynent issues concerns utilizing
new protocols for this communication which nmay al so have issues in
depl oynment. The prom sed benefits of off-board devices are reduction
in operational costs, inproving scaling, control, and visiblity.
OpenFl ow, for instance, provides a mechanismto replace the dynamc
control plane processes on individual forwarding devices throughout a
network with off box processes that interact with the forwarding
tabl es on each device. Another exanple is NETCONF, which provides a
fast and flexi ble mechanismto interact with device configuration and

policy.

The Interface to Routing System (IRS) interface provides an interface
to all aspects of the routing systemas a system This interface
allows the SDN approach to utilize the existing control plane
software wi thout changing it. The IRS systeminteracts with the
control plane processes to nonitor best paths to any destination and
to interact with the routing informati on base (RIB) or MPLS | abel

i nformati on base (LIB) which feeds the forwardi ng tables the

i nformati on needed to actually switch traffic at a | ocal |evel.

Let us turn to the next challenge, the interface to the applciations.

Many academ c efforts (e.g. Internet) have exam ned the benefits in
allowi ng applications to obtain nore network information when nmaking
deci sions on how connect webs of interfaces. Recently, the | ETF ALTO
protocol has been charted to provide resource information for peer-

t o- peer applications. Expansions to ALTO s application interface
have been proposed to pass information regardi ng bandw dth and
network topologies. This ALTO work may apply to sone |large flow
Virtual Connections or Virtual Private networks need. However, these
ALTO use cases do not necessarily consider the on-demand i ssues or

I RS. This docunent presents these use cases.

Thi s docunment describes a set of use cases which describe how

aut omat ed creation of Virtual Connection on Demand (VCoD) and Virtual
Net wor ks On Demand (VNoD) based in SDN | ogi ¢ can be acconplished by
using an interface to the routing system (IRS).
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There are several types of network services that can be considered as
networ k services over which virtual connections or virtual networks
can be created. These network services include: optical, Ethernet
(VLAN and SPB), Internet Protocol (I1P), Miltiprotocol Label Sw tching
(MPLS). Each of these networks can provide traffic engi neered paths,
olicy control (e.g. Access control Lists (ACLs)), security services,
or some formof virtual LAN services (VLAN, VxAN, L2/L3 VPN . The
exanples in this docunment focus on the transport and VPN rel ated
services that can be abstracted into Virtual Connection (VC) and
Virtual Network (VN).

These abstract services (VC or VN) are logical services that can be
mapped to specific services. For exanple, a flow can be mapped to a
fl ow such as OpenFl ow m ght provision through a set of networks. O
a Fl ow m ght be mapped to a TE-LSP. These |ogical services provide a
uni form abstract service nodel that allows applications to configure
VC or VN services independent of the actual network technol ogy

i npl enmenting it.

The use cases bel ow | everage the SDN architecture and nodel and the
IRS Frmewaork to inplenent Virtual Circuit on Denmand (VCoD) and
Virtual Network on Denmand (VNoD).

Pl ease note that this draft builds on the prem se that SDN sol utions
can augnment rather than replace traditional distributed control
pl anes. Each use case is presented in its own section.

3. Virtual Crcuit on Denmand

The Virtual circuit on demand (VCoD) first needs to discover where
the IRS conmm ssioners acting as controllers are. After selecting the
I RS comm ssioner which will control the VCoD circuit, the application
sends a requests to create, delete, nodify or query circuits. At
this point, the IRS Controller takes these requests and perforns the
appropriate operations. The discovery protocol and these

communi cations are outside the IRS protocol and framework. The
protocol could be ALTO that infornms application which IRS
conmmi ssi oner can support VCoD service.

Once the IRS Comm ssioner is chartered wwth the task of setting up
virtual circuits, the RS Conm ssion will communicate with the IRS
Agents in the nodes (routing/switching/optial) to set-up these
virtual circuits. 1In the exanple topool ogy bel ow, I RS Conm ssioner 1
has received a request to set up a Virtual circuit fromedge 1 to
edge 2. The I RS commm ssioner works with the RS Agentl on node 1
the RS Agent 2 on node 2, the IRS Agent 3 on node 3, and the IRS
Agent 4 on node 4 to set up the virtual circuit. [|IRS Comm ssioner 1
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is a VCoD capable I'RS comm ssioner with logic to aid set-up,

noni tori ng, changi ng, and deconm ssioning of this circuit. |IRS
Agents 1-4 contain the necessary logic to translate the IRS

Commi ssioner’s commands to create the virtual circuit’s link on their
i nterface.

The I RS framework defines the portion of this systemthat goes from
t he VCoD- capabl e I RS comm ssioner to/fromthe VCoD- capable IRS
Agents. The I RS Conm ssioner can request information fromthe IRS
Agent such as topology or interface statics or available circuits,
and i nfluence how the IRS Agents create the circuits. The topol ogy
i nformati on passed between the I RS comm ssion and Agent woul d include
for this application possible virtual connections to a destination
and the avail able bandwi dth on that circuit. The interface
statistics exchanged could involve historical or instant statistics
on exit point performance, jitter, delay. The available of circuits
could involve any tine-based availabilty for on-demand future usage.

Past solutions in this area have included uses of device
configuration across nultiple nodes (SNVWP or NETCONF based) with
proprietary services conbined with topology queries. The |ack of a
coordi nated responses to routing topology queries has created

probl ens in quickly obtaining and configuring changes for Virtual
Circuits. New algorithns services in routing/switch such as Fast -
Reroute of RSVP or | GPs have aided the automatic re-establishnment of
some circuits, but the conplexity of sone of these algorithns

i ncreases cost within the network elenents. 1It’s often difficult to
justify the added conplexity in the database and al gorithns of
routing protools to solve what is considered a point case.

The follow ng things need to be supported for this application:

o |IRS Agents should provide the ability to read the virtual
connection topol ogy database for the technol ogy supported. For
optical, these are the optical connections and what node they
connect to. For MPLS, this is virtual circuit avail able, and what
nodes they connect to. For IP technologies, this could include
the GRE tunnels and what interface it connects to. For Ethernet
circuits this should involve circuit type (e.g, point-to-point
(p2p) or point-to-nultipoint (p2np)) and what nodes it can reach.

o0 |IRS Agent should provide the ability to influence the
configuration of a virtual circuit in a node.

o | RS Agent should provide nonitor and provide statistics on the
virtual connection to the IRS Conm ssioner. The |IRS comm ssioner
can then determne if the connection falls below a quality |evel
the application has requested. |If the I RS Conm ssioner does
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determne the circuit is belowthe required quality, it could
create another circuit. The I'RS Conmm ssion nmay choose to create
the second virtual circuit, transfer flows, and then break the
first circuit.

Exanpl e Topol ogy for Virtual Crcuit on Demand (VCoD).

| Application |
| |
| |
R +< Policy R +< Policy
| RS Conmi ssioner-1| < PCE info | I RS Conm ssioner-2 | < PCEP
| VC controller | | VN controller |
o e e e e e oo + o e e e e e e +
| I EEEEEEEEEES o |
| | | | |
S SR + H----o-on + S S S YR +
| I'RS | | IRS | | I'RS | | IRS |
| Agent-1| |Agent-2 | | Agent-3 | | Agent-4
[-------- | [-------- + R + - e o - +
| node 1 | | node 2 | | node 3 | | node 4 |
ey + H----e--- + Ry + --memeaa- +

| ----edge2

Wil e the set-up of these virtual circuits is possible with current
t echnol oyg, the lack of the IRS-1ike franmework nmakes VCoD network

conplex. Wth this support, VCoD nay be able to reduce conplexity on
t he individual nodes.

4. Virtual Network on Demand (VNoD)

Virtual Networks on Demand (VNoD) are sinply extensions to the
Virtual Connections on Demand concept. The I RS Conm ssioner is
tasked to create a Virtual network instead of a single connection.

The exanpl e sequence woul d be that the application discovers IRS
Conmmi ssion-2 who is a VNoD via a protocol outside the IRS franmework
(e.g. ALTO. The IRS Comm ssioner-2 works with the IRS AGents 1-4
to set-up a virtual network. This involves the foll ow ng:
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0 gathering potential topology information (in order to create the
net wor k,

0o set-up the virtual network (via influencing configurations on
node) ,

o0 nonitoring changes in topology (in order to potential failovers,
o influencing changes to virtual network via configurations, and

o renoving the virtual network after the demand has epxired.

| Application |
| |
| _ | _
R +< Policy I +< Policy
| RS Conmi ssioner-1| < PCE info | I RS Conm ssioner-2 | < PCEP
| VC controller | | VN controller |
o e e e e e oo + o e e e e e e +
|1 |
| o +] |
| N R | |
| | | |
I + - e - + S + - e e - +
| I'RS | | IRS | | I'RS | | IRS |
| Agent-1| | Agent-2 | | Agent-3 | | Agent-4
[-------- | |-------- + SRR + Heeeeeea-- +
| node 1 | | node 2 | | node 3 | | node 4 |
S + H----m- oo + R S S +
| | | |1 |
| |-------- | |------------ | | +------ + |-end-point-3
| | |
end- poi nt-1 |
| ----end-point2

Thi s topol ogy shares sone configuration needs with the central
menber ship conputation for MPLS VPNs from (draft-white-irs-use-cases)
but the mechani sns are not specific to MPI'S VPNS.

5. | ANA Consi derati ons

Thi s docunent includes no request to | ANA
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6. Security Considerations

Thi s

docunment has no security issues as just contains use cases.
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