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Abstract

BGP fl ow specification version 1 (RFC8955, RFC8956) describes the
distribution of traffic filter policy (traffic filters and actions)
which are distributed via BGP to BGP peers. Miltiple applications
utilize the BGP distributed traffic filter policy. These
applications include: (1) mtigation of Denial of Service (DoS), (2)
enabling of traffic filtering in BGP/ MPLS VPNS, (3)centralized
traffic control for networks utilizing either SDN control of router
firewall functions. During the deploynment of BGP fl ow specification
vl, the follow ng issues were detected: 1) problens due to the | ack
of clear TLV encoding for rules for flow specifications, 2) desire to
order filters rules, and 3) ordering of actions to provide
determnistic actions. Version 2 of the BGP fl ow specification

prot ocol addresses these features.

BGP Fl ow Specification v2 is encapsulated in a different NLRI which
encapsul ates previous flow specification informatino.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 13, 2022.
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1

1

I nt roducti on

BGP ([ RFC4271]) flow specification (see [ RFC8955] and [ RFC8956])
describes the distribution of traffic filter policy (traffic filters
and actions) which are distributed via BG° to BGP peers. The traffic
filter policy is applied when packets are received on a router with
the flow specification function turned on. Miltiple applications
utilize the BGP distributed traffic filter policy. These
applications include: (1) mtigation of Denial of Service (DoS), (2)
enabling of traffic filtering in BG/ MPLS VPNS, and (3)centralized
traffic control for networks utilizing either SDN control of router
firewall functions. During the deploynment of BGP fl ow specification
vl, the follow ng issues were detected:

o problenms due to the |ack of clear TLV encodi ng,
0O desire to order filtering rules, and

o0 desire to order actions to provide determnistic interactions of
actions.

Version 2 of the BGP flow specification protocol addresses these
features.

Thi s docunent describes distribution of three new BGP Fl ow
Specification NLRI (3 AFls (1, 2, and 6) with SAFI (TBD) that allow
user-ordered list of traffic match filters, and user-ordered traffic
mat ch actions encoded in BG Wde Conmmunities. This docunent
contains a overview in this section and the follow ng ot her sections:
o section 2 - Definitions,

o section 3 - Rules for dissem nation of Flow Specification v2,

0 section 4 - Optional Security,

0o section 5 - | ANA consi derations,

0O section 6 - security considerations.

This section reviews the existing flow specification and provides a
| ogi cal description of ordered flow specification.

1. Flow Specification vl Review
If one considers the reception of the packet as an event, then BGP

fl ow specification describes a set of mnimlistic Event-
Mat chCondi ti on- Action (ECA) policies where the match-condition is

Har es Expi res January 13, 2022 [ Page 3]



I nternet-Draft BGP Fl owSpec v2 July 2021

defined in the BG® NLRI, and the action is defined either by the
default condition (accept traffic) or actions defined in Extended BGP
Community val ues [ RFC4360] .
The initial set of policy [ RFC8955] and [ RFC8956] for this policy
i ncludes 13 types of match filters encoded the foll ow ng: specific
AFl / SAFlIs for the I Pv4 and | Pv6 AFIs:

I Pv4 traffic: AFlI:1, SAFI: 133;

| Pv6 Traffic: AFI:2 SAFI: 133

BGP/ MPLS | Pv4 VPN:. AFI: 1, SAFI: 134

BGP/ MPLS | Pv6 VPN AFI: 2, SAFI: 134
The 13 types of filters are the foll ow ng:
o Type 1: Destination Prefix
o Type 2: Source Prefix

o Type 3: |IP Protocol (v4,[RFC8955] ) or Upper Layer Protocol (v6,
[ RFC8956] )

o Type 4: Port

o Type 5. Destination Port

o Type 6: Source Port

o Type 7: 1CWv4 Type (v4,[ RFC8955] ) or I CMPv6 Type (v6, [RFC8956])
o Type 8. |1CWv4 Code (v4,[ RFC8955] ) or | CMPv6 code(v6, [RFCB956])
o Type 9: TCP flags (v4, [ RFC8955] )

o Type 10: Packet |ength

o Type 11: DSCP marki ng

o Type 12: Fragnent

o Type 13: Flow Label (v6, [RFC8956])

The actions proposed in [ RFC8955] and [ RFC8956] for exclusion on
Ext ended Community (Oxttss) are the foll ow ng:
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0]

0]

0]

Traffic rate limted by bytes (0x8006) [2 byte AS, 4 byte float]
Traffic action (set by bitmask, bits 47 and 46 defined) (0x8007)
rt-redirect 1Pv4 (0x8008) [2 byte AS, 4 octet val ue]

rt-redirect |Pv4d (0x8108) [4 byte | Pv4 address, 2 octet val ue]
rt-redirect | Pv4 (0x8108) [4 byte AS, 2 octet val ue]

traffic marking (0x8009) (DSCP val ue)

Traffic rate limted by packets (0x800C) [2 byte AS, 4 byte float]
rt-redirect IPv6 (0x820D) [2 byte AS, 4 octet val ue]

rt-redirect 1Pv6 (0x810D) [4 byte | Pv4 address, 2 octet val ue]

rt-redirect | Pv6 (0x820D) [4 byte AS, 2 octet val ue]

The flow specification filers and actions conbine to nake up fl ow
specification rules associated wwth an NRLI. The Extended

Communi ties for actions can be attached to a single rule or nultiple
rules. Figure 1 shows a diagram of the flow specification data
structures.
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o +
| Flow Specification (FS) |
| Policy |
o m e e e e e e e e e e e e e e e e e e o +
N N N
| | |
| | |
S A L ZA YR + Fom e o +
| FS Rulel | | FS Rul e | FSrule |
o e + e e e e e a oo + o e +
F--- - - - V--eeeeaaa + T Y +
| Rule Condition | | Rul e Action |
| in BGP NLRIs | | i n BGP extended
| AFls: 1 and 2 | | Communities |
| SAFI 133, 134 | | |
Fom e e e + Fom e e e e e oo oo +
A T e T VAU upy i U VAR R U Y AR + +--V----- +4+--V---+
| Match | | match | |match | | Action | | action ||action
| Operator| |Variable| |Value | |Operator| |variable|| Value|
| *1 . || | | (subtype| | | |
- + - ---- + +------ + - - - - + - - - - ++--- - - - +

*1 match operator may be conpl ex.
Figure 1. BGP Flow Specification Policy
1.2. Oder Flow Specification Data Proposed for v2

An m ni mal ordered specification of the rules would include an order
i ndi cator per rule. The inclusion of names for each rule, match
condition and action allows for logical indirection. The existing
extended community which tags multiple NLRIs could be saved as an
indirect reference by name. For Flow specification vl actions, the
Ext ended actions could be assigned default nanes. The actions could
be linked to many NLRIs. Figure 2 bel ow provides a |ogical diagram
of the ordering of rules and the association of nanmes per rule, rule
match action, and rule action.

Since many policies also group data flow specifications under rule
groups, many inplenentati ons may order set of rules under a
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particul ar group policy. Network Managenent display of BGP filers
may use the Rule Gouping nmechanismto display the filters.

T e +
Rul e Group
U -+
N N N
et |
| N EEEEE
| | |
e Aeeeeaa +  Heme---- AT + S IR, YR +
Rul el | | Rul e2 | | Rule-n |
S I TR + S SRR +
[ .o
+--V--+ +--V--+
| name| |order| .........0 ...,
S + S +
o e e m V----4+ +----- V------- --+
| Rule Match condition | | Rule Action
Fommmmmeemeemaaeaaaaas + m-memeemeaeaaaaa- +
+--V--+ : +--V--+
| nane| : | name |
+----- + : +----- +
+----V---+ - V---o+ -V V- - - ++--V----- ++--V---+
| Match | | match | |match | | Action || action |]action
| Operator| |variable| |Value | | Operator||Variable|| Value|
. + --me---- + - + H---me--- B Ty tt---m-- +

Figure 2. Order Flow Specification Data storage

2. Definitions

2.1. Definitions and Acronyns
NETCONF: The Networ k Configuration Protocol [RFC6241].
RESTCONF: The RESTCONF configuration Protocol [RFC3040]

BGPSEC - secure BGP [ RFC8205] updated by [ RFC8206]
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BGP Sessi on epheneral state - state which does not survive the
| oss of BGP peer,

Epheneral state - state which does not survive the reboot of a
sof tware nodule, or a hardware reboot. Epheneral state can be
epheneral configuration state or operational state.

configuration state - state which persist across a reboot of
software nodule within a routing systemor a reboot of a hardware
routi ng devi ce.

2.2. RFC 2119 | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Dissemnation of BGP Flow Specification version 2 NLR

The BGP Fl ow Specification version 2 (BGP-FS v2) uses an NRLI with
the format for AFls for IPv4 (AFl = 1), IPv6 (AFl = 2), and L2VPN
(L2VPN = 6) with a SAFl of (TBD=xx). This NLRI information is
encoded using MP_READ NRI and MP_UNREACH NLRI attributes defined in

[ RFC4760] . Wienever the correspondi ng application does not require
Next-HOP information, this shall be encoded as zero-octet |ength Next
Hop in the MP_REAC NLRI and ignored upon receipt.

| mpl ement ati ons wi shing to exchange fl ow specification rules MJST use
BGP s Capability Advertisenent facility to exchange the Milti protocol
Ext ensi on Capability Code (Code 1) as defined in [ RFC4760], and
indicate a capability for flow specification v2 (TBD).

3.1. Encoding of BGP-FS v2 Filters

The AFI/SAFI NLRI for BGP Flow Specification has the format:
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________________________ +
| length (2 octets) |
________________________ +
(vari abl e) |
o=+ |
(2 octets) | |
------------- + |
2 octets) | |
------------- + |
(2 octets) | |
------------- + |
(vari abl e) | |
o=+ |
________________________ +

Figure 3 -Flow Specification v2 fornat

wher e:

0]

order -

is 2 octet field indicating the flow specification global

rul e order

type - is one of the follow ng types

* identifier (value = 00)

* match
*  match
*  match
*  match

*  match

rule (value = 01) with default action of block traffic
rule (value = 02) with default action of permt traffic

rule (value = 03) with action TLVs

rul e (val ue 04) with Wde Conmunities Action TLVS

rule (value = 05) with tunnel matching from (draft-ietf-

idr-flowspec-nv03-13.txt)

| ength -

value is

is the length of the NLRI

a series of sub-TLVs fields (TLV) depended on the type

val ue defined in the sections bel ow.

Filters are processed in the order specified by the user.
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3.1.1. Encoding of Value field for Rule Identification (Value = 00)

The BGP fl ow specification V2 identifier sub-TLVs use the follow ng

format :
g +
| length (2 octets) |
e e e e e eeeeaa +
| Sub-TLVs (vari abl e)

| B ettt |
| | order (2 octets) | ]
I + |
| | type = 00 ||
[ + |
| | length (4 octets) | |
[ + |
| | identifier for | ]
| | rule (variable) | |
| B s fefeefmsfesfesfesfesfesfefeft B |
e e e e e e eeaaa +

Figure 4 - NRLI revision

The octets for the identifier are string of octets of variable
| engt h.

3.1.2. Encoding of Value field for default Action of Block traffic
(Val ue = 01)

The BGP fl ow specification V2 identifier sub-TLVs use the foll ow ng
format:
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o e e e e e e e e i e i aaa o +
| length (2 octets) |
o e e e e e e e e e e o - +
Sub- TLVs (vari abl e)
[ el
| order (2 octets) |
T +
| type = 01 |

| value field |
| AFI/SAFI field (4)
| conponents (variable |

+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
+

Figure 5 - Flow specification v2
with default Block traffic flow

Fl ow Specification v2 with a default Action of block traffic has the
foll owi ng sub-TLVs in the value field:

a value of an AFI/SAFI field with 4 bytes [AFl 2 Bytes, SAFI 1
byte, 1 Byte reserved]

Conmponent fields as defined in the foll ow ng docunents:
[ RFC8955] ,
[ RFC8956] ,
draft-ietf-idr-fl owspec-I|2vpn

3.1.3. Encoding of Value field for default Action of Permt traffic
(Val ue = 02)

The BGP fl ow specification V2 identifier sub-TLVs use the follow ng
format:
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N +
| length (2 octets) |
g +
| Sub-TLVs (vari abl e) |
| B s B |
| | order (2 octets) | |
[ e + |
| | type = 01 | |
[ i + |
| | ength (vari able) | |
| +-----mmm e - + |
| | value field ||
| | AFI/SAFI field (4) | |
| | conponents (variable | |
| B et feefefefefefefefeett |
g +

Figure 6 - Flow specification v2
with default permt traffic flow

Fl ow Specification v2 with Filters and Default action of block
traffic has the follow ng sub-TLVs in the value field:

a value of an AFI/SAFI field with 4 bytes [AFl 2 Bytes, SAFI 1
byte, 1 Byte reserved]

Conmponent fields as defined in the foll ow ng docunents:
[ RFC8955] ,
[ RFC8956] ,
draft-ietf-idr-fl owspec-I|2vpn
3.1.4. Encoding of Value field filters plus actions(Value = 03)

The BCGP fl ow specification V2 identifier sub-TLVs use the follow ng
formt:
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g +
| length (2 octets) |
o e e e e e e e e e e ieaaao- +
| Sub-TLVs (vari abl e) |
| === =——=—==—=——+4 |
| | order (2 octets) [
I + |
| | type = 01 ||
[ + |
| |
[ R +
| | value field | ]
| | ||
| | Action |ength (4) |
| | Action sub-TLVs (var) | |
| | nunber of filters [
| | [filter 1] | ]
| | AFI/SAFI field (4) | ]
| | conponents (variable) | |
| | [filter 2] | ]
| | AFI/SAFI field (4) | ]
| | conponents (variable) | |
Uy +

Figure 7 - Flow Specification with
Actions encoded in NLR

The Fl ow Specification v2 with action fields applies actions to the
AFl/ SAFI field. The format of the field is

Action length (4 bytes)

Action SubTLVs (variable) in format Type (2 bytes), length (2
bytes), and value (variable). The types are:

Ext ended community (01)

Wde Comunity (02)
[ Type (2 bytes)][ Extended- Community-type (2 bytes)][6 bytes]
Figure 8 - Extended Conmunity action type encodi ng

The Extended community types are the follow ng:
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Type 1: Traffic rate limted by bytes (0x8006) [2 byte AS, 4
byte fl oat]

Type 2: Traffic action (set by bitmask, bits 47 and 46 defi ned)
(0x8007)

Type 3: rt-redirect |1Pv4 (0x8008) [2 byte AS, 4 octet val ue]

Type 4: rt-redirect |1 Pv4 (0x8108) [4 byte |IPv4 address, 2 octet
val ue]

Type 5: rt-redirect |1Pv4 (0x8108) [4 byte AS, 2 octet val ue]
Type 6: traffic marking (0x8009) (DSCP val ue)

Type 7: Traffic rate limted by packets (0x800C) [2 byte AS, 4
byte fl oat]

Type 8: rt-redirect 1 Pv6 (0x820D) [2 byte AS, 4 octet val ue]

Type 9: rt-redirect 1 Pv6 (0x810D) [4 byte |IPv4 address, 2 octet
val ue]

Type 10: rt-redirect IPv6 (0x820D) [4 byte AS, 2 octet val ue]

Conmponent fields as defined in the foll ow ng docunents:
[ RFC8955],
[ RFC8956] ,
draft-ietf-idr-fl owspec-I2vpn

The BGP-FS version 2 actions are passed in a Wde Comunity
[I-D.ietf-idr-w de-bgp-comunities] atomwith the follow ng format.

3.1.5. Encoding of Value Fields filters passed in Wde Conmunities
(Val ue = 04)

The BGP-FS version 2 actions are passed in a Wde Comunity
[I-D.ietf-idr-w de-bgp-comunities] atomwith the follow ng format:
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g +
| length (2 octets) |
o e e e e e e e e e e +
| Sub-TLVs (vari abl e) |
| B s B |
| | order (2 octets) [
I + |
| | type = 01 |
[ + |
I I
[ R +
| | value field [
| | ||
| | Action |ength(4) | ]
| | Atomid-1 (4) [
| | Atomid-2 (4) [
| | nunber of filters [ |
| | [filter 1] | ]
| | AFI/SAFI field (4) |
| | conponents (variable) | |
| | [filter 2] [
| | AFI/SAFI field (4) [
| | conponents (variable) | |
g +

Figure 9 - Flow Specification with
I Ds for Wde Conmunity Actions

The BGP Atom IDs in the Wde Conmmunity must contain:

o e e e e e e e e e e o - +
| AtomID (4 octets) |
o m e e e e e e e e e oo +
| order (2 octets) |
o e e e e e e e e i e i aaa o +
| Action type (2 octets) |
o e e e e e e e e e e o - +
| Action length (2 octets) |
o m e e e e e e e e e oo +

| Action Values (variable) |
| (rmultiples of 2 octets) |

Figure 10
Wde Community Atom

Har es Expi res January 13, 2022 [ Page 15]



I nternet-Draft BGP Fl owSpec v2 July 2021

wher e:

o Action type (2 octets) - is the type of action. These actions can
be standardi zed (0x0001 - Ox3ffff), vendor specific
(0x40000- OX7FFFF), or reserved (0x0, 0x80000- OxFFFFFFFF) .

o Action length - length of actions including variable field,

o Action values - value of actions (variable) defined in individual
definitions.

The BGP Fl ow Specification (BGP-FS) atom can be part of the Wde
Community container (type 1) or the BGP Fl ow Specification Atom can
be part of the BGP Fl ow Specification container (type 2) which wll

have:

o m e e e e e e e e +
| Source AS Nunber (4 octets)]
o e e e e e e e e +
| list of atons (vari able) |
o e e e e e e e e e e e o - +
figure 11

3.1.6. Encoding of Value Fields filters for Tunnels (Value = 05)

This section needs to be discussed with the authors of draft-ietf-
i dr-fl owspec-nv03.

4. Optional Security Additions

This section discusses the optional BGP Security additions for BGP-FS
v2 relating to BGPSEC [ RFC8205] and ROA.

4.1. BCGP FS v2 and BGPSEC
Fl ow specification vl ([ RFC8955] and [ RFC8956]) do not BGP Fl ow
specifications to be passed BGPSEC [ RFC8205] BGP Fl ow Specification
v2 can be passed in BGPSEC, but it is not required.

4.2. BGP FS v2 with with ROA
BGP Fl ow Specification v2 can utilize ROAs in the validation. |If
BGP-FS v2 is used with BGPSEC and ROA, the first thing is to validate

the route within BGPSEC and second to utilize BGP ROA to validate the
route origin.
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The BGP-FS peers using both ROA and BGP-FS validation determ ne that
a BGP Flow specification is valid if and only if one of the foll ow ng
cases:

0]

If the BGP Fl ow Specification NLRI has a IPv4 or |Pv6 address in
destination address match filter and the followng is true:

* A BGP ROA has been received to validate the originator, and

* the route is the best-match unicast route for the destination
prefix enbedded in the match filter; or

If a BGP ROA has not been received that matches the | Pv4 or | Pv6
destination address in the destination filter, the match filter
nmust abi de by the [ RFC8955] and [ RFC8956] validation rules of:

* The originator match of the flow specification matches the
originator of the best-match unicast route for the destination
prefix filter enbedded in the flow specification", and

* No nore specific unicast routes exist when conpared with the
fl ow destination prefix that have been received froma
di fferent nei ghboring AS than the best-match unicast route,
whi ch has been determned in step A

The best match is defined to be the |ongest-match NLRI with the
hi ghest preference.

4. 3.

Revi se Fl ow Specification Security for centralized Server

The distribution of Flow Specifications froma centralized server
supports mtigation of DoS attacks. [I-D.ietf-idr-bgp-flowspec-oid]
suggests the foll ow ng redefined procedure for validation for this
case:

Aroute is valid if the follow ng conditions holds true:

0]

Har es

The originator of the flow specification matches the originator of
the best-match unicast route for the destination prefix enbedded
in the flow specification.

The AS _PATH and AS4_PATH attribute of the flow specification are
enpty (on originating AS)

The AS PATH and AS4 PATH attri bute of the flow specification does

not contain AS SET and AS SEQUENCE segnents (on originating AS
with AS Confederation)
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6.

Thi s reduced validati on nmechani sm can be used for BGP-FS v2 within a
si ngl e domai n.

| ANA Consi derati ons
This section conplies with [ RFC7153]
Thi s docunent requests:

SAFl be defined for I1Pv4 (AFl = 1), IPv6 (AFI=2), L2VPN ( AFl =25)
for BGP-FS

SAFlI be defined for BG/ MPLS | Pv4 (AFI = 1), |1Pv6 (AFI=2), L2VPN
(AFI =25) for BGP-FS

Regi stry be created for BGP-FS V2 filter conmponent types with the
foll ow ng ranges:

0x00 - reserved

0x01 - Ox3FFFF - standards action

0x40000- Ox7FFFF - vendor specific filters
0x80000 - OxFFFFFFFF - reserved

0x80000 - OXFFFFFFFF - reserved

Regi stry be created for BGP-FS v2 action types with the foll ow ng
ranges:

0x0 - reserved
0x01 - Ox3ffff - standards action
0x40000 - Ox7ffff - vendor actions
0x80000 - OxFFFFFFF - reserved
Security Consi derations
The use of ROA inproves on [RFC8955] to check the route orgination is
valid can inprove the validation sequence for a nultiple-AS
envi ronnent. The use of BGPSEC [ RFC8205] to secure the packet can

i ncrease security of BGP flow specification information sent in the
packet .
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The use of the reduced validation within an AS
[I-D.ietf-idr-bgp-flowspec-o0id] can provide adequate validation for

di stribution of flow specification within an single autononbus system
for prevention of DDGCS.

Distribution of flow filters may provide insight into traffic being
sent within an AS, but this information should be conposite
informati on that does not reveal the traffic patterns of individuals.
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