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1. Introduction
The Interface to the Routing System (I2RS) provides read and wite
access to the information and state within the routing process and
configuration process (as illustrated in the diagramin the
architecture docunment within routing elenments. The |I2RS client
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[I-D.ietf-i2rs-architecture] interacts with one or nore |2RS agents
to collect information fromnetwork routing systenms. This security
architecture expands on the security issues involved in the |I2RS
protocol’s nessage exchange between the | 2RS client and the | 2RS
agent which are described in [I-D.ietf-i2rs-architecture].

2. Definitions

This docunent utilizes the definitions found in the follow ng drafts:
[ RFC4949], and [I-D.ietf-i2rs-architecture].

Specifically, this docunent utilizes the follow ng definitions:
Access control

[ RFC4949] descri bes access control as: a) protection of system
resources agai nst unauthorized access, b) process controlled by a
security policy that permts access only by authorized entities
(users, prograns, process, or others) according to that policy, c)
preventing unaut horized use of resource, d) using human controls
to identify or admt properly authorized people to a SCIF, and e)
[imtations on between subjects and objections in a system |2RS
focuses on rol e-based access control (RBAC).

Aut henti cati on

[ RFC4949] descri bes authentication as the process of verifying
(i.e., establishing the truth of) an attri bute value clained by or
for a systementity or systemresource. Authentication has two
steps: identify and verify.

Data Confidentiality

[ RFC4949] describes data confidentiality has having two
properties: a) data is not disclosed to systementities unless

t hey have been authorized to know, and b) data is not disclosed to
unaut hori zed individuals, entities or processes. The key point is
that confidentiality inplies that the originator has the ability
to authorize where the informati on goes. Confidentiality is

i mportant for both read and wite scope of the data.

Data confidentiality service

[ RFC4949] al so describes data confidentiality service as a
security service that protects data agai nst unauthori zed

di scl osure. Please note that an operator can designate all people
are authorized to view a piece of data which would nean a data
confidentiality service would be essentially a null function.
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Data Privacy

[ RFC4949] describes data privacy as a synonym for data
confidentiality. This |I2RS docunent will utilize data privacy as
a synonymfor data confidentiality.

Mut ual Aut henti cati on

[ RFC4949] inplies that nutual authentication exists between two
interacting systementities. Mitual authentication in |I2RS
inplies that both sides nove froma state of nmutual suspicion to
mut ual | y aut henti cated communi cation after having been identified
and val i dat ed.

Mut ual Suspi ci on

Rol

Ro

Har es,

[ RFC4949] defines mutual suspicion as a state that exists between
two interacting systementities in which neither entity can trust
the other to function correctly with regard to sonme security
requirenent.

e

[ RFC4949] describes role as a job function or enploynent position
to which people or other systementities may be assigned in a
system In the I12RS interface, the |I2RS agent roles relate to the
roles that the 12RS client is utilizing. In the I2RS interface,
the 12RS client negotiation is over the client’s ability to access
resources nmade avail able through the agent’s particular role.

Pl ease refer to Figure 2 below Existing work includes | ETF work
in ABFAB and HTTP rel ated SAML wor k.

e-based Access contro

[ RFC4949] descri bes rol e-based access control as an identity-based
access control wherein the systementities that are identified and
controlled are functional positions in an organization or process.
Wthin [RFC4949] five rel ationships are discussed: 1)

adm nistrators to assign identities to roles, 2) admnistrators to
assign permssions to roles, 3) adm nistrators to assign roles to

roles, 4) users to select identities in sessions, and 5) users to

select roles in sessions. This docunent discusses |2RS use of

Rol es as ldentities+Scope+Access where scope is the portion of the
routing tree, and access is pernmssions to read or wite (or

both). Figure 1 below provides [RFC4949] the security view roles

and assignnents (page 254). Figure 2 provides the same concept ual
vi ew of rol e-based access control applied to | 2RS s Conbi nati on of
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roles and identities that allow read, wite, or read-wite access
to | 2RS agent functions.

Rol e hierarchy or Perm ssions inheritance

[ RFC4949] describes the hierarchy of roles and identities in role-

based access control shown in Figure 1 and described above. 12RS
w || used rol e-based access control as defined above, and shown in
Fi gure 2.

Rol e certificate

[ RFC4949] describes a role certificate as an organi zati onal
certificate that is issued to a systementity that is a nenber of
the set of users that have identities that are assigned to the
sane role.

Security audit trail

[ RFC4949] (page 254) describes a security audit trail as a
chronol ogi cal record of systemactivities that is sufficient to
enabl e the reconstructi on and exam nati on of the sequence
environnents and activities surrounding or |eading to an
operation, procedure, or event in a security-relevant transaction
frominception to final results. To apply this to the |I2RS
system this inplies that the processes on the |I2RS client-I2RS
Agent protocol and related actions on the | 2RS- Agent can record a
set of activity that will allow the reconstruction and exani nati on
of the sequence of environnents and activities around actions
caused by the | 2RS protocol data streans.

I2RS integrity

The data transfer as it is transmtted between client and agent
cannot be nodified by unauthorized parties w thout detection.

The follow ng diagramis a variation of the [RFC4949] di agram on

rol e-based security, and provides the context for the assunptions of
security on the rol e-based worKk.
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(c) Permi ssion Inheritance Assignments (i.e., Role Hierarchy)
[ Constrai nt s]

+=====+
|
(a) ldentity v v (b) Perm ssion
AR R + Assignnents +------- + Assignnents +4---------- +
||dentities|<:::::::::::::>| Rol es |<:::::::::::::>|Pernissionsl
AR + [Constraints] +------- + [Constraints] +---------- +
A A
I I o e e e o - + | | o e e e e e e e oo +
|0 | e Pl | Legend |
| +::::>|Sessi0n|:::::+ | | |
| | +------- + | | | One-to-One |
| | L | | | —————=—————=—————=—=—=—=
| | 4o v | | |
+::::::::>|Sessionl:::::::::+ | One-t o- Many |
(d) |dentity | S IR + | (e) Rol e | ——————m——m—m—m—m—m—m—m=—>
Sel ections | | Sel ections | |
[Constraints]| Access | [ Constraints] | Many-t o- Many |
| Sessi ons | | <================> |
o + o e +

Figure 1 - Security definition of Role inheritance
3. Security Issues

The security for the |I2RS protocol utilizes the role based access
security for the 12RS clients access to the |I12RS agent’s data (read/
wite). The I2RS [I-D.ietf-i2rs-architecture] treats the agent’s
notification streamor publication streamas a pre-authorized read.
This security consideration docunent exam nes the major points:

I2RS roles and identities

This section | ooks at how | 2RS roles and identities created by
[I-D.ietf-i2rs-architecture], how | 2RS nodel derived fromthe
security nodel of rol e-based access control matches the
[I-D.ietf-i2rs-architecture], and how ldentities and rol es get
di stri buted?

Data Security

The data security section |ooks at incidents when the |2RS data
streamw || need confidentiality and nessage integrity, transport
security, how rol e-based access control of |I2RS data inpacts the
| 2RS I nformati on Model and Data Model design, and |ight weight
clients who work wi thout confidentiality.
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Transport Requirenents for Miltiple data stream connections in |I2RS

[I-D.ietf-i2rs-architecture] allows multiple data streans across
one or nore transports. This section exam nes the security issues
surroundi ng those streans.

Subsequent sections will | ook how auditing, tracing and depl oynent
scenarios inpact the |I2RS protocol.

3.1. Security roles and Identities for the I12RS client and | 2RS Agent

Al I2RS clients and | 2RS agents MJUST have at | east one uni que
identifier that uniquely identifies each party. The |I2RS protocol
MUST utilize these identifiers for nutual identification of the
client and agent. An |I2RS agent, upon receiving an |2RS nessage from
a client, nust confirmthat the client has a valid identity. The
client, upon receiving an | 2RS nessage from an agent, nust confirm
the I 2RS identity.

The distribution of security identity is taken up in the section
bel ow. To provide context for that discussion |et us |ook at how
|2RS roles are linked to that identity/identifier.

Role = identity + routing tree + Read/ Wite/RW

Rol e security for an agent conbines agent identity plus the potenti al
read scope plus the potential wite scope. The potential read scope
is the routing attributes/variables within a data nodel (for exanple
BGP peer information) or a set of data nodels (R B Data Mdde and the
BGP peer information) that an agent may potential read. A
notification or an event streamis considered a set of read scope
data sent via different nmethodology. A wite scope is sonething the
client may wite.

Rol e security exists even if nultiple transport connections are being
used between the I12RS client and | 2RS agent (per
[I-D.ietf-i2rs-architecture]). These transport nessage streans nay
start/stop without affecting the existence of the client/agent data
exchange. TCP supports a single streamof data. SCTP [ RFC4960]

provi des security for nultiple streans plus end-to-end transport of
dat a.

(Editor: Additional WG discussion will need to focus on how different
depl oynments i npact the transport |ayers, and the nessages sizes (E.g.
UDP's Iimted size). Use case descriptions will guide this

di scussion.)
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3.1.1. | 2RS Rol e- Based Access Control

Figure 2 show a nodel of the |I2RS rol e-based access contro
environnment. This nodel is a variation of the [ RFC4949] di agram on
rol e-based security shown in Figure 1. Portions of this nodel are
outside the scope of the I2RS protocol, but are part of the

depl oynent environnent of the |I2RS protocol. For exanple, the |I2RS
identity repository is a |logical construct of an entity that keeps
all the identities. This logical entity may be inplenented in

depl oyments of 12RS in many ways. One sinple way is the

adm nistrator securely transferring a file with identities and Rol es
to the client and agent. An automated way may be seen within the
security identity distribution protcools in the | ETF (AAA, ABFAB,
etc). The inportant point is the Roles (ldentity + R b-portion +
Scope (Read, Wite, RRW is passed within the |I2RS environnent in an
manner consistent to the logical constrains in this nodel.

identity + Role
------- assignnents (global)------
| Rol e assi gnnents |

Vv Vv
Fommmmmeeaa + T +
| 12RS | identity | 1 2RS Agent Rol es
| Agent | assignnments |= Potential Read Scope
|identities | (or policy | + Potential Wite Scope
+--Vemmo o + constraints) +-----------------ooooo--- +
| N
| 2RS | | (not in the I2RS protocol)
pr ot ocol | +==========+
| | |identity |
| ::::::::::::l r epOSi t or yl
| | sel ection |
| R +
| Mutual |
| authorization |
I I
| Vv
| o e e e +
|--] 12rs client |
| identities |
N +

Figure 2 - |1 2RS Rol e Based Access Model
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3.1.2. Identities

Thi s docunment suggests that identity distribution and the | oadi ng of
these identities into | 2RS agent and | 2RS O ient occur outside the

| 2RS protocol. The |I2RS protocol SHOULD assune sone nechanism (I ETF
or private) will distribute identities and that the |2RS client/agent
will load the identities prior to the |I2RS protocol establishing a
connecti on between |2RS client and | 2RS agent.

Each lIdentity will be linked (via internal policy) to one or nore
roles. The context of the |I2RS client-agent communication is based
on an role which may/ my not require nmessage confidentiality, nmessage
integrity protection, or replay attack protection.

| 2RS clients nay be used by nultiple applications to configure
routing via | 2RS agents, receive status reports, turn on the |I2RS
audit stream or turn on |I2RS traceability. An I2RS client software
could arrange to store nultiple secure identities and use the
identity to insure that the "Status-only" application process only
uses the client identity for status notification no matter what role
that identity takes on. Miltiple identities provide sonme secondary
| evel support for the application-client, but may grow t he numnber of
identities. The nmultiple identities per client could al so be used
for multiple levels of security for the data passed between an | 2RS
client and agent as either: a) confidential, b) authorized wth
nmessage integrity protection, c) authorized wthout nessage integrity
protection, and or d) no protection. See the section below for
addi ti onal discussions on these options.

Editor’s note: The WG needs to discuss the scaling properties of the
out of band establishnent of identities (that is outside the |2RS
pr ot ocol ).

3.2. 12RS Data Security

| 2RS data security involves determning of the 12RS client to | 2RS
agent data transfer needs to be confidential, or have nessage
integrity, or support an end-to-end integrity (in the case of stacked
clients). This section discuss the consideration of |I2RS data
security.

It is assunmed that all |12RS data security nechani sns used for
protecting the | 2RS packets needs to be associated wi th proper key
managenent solutions. A key nmanagenent solution needs to guarantee
that only the entities having sufficient privileges can get the keys
to encrypt/decrypt the sensitive data. |n addition, the key
managenent mnmechani sns need to be able to update the keys before they
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have | ost sufficient security strengths, w thout breaking the
connection between the agents and clients.

3.2.1. Data Confidentiality Requirenents

In acritical infrastructure, certain data within routing elenments is
sensitive and R'Woperations on such data nust be controlled in order
to protect its confidentiality. For exanple, nost carriers do not
want a router’s configuration and data flow statistics known by
hackers or their conpetitors. Wile carriers nay share peering
information, nost carriers do not share configuration and traffic
statistics. To achieve this, access control to sensitive data needs
to be provided, and the confidentiality protection on such data
during transportation needs to be enforced.

It is normal to protect the confidentiality of the sensitive data
during transportation by encrypting them Encryption obscures the
data transported on the wire and protects them agai nst eavesdroppi ng
attacks. Because the encryption itself cannot guarantee the
integrity or fresh of data being transported, in practice,
confidentiality protection is normally provided with integrity
protection.

3.2.2. Message Integrity Requirenents

An integrity protection nechanismfor |I2RS should be able to ensure
1) the data being protected are not nodified w thout detection during
its transportation and 2) the data is actually fromwhere it is
expected t cone from3) the data is not repeated fromsone earlier
interaction of the protocol. That is, when both confidentiality and
integrity of data is properly protected, it is possible to ensure
that encrypted data are not nodified or replayed w thout detection.

As a part of integrity protection, the replay protection approaches
provided for |2RS nust consider both online and offline attackers,
and have sufficient capability to deal with intra connection and

i nter-connection attacks. For instance, when using symetric keys,
sequence nunbers which increase nonotonically could be useful to help
i n distinguishing the replayed nessages, under the assistance of

si gnatures or MACs (dependent on what types of keys are applied). In
addition, in the cases where only offline attacker is considered,
random nonce coul d be effective.

3.2.3. End-to-End Data Integrity: Data or Transport
The | 2RS protocol is concerned with |I2RS client-agent exchange. End-

to-end confidentiality requires at |east transport |ayer security.
In a sinple case of a I2RS Cient to a single |I2RS agent transfer,
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the 12RS client puts the data in to the secure transport nessage and
the | 2RS agent takes it out of the transport nessage.

In the case of a stacked client where the I2RS-clientl talks to a

| 2RS- agent 1-1 2RS-client2, the data that transfers between the |2RS-
agent-1 and | 2RS-client-2 is outside the scope of the |I2RS protocol.
However, it is critical if this mechanismis used for fan-out of
read/ wite commands to agents that the end-to-end data has data
integrity.

Edi tor question: Should I 2RS have the optional capability to support
end-to-end data integrity?

3.3. Rol e-Based Access Control of |2RS data
| 2RS protocol uses the 12RS Role (ldentity + Access (Read, Wite, or
Read/ Wite) to control access to the |I2RS data. The inpact of |2RS
rol e-based security on | 2RS data nodels is that certain portions of
an | 2RS data nodel s may require:
o confidentiality - which requires a) nutual authentication, b)
encryption, and c) nessage integrity protection with its
associ ated replay protection,

0 Message integrity protection - which requires nutual
aut henti cation, nessage integrity with replay protection,

o nutual authentication only, or
0 no authentication.

Therefore, creators of |12RS Information Mdels (IM and |I2RS Dat a
Model s (DM may want to consider the follow ng factors:

o0 Does the client using this data nodel care if the agent is valid?

o Does the agent responding to this data nodel care if the client is
val i d?

o Does the client-agent exchange require nutual authentication for
all of the data nodel or sone?

o Does the client/agent care what operations are done? (secure
conmuni cat i ons)

o Does the client and agent care about protection - either 1)
confidentiality or 2) replay with integrity?

Hares, et al. Expi res Decenber 19, 2014 [ Page 11]
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3.

4.

0 Are there other security issues unique to this Informational Mdel
(I'M or Data Model (DV

| npact of Data Confidentiality inclusion/exclusion in the |I2RS
Pr ot oco

Confidentiality of role inplies the follow ng:

o a requirenent for confidentiality of I12RS routing tree scope
(portion) in I2RS client-agent conmunication;

o I2RS client and | 2RS agent nutually validate identities; and
0 encryption is supported in the |I2RS protocol.
Mut ual validation of client and agent’s identities neans that both:

o The I2RS client knows the |I2RS agent has a valid identity, and
that the |12RS agent has agreed that the 12RS client has a valid
identity; and

o The |12RS agent knows that the 12RS client has a valid ldentity,
and the the 12RS client has agreed that the | 2RS agent has a valid
identity.

| 2RS WG has indicated sone | 2RS client-agent nessage exchanges w | |
not need encrypt data to obscure the data. If this is so, then the
| 2RS desi gners nust understand if their data will be encrypted or
sent without encryption. Information Mddel (IM and Data Mdel (DM
creators must discuss determi ne the foll ow ng:

o I2RS dient to Agent: Is encryption a reconmendati on or
requirenent ?

o If it is a recommendation, nust the |2RS agent/client support
encryption but only use it for certain roles (portions of the tree
with read/ wite scope)? |If there are multiple channels for
transporting data, one role could be operating w thout encryption
on one part of the tree, and another role could be operating with
encryption on another part of the tree.

o Does the Informational Mdel (IM and Data Mdel (DM neke
assunptions that would allow security attacks using the
unencrypted data?
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3.5. Transport requirenents

The architecture provides the ability to have nmultiple transport

sessi ons providing protocol and data comruni cati on between the | 2RS
Agent and the 12RS client. The docunent does not try to specify the
protocols for securing |2RS packets, but provides considersations in
choosing a transport protocol. These transports can be TCP or secure
(SCTP) or a TLS based. If we use TLS based transports, we can use
TLS over UDP (DTLS) or SSL with with TLS pl us extensions.

The followi ng are questions to address regarding the transport:
o Do we have mandatory-to-inplenent transport protocol s?

o WII the association of |12RS Roles with transport protocols need
to be configured in the I12RS client and |I2RS agent?

o Do we allow the |2RS agent/client to automatically establish
transport sessions to publish statistics for notifications/
subscri ptions?

o |Is a publishing broker feasible or does that cause security
i ssues?

4. Audit-able Data streans

This section discusses data streanms which have a security audit trai
(see definitions) for the 12RS Client to | 2RS Agent interactions.
The |1 2RS Di scussi on group suggested that audit data streans are:

o0 a tracing of changes sent to a separate streans, and
o a portion of the data sel ected by policy
o turned on/off via |I2RS protocol

I2RS is not inventing a new audit protocol as many protocols (sysl og)
are available to be used. Verifying audit streamdata is outside the
| 2RS protocol, but those designing the IMand DVs with audit stream
capability need to provide the appropriate hooks such as: on/off
action, data selection, and protocol (for exanple syslog) that the

| 2RS Agent (or |2RS routing systen) sends the audit data upon.

Agent audit trail could be the |ogging of what variables witten by
which client (identified by client D) on behalf of a reported
application (identified by the ID of the application). The audit
streamturned on by the |I2RS Agent may need to pass both the client
ID and the application IDto the audit stream
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Qut of scope for this work is the ability to audit the application to
I2RS-Client interfaces, or the I2RS Agent to |I2RS routing system

Editor: Questions still to be answered:

0 |Is support for audit streama requirenent for all |12RS agents or
an option dependent on the role which is dependent on the | M DM
(info and data nodel s)?

o How does the filtering of event data inpact the audit process?
For exanple if BGP event changes are only taken from 50 out of 300
BGP peers, does this stop any ability to audit the session? O if
the read filters only watch for key prefixes to be received on a
specific set of interfaces, does this stop the ability to audit?

o How do you handle filtering of reads/notifications by |I2RS policy
and auditing? |If the I12RS client asks to read a IMDMtree
portion via a Role but the that read data requested of |2RS Agent
is filtered before sending to client, howis this handled in the
audi ti ng protocol s?

5. Inpact of Traceability

The draft [I-D.clarke-i2rs-traceability] provides an IMfor the
foll ow ng use cases:

o Autonmated event correlations, trend anal ysis, and anonaly
det ecti on

o trace log storage

o inproved accounting of routing systemtransactions

o Standardi zed structure data format for witing common tools
o real-tinme nonitoring and troubl eshooting

o enhanced network audit, managenent and forensic anal ysis
capabilities

The operational guidance in the traceability IMincludes creation of
an 12RS log that is stored in a tenporary storage, rotated, and
retrieved via syslog, |I2RS "snap-shot" avail able as one bul k snapshot
or subscription, and in a |2RS publish-subscribe stream

The security issues of the traceability | og data sent to syslog are

equi valent to the auditable data stream security issues covered in
the previous section. The one-bul k snapshot data nodel and publish/
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6.

1

subscription nodel contain the sanme issues considered in the basic
read functions described above. The traceability |og issues beyond
this are inplenmentation or transport protocol issues regarding scale.

Depl oynent i ssues
This section provides consideration for the depl oynent issues around
stacked I2RS clients. This section only has questions for now, and
will be added to in future drafts.
St acked | 2RS Agent-Clients in Broker topologies
The [I-D.ietf-i2rs-architecture] describes a broker function that can

be used in the topol ogy server use case. The general concept for
such a deploynment would allows the follow ng hierarchical scenario:

Br oker
I 2RSclientl1----12RSagent 1=l 2RScl i ent 2- - - | 2RSagent 2
| ----- | 2RSagent 3
| ----- | 2RSagent 4
| ----- | 2RSagent 5
Figure 3

Editor: The inplications of this deploynment scenario will be added to
this draft. For now we have the foll ow ng questions:

o Does Stacked |2rs agent/client require end-to-end security?
o0 Does this scenario bring unique security issues?
o Is this scenario outside the |I2RS venue? |If

o If it is scope, do we need to alter the diagrans within the
architecture docunent? |If so, how would we re-wite the diagrans.
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9.

10.

Security Consi derations
This is a docunment about security architecture beyond the
consideration for 12RS. Additional security definitions will be
added in this section.
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