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Abstract

This presents an expansion of the security architecture found in the
i 2rs architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 5, 2014.
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Copyright Notice

Copyright (c) 2014 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The Interface to the Routing System (I 2RS)
[[1-D.ietf-i2rs-architecture]] provides read and wite access to the
informati on and state within the routing process within routing

el ements. The I12RS client interacts with one or nore |2RS agents to
collect information fromnetwork routing systenms. This security
architecture expands on the the security issues involved in the i2rs
client - i2rs agent exchange described in
[I-D.ietf-i2rs-architecture].

2. Definitions

This docunent utilizes the definitions found the follow ng drafts:
[ RFC4949], and [I-D.ietf-i2rs-architecture].

Specifically, this docunent utilize the follow ng definitions:
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Access control

[ RFC4949] describes access control as: a) protection of system
resour ces agai nst unaut hori zed access, b) process controlled by a
security policy that permts access only by authorized entities
(users, progranms, process, or others) according to that policy, c)
preventing unaut horized use of resource, d) using human controls
to identify or admt properly authorized people to a SCIF, and e)
[imtations on between subjects and objections in a system |2RS
focuses on rol e-based access control (RBAC).

Aut henti cati on

[ RFC4949] describes authentication as the process of verifying

(i.e., establish the truth of) an attribute value cl aimed by or
for a systementity or systemresource. Authentication has two
steps: identify and verify.

Data Confidentiality

[ RFC4949] describes data confidentiality has having two
properties: a) data is not disclosed to systementities unless

t hey have been authorized to know, and b) data is not disclosed to
unaut hori zed individuals, entities or processes. The key point is
that confidentiality inplies that the originator has the ability
to authorize where the information goes. Confidentiality is

i nportant for both read and wite scope of the data.

Data confidentiality service

[ RFC4949] al so describes data confidentiality service as a
security service that protects data agai nst unauthori zed

di scl osure. Please note that a user can designated that the al
peopl e are authorized to view a piece of data which would nean a
data confidentiality service would be essentially a null function.

Data Privacy
[ RFC4949] describes data privacy as a synonym for data

confidentiality. This |I2RS docunent will utilize data privacy as
a synonym for data confidentiality.

Mut ual Aut hentication
[ RFC4949] inplies that nutual authentication between two

interacting systementities. Mitual authentication in |I2RS
inplies that both sides nove froma state of nmutual suspicion to
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nmutual | y aut henti cated communi cati on after having identified and
val i dat ed.

Mut ual Suspi ci on

[ RFC4949] defines nutual suspicion as a state that exist between
two interacting systementities in which neither entity can trust
the other to function correctly with regard to sone security
requirenent.

Rol e

[ RFC4949] describes role as a job function or enploynent position
to which people or other systementities may be assigned in a
system In the I2RS interface, the |12RS agent roles relate to the
roles that the 12RS client is utilizing. In the I2RS interface,
the 12RS client exercises a particular agent role. The
negotiation is over the client ability to exercise the agents role
as a resource. Please refere to diagrambelow Existing work

i ncludes | ETF work in ABFAB and HTTP rel ated SAM. wor K.

Rol e- based Access contro

[ RFC4949] descri bes rol e-based access control as an identity-based
access control herein the systementities that are identified and

controll ed are functional positions in an organi zation or process.
Thi s document discusses the roles and identities that allow read,

wite or read-wite access to |2RS agent functions.

Rol e- based Access control

[ RFC4949] descri bes rol e-based access control as an identity-based
access control herein the systementities that are identified and

controlled are functional positions in an organi zati on or process.
Thi s docunent discusses the roles and identities that all ow read,

wite or read-wite access to | 2RS agent functions.

Role certificate

[ RFC4949] describes a role certificate as an organi zati onal
certificate that is issued to a systementity that is a nenber of
the set of users that have identities that are assigned to the
same role.

Security audit trail

[ RFC4949] describes a security audit trail as a chronol ogi cal
record of systemactivity that is sufficient to enable the
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reconstruction and exam nation of the sequence environnents and
activities surrounding or |eading to an operation, procedure, or
event in a security-relevant transaction frominception to fina
results. To apply this to the |I2RS system this inplies that the
processes on the |I2RS client-12RS Agent protocol and rel ated
actions on the | 2RS-Agent can record a set of activity that wll
all ow the reconstruction and exam nati on of the sequence of

envi ronnents and activities around actions caused by the |I2RS
protocol data streans.

| 2RS integrity

The data transfer as it is transmtted between client and agent
cannot be nodified by unauthorized parties.

3. Security Issues

The following diagramis a variation of the [ RFC4949] di agram on

r ol

e- based security, and provides the context for the assunptions of

security on the rol e-based worKk.

| 2RS identity and functions di agram
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i nheritance
roll-up (?)
| |

o e e e o - + wW o +
| [I2RS | identity |  2RS Agent Rol es |
| Agent | assignnents |= Potential Read Scope |
|identities | | + Potential Wite Scope
+--Ve-ma oo - + constraints +--------------oooaooooo- +
| N
| 2RS | | (not in the |I2RS protocol)
pr ot ocol | 4==========4
| | |[identity |
| ::::::::::::l r eposi t or yl
| | sel ection |
| R +
| Mut ual |
| authorization |
| |
| Y
| o e e e +
|--]1 12rs client |
| identities |
e +
Figure 1 - |12RS Rol e Based di scussion

The I 2RS figure is taken fromthe follow ng Security Definition
figure on role hierarchy
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(c) Permi ssion Inheritance Assignments (i.e., Role Hierarchy)
[ Constrai nts]

+=====+
|
(a) ldentity v v (b) Perm ssion
AR R + Assignnents +------- + Assignnents +4---------- +
||dentities|<:::::::::::::>| Rol es |<:::::::::::::>|Pernissionsl
AR + [Constraints] +------- + [Constraints] +---------- +
A A
I I o e e e o - + | | o e e e e e e e oo +
|0 | e Pl | Legend |
| +::::>|Sessi0n|:::::+ | | |
| | +------- + | | | One-to-One |
| | L | | | —————=——————————=—=—=—=
| | 4o v | | |
+::::::::>|Sessionl:::::::::+ | One-t o- Many |
(d) |dentity | S IR + | (e) Rol e | ————m——m—m—m—m—mmm—m—m—mm==>
Sel ections | | Sel ections | |
[Constraints]| Access | [ Constraints] | Many-t o- Many |
| Sessi ons | | <================> |
o + o e +

3.1. Security roles for the |I2RS client-agent

Role is the Agent’'s Potential Read Scope plus the Potential wite
Scope. The potential read scope is the Routing Attributes/variabl es
(for exanple BGP peer information) that an agent nmay potential read.
A notification or an event streamis a flow that an agent may
potential read. A wite scope is sonething the client may wite.
Exanples are is a RIB entry or a PBR entry or protocol variables
(BGP, LDP).

Question: Does role by client will lead to proliferation of clients?
3.2. Transport requirenents

The architecture provides the ability to have nmultiple transports

sessions providing protocol and data conmunication between the |2rs

Agent and the 12RS client. These transports can be TCP or secure

(SCTP) or any form of transport.

The follow ng are questions to address regarding the transport:

o Do we have nmandatory-to-inplenent transport protocol s?

o Are there concerns about opening the nmandatory-to-inpl enent
transport fromeither the Client or the Server side?
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3.

3.

3.

4.

o How would that work with a publication or subscription nodel ?

o |Is a publishing broker feasible or does that cause security
i ssues?

Audi t abl e Data streans

This section discusses how we can get data streans which have a
security audit trail (see definitions) for the 12RS Cient to |I2RS
AGent interactions. Agent audit trail could be the | oggi ng of what
vari ables witten by which client (id of client) on behalf of
reported application (ID). Since the reported application id is not
valid, all the audit streamstates is that the Cient told the agent
this is the application |I’macting for.

Qut of scope for this work is the ability to audit the application to
|2RS-Cient interfaces, or the | 2RS Agent to | 2RS routing system

Questions to be answered:

o I2RS client to |I2RS Agent is being able to audit a requirenent for
all 12RS agents or an option?

o What is scope of audit (full stream partial stream specific
functions)?

o Does the ability to audit nean the ability to verify?

o0 How does the filtering of Event data inpact the audit process?
For exanple if BGP event changes are only taken from 50 out of 300
BGP peers, does this stop any ability to audit the session? O if
the read filters only watch for key prefixes to be received on a
specific set of interfaces, does this stop the ability to audit?

0 How do you handle read filtering and auditing? The |ast section
in this docunent has a read filtering exanple. Wuld sone
conditions such as auditing and read-filtering be not allowed on
t he policy match?

Encryption and Integrity

Encryption is used to provide data privacy. The real question is do
we need to encrypt the data to retain its data.

o I2RS dient to Agent: Is encryption a reconmendati on or
requirenent ?
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3.

5.

0 |2RS environnment: Application to | 2RS client: discuss encryption
(pro/ con)

o I2RS environment: I2RS client to Routing System discuss (pro/con)
What is needed for integrity of the data
stacked | 2RS agents

It is possible to have the follow ng hierarchical scenario:
| 2RS client---->] 2RSAgent =l 2RScl i ent - - - | 2RSAGent ( nodes)
Quest i ons:
o Does this scenario bring unique security issues?
0 |Is this scenario outside the |I2RS venue

| ANA Consi derati ons
This draft includes no request to | ANA

Security Considerations

This is a docunment about security architecture beyond the
consi deration for |I2RS
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