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Abstract

Thi s docunent contains three information Mdels: Basic Network Policy
(BNP IM, Policy-Based Routing (PBR), |I2RS Local-Config (I12RS-LCIM.
The 1 2RRS-LC | M provides both an | 2RS store of Policies plus a store
of Policy Tenplates. The BNP IMhas the followi ng | evels of Policy
Hi erarchy: Policy Set, Policy Goup, Policy Rule, and conditional
actions within the policy rule (conditional match and Action). The
PBRIM I12RS LCIM BGP Information Mdel (BG IM, Service Topol ogy
I nformati on Model (SF-Topo IM, and the Service Forwardi ng Chaini ng
IM(SFC IM utilize and extend the BNP IM This draft lists the
extensions to the BNP I Mthat support these information nodels (PBR
IM I2RS LCIM BGP IM SSF-Topo IMand SFC-Policy IM.

The BNP IMis based on the concept of an extensible information nodel
for representing policies. This concept is also found in the Policy
Core Information Model (PCIM (RFC3060) and the Quality of Service
(QS) Policy Information Mddel (QPIM (RFC3644) and policy based
routing.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2015.

Hares & Wi Expi res January 3, 2015 [ Page 1]



I nternet-Draft IMfor policy July 2014
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Not i ce

Copyright (c) 2014 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

careful ly,

to this docunent. Code Conponents extracted fromthis docunent
include Sinplified BSD License text as described in Section 4.e
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Interface to the Routing System (I2RS) provides read and wite
access to the information and state within the routing process within
routing elenents. The I2RS client interacts with one or nore |I2RS
agents to collect information from network routing systens.

Processing of collected information at the |2RS agent may require the
| 2RS Agent to filter certain information or group pieces of
information in order to reduce the data flow through the network to
the 12RS client. Some applications that that utilize the services of
| 2RS client nmay also wish to require specific data in response to
network events or conditions based on pre-established rules. This
functionality is necessary to neet the requirenents of i2rs enabl ed
services which include service-layer routing inprovenents, and
control of traffic flows and exit points.

Thi s docunent introduces a Basic Network Policy information nodel
(BNP IM to handle policies related to the network. This basic
policy nodel can be easily extended beyond the basic functions. The
[I-D.ietf-i2rs-architecture] suggests that associated with the i 2RS
RI B nodel there will be "Policy-based Routing (ACLs)" and RI B "policy
controls". These basic policy functions can operate as part of this
functional bl ocks providing the basic nodel for policy operators.
This nodel can al so be considered as the substance of the policy

t enpl at es.

The BNP IMis extensible allow ng other extensions to nake the BNP I M
policy adaptable to specific |I2RS protocol features. This policy
nodel can be linked with other information nodels such as the
fol | ow ng:

o Policy Base Routing Information nodel (PBR-IM (Mdel in section
4),

o |I2RS RIB Informational Mddel (RIBIM (see section 6)
([1-D.ietf-i2rs-rib-info-nodel])

o BCGP Informational Mdel (BGP IM (see section 6)
([1-D. hares-i2rs-bgp-iny)

0 Service Topol ogy (see section 6)
([1-D. hares-i 2rs-info-nodel -service-topo])
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0 Service Forwarding Chaining Filters Informati on Mbde (SFC I M (see
section 6) (ietf-hares-dunbar-i2rs-sfc-policy-im00.txt)

The BNP | M nodel is a product of the industry approach to |I2RS that
standardi zes on a few basic functions network functions to obtain
gui ck depl oynent of initial |I2RS RIB nodules, and build on this
success to create network functions. Additional |2RS nodul es add

| 2RS interfaces to policy-based routing, BGP, Service topology
creation, Service Chaining functions, and policy tenpl ates.

This informati on nodel | everages previous work done on extensible

i nformati on nodel for representing policies, for exanple, the Policy
Core Informati on Model (PCIM [RFC3060] [RFC3060], and an extension
to this nodel to address the need for QS managenent, called the
Quality of Service (QS) Policy Information Mddel (QPIM [RFC3644]

[ RFC3644] .

Most policy wthin routing and forwardi ng systens has becone

hi erarchical with individual specific policies being grouped as a set
policy. The hierarchical policy rule definition enhances policy
readability and reusability. Goups of network policies have | abels
to aid operational use. Named groups of policy are easily identified
and reused as bl ocks.

The Basic Network Policy information nodel contains the follow ng
t hree conponents:

Policy G oup

Policy is described by a set of policy rules that may be grouped
into subsets. A Policy group is used to provide a hierarchical
policy definition that provides the nodel context or scope for
sub-rul e actions. The nodel context includes identity, scope,

rol e, precedence, priority and security nodel. 1In a policy group
policy rules and policy groups can be nested within other policy
rul es.

Pol i cy Set

is a set of Policy Groups identified by a Policy Set Nane.
Policy Rule

Policy Rule is represented by semantics "If Condition then

Action", therefore condition and action conprise Policy Rule

nodel .

This draft contains the follow ng Informational Mdels

Hares & Wi Expi res January 3, 2015 [ Page 4]



I nternet-Draft IMfor policy July 2014

Basi ¢ Networ k-Policy Information Mbdel (BNP IM

Po

is generic network policy nodel. [t can be thought of as a
coherent set of rules to administer, manage, and control access to
network resources and defines a network policy at its nost general
| evel of abstraction. It nodels aspects such as actions and
conditions that constitute a policy elenent relationship, as well
as operators contained in the both condition and action that can
either be used to overwite an old value of the variable or inply
mat ch rel ati onshi p.

icy Based Routing Information Mdel (PBR IM
defines information that allows the network admi nister to forward

t he packet based on other criteria than the destination address in
t he packet.

| 2RS Local Config Information Mddel (I12RS-LCIM

defines |2RS Local Configuration database kept in the |I2RS Agent
that can be | everaged to quickly set-up policies via the |2RS
Agent. This local configuration store contains basic network
policies and network tenplates, and provides quick | ocal access to
polies rather than transfer the policies down fromthe |I2RS dient
prior to enacting a policy via |I2RS interface.

2. Definitions and Acronymns

| GP: Interior Gateway Protoco

I nformati on Model : An abstract nodel of a conceptual domain,
i ndependent of a specific inplenmentations or data representation

CLlI: Conmmand Line Interface
SNMP: The Sinple Network Managenent Protoco
NETCONF: The Network Configuration Protocol

RBNF: Routi ng Backus- Naur Form

3. Basic Network Policy Information Mdel (BNP I M

3.1. BNP I M Overview
| 2RS needs its own inplicit and explicit policy. This section
provi des an overview of the network policy nodel. The network policy
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nodel is defined by the follow ng conponents, whose relationship is
roughly depicted in the figure bel ow

Fom e e e e e +
Net wor k- Pol i cy
R R +
N
I\
| "extends"
TR N e o o - +
| Policy Set |
o +- -+
N N o e e e e e e e e e - - - +
/]\ [\ ---| PBR Policy-Rul e
| | | | Additions |
| | | +
| "extends" | "extends" | +--------------- +
AT Ao - + - A + | --]LP Policy-Rule
| Policy Goup | | Policy Rule | <---] | Additions |
Fom e e e + S + | S +
: : I A +
C e e ---| RIB Policy-Rul e]
: | Additions |
Fom e e +
I V--emee - - + Y S +
| Policy Condition | | Policy Action |
Fom e e a o + S +
- V-m-+ V- e e+ -V V- - ++--V----- ++--V---+
| Match | |Policy | |Policy|] | Set || Policy []|Policy|
| Operator| |Variable| |Value | |Operator|| Variable|| Value|
S N +  ------- + 4------ + H--mm - oo o o S +

Figure 1. Overall nodel BNP IMstructure
Net work_policy - contains sets of policies.
Policy-Set - is introduced to provide an abstraction for a set of
rules. it is inserted into the inheritance hierarchy above both
Pol i cy- Group and Policy-Rul e.

Policy-G oup -defines the basic network policy G oup nodel which
conbines the a list of Policy-Rules.
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Policy Rule is represented by semantics "If Condition then Action",
t herefore condition and action conprise Policy Rule nodel.

o Condition nodels the elenentary match operation "<vari abl e> match
<val ue>".

o Action nodels the elenentary set operation. "SET <variable> TO
<val ue>".

In Condition nodel, the 'Match’ operator is usually inplied while in
the action nodel, the 'Set operator is explicitly used.

Pol i cy-Sets, Policy-Goups, and Policy-Rul es have basic functionality
(Policy-Basic I M plus extensions defined by specific Information
Model s such as:
the PBR Information Model (PBR IM (contained in this docunent),
the |1 2RS Local _Policy Mdel (LPIM (contained in this docunent),

the RIB Information Mddel (RIBIM
([1-D.ietf-i2rs-rib-info-nodel]),

the BGP Information Mddel (BGP-IM ([I-D. hares-i2rs-bgp-im),

the Traffic Steering Information Mdel
([1-D. hares-i2rs-info-nodel -service-topo]),

the SFC Information Model (SFC IM (ietf-hares-dunbar-i2rs-sfc-
policy-im00.txt)

the MPLS LDP Information Model (MPLS LDP IM as tenpl ates for
policy.

| 2RS dient-Agents Information Mbdels MAY support only the Policy-
Basic IM or MAY support any additional specific information nodels.

Each |l evel of the Policy hierarchy (Policy-Set, Policy-G oup, and
Pol i cy- Rul es have both a read and wite scope

3.2. The Policy Set
3.2.1. Policy Set Overview
The PolicySet structure has the follow ng el enents:

o0 Policy-Set Nane - Unique Nanme for Policy Set
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3.

3.

3.

2.

3.

3.

2.

1

Policy-Goup is introduced to provide an abstraction for a set of
rules. It is derived fromPolicy, and it is inserted into the

i nheritance hierarchy above both PolicyGoup and PolicyRule. This
reflects the additional structural flexibility and semantic
capability of both subcl asses.

Pol i cy- Set RBNF
Figure 2 - Policy Set RBNF

<Network _policy> ::= (<Policy_Set> ...)
<Pol i cy-Set> ::= <Pol i cy- Set - Nanme>

<Policy-Goup_list> ::=
(<Policy-Goup> ...)
(<Policy-Rule> ...)
(<l ocal _Config>)
(<PBR_rul e>)

The Policy G oup

Policy G oup Overview

In order to provide hierarchical policy definition and associ ate
policy rule with other constraint, the basic policy group nodel needs
to be defined. The correspondi ng extensions are introduced in a
conmponent, whose structure is informally depicted in the follow ng

di agram
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Figure 3 - Policy G oup

R L + (optional)
| Policy G oup [....
o m e e e e e e e e e e e e e e m +
* * * * * N
| | | | [ ..
I I I I I
I I I I I
| | | I |
- + - - - - + - - - - +| o e e e o - +
| Identity| | Role | |Priority]| | Policy Rule|
IR + Fo--en-o- + Fo--en-o- +| Fommmmen e +
* * | * * *
| I I | |
+- - - | | S B S
| | | | Enabled| | |Usage]
| | |- ] oo
e Foeen b Feeemes + | |
| Resource | | Scope | | |
R + +------ + | |
* * | S N +
| | e + | Mandat ory|
| | | Precedence| +--------- +
| | Fommmmen e +
| |
T e +
| Read||Wite|
| Scope| | Scope|
-e-n- - - - - - +

The basic information nodel works as follows: Wthin the policy group
i nformati on nodel, hierarchy is used to nodel context or scope for
the sub-rule actions. A policy group contains ldentity, scope,
priority, precedence, and policy rule. Optionally, the policy group
can contain a list of policy groups.

The el enments of the Policy Goup informati on nodel are as foll ows:

o Each policy group is captured in its own list, distinguished via a
identity, role, priority, precedence.

o A policy group has a certain role, such as resource or scope. A
policy group can even have nultiple roles sinultaneously. The
role, are captured in the [ist of "role" conmponent.

o A policy role has a certain Scope, such as read scope or wite
scope. A policy group can even have multiple scope
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simul taneously. The scope, or scopes, are captured in the list of
"scope" components.

o A policy has a certain priority, such as priority 0-255. A policy
can only have one priority. The priority is captured in the |ist
of "priority" conponent.

o A policy rule can inherit properties (e.g., identity, role,
priority, precedence) frompolicy group. A policy rule also can
have its own properties, e.g., enabled, nandatory, usage.

o The policy, policy group elenents can be extended with policy-
speci fic conponents (policy-extensions, policy-group-extension
respectively).

3.3.2. Policy-Goup RBNF

A nore formal depiction in RBNF format foll ows bel ow

Figure 4 - Policy-Goup RBNF

<Policy-Goup> ::= <Policy-Goup_ldentity>
<Pol i cy- G oup_Rol es>
<Policy-Goup_priority>
<Pol i cy- G oup_pr ecedence>
(<Policy-Rule-list>)
[ <Supporting-Policy-G oup>]
[ <Pol i cy- Group- Ext ensi on>]

<Policy-Goup_ldentity> ::= <Policy-G oup- Nane>

[ <Pol i cy- Group- Secure-ldentity>]
<Pol i cy- G oup-priority> ::= I NTEGER (0..255);
<Pol i cy- G oup- precedence> ::= | NTEGER (0. . 250);
<Policy-Rule-list> ::= ((<Policy-Rule> <Policy-Rule-Status>) ...)
<Pol i cy- Rul e- St at us> :: = <POLI CY- RULE- ENABLE>

[ <POLI CY- RULE- MANDATORY>]
[ <Pol i cy- Rul e_usage>]

<Pol i cy- Rul e_usage> :: == <Pol i cy- Rul e- REFCNT>

<Pol i cy- G oup-Rol es> ::= (<Policy-Goup-Role> ...)

<Pol i cy- G- oup- Rol e> :: =<Node- RESOURCES> | <Pol i cy- G oup- Scope>
<Node- RESOURCES> :: = [ <I 2RS_AGENT_RESOURCE>]

<Pol i cy- G- oup- Scope> :: = (<READ SCOPE> <Pol i cy- G oup_Read_ Scope>)

| (<WRI TE_SCOPE> <Policy-Goup_Wite_Scope>)
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<Pol i cy- G oup_Read_Scope> ::= <Policy- G oup_Read_Scope_Type>
[ <RI B-1 M_READ | i st >]
[ <BGP- | M READ | i st >]

<Pol i cy- G oup_Read_Scope_Type> ::= <RI B-1 M READ SCOPE_TYPE>
| <BGP-1 M READ SCOPE_TYPE>

<Policy-Goup Wite _Scope> ::= <Policy-Goup_Wite_ Scope Type>
[<RIB-IMWRI TE_|ist>]
[ <BGP-I MWRI TE_| i st >]

<Pol i cy-G oup_Wite_Scope_Type> ::= <RI B-| M WR TE_SCOPE_TYPE>
| <BGP-1M WRI TE_SCOPE_TYPE>

<Supporting-Policy-Goup> ::= <SUPPORT- POLI CY- GROUP> (
<Policy-Goup> ...)

<Pol i cy- G oup- Extension> ::= ... /* Vendor Specific Policy */

3.4. The Policy Rule
3.4.1. Policy-Rule Overview

The foll ow ng di agram contains an informal graphical depiction of the
mai n el ements of the information nodel:

Figure 5 - Policy Rule

g +
| Policy Rule |<
Fom e e e a o e oo ok +
* *
| | ..
| |
S + S +
.>| Condition|<....... | Action |<.
R <. e +
* *
...... |
|
SRR Fo
| Oper at or |
S +
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Roughl y speaki ng, the basic information nodel works as follows: A
policy rule contains conditions and actions. Each condition or each
action in turn contains operator. A operator connects variable and
value in the action or condition. Condition can map onto and be
supported by other condition, while action can map onto and be
supported by other actions. Policy rule can map onto other, policy
rul es.

The el enments of the Policy Rule information nodel are as foll ows:

0 Apolicy can in turn be part of a hierarchy of policies, building
on top of other policies. Each policy is captured in its own
| evel , distinguished via a policy-identity.

o Policy rule inherit scope frompolicy group. A policy role has a
certain Scope, such as read scope or wite scope. A policy rule
can even have nultiple scope sinultaneously. The scope, or
scopes, are captured in the list of "scope" conponents.

o Furthernore, a policy rule contains conditions and actions, each
captured in their own I|ist.

o A condition contains a variable and a val ue and use a match
operator, to connect variable with value. An exanples of an
operator mght be a" | P ADDRESS AS RESOLVED BYDNS' or "Set to a

menber". Also, a condition can in turn map onto other condition
in an underlay policy. This is captured in |ist"supporting-
condi tion".

0 An action contains a variable and a value. An action uses Set
operator to connect variable with value. Analogous to a node, an
action can in turn map onto other actions in an underlay policy.
This is captured in list "supporting-action".

o The policy, condition, action and operator elenents can be
extended with policy-specific conponents (policy-extensions,
condi ti on-extension, action-extension and operat or - ext ensi on
respectively).

3.4.2. Policy-Rule RBNF

The informati on nodel for the Network-policy conponent is nore
formally shown in RBNF bel ow

Figure 6 Policy Rule RBNF

<Policy-Rule> ::= <Policy-Rule_identity>
<Policy-Rule_priority>
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<Policy-Rule_identity> ::

<Policy-Rule_priority> ::
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<Pol i cy- Rul e_precedence>

<Pol i cy- Rul e_Rol es>

(<Pol i cy-Rul e_Condi tion>
<Policy-Rul e_Action> ...)

<Pol i cy-Rul e_Security_ nodel >

[ <Policy-Rul e rul e_extensions>]

<Pol i cy- Rul e- Nanme>
[ <Pol i cy- Rul e- Secure-ldentity>]
| NTEGER (0. . 250);

<Pol i cy- Rul e_precedence> :; = | NTEGER (0. . 250);

<Policy-Rule_Roles> ::= (<Policy_Rule_Role> ...);
<Pol i cy- Rul e_Rol e> :: =<RESCURCES> |

<Pol i cy_Rul e_Scope>

<RESOURCES> :: = [ <I 2RS_ACGENT_RESOURCE>]
<Pol i cy- Rul e_Scope> :: = (<READ_SCOPE>
<Pol i cy- Rul e_Read_scope>)
| (<WRI TE_SCOPE>
<Policy-Rule Wite_scope>)
<Pol i cy- Rul e_Read_scope> ::= ((<BNP_READ SCOPE_TYPE>
<BNP_READ SCOPE_| i st >) )
| [<Policy-Rul e_Read_Scope_ External>]
<Policy-Rule Wite_scope> ::= ((<BNP_WRI TE_SCOPE_TYPE>
<BNP_WRI TE_SCOPE_list>)...)
[<Policy-Rule Wite Scope External >]
<Pol i cy-Rul e_Condition> ::= <Policy-Rul e_Mat ch_node>
(<Policy-Rule_Match_value> ...)
[ <Pol i cy- Rul e_node>]
[ <Pol i cy-Rul e _Mat ch_Oper at or >]
[ <Pol i cy- Rul e_Condi ti on_ext ensi on>]
<Pol i cy-Rul e_Match_node> ::= [<Policy-Rul e _Match_Node BNP-| M>]
| [<Policy-Rul e _Match_node_external ]
<Policy-Rule Match _value> ::= [<Policy-Rul e Mtch Val ue BNP-| M>]
| [<Policy-Rul e_Match_Val ue_ext ernal ]
<Pol i cy-Rul e_node> ::= PERM T | DENY ;

<Pol i cy- Rul e_Match_operator_external > :: =

Hares & Wi

[ <Pol i cy- Rul e_Mat ch_QOper at or _BNP- | M>]
| [<Policy-Rule Match_Operator _external]
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<Pol i cy-Rul e-action> ::= <Policy-Rul e_Action_vari abl e>

<Pol i cy-Rul e_Security-Mdel > ::

<Pol i cy- Rul e_Acti on_val ue>
<Pol i cy- Rul e_Set - Oper at or >
[ <Pol i cy-Rul e_acti on-ext ensi on> ]

<Fi r st - Mat chi ng>
| <Al'l - Mat chi ng>]

<Pol i cy-Rul e _rul e_extension> ::=

<I 2RS-LC-pol i cy_rul e_extensi ons>

<Pol i cy-Rul e-action> ::= <Policy-Rul e_Action_variabl e>

<Pol i cy- Rul e_Acti on_val ue>
<Pol i cy- Rul e_Set - Oper at or >
[ <Pol i cy-Rul e_acti on-ext ensi on> |

<Pol i cy-Rul e _Action_variable> ::= <Policy-Rule Action_var>

(<Policy-Rule_Action_value> ...)
[ <Pol i cy- Rul e_Set Operat or>]
[ <Pol i cy- Rul e_Acti on_ext ensi on>]

<Policy-Rule Action var> ::= [<Policy-Rule_ Action_ Vars BNP-1M]

<Pol i

<Pol i

<Pol i

<Pol i

cy-Rul e_Action_value> ::=

cy-Rule_Set Operator> ::=
|

cy- Rul e-acti on-extensi on> ::

[ <Policy-Rul e Action_external >]

[ <Pol i cy-Rul e_Action_Vars_BNP-1 V]
[ <Pol i cy-Rul e_Acti on_external >]

[ <Pol i cy-Rul e_Set Operator_ BNP-I1 M]
[ <Policy-Rul e_Set Qperator_external >]

[ <Pol i cy-Rul e_act ext BNP-1M]

[ <Pol i cy-Rul e_act _ext _external >]

cy- Rul e-Mat ch-Operator-Policy-I1 M ::= <I S SET- MEMBER' >
| <I'N- 1 NTEGER- RANGE>
| <I P- ADDRESS- AS- RESOLVED- BY- DNS>

| <Pol i cy_I M Mat ch- Oper at or - ext ensi on>

<Pol i cy-Rul e_condi ti on_extension> ::=

<Policy_Rul e _condition_ext-BNP-I M
[ <Pol i cy-Rul e_Condi tion_ext_external >]

/* these scopes besides RIB IMare defined in each IM*/

<PR_Read_Scope RI B | M> ::=<RI B-| M READ SCOPE_TYPE>

Hares & Wi

<RI B- | M_READ | i st >
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<PR Read_Scope RI B | M> ::=<RI B-| M READ SCOPE_TYPE>
<RI B-| M_READ | i st >

<RIB-IMREAD list> ::= [<RIB-1MTree-Match> ...]
<RIB-IMWRITE list> ::= [<RIB-I M Tree-Match> ...]
<RI B-1 M Tree-Match> ::= <RI B-1 M Mat ch-routi ng-i nstance>
<RI B-I M Match-interface-Ilist>
<RIMIMMtch-rib Iist>
<RI B-I Mmatch-route-Iist>

[* extensions to other I M*/

/* External Read and Wite Scope */
<Pol i cy- Rul e_Read_Scope_External > :: =
[ <PR_Read_Scope_RI B | M>]
[ <PR_Read_Scope_ BGP_I| M>]
[ <PR_Read_Scope_ PBR | M>]
[ <PR_Read_Scope_I| 2RSLC | Wr]
[ <PR_Read_Scope_STopo_I M]
[ <PR_Read_Scope_SFC- Policy_ | M~]

<Policy-Rule Wite_ Scope External> ::=
[<PR Wite Scope R B | M|
[<PR Wite Scope BGP_| M|
[<PR_WiteScope_PBR | W]
[ <PR_Read_Scope_ | 2RSLC | W]
[ <PR_Read_Scope_STopo_ | M]
[ <PR_Read_Scope_SFC- Pol i cyl M>]

/* External Rule Conditionals */
<Pol i cy- Rul e_Match_node_external > :: =
[ <Pol i cy- Rul e_Mat ch_Node_RI B- | M>]
| [<Policy-Rul e_Match_Node PBR- 1 M>]
| [<Policy-Rule_match_Node | 2RSLC | W]
| [<Policy-Rule Match_Node BGP-1 M>]
| [<Policy-Rul e_Match_Node_STopo- | M>]
| [<Policy-Rul e_Match_Node_ SFC- Policy-1 M

<Pol i cy- Rul e_Match_Val ue_external > :: =
[ <Policy-Rul e Match_Val ue RI B-1 W]
| [<Policy-Rule Match Val ue PBR-1 M|
| [<Policy-Rule_Match_Val ue_| 2RSLC- | M>]
| [<Policy-Rul e_Match_Val ue_BGP- | W]
| [<Policy-Rule_Mtch_Val ue_STopo- | M)
| [<Policy-Rule_Mtch_Val ue_SFC- Policy-1 M]

<Pol i cy- Rul e_Mat ch_operator_external > :: =
[ <Pol i cy-Rul e_Mat ch_Operator _RI B-1 M]
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[ <Pol i cy- Rul e_Mat ch_Oper at or _PBR- 1 M>]
[ <Policy-Rul e_Match_Operator | 2RSLC |
[ <Pol i cy- Rul e_Mat ch_Oper at or _BGP- | M>]

[ <Pol i cy- Rul e_Mat ch_Operat or _STopo- | M>]

[ <Pol i cy-Rul e_Mat ch_Oper at or _SFC- Pol

<Pol i cy-Rul e_Action_val ue_external > :: =

[ <Policy-Rul e_Action_Values_RI B-1 W]
[ <Pol i cy-Rul e_Action_Val ues_PBR-1 W]
[ <Policy-Rul e_Match_Operator | 2RSLC |
[ <Policy-Rul e Action_Val ues BGP- | M>]
[ <Policy-Rul e_Set Qperator_STopo-| M|

July 2014
M>]
cy- | M>]
]

[ <Pol i cy-Rul e_Set Operator_SFC-Policy-I| M]

<Pol i cy-Rul e_Set Operator_external > : ==

[ <Policy-Rul e_Set Operator_ RIB-1M]
[ <Policy-Rul e_Set Qperator_ PBR-I M]
[ <Policy-Rul e_Match_Operator | 2RSLC |
[ <Pol i cy-Rul e_Set Operator_RIB-1M]
[ <Pol i cy-Rul e_Set Operator_BGP-1 M>]
[ <Pol i cy-Rul e_Set Operator_STopo- | M]

M>]

[ <Pol i cy-Rul e_Set Operator_ SFC-Policy-I| M]

<Pol i cy-Rul e_act _ext _external > ::=

3. 5. BNP | M G anmar

[ <Pol i cy- Rul e_extension_RI B-1 W]

[ <Policy-Rul e_act _ext PBR-1M]

[ <Policy-Rul e _act _ext |2RSLC- | M>]

[ <Policy-Rule act _ext RIB-1M]

[ <Policy-Rul e_act _ext BGP-1 M]

[ <Pol i cy-Rul e_act _ext _STopo-| M|

[ <Pol i cy-Rul e_act _ext SFC- Policy-1M]
[ <I 2RS_Vendor - Rul e_act _ext>]/* ot her

This section specifies the network policy information nodel
Routi ng Backus- Naur Form (RBNF, [RFC5511]). It also provides
di agrams of the main entities of which the information nodel

conpri sed.
<basi c-network_policy_in> ::= (<policy-set> ...)
<basi c-network_policy_out> ::= (<policy-set> ...)
<network-policy_ rules_list> ::= (<policy-rule>. ..)
Hares & Wi Expi res January 3, 2015
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4. The Policy Based Routing Information Model
4.1. Policy Based Routing Overview

Policy based Routing is a technique used to nmake routing deci sions
based on policies set by the network adm nistrator. PBR enabl es
network adm nistrator to forward the packet based on other criteria
than the destination address in the packet, which is used to | ookup
an entry in the routing table.

The policy based routing problemcan be viewed as a resource

al l ocation problemthat incorporates business decision with routing.
Pol i cy based routing provides many benefits, including cost saving,
| oad bal anci ng and basic QoS.

Routi ng decisions in policy based routing are based on several
criteria beyond destination address, such as packet size,
application, protocol used, and identity of the end system Policy
constraints are applied before applying QoS constraints since policy
constraint overrides QoS constraint. Policy constraints may be
exchanged by routing protocols while updating routing information.

The |1 2RS use cases which benefit from PBR are:
[1-D. white-i2rs-use-case] and
[1-D. krishnan-i2rs-1arge-fl ow use-case],
PBR- Rul es extends from Policy Basic Rule with a set of condition,
action and attributes. Routing decisions in policy based routing are
based on several criteria beyond destinati on address, such as packet
size, application, protocol used, and identity of the end system

4.2. PBR-RIB definition
One routing instance (named by an | NSTANCE NAME) can contain nultiple
PBR RIBs, and is associated with a set of interfaces, and a ROUTER-
ID. The entries associated with each routing instance relating to
the PBR are:
0 | NSTANCE NAME
o interface |ist
o PRBRBIlist - with each entry having an order set of routes
o0 PRB Default RIB - default forwarding FIB.

o ROUTER-ID
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Each PBR RI B has the follow ng:

o PRB RI B NAME

0o PBR Route-entry

The Route entry in a PRB has the follow ng information:
o match field - as in the RRB IMroute

o order_list PBRroute list with each entry having: a) next-hops, b)
PBR route attributes, and c) vendor-attributes

The PRB route attributes include QOS Attributes as show in the policy
l'ist bel ow

4. 3. PBR Rul e Conponent

A PBR rule is constructed using condition, action and attributes that
are inherited fromPolicy G oup Conponent.
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Figure 7 - PBR Policy Rule
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| Policy Rule |
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/]\ "extends"
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Fom e e e e e e o - +- -+
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o e e m + F-F-- e m oo - +- -+
I\ I\
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+-- -+ SRS +
+o e e - - L ------- + +----- L --------- +
| QoS Action | | Forward Action |
- + - +
+----V--+ ooV o+ -V - V- - - ++--V----- ++--V----- +
| Set | | QS | |@S | |Forward || Next Hop|| Next Hop|
| Operator| | Variable| |Value | | Operator|| Vari abl e| | Val ue
. + H----e--- + - + H---me--- i e B Ty +
I\
| "extends"
oD+
| Next Hop|
| Type |
. +

Figure 3: Policy based routing I Mstructure
4.4. PBR QOS RBNF

The PBR QOS RBNF is bel ow

Figure 8 - PRB QOS RBNF
/* policy rules */

<Pol i cy-Rul e_Match_Node PBR-IM> ::= <l Pv4_QoS Node_ Matches>
| <IPv6_QoS _Node_ Mat ches>
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<Policy-Rul e_Match_Val ue_PBR-I M> ::= <| Pv4_QoS Val ue_Mat ches>
| <IPv6_QoS Val ue_Mat ches>

<I Pv4_QoS Node_ mat ches> <| Pv4- QOS_IMat ches>
<l Pv6_QoS Node_ mat ches> <Pv6- QOS_Mat ches>

<l Pv4_QoS Val ue_nmat ches> = <I Pv4- QOS_Mat ches>
<l Pv6_QoS Val ue_nat ches> = <I Pv6- QOS_Mat ches>

<I Pv4- Q0OS_Mat ches> :: = [ <l Pv4- SRCY]
[ <I Pv4_DST>]
[ <I Pv4_Pr ot 0>]
[ <I Pv4_TGOS- DSCP>]
[<IPv4_I CVP_fi el d>]
[ <I Pv4_Il engt h>]

<| Pv6- QOS_Mat ches> :: = [<I Pv6- SRC>]
[ <I Pv6_DST>]
[ <I Pv6_Prot 0>]
[ <I Pv6_Fl ow>]
[ <I Pv6_I engt h>]

<Pol i cy-Rul e_Match_Operator PBR-1 M> ::= [ <Longest-prefix>]
| [ <Exact >]
| [ (<IPv4-RANGE> <I Pv4-Low> <I| Pv4-Hi gh>)]
| [(<IPv6-RANGE> <| Pv6-Low> <I Pv6- H gh>)]
| [ (<LENGTH Range> <LENGTH Low> <LENGTH Hi gh>)]

<IPv4 low> ::= <l Pv4-Prefix>
<IPv4_high> ::= <lI Pv4-Prefix>
<IPv6_low> ::= <IPv6-Prefix>
<I Pv6_hi gh> ::= <| Pv6-Prefix>
<Pol i cy-Rul e_Action_value PBR-I M ::= [<QOS action>]
[ <FWD_acti on>]
<QCS _action> ::= <QOS_| P-TOS_Set >
| <QOS_DSCP>
<FWD action> ::= <Drop_packet>

| <Drop_Packet | CvP>
| (<Forward_Specific> <next-hop>)
| (<Forward_Default>)

<Pol icy-Rul e_Set Operator_ PBR-I M ::= [<SET_QOS BI TS>]
| [ <SET_FWD_ACTI ONK]
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Rel ati onshi p between PBR Rul e Mbdel and RI B I nformation Mdel

As described in [I-D.ietf-i2rs-rib-info-nodel], each Routing instance
contains a collection of RIBs, interfaces, and routing paraneters

i ncludi ng the foll ow ng:

0 The set of interfaces indicates which interfaces are associ at ed
with this routing instance.

o The RIBs specify howincomng traffic is to be forwarded based on
desti nati on.

o the routing paraneters control the information in the RI Bs/PIBs.
PIB and RI B can not be used at the sane tine, which neans:

o If a router doesn’t support policy based routing, a router MJST
use rib and MJST not use PIB

o If a router supports policy based routing,

* PIBis used if several criteria beyond destination address is
mat ched.

* RIBis used if several criteria beyond destination address is
not mat ched.

Policy constraints information either cones from RSVP, BG?/ | GP, or
cones from manual configuration or policy configuration tool.
Therefore PBR uses fromthe RIB I M

0 Interface-list: The interface list contains a |list of identifiers,
with each identifier uniquely identifying an interface.

o0 Oigin: an indication used to identify fromwhich protocols (e.g.,
I SIS, OSPF, BGP, I12RS, CLI etc.) the policy based route is.

PBR RBNF
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4.

7.

Figure 9 - PBR RBNF
/* pbr defintion */

<pbr-routing-instance> ::= <PBR_| NSTANCE NAVME>
[<interface-list>] <pbr-rib list>
[ <prb-defaul t-rib>]
[ <Rout er - | D>]

<pbr-rib-list> ::= <PRB_RI B_NAMVE>
<PRB rib_famly>
(<prb_rib>...)

<PRB rib_famly> ::=<IPv4_PRB FAM LY>
| "<l PV6_PRB_FAI M LY>

<prb rib> ::= <PRB RI B NAME>
<PRB rib _famly>
<prb_policy_set>

<prb_policy_set< ::= <BNP_policy_set>
<RI B _policy_set extensions>
<PRB policy_set extensions>
<BGP_pol i cy_set extensi ons>
<QOS _pol i cy_set _extensi ons>

<prb_policy_set_exetensions> ::=
<Pol i cy- Rul e_Mat ch_Node_PBR-| M>
<Pol i cy- Rul e_Mat ch_Val ue_PBR- | M>
<Pol i cy- Rul e_Mat ch_Qper at or _PBR-| M>
<Pol i cy- Rul e_Action_val ue_PBR-| M>
<Pol i cy- Rul e_Set Oper at or _PBR-| M

Remai ni ng PRB | ssues

Policy based routing MJIST tackle the followng difficult questions:

0]

How i s policy managenent strategy selected? Centralized or
di stri but ed.

At which point in a network domain are policy constraints checked
and enforced? i.e., policy coverage, here policy constraint can be
exchanged by routing protocol ?

How are policy constraints exchanged within a domai n?

How is policy data stored, refreshed and retrieved from policy
repository?
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5.

5.

5.

1

2.

0o How are policy rule conflicts avoi ded?
The | 2RS Local Policy Information Mdel
| 2RS Local Policy I M Overview

The Local Policy Information Mddel (LB IM stores |2RS policy and
policy tenplates that are used across many |2RS nodules. The LB I M
stores a set of policy and a set of policy tenplates. This section
defines the LB | M extensions needed to the Basic Policy set at the
Policy-set, Policy-Goup, and Policy-Rule level. It also defines the
optional extensions to this LP policy nodel as:

o PBRIM
o RBIM
o BGPIM

o Traffic Steering (TS IM

o SFC Filter (SFGF IM,

0 Basic Route Tenplates IM

The key benefit of the |I2RS Local Configure Information Mddel (Local-
is that it provides a place to store |I2RS policy, and |I2RS tenpl ates.
The LB I M MAY allow for: a) re-use of these policy tenplates across
multiple 12RS client-12RS agent sessions, b) storing of sone policy

i nto permanent configuration store

| 2RS Local Policy | M RBNF

Hares & Wi Expi res January 3, 2015 [ Page 23]



I nternet-Draft IMfor policy July 2014

Figure 10 - Local |I2RS Policy Story extensions

<i 2rs-Local -Policy> ::= <I 2RS_LOCAL_PCLI CY_STORE>
<Pol i cy- Set >
<Pol i cy- Tenpl at es>

<i 2rs-condi tion-extension> : == [<I2RS-Client-Agent _transport _|ist>]
[ <I 2RS_| PADRESS DNS resol ve>]
[ <Pol i cy- Tenpl at e_nmat ch>]

<I2RS-dient-Agent transport list> :== (< i2rs_transport > ...)
<i 2rs_transport< ::= [TCP][ SCTP] [ SSL] ;

/* these actions allow |ocal 12RS configure store could
* wite to |l ocal Node policy store */

<i 2rs-action-extension> ::= [<i2rs_wite_policy_config_store>]
[<i2rs_wite_bgp _config_store>]

The nodel extends the original network-policy nodel as foll ows:

o A local policy rule can in turn be part of a hierarchy of
policies, building on top of other policies. Each |ocal
configuration policy is captured in its own |evel, distinguished
via a policy identity.

o Alocal policy rule inherit scope frompolicy group. A |ocal
policy rule has a certain Scope, such as read scope or wite
scope. A local policy rule can even have nmultiple scope
simul taneously. The scope, or scopes, are captured in the list of
"scope" conponents.

o Furthernore, a local policy contains conditions and actions, each
captured in their own |ist.

o A condition contains a variable and a value and use a match
operator, to connect variable with value. An exanples of an
operator mght be a" | P ADDRESS AS RESOLVED BYDNS' or "Set to a

menber". Also, a condition can in turn map onto other condition
in an underlay policy. This is captured in list in "supporting-
condi tion".

0 An action contains a variable and a value. An action uses Set
operator to connect variable with value. Analogous to a node, an
action can in turn map onto other actions in an underlay policy.
This is captured in list "supporting-action".
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o The local policy, condition, action and operator elenents can be
extended with policy-specific conponents (condition-extension,
action-extensi on and operator-extension respectively).

6. Extensions to the Policy IM

6. 1. Extension to the RIB I M

Figure 11 - RIB Informati on Model Extensions

<RIB-IMREAD list> ::= [<RIB-1M Tree-Match ...]

<RIB-IMWRITE |list> ::= [<RIB-I M Tree-Match ...]

<RI B-1 M Tree-Match> ::= <RI B-1 M Mat ch-routi ng-i nstance>
<RI B-I M Match-interface-Ilist>
<RIMIMMtch-rib list>
<RI B-I M match-route-1Iist;

/* BGP Info Module Tree Match */

<BGP- I M READ |ist> ::= [<BGP-I M Tree-NMatch ...]
<BGP-IMWRITE |ist> ::= [<BGP-1 M Tree-Match ...]

<BGP- | M Tree- Match> ::= <BGP-1 M Tr ee- Mat ch- pr ot ocol -i nst ance>
<BGP-| M Mat ch- Prot ocol -i nstance> ::= (<BGP_protocol > ...)
<prb_rib>::= <bgp_route_list>

<bgp_route list> ::= (<bgp_route> ...)

<bgp_route> ::= <BGP_ROUTE TYPE>

<bgp_route_prefix>
<bgp_attribute_list>
<bgp_route_create>
<bgp_rt _state_info>

<basi c-network_policy in> ::= (<policy-set> ...)
<basi c-network_policy_out> ::= (<policy-set> ...)
<network-policy_rules_list> ::= (<policy-rule> ..)

6. 2. Ext ension fromthe BGP | M

Hares & Wi

Figure 12 - BGP Informati on Model Extensions

<BGP- I M READ |ist> ::= [<BGP-I M Tree-Match ...]

<BGP-IMWRITE |ist> ::= [<BG-I M Tree-Match ...]

<BGP- | M Tree- Mat ch> ::= <BGP-1 M Tr ee- Mat ch- pr ot ocol -i nst ance>
<BGP-| M Mat ch- Prot ocol -i nstance> ::= (<BGP_protocol > ...)
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6. 3.

6. 4.

e>

Ext ensi on from SFC Topol ogy I M
Figure 13 - SFC Topol ogy I nformati on Model Extensions

/* what part of the STopo Model can access */

<STopo- I M READ |ist> ::= [<STopo-|1 M Tree-Match ...]
<STopo- I MWRI TE |ist> ::= [<STopo-| M Tree-Match ...]
<STopo-1 M Tree- Mat ch> :: = <STopo-| M Tr ee- Mat ch- prot ocol -i nst ance>
<STopo- | M Mat ch- Prot ocol -i nstance> ::= (<STopo_protocol > ...)

Extension fromthe SFC Traffic Filters
Figure 14 - Traffic Steering Information Mddel Extensions
/* what part of the STopo Mddel can access */
<SFC-Policy-IMREAD list> ::= [<SF-Policy-1MTree-NMatch ...]

<SFC-Policy-IMWRITE |ist> ::= [<SF-Policy-IMTree-Match ...]
<SFC- Pol i cy-I M Tree-Match> ::= <SF-Policy-1M Tree- Mt ch-protocol -i nstanc

<SFC- Pol i cy-1 M Mat ch- Prot ocol -i nstance> ::= <SF_instance_|ist>

| ANA Consi der ati ons

This draft includes no request to | ANA

Security Consi derations

TBD.
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