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1. Introduction

The Interface to the Routing System (I2RS) Wrking Goup is chartered
with providing architecture and nmechanisnms to inject into and
retrieve information fromthe routing system The |I2RS Architecture
docunment [I-D.ietf-i2rs-architecture] abstractly docunents a nunber
of requirenments for inplenmenting the |I2RS requirenents.

The | 2RS Working Goup has chosen to use the YANG data nodel i ng
| anguage [ RFC6020] as the basis to inplenent its nechani sns.
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Addi tionally, the I2RS Wrking group has chosen to use the NETCONF

[ RFC6241] and its simlar but lighter-weight relative RESTCONF
[I-D.ietf-netconf-restconf] as the protocols for carrying | 2RS
NETCONF and RESTCONF are suitable for handling the configuration
portion of the |I2RS protocol, but need extensions to handle the |2RS
use cases described in [I-D.ietf-i2rs-usecase-reqs-sunmary]. The
requi renents for these functionalities include:

o epheneral state - as defined in [I-D.ietf-i2rs-epheneral -state]

o notifications and events - as defined in
[I-D.ietf-i2rs-pub-sub-requirenents]

o traceability - as defined in [I-D.ietf-i2rs-traceability]

o protocol security - as defined in
[I-D.ietf-i2rs-protocol-security-requirenents]

0 GCeneric interfaces to Protocol Local-RIBs or Policy Data bases,
o Large data flows,
o Traffic nonitoring data,
o Data flows for Action sequences, and
o data flows during network outages or attacks
Thi s docunent describes the protocol requirenents for these last five
types of requirenments. The first section summari zes the data fl ow
requi renents. Section 2 details how the | 2RS use case requirenents
for Generic interfaces to protocol RIBS or policy data base do not
add any requirenents to the I 2RS protocol. Section 3 describes how
t he descri bes
2. Summary of |2RS Data Fl ow Requirenents
Addi tional requirenments from Generic Interface: None
The additional Data flow requirenents are:
DF- REQ 01: Pull Publication/subscription nmechani sm
DF- REQ 02: The support of large data transfers in a data format
agnostic format. This the |I2RS protocol should support transport

of data in any format including: XM, JSON, MIL (ALi as/Wavefor nat,
.ml), protobufs, and ascii text.
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DF- REQ 03: Support of any transport,

DF- REQ 04 Support for the ability to send information using |IPFIX
protocol and |IPFI X tenpl at es,

DF- REQ 05: Support of traffic statistics for filter-based policies
(BGP-FS, I12RS FB-RIB, policy routing), IPPM SFLOW and others in
yang data nodel format or IPFI X tenpalte formats over XM. or JSON

DF- REQ 06: Ability to carry ALTO protocol objects using ALTO
protocol transport (http) with JSON encodi ngs (CGET, POST-PUT) for
ALTO codes handling ALTO data errors, overload codes, and
tenporary redirects plus ALTO resource directory requests. ALTO
error codes, overload codes, tenporary redirets, and diretory
requet ss should be transforned to | 2RS events.

DF- REQ 07: 12RS should be able to support an action which

all ocates internal resources for the |I2RS agent (nenory,
processing time, interrupts) and outbound data flow bandwi dth. It
is expected that an action would be included in a data nodel in an
"rpc"-like format in yang.

DF- REQ 08: The | 2RS shoul d be able to support an action that
interacts with routing OAM functi ons.

| 2RS- DF- 09: 1 2RS Agent nust be able signals that it will be using
different protocol with different constraints (security, priority
of data, or transport) or different constraints on the existing
protocol (smaller nessage sizes, different priorities on data
carried, or different security levels).

| 2RS- DF- 10: | 2RS Agent-12RS Cient protocol nust allow for a
common session |evel function that supports data flow resil ence,
"“chunki ng" of data appropriate sizes for congestion, nessage
integrity and replay protection so that during periods of DDoS and
bursty congestion due to security attacks. A commobn "session"
function wll support an application |ayer "session" sending data
over nultiple transports during periods of outage, network attack
or congesti on.

DF- REQL1: The |1 2RS protocol nust allow for security that exist at
the applications’ "session" |evel that spans nultiple transports.

DF- REQ 12: Support of the ability to send/receive |PFI X Tenpl at es,
and information using IPFI X tenplate formats but use anot her
protocol to transport the data that can handl e congesti on and DDoS
attacks.
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DF- REQ 13: Yang MUST have a way to indicate in a data nodel has
actions which allow different transports, different resource
constraints, or different security.

DF- REQ 14: Yang MUST have a way to indicate a data nodel has
different |evels of checking where: |owest |evel is nessage form
only, mediumlevel checks nessage format plus data syntax, and

hi ghest | evel uses the nessage format, data syntax and referential
check netconf configuration does. The default level for 12RS is
nessage format plus data syntax.

3. Ceneric Interfaces to Routing Functions

The | 2RS use case requi renent suggests that a generic interface be
created to protocol local RIBs and a generic interface be avail able
to configure policies.

3. 1. | 2RS-CGeneric Interface to Local-RIB

The 1 2RS requirenments ([I-D.ietf-i2rs-usecase-reqs-sumary]) require
that a generic interface be defined to the local-RI B in protocols.
This type of data flow does not require a new type of data flow, but
the definition of a new data nodel that creates a generic local R B
and has operations to funnel this generic Local-RIB to a specific

pr ot ocol .

3. 2. | 2RS- Generic interfaces to Policies

The 1 2RS requirenents suggest that |2RS have a generic interface to
routing policies for protocols, routing distribution, or routing
protocols. This generic interface is currently being inplenmented as
common definitions for data nodels. At this time, This generic
interface does not need additional protocol requirenents.

3.3. 12RS Data Fl ow Requi renents

These generic interfaces do not have any additional protocol
requirenents.

4. Large Data Fl ow Requirenents

This section decribes the data flow requirenents for |arge data
flows, traffic flows neasurenents, CDNI traffic flows, OAM and Action
rqeuests, data flows during outages or network attacks (DDoS

(Di stributed Denial of Service) or other network attacks), and non-
secure data flows. These data flows are data fl ows which are not
configuration based data fl ows.
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4. 1.

Large Data Fl ow Use Case Requirenents

The | 2RS use case for Large Data Coll ection systens
[I-D.ietf-i2rs-usecase-reqs-sumary] requires the |I2RS protocol and
dat a nodel s:

0]

Har es

be able to be done at a high frequency and resolution with m ninal
i npact to devices nenory or CPU (L-Data-REQ 01) ,

use a data nodel which allows definition of the formas part of
t he data nodel (L-Data-REQ 02) |,

support a publication/subscription mechanismw th push/ pull
mechani sm (L- Dat a- REQ 03),

(supports capability negotiation for |evel of transport, security,
and error handling as a general configurations, per |2RS client-
agent protocol for all interfaces and all tine instance, or per

| 2RS interface client-agent protocol per specific interface or per
time instances. (L-Data-REQ 04, L-Data-REQ 06, L-Data-REQ 07, L-
Dat a- REQ 08, and L- Dat a- REQ 09),

dynam c¢ subscription nodel set-up via | PFI X (L-REQ 12c),

support of subscriber and consuner |2RS-Agent pairs (L-REQ 12d),
remappi ng of Node’ s dat abases,

data format agnostic (L-Data-REQ 05),

data nodel s and | 2RS protocol additions that support of query,

i ntrospection using data-base nodel that support a set of
capabilities, data filters, and error handling (stal e data,
repeated transport failures, and other errors.) Introspection
supports data verification, inclusion of |egacy data, and nerging
of data flows based on neta-data. (L-Data-REQ 11, L-Data-REQ 13),

Support of push of data synchronously or asyncronously via
regi stered subscriptions (L-Data-REQ 12a).

Pull of data in one-shot or nultiple sequences (L-Data-REQ 12b),
and

dynam c subscription nodel set-up via |IPFI X (L-REQ 12c)
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4.

4.

4.

1

1

1

1. Data Requirenments Supported in pub-sub Requirenents

Al'l use case requirenents for the publication/subscription service
for the push service fromlarge data requirenments 01-04 and 6-12 is
found in [I-D.ietf-i2rs-pub-sub-requirenents], and an exanpl e
protocol addition to netconf is include in
[1-D.ietf-netconf-yang-push].

The requirenments for the publication/subscription service for the
pul | nodel are not specified in the
[I-D.ietf-i2rs-pub-sub-requirenents], but a majority of the pub-sub
requi renents and nmechani sns can be reused. In a pull, the publisher
prepares the data that is pulled by a few receivers who then
distribute it to the receivers. The pull mechani smwould have a
different "pull |atency” versus the push | atencey, and a set of
paraneters which indicate the anount of data stored if receivers did
not pull the data within a certain tine.

At this time, the pull-nodel of the publication/subscription nodel is
not bei ng requested by vendors or operators.

2. Data Flow Requirenents Qutside of Pub/Sub Requirenents

The data flow requirenments for large data flows al so include support
for data flows outside of publication/subscription via any transport
(L-Dat-REQ 04) and any data format (L-Data-REQ 05). Support for the
| PFI X protocol or just the IPFIX data formats is required.

3. |2RS Data Fl ow Requirenents

The follow ng requirenents are additional data flow requirenents for
| arge data fl ows.

(DF- REQ 01): Support of Subscription/publication service in pul
nodel ,

(DF- REQ 02): Support of any data format including: XM, JSON, (ML
(Al'i as/ WaveFormat,.ntl), protobufs, and ascii,

(DF- REQ 03): Support of any transport, and

(DF- REQ 04): support of the ability send information using |IPFIX
tenplates as a reporting structure over the |PFI X protocol, or
over other data formats.

[I-D.ietf-netconf-yang-push] supports XML and JSON in its first
rel ease, and provides an ability to register extra formats, but these
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4.

4.

2.

2.

requi renents should al so support large data flows sent outside of the
publ i cati on-subscription service.

Traffic Fl ow Measurenents

The 12RS requirenents for the Protocol independent use cases requires
the support off interactions with traffic flow and ot her network
managenent Protocols (requirenents Pl-REQ 05, PI-REQ6) in
[I-D.ietf-i2rs-usecase-reqs-sumary]).

The followi ng | ETF protocol pass traffic related information:
o BGP Flow Specification (BGP-FS) ([ RFC5575]

o IPFIX - IP Flow Information ([ RFC7011]) that reports on a w de
variety of routing systemstatistics, and

o IPPM- IP Performance mangenent ([ RFC2330], [RFC7312]) that
reports on one-way or two-way end-to-end network perfornmance
statistics,

In addition the SFLON[ RFC3176]) of layer 2 devices is supported by
many routers. Oher traffic flows may be neasured in support of |DS/
I PS, but these will be covered in the section on security flows.

Additional traffic flow nodels are being defined to configure traffic
flow policy and to nonitor the statistics on the use of the traffic
flow statistics:

o0 BGP Flow Specification (BGP-FS) yang node
[1-D.wu-idr-flowspec-yang-cfg] contains flow filter match
statistics.

o |I2RS Filter-Based RI B yang nodel
([1-D.kini-i2rs-fb-rib-info-nodel],
[I-D. hares-i2rs-fb-ri b-data-nodel])- yang nodel contains epheneral
flow statistics,

o Filter-Based RIB (draft-hares-rtgwg-fb-rib-data-nodel) contains
both flow filter match statistics,

1. Protocol Requirenents based on Traffic Fl ows

Due to the potentially large data flow these statistics should be
handl e by push pub-sub nodel or a pull pub-sub nodel. Thresholds for
data nodel s may be passed by the event portion of the push/pull pub-
sub nodel. The pub-sub nodel will allow the |I2RS client-12RS Agent
to meter the amobunt of data flow these statistics carry. The push
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portion of the pub-sub nodel is supported by
[1-D.ietf-netconf-yang-push], but the pull portion of the pub-sub
nodel is not defined.

Alternatively |12RS can use the the | PFI X protocol ([RFC7011]) as a
conponent protocol. [|2RS processes can support an | PFI X exporting
process sendinging dta to a node to a node on a collector process.
The | PFI X tenpl ates can be configured as epheneral state or
configuration state. The IPFIX data flows may run over SCTP, UDP, or
TCP utilizing the congestion services at each time. The |IPFIX
connections assunes that: a) congestion is an tenporary anonmaly, b)
droppi ng data during a congestion is reported, and c) for sone
exporiting process it is acceptable to have drop data in a reliable
protocol. The |I2RS protocol nust support the establishnment of an

| PFI X connecti on.

Traffic nonitoring can occur in a network under DDoS with high |evels
of congestion and | oss the use of these protocols which rely on
transport-level retransm ssion may not be as resilient as needed for
network security functions (NSF). These are considered in section 5
on operations during network outages or congestoin.

The Flow Filtering data nodels with policy rules (BGP Fl ow
Specification, 12RS Filter-Based RIB, and n-tuple policy routing RIB)
often track how often these policies are match. These statistics can
al so be pushed/pulled in a publication/subscription with yang dat a-
nodel defined format or an | PFI X exporting process format. Simlarly
| PPM statistics or SFLOVdata, be sent via publication/subscription
service in yang data nodel format or in a |IPFI X Tenplate or as XM. or
JSON representation of a yang data nodel. These additional sources
do not change the requirenents for the push publication/subscription
or expand the

Summary: The pub-sub nodel push or pull nay have to support
additional formats (E.g. SFLOW IPFIX) as well as yang data nodel s.

4.2.2. |12RS Data Fl ow Requirenents
(DF- REQ 05): Support of traffic statistics for filter-based policies
(BGP-FS, I12RS FB-RIB, policy routing), IPPM SFLOW and others in
yang data nodel format or IPFI X tenpalte formats over XM. or JSON.
4.3. CDN Use case requirenents

The CDNI use case has the two requirenents for an | 2RS interface:

interface that allows redirection of cDNl request via the Alto
protocol or query of ALTO information (CDN -REQ 0l1ls, CNDI-REQ 02,
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4.

4.

4.

3.

3.

4.

interface using I2RS Cient-Agent that allows |I2RS agent to
redirect content request nessage to a downstream agent

CDNI neta data sent with CNDI netadata to determ ne how CNDI can
deliver or reroute CDNI content (CNDI -REQ 1b, CDN - REQ 03

1. CNDI Requirenents for data flow
Al'to protocol objects which include
*  map-object with request resoponse data that includes:
* I nfoResourceDirectory,
* | nf oResour ceNet wor kMap
* | nf oResour ceCost Map,
* | nf oResour ceEndpoi nt Properties, and
* | nf oResour ceEndpoi nt Cost Map.

ALTO transport (http) and JSON encodi ngs (GET, POST, PUT) for ALTO
codes

Receive ALTO Error data with error codes (Code = application/alto-
error+json), or overload (HTTP 503 ("Service Unavail able")), or
tenporary redirect (HTTP 307 ("Tenporary Redirect")) and re-
interpret as Events or responses on CDNl interface.

Transfer ALTO Resource directory information to CONI neta data (
Jason encoded data with: "application/alto-directory+json")

2. |12RS Data Fl ow Requirenents

DF- REQ 06: Support carry ALTO protocol objects using ALTO protocol
transport (http) with JSON encodi ngs (GET, POST-PUT) for ALTO codes
handling ALTO data errors, overload codes, and tenporary redirects
pl us ALTO resource directory requests. ALTO error codes, overl oad
codes, tenporary redirets, and diretory requetss should be
transfornmed to | 2RS events.

Action sequences in Data Mdels

Several of the I2RS requirenents fromthe use cases require a
sequence of events with the foll ow ng actions:
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1. query data in protocol independent nodel (topology, RIB, Filter-
RI B), or protocol),

2. start calculation (or re-calculation) in protocol function,
3. Report results,

4. install topology or R B cal cul at ed,

5. check results,

6. recycle.

The actions included | ooking for overlapping BGP routes, |IGP LFA
cal cul ation, ECVWP | oad bal ancing traffic, optimzing paths via MPLS-
TE, CCNE re-optim zation, and virtual topology creation.

An alternate pattern within the requirenents is if the topology is
cal cul ated off-1line, and upl oaded.

These action patterns may involve an interaction of the |I2RS action
sequences with existing OAM functions in the routing system

NETCONF/ RESTCONF have the concepts of an "rpc" for a configuration
enabl ed action, but these action sequences should have the abilty to
have the followi ng characteristics:

o the ability to request a reservation of resources for this effort
so the action sequence does not start unless there is enough
cal cul ation or response bandwi dth in a node,

o the abilty ability to have validation on off-line calcul ated data
so this critical data does not have errors

o the ability to "prioritize" notification or reports ahead of other
| 2RS data streans to all ow process to work.

4.4.1. |2RS Data Fl ow Requirenent

| 2RS- DF- REQ 07: | 2RS shoul d be able to support an action which

al l ocates internal resources for the |I2RS agent (nenory, processing
time, interrupts) and outbound data flow bandwidth. It is expected
that an action would be included in a data nodel in an "rpc"-1like
format in yang.

DF- REQ 08: The 12RS should be able to support an action that
interacts with routing OAM functi ons.
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4.5. Operation during network outages or attacks

The router needs dynam ¢ managenent during periods of outage or
periods of security attack.

4.5.1. Periods of Network Qutage

During periods of outage, the |I2RS protocol nust operate when data
bandwi dth is reduced and network connectivity fluctuates. |2RS
agents nust be able to adjust operation of event notifications,

| ogging, or data traffic during this period. Data Mdels and | 2RS
agent configuration nmust allow operator-applied policy to prioritize
data during this period. The |I2RS Agent should be able to signal the
I2RS Cient that such a tine period is occuring.

4.5.2. |12RS used for Security functions in routers (I2NSF requirenents)

For protection, nost network devices have basic firewalls and fl ow
filters. Sonme network routing devices have nore advanced security.
An interface to Network Security Function (12NSF) is a new interface
bei ng defined by manage network security devices using the sane

hi gher -1 evel protocol concept as |I2RS where the 12NSF will be

conpri sed of conponent protocols (see

[I-D.ietf-i2nsf-problem and-use-cases] for a description of the
probl em space and use cases for |2NSF), The intent of the |2NSF
interface is to utilize the |I12RS protocol as a conponent protocol

whi ch interfaces routing and forwardi ng functions in the security
devices or in routing/forwarding devices in the network which include
basic security devices (E.g. NAT firewalls or traffic filtesr in
routing devices). The |I2NSF function supports configuration of
security devices as well as providing notification of events, |ogging
of security action, and reporting of statistics and traffic flow
nmeasurenent. The |2RS data functions descri bed above wi Il support
sendi ng informati on nost network conditions except during the high

| oss and heavy congesti on due DDoS or other security incidents. This
section provides a short review of these type of streans of data and
pl aces to | ook-up additional input.

The common need for 12RS (and | 2NSF) to support these functions via
an application |layer services with to support data flow resil ence,
"“chunki ng" of data appropriate sizes for congestion, nesage integrity
and replay protection during periods of DDoS and bursty congestion
due to security attacks. A common "session" function as an |I2RS data
fl ow can provide these functions.
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4.5.2.1. DOTS - DDoS Open Threat Signaling

Sending information to signal information about DDoS threats occurs
during periods where the DDoS is congesting the network or causing

| arge packet | osses. Managenent systens need to configure network
security functions (NSFs) on routers and on security devices to wth
new filtering policy, pull events and | ogs from NSF, and receive
traffic nonitoring data and | ogs regardi ng network security

i nci dents.

These features for routing devices are handl ed by the existing |I2RS
data flow requirenents except it does not support the network
resilience in the presence of |oss or congestion.

The DOTS requirements for nessages from devices with security
functions (such as firewalls in routing devices) are specified in:
[I-D.ietf-dots-requirenents]. The follow ng are DOTS descriptions of
the resiliency needed by the data

0 Resilence (DOTS-G 003) in the face of severally constrained
severely constrai ned network conditions inposed by the attack
traffic. The protocol SHOULD be resilient, that is, continue
operating despite nessage | oss and out-of-order or redundant
signal delivery.

o Small nessage sizes (DOIS-G 005) to prevent fragnmentation so that
all of nmessage goes through in attack,

0 Message integrity (G 006) and Message | evel replay protection
(G 007) nust exist for data streans even during periods of attack

0 Session-level Health nonitoring (aka Heart beats) during attack
(DOTS- OP- 003)

0 Abiilty to request/stop mtigation quickly (DOTS-OP-005)
4.5.2.2. MLE - Mnaged Incident Lightweight Exchange

The MLE related protocols ([ RFC5070] and [I-D.ietf-mle-rfc5070-bi s]
provi de data formats for reporting network security incidents during
time periods of network attack. Simlar to DOTS, the data passed by
these protocols requires resilience, nessage integrity, nessage |evel
replay protection, and session-level health nonitoring. During
attacks, the use of small nessage sizes is necessary.
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4.5.3. |12RS Data Fl ow Requirenents

| 2RS- DF- 09: 1 2RS Agent nust be able signals that it will be using
different protocol with different constraints (security, priority of
data, or transport) or different constraints on the existing protocol
(smal l er nmessage sizes, different priorities on data carried, or
different security |levels).

| 2RS- DF- 10: 1 2RS Agent-12RS Cient protocol nust allow for a conmon
session level function that supports data flow resilence, "chunking"
of data appropriate sizes for congestion, nesage integrity and repl ay
protection so that during periods of DDoS and bursty congestion due
to security attacks. A comon "session" function will support an
application | ayer "session" function that serves nultiple transports.

DF- REQLO: The | 2RS protocol nust allow for security that exist at the
applications’ "session" level that spans nultiple transports.

DF- REQ 12: Support of the ability to send/receive |IPFI X Tenpl at es,
and information using IPFI X tenplate formats but use anot her protocol
to transport the data that can handl e congestion and DDoS attacks.
congestion-friendly

5. changes to YANG
DF- REQ 13: Yang MUST have a way to indicate in a data nodel has
actions which allow different transports, different resource
constraints, or different security.
DF- REQ 14: Yang MUST have a way to indicate a data nodel has
different |levels of checking where: |owest |level is nessage form
only, mediumlevel checks nessage format plus data syntax, and
hi ghest | evel uses the nessage format, data syntax and referential

check netconf configuration does. The default level for 12RS is
nmessage format plus data syntax.

6. | ANA Consi derations
There are no | ANA requirenments for this docunent.
7. Security Considerations

The security requirenents for the |I2RS protocol are covered in
[I-D.ietf-i2rs-protocol -security-requirenents] docunent.
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