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Abstract

Thi s docunent contains the Basic Network Policy (BNP IM Information
Model which an instantiation and extension of the PClI M work (RFC3060,
RFC 3460, RFC 3644) that supports both the configuration nodels and
the | 2RS epheneral nodels. The PCIMwork contains a Policy Core

I nformati on Model (PCIM (RFC3060) and the Quality of Service (QoS)
Policy Information Mdel (QPIM (RFC3644) and policy based routing.
The PCI M work provided a framework to incorporate ACL filters, prefix
filters, and nore conplex filters. This extension to PCl M nodel

i ncorporate ACLs, Prefix-filtering, and conplex policy (match, set,
nodi fy, set) into the PCIMframework. Conplex policy is need by |I2RS
programmatic interface to BGP, flow specification filtering, Policy

Based Routing (PBR), MPLS topol ogy managenent, and fl ow specification
filtering.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 30, 2015.
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1. I nt roducti on

The Interface to the Routing System (I2RS) provides read and wite
access to the information and state within the routing process within
routing elenments. The I2RS client interacts with one or nore | 2RS
agents to collect information fromnetwork routing systens. The
processing of collecting information at the |I2RS agent may require
the I 2RS Agent to filter certain information, group pieces of

i nformation, or performactions on the |I2RS collected information
based on specific |I2RS policies.

The generic policy work done in PCI MW has been has been recast into
| 2RS work. The PCIM work contains a Policy Core Information Mdel
(PCIM [RFC3060], Policy Core Informational Mdel Extensions

[ RFC3460] and the Quality of Service (QS) Policy Information Mdel
(QPIM ([RFC3644]) The basic concept of PCCMis that there are policy
rules which are conbined into policy groups. |f nesting and
aggregation of policy groups is necessary, the PClMwork defines a
policy set that operates under specific rules. Policy Goups can be
used wi thout using policy sets. This concept of a policy group as an
entity that contains a set of policy rules is also reference utilized
by the OpenDayl i ght group policy project.
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Ininitial work for I2RS or netnod, the policy group that sinply
conmbi nes and orders policies rules will be sufficient.

Policy rules may include specific filters such as ACL or prefix
filters by sinple reference. The followi ng drafts provide these nore
specific filters;
o ACL policy [I-D.bogdanovi c-net nod-acl - nodel ]
o BGP Prefix filter policy [I-D.zhdanki n-net nod- bgp- cf g]
2. Definitions and Acronyns
BGP: Border Gateway Protocol
CLI: Command Line Interface

| GP: Interior Gateway Protoco

I nformati on Model : An abstract nodel of a conceptual domain,
i ndependent of a specific inplenentations or data representation

| NSTANCE: Routing Code often has the ability to spin up multiple
copies of itself into virtual machines. Each Routing code

i nstance or each protocol instance is denoted as Foo_I NSTANCE in
t he text bel ow

NETCONF: The Network Configuration Protocol

PCIM - Policy Core Information Mdel

RESTconf - http programmatic protocol to access yang nodul es

3. PCIM Overview

The PCI M work created the concepts of Policy Set, Policy G oup, and
Policy Rule. This section reviews these concepts as background for
the application of these concepts to current configuration and | 2RS
policy. In addition, this section suggests placenent of policy rule
concept s.
The basic PClI M concepts are:
Pol i cy Set

is a class which derived fromPolicy, and it is inserted into the

i nheritance hierarchy above both PolicyGoup and PolicyRule (as
figure 1 shows). The Policy set is a coherent set of rules that
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Po

Po

has two properties of PolicyDecisionStrategy and PolicyRol es, and
supports PolicySet Conponent subclass. The PolicySet Conponent is
an aggregation class that allows aggregation of policy groups and
under policy groups the a set of rules. The PolicySet contains
rules for nesting policies that include matching strategies (all-
mat ching or first-match), priorities between rules, and roles.
One of the roles that nmust be conditionally matched is the nodel s
denotation of "read-only" or "read-wite".

icy Goup

Policy is described by a set of policy rules that may be grouped
into subsets. [RFC3060] defines policy groups as either a group
of policy rules or group of policy groups - but not both. A
policy group is used to provide a hierarchical policy definition
t hat provi des the nodel context or scope for sub-rule actions.
The policy group is identified by a policy group nane, and
contains policy rules. Policy groups can be nested w thin other
policy rules only within Policy sets.

icy Rule

A Policy Rule is represented by the semantics "If Condition then
Action". A Policy Rule may have a priority assigned to it.
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| "nests and aggregates policy-group”

Fomm e N e oo ok +
| Pol i cy Set |
Fom e e e e e e e +- -+
N N
I\ I\
N + U +
| Policy G oup| | Policy Goup |
R + o e a o - +
) ) o e e e e e —— - - +
| | ---| ACL Policy-Rule |
| | | Addi ti ons |
| | | +
| | | +
+omme--- AT S AT + | --| Prefix Policy-Rule|
| Policy Rule | | Policy Rule | <----] Additions |
Fommm e e e, + Fommm e e e + | Fomm e e e e, +
: : i A LT +
L ---|Gther Policy-Rule |
: | Additions |
o e e e e e oo +
T |V + T V /S +
| Policy Condition | | Policy Action |
Fom e e e + Fom e e +
A T e T VAU upy i U VAR R U Y AR ++--V----- +4+--V---+
| Match | |Policy | |Policy|l | Set || Policy || Policy|
| Operator| |Variable| |Value | | Operator|| Variable|| Val ue|
I + - ---- + H------ + - e - s SIS ++------ +

Figure 1. Overall nodel BNP I M structure
4. Top-Down yang D agram for PC M

The top down architecture has policy sets, policy groups, and policy
rules. It is not necessary to have policy sets to have policy rules.

4.1. Policy Set Structures
Per PCIM the PolicySet contains rules for nesting policies that

i nclude matching strategies (all-matching or first-match), priorities
bet ween rules, and roles. The Yang diagramis bel ow.
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Figure 2 - Policy Set Yang

nodul e: ietf-pcim
+--rw policy-set [policy-set-nane]
| +--rw policy-set-nane string
| +--rw matching-strategy enuneration
| +--rw policy-roles enuneration
| +--rwdefault-rule-priority uintl6
| +--rw policy-group* [policy-group-nane]

Figure 2 - PSET Yang | evel
4.2. Policy Goup Expansion for Basic Network Policy (BNP)

Policy groups within the PClMwork have a nane that identifies the
grouping of policy rules. In PCIM the policy rule has a nane,
status, priority, match condition with an action. The status for the
policy rule is enabled or disabled. The priority is the priority
within the policy rule order. This expansion of the PCIMpolicy rule
adds a policy-rule order field, a reference count (pr-refcnt). It
expands the PCI M match/ condition nmethods to include a reference to

ot her match-action fields.

| 2RS which requires that a read/ wite scope be tied to a particular
portion of the ephenmeral tree. This requirenent is instantiated as
the 12RS-role at the policy group level. However, it is anticipated
this will be replaced by an expansion of [I-D.ietf-netconf-restconf]
functionality surrounding the xpath feature. This elenent is left in
this nodel to until these restconf xpath additions have been
finalized.

The logical structure is belowin figure 3 with an expansion of the
pci m mat ch-acti on-operation in figure 4.
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Figure 3 - Policy G oup
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Fo-o oo - + | | +---------- +
|wite |------ | | +---------- +
| scope | | -] refcnt |
+--- - - + | +---------- +
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[ - +---mmmme - +
| Prefix-list |
| match/action |
Fomm e +
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Figure 5 - Policy Rule’s match-condition

Fom e e e +
| PCl M |
| Policy Rule |
Iy +
* *
I I
| |
R + - +
> Condition|<....... | Action |<..
A <. tomem - +
* *
...... |
|
AR oo
| Oper at or |
. +

The basi c yang high-level structure for the policy group is included
below in figure 6.

Figure 6

nodul e: ietf-pcim
+--rw policy-set [policy-set-nane]

+--rw policy-group* [policy-group-nane]
+--rw policy-group-nane
+--rw i 2rs-scope

| +--tree-xpath

| +--access enuneration

+--rw policy-rule* [policy-rule-nane]
| +--rw pr-name string

| +--rw pr-order unitl6

| +--rw pr-status enuneration

| +--rwopr-priority unitl6

| +--rwpr-refcnt unitl6

| +--rw pr-match-act

[ +--rw pr-mat ch-act-type

| | +case: pcimmatch-act ref-cnt

[ +case: acl acl-ref

| ] t+case: Prefix-list prefix-list-ref

|+ +case: pbr-pci mmatch-act pbr-pci mnmatch-act-ref
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5. Exanple of

use in BGP

IMfor policy

Cct ober 2014

The PCI M suggests a patch structure of match-field, operator for
mat ch, action (send packet), and set val ue.
exanple is an exanple structure for the pcimof the match-condition

applied to

figure

BGP.

7

+--rw bnp- mat ch- act

6. | ANA Consi
This draft
Hares & Wi

+--rw bnp-mat ch-act - bgp-i 2rs

+--rw bgp-match-field
+--rw bgp-afi
+--rw bgp-local -rib
+--rw bgp- peer
+--rw bgp-rib-in
| +--bgp-rib-in-policy-type
| +--bgp-rib-in-policy
pol i cy-set pcim policy-set-nane
pol i cy-group pci m policy-group-nanme
+--rw bgp-ri b-out
| +--bgp-rib-out-policy-type
| +--bgp-rib-out-policy
policy-set pcimpolicy-set-nane
pol i cy-group pci mpolicy-group-nanme
+--rw bgp-route-prefix
| .. prefix or prefix-range
+--rw bgp-attribute-Iist
| ... bgp attributes
+--rw bgp-state-info

| +--case:
| +--case:

| +--case:
| +--case:

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| | ... bgp state
+-
I

I

I

I
+-
I

I
+-
I

I

The following is an

-rw bgp- mat ch- oper at or
+--rw operator-type enuneration
+--rw bgp- prefix-range- oper at or
+--rw bgp-attribute-operator
+--rw bgp- st at e- oper at or
-rw bgp-action
+- - bgp-act enuneration
+- - bgp- act val ue
-rw bgp- set
+--bgp-set enuneration
+- - bgp-set val ue
derati ons

i ncl udes no request to | ANA
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7.

Security Consi derations
TBD
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