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Abstract

Thi s docunment contains the Basic Network Policy and Filters (BNP I M
Dat a Mbdel which provides a policy nodel that support an ordered I|i st
of match-condition-action (aka event-condition-action (ECA)) for

mul tiple layers (interface, L1-L4, application) and other factors
(size of packet, tinme of day). The actions allow for setting actions
(QCS and ot her), decapsul ation, encapsul ation, plus forwarding
actions. The policy nodel can be used with the I12RS filter-based

Rl B.
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| nt roducti on

This generic network policy provide a nodel to support an ordered
list of routing policy or an ordered list of filter rule. ne
exanpl es of the ordered-based filters is the I2RS Filter-based Rl Bs,
and another is flowspecification filters. The first section of this
draft contains an overview of the policy structure. The second

provi des a high-1level yang nodule. The third contains the yang
nodul e.

Definitions and Acronyns

| NSTANCE: Routing Code often has the ability to spin up multiple
copies of itself into virtual machines. Each Routing code

i nstance or each protocol instance is denoted as Foo | NSTANCE in
t he text bel ow

NETCONF: The Network Configuration Protocol

PCIM - Policy Core Information Mdel

RESTconf - http programmatic protocol to access yang nodul es
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1.2. Antecedents this Policy in | ETF

Ant ecedents to this generic policy are the generic policy work done
in PCCMW. The PCIMwork contains a Policy Core Infornmation Mde
(PCM [RFC3060], Policy Core Informational Mdel Extensions

[ RFC3460] and the Quality of Service (QS) Policy Infornmation Mdel
(QPIM ([RFC3644]) From PClI M cones the concept that policy rules
whi ch are conbined into policy groups. PCIMalso refined a concept
of policy sets that allowed the nesting and aggregation of policy
groups. This generic nodel did not utilize the concept of sets of
groups, but could be expanded to include sets of groups in the
future.

2. Ceneric Route Filters/Policy Overview

This generic policy nodel represents filter or routing policies as
rul es and groups of rules.

The basi c concept are:
Rul e G oup

Arule group is is an ordered set of rules .
Rul e

A Rule is represented by the semantics "If Condition then Action”
A Rule may have a priority assigned to it.
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Figure 1: BNP structure
3. BNP Rule Groups
Rul e groups have the foll ow ng el enents:
o nane that identifies the grouping of policy rules

o role - that is a conmbination of target resource (E.g. [|Pv4d FB-FIB
filters) and a scope (read, read-wite, wite-only).

o list of rules

The rule has the follow ng el enents: nane, order, status, priority,
reference cnt, and match-action as shown as shown in figure 2. The
order indicates the order of the rule within the Iist. The status of
the rule is (active, inactive). The priority is the priority within
a specific order of policy/filter rules. A reference count (refcnt)
i ndi cates the nunber of entities (E.g. network nodul es) using this
policy. The generic rule match-action conditions have match
operator, a match variable and a match value. The rule actions have
an action operator, action variable, and an action val ue.
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The generic rules can be included with other types of rules as figure

2 shows.
Figure 2 - Rule G oup
R e + (optional)
| Rul e G oup [....
O U U U +
* * * N
| | A
I I I
| | |
S - e +
| Nane | | Rul e_li st |
| | |
R + R [------------ +
o e e m [-----mmmmmee - - +
| rule |
-] EEEREEEEEE EEEREEEEEE |-+
I I I I
e B e ol I e e + 4] ----+
| Nane | |rule | | ECA | [rule |
+o-me - + |order | | match | | status|
| nunber| |qos-actions| +------ +
+o---- + | fwd-acti onx|
SRS +

The generic match conditions are specific to a particular |ayer are
refined by matches to a specific layer (as figure 3 shows), and
figure 5 s high-level yang defines. The general actions may be
generic actions that are specific to a particular layer (L1, L2, L3,
service layer) or time of day or packet size. The gos actions can be
setting fields in the packet at any layer (L1-L4, service) or
encapsul ati ng or decapsul ating the packet at a |ayer. The fwd-
actions are forwarding functions that forward on an interface or to a
next-hop. The rule status is the operational status per rule.
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Figure 3
e oo o +
| Match |
| Condition |
R R ppe— | ----- +
I
o e - - Sl S +
I I I I
\Y \Y \Y \Y
..... Li....; ;....Lé....; ;....Lé....; ;'ééIVIéé'
mat ch R match : match : : match

4. BNP Generic Info Mddel in H gh Level Yang
Below is the high | evel inclusion

Figure 5
nodul e: bnp- eca- policy
i mport ietf-inet
inmport ietf-interface
inport ietf-i2rs-rib
i nport service-function-type prefix-sft
i mport service-function prefix-sf
i mport service-fucntion-chain prefix-sfc-sfc

Bel ow is the high | evel yang di agram
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nodul e: i 2rs-eca-policy
+--i2rs-eca-policy
+--rw rul e-group* [group-nane]
+--rw group-nane
+--rwrule* [rul e-nane]
+--rw rul e-nanme string
+--rw order unitl6
+--rwinstaller
+--rw rul e- mat ch- act
+--rw bnp- mat ches
| +--case: interface-match
| +--case: L1l-header-match
| +--case: L2-header-match
| +--case: L3-header-match
| +--case: L4-header-nmatch
| +--case: Service-header-mtch
| +--case: packet-size
| | +--case: tine-of-day
| +--rw bnp-action
| | +--rw nunber-actions
| | | +--case interface-actions
+--case Ll-action
+--case L2-action
+--case L3-action
+--case L4-action
+--case service-action
rw bnp-forward
+--rwinterface interface-ref
+--rw next-hop rib-nexthop-ref
+--rw route-attributes
+--rwrib-route-attributes-ref
+--rw fb-std-drop
+--rw rul e_status
+--ro rul es-status
+--ro rul e-inactive-reason
+--ro rule-installer
+--ro refcnt unitl6

- _Il_ -

5. i2rs-eca-policy Yang nodul e
/| <CODE BEGA NS> file "i2rs eca-policy@015-10-18. yang"

nodul e i 2rs-eca-policy

{

/'l replace with iana nanespace when assi gned
prefix "i2rs-eca";

nanmespace "urn:ietf:parans: xm : ns:yang:i 2rs-eca-policy";
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/'l inport some basic inet types

inmport ietf-inet-types { prefix "inet"; } // RFC6991
inmport ietf-interfaces { prefix "if"; }
inport i2rs-rib { prefix "i2rs-rib";}

/] meta
or gani zati on
"I ETF | 2RS WG';
cont act
"emai |l : shares@dzh. com
email: russ.white@iw. com
emai | : jeff.tantsura@ricsson.com
emai |l : |inda. dunbar @uawei . com
email: bill.w@uawei.con;

descri ption
"This nmodul e describes a basic network policy
nodel with filter per layer.";

revi sion "2015-10-18" {
description "initial revision";
reference "draft-hares-i2rs-bnp-eca-policy-dm01";

}

/'l interfaces - no identity matches

/1 L1 header match identities
identity | 1-header-match-type {
descri ption

}
identity | 1-hdr-sonet-type {
descri ption

" L1 header sonet match ";
base | 1- header - mat ch-type;

}

identity | 1-hdr-OIN-type {
descri ption
" L1 header OIN match ";
base | 1- header - mat ch-type;

}
identity | 1-hdr-dwdmtype {

L1 header type for match
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descri ption
" L1 header DWDM match ";
base | 1- header - mat ch-type;

}

/'l L2 header match identities
identity | 2-header-match-type {
descri ption
" 12 header type for match ";
}

identity |2-802-1Q {
descri ption
" 12 header type for 802.1Q match ";
base | 2- header - mat ch-t ype;

}

identity |2-802-11 {

descri ption

" 12 header type for 802.11 match ";
base | 2- header - mat ch-t ype;

}

identity |2-802-15 {
descri ption

" 12 header type for 802.15 match ";
base | 2- header - mat ch-t ype;

}

identity | 2-NVGRE {
descri ption
" 12 header type for NVGRE match ";
base | 2- header - mat ch-t ype;
}
identity | 2-npls {
descri ption
" 12 header type for MPLS match ";
base | 2- header - mat ch-t ype;

}

identity |2-VXLAN {
descri ption

" 12 header type for VXLAN match ";
base | 2- header - mat ch-t ype;

}

/! L3 header nmatch identities

Hares, et al. Expires April 21, 2016
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identity | 3-header-match-type {
descri ption
" 13 header type for match ";
}

identity | 3-ipv4-hdr {
descri ption

" 13 header type for [Pv4 match ";
base | 3- header - mat ch-type;

}

identity | 3-1ipv6-hdr {
descri ption

" 13 header type for IPv6 match ";
base | 3- header - mat ch-type;

}

identity | 3-gre-tunnel {
descri ption
" 13 header type for GRE tunnel match ";
base | 3- header - mat ch-type;

}

/! L4 header nmatch identities

identity | 4-header-match-type {
description "L4 header

mat ch types. (TCP, UDP

SCTP, etc. )";

}

identity | 4-tcp-header {
description "L4 header for TCP"
base | 4- header - mat ch-t ype;

}

identity | 4-udp-header {
description "L4 header match for UDP";
base | 4- header - mat ch-type;

}

identity |4-sctp-header {
description "L4 header match for SCTP";
base | 4- header - mat ch-t ype;

}

/1 Service header identities

Hares, et al. Expires April 21, 2016 [ Page 10]



I nternet-Draft BNP Generic Policy/Filter I M Cct ober 2015

identity service-header-match-type {
description "service header
mat ch types: service function path
(sf-path)), SF-chain, sf-discovery,
and others (added here)";

}

identity sf-chain-neta-match {
description "service header match for
nmet a- mat ch header";
base servi ce-header-match-type;

identity sf-path-nmeta-match {
description "service header match for
pat h- mat ch header";
base service-header-nmatch-type;

}

identity rule-status-type {
description "status
val ues for rule: invalid (0),
valid (1), valid and installed (2)";

}

identity rule-status-invalid {
base rul e-stat us-type;
}

identity rule-status-valid {
base rul e-stat us-type;

}

identity rule-status-valid-installed {
base rul e-status-type;
}

identity rule-status-valid-inactive {
base rul e-stat us-type;

grouping interface-match {
description "interface
has nanme, description, type, enabled
as potential matches";

| eaf match-if-nanme {

description "match on interface nane";
type if:interface-ref;
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/'l add description |ater

}

grouping interface-action {
descri ption
"interface action up/down and
enabl e/ di sabl e";
| eaf interface-up {
descri ption
"action to put interface up";
t ype bool ean;

| eaf interface-down {
descri ption
"action to put interface down";
t ype bool ean;

| eaf interface-enable {
descri ption
"action to enable interface";
t ype bool ean;

| eaf interface-disable {
descri ption
"action to disable interface";
t ype bool ean;

groupi ng L1-header-match {
descri ption
"The Layer 1 header match includes
any reference to L1 technol ogy";
/'l matches for OIN, SDH, DWDM
choi ce | 1- header-match-type {
case | 1-hdr-sonet-type {
/'l sonet matches

}
case L1-hdr-OTN-type {
/1 OIN mat ches

}
case L1-hdr-dwdmtype {
/1 DWDM nmat ches

}

Hares, et al. Expires April 21, 2016 [ Page 12]



| nt er net - Draf t

BNP Generic Policy/Filter I M Cct ober

groupi ng L1-header-actions {
choi ce | 1- header-match-type {

}

case | 1-hdr-sonet-type {
// sonet actions

}

case L1-hdr-OTN-type {
[/ OTN actions

}
case L1-hdr-dwdmtype {
/1 DWDM acti ons

}

groupi ng L2-802-1Q header {
descri ption

"This is short-term 802.1 header

mat ch which will be replaced
by reference to | EEE yang when
it arrives. Qag 1 is 802.1Q
Q@ ag2 is 802.1AD";

| eaf vl an-present {
description " Include VLAN in header";
t ype bool ean;

| eaf qtagl-present {
description " This flag val ue indicates
i nclusion of one 802.1Q tag in header";
t ype bool ean;

| eaf qt ag2- present{
description "This flag indicates the

i nclusi on of second 802.1Q tag i n header'

t ype bool ean;

}

| eaf dest-mac {

description "I EEE destinati on MAC val ue

Hares, et al.

fromthe header";
type uint 64;
/I change to uint48

| eaf src-nmac {
description "I EEE source MAC
fromthe header”;
type uint 64;
/I change to uint48

2015
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}

| eaf vlan-tag {
description "I EEE VLAN Tag
fromthe header"”;
type uintl6;
}
| eaf qtagl {
description "Qagl val ue
fromthe header"”;
type uint32;

}
| eaf qtag2 {
description "Qagl val ue
fromthe header”;
type uint32;

| eaf L2-ethertype {
description "Ether type
fromthe header”;
type uint16;

groupi ng L2- VXLAN- header {
descri ption
"Thi s VXLAN header may
be repl aced by actual VXLAN yang
nodul e reference”;
cont ai ner vxl an- header {
//vix outer mac header
uses i2rs-rib:ipv4-header;
| eaf vxlan-network-id {
description "VLAN network id";
type uint32;
}
oo
/[1fix inner header here

}

groupi ng L2- NVGRE- header {
descri ption
"Thi s NVGRE header may
be replaced by actual NVGRE yang
nodul e reference”;
cont ai ner nvgre-header {
uses L2-802-1Q header;
uses i2rs-rib:ipv4-header;
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| eaf gre-version {
description "L2- NVGRE GRE ver si on"
type uint8;
}

| eaf gre-proto {
description "L2- NVGRE protocol value";
type uint16;

| eaf virtual -subnet-id {
description "L2- NVGRE subnet id val ue";
type uint32;

leaf flowid {
description "L2-NVGRE Fl ow i d val ue";
type uint16;

/] uses L2-802-1Q header;

groupi ng L2-header-match {
description
The | ayer 2 header match incl udes
any reference to L2 technol ogy";
choi ce | 2- header-match-type {
case | 2-802-1Q {
uses L2-802-1Q header;

}
case | 2-802-11 {
[/ matches for 802.11 headers

}
case | 2-802-15 {
// matches for 802.1 Ethernet

case | 2- NVGRE {
/1 matches for NVGRE
uses L2- NVGRE- header;

}
case | 2- VXLAN- header {
uses L2-VXLAN- header

}

case | 2-npl s- header {
uses i2rs-rib: npl s-header;

}
}
}

groupi ng L2-header-actions {
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Har es,

descri ption
" The layer 2 header match incl udes
any reference to L2 technol ogy”;

choi ce | 2- header-mat ch-type {
case | 2-802-1Q {
/1l actions for L2-802-1Q

}
case | 2-802-11 {
// actions for L2-802-11

}
case | 2-802-15 {
/] actions 802.1 Ethernet
}
case | 2- NVGRE {
/1l actions for NVGRE
| eaf set-vsid {
descri ption
"Boolean flag to set VSID in packet";
t ype bool ean;

| eaf set-flowid {
description
"Boolean flag to set VSID in packet";
t ype bool ean;

| eaf vsi {
descri ption
"VSID value to set in packet";
type uint32;

leaf flowid {
descri ption
"flowid value to set in packet";
type uintl6;

}

}
case | 2- VXLAN- header ({
| eaf set-network-id {
descri ption
"flag to set network id in packet";
t ype bool ean;}
| eaf network-id {
descri ption
"network id value to set in packet"”;
type uint32;
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case | 2-npl s- header {
| eaf pop {
descri ption
"Bool ean flag to pop npls header”;
t ype bool ean;
}
| eaf push {
descri ption
"Bool ean flag to push value into
npl s header";
t ype bool ean;

}

| eaf npls-1abel {
descri ption
“npls label to push in header";
type uint32;

}
}
groupi ng L3-header-match {
description "match for L3 headers";
choi ce L3-header-match-type {
case | 3-ipv4-hdr {
uses i2rs-rib:ipv4-header;

case | 3-i pv6-hdr {
uses i2rs-rib:ipv6-header;
}

case L3-gre-tunnel {
uses i2rs-rib:gre-header;
}

}
}
groupi ng i pv4-encapsul ate-gre {
description "encapsul ation actions for |Pv4 headers”;
| eaf encapsul ate {
description "flag to encapsul ate headers";
t ype bool ean;

| eaf ipv4-dest-address {
description "Destination Address for GRE header";
type inet:ipv4-address;

| eaf i pv4-source-address {

description "Source Address for GRE header";
type inet:ipv4-address;
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}

groupi ng | 3- header-actions {
description "actions that can
be perforned on header";

choi ce | 3-header-act-type {
case | 3-ipv4-hdr {
| eaf set-ttl {
description "flag to set TTL";
t ype bool ean;

| eaf set-dscp {
description "flag to set DSCP";
t ype bool ean;

| eaf ttl-value {
description "TTL value to set";
type uint8;

| eaf dscp-val {
description "dscp value to set”;
type uint8;
}

case | 3-ipv6-hdr {
| eaf set-next-header {
descri ption

“"flag to set next routing header in |IPv6 header";
t ype bool ean;

| eaf set-traffic-class {
descri ption

"flag to set traffic class in | Pv6 header”;
t ype bool ean;

| eaf set-flowlabel {
descri ption
"flag to set flow label in IPv6 header";
t ype bool ean;}
| eaf set-hop-limt {
t ype bool ean;

| eaf next-header {
description "value to set in next header";
type uint8;}
| eaf traffic-class {
description "value for traffic class";
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type uint8;

| eaf flowlabel {
description "value for flow |abel";
type uintl6;

}
| eaf hop-limt {
description "value for hop count”;
type uint8;

}

case L3-gre-tunnel {
| eaf decapsul ate {
description "flag to decapsul ate packet";
type bool ean; }
}

}

groupi ng tcp-header-match {
| eaf source-port {
description "source port match val ue";
type uint16;

| eaf dest-port {
description "dest port match val ue";
type uintl6;

| eaf sequence- nunber {
description "sequence nunber match val ue";
type uint32;

| eaf ack-nunber {
description "ack nunber match val ue";
type uint32;
}
}

groupi ng tcp-header-action {
| eaf set-source-port {
description "flag to set source port val ue";
type bool ean;}
| eaf set-dest-port {
description "flag to set source port val ue";
t ype bool ean;
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uses tcp-header-match;

}

groupi ng udp- header-mat ch {
| eaf source-port {
description "UDP source port match val ue";
type uint16;

| eaf dest-port {
description "UDP Destination port match val ue”;
type uintl6;

}

groupi ng udp- header-action {
| eaf set-source-port {
description "flag to set UDP source port match val ue";
t ype bool ean;

| eaf set-dest-port {
descri ption
"flag to set UDP destination port match val ue”;
t ype bool ean;

}

uses udp- header - mat ch;

}

groupi ng sctp-chunk {
| eaf chunk-type {
description "sctp chunk type val ue";
type uint8;

}
| eaf chunk-flag {
description "sctp chunk type flag val ue";
type uint8;

}
| eaf chunk-1ength {
description "sctp chunk | ength";
type uint16;

}
| eaf chunk-data-0 {

description "byte zero of stcp chunk data";
type uint32;

groupi ng sct p-header-match {
| eaf source-port {
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description "sctp header match source port val ue";
type uint16;

}
| eaf dest-port {

description "sctp header match destination port val ue";
type uintl6;

| eaf verification-tag {
description "sctp header match verification tag val ue";
type uint32;

uses sct p-chunk;
}
groupi ng sct p-header-action {
| eaf set-source-port {
description "set source port in sctp header”;
t ype bool ean;

| eaf set-dest-port {
description "set destination port in sctp header”;
t ype bool ean;
}
| eaf set-chunkl {
description "set chunk value in sctp header";
t ype bool ean;

uses sct p-header - mat ch;

groupi ng L4-header-match {
choi ce | 3-header-match-type {
case | 4-tcp-header {
uses tcp-header - mat ch;

case | 4-udp- header {
uses udp- header - mat ch;
}

case | 4-sctp {
uses sct p-header - mat ch;
}

}

groupi ng | 4- header-action {
choi ce L3-header-match-type {
case | 4-tcp-header {
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uses tcp-header-action;

case | 4-udp- header {

uses udp- header-acti on;
}
case | 4-sctp {

uses sct p-header-action;

}
}
}

groupi ng servi ce-header-match {
choi ce service-header-match-type {
case sf-chain-nmeta-match {
/'l uses sfc-sfc:service-function-chai n-grouping: service-f

}

case sf-path-nmeta-match {
/'l uses sfc-spf:service-function-paths:service-function-

uncti on-chai n;

pat h;
}
}
groupi ng service-header-actions {
choi ce service-header-match-type {
case sf-chain-nmeta-match {
| eaf set-chain {
description "flag to set chain in sfc";

t ype bool ean;}
/ luses sfc-sfc:service-function-chain-groupi ng: service-fun

}

case sf-path-nmeta-match {
| eaf set-path {
description "flag to set path in sfc header"”;
t ype bool ean;}
/'l uses sfc-spf:service-function-paths:service-function-path;

}
}

ction-chai n;

groupi ng rul e_status {
descri ption
"rul e operational status";
| eaf rul e-status {
type string;

| eaf rul e-status-inactive {
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description "description of why rule is inactive";
type string;
}
| eaf rule-status-installer {
description "response on rule installed";
type string;

| eaf refcnt {
description "refernce count on rule. ";
type uint64;

}

groupi ng packet-si ze-match {
description "packet size by |ayer
only non-zero val ues are natched";
| eaf |1-size-match {
description "L1 packet match size.";
type uint32;

| eaf | 2-size-match {
description "L2 packet match size.";
type uint32;

| eaf | 3-size-match {
description "L3 packet match size.";
type uint32;

| eaf 14-size-match {
description "L4 packet match size.";
type uint32;

| eaf service-neta-size {
description "service neta info match size."
type uint32;
}
| eaf service-neta-payl oad {
description "service neta-play match size";
type uint32;
}
}

groupi ng tinme-day-match {
/I matches for tinme of day;

}

groupi ng eca- matches {
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description "ECA matches";
uses i nterface-nmatch;

uses L1-header-nmatch;

uses L2-header-nmatch;

uses L3-header-match:;

uses L4- header-nmat ch;

uses servi ce- header-natch
uses packet-size-match
uses ti ne-day-match

}

groupi ng eca-qgos-actions {
description "ECA set or change
packet Actions";
| eaf cnt-actions {
description "count of ECA actions";
type uint32;
}
/1l actions may be added for interface,
/1 L1, L2, L3, and L4 and service forwarding.

}

grouping ip-next-fwd {
| eaf rib-nanme {
description "nanme of RIB";
type string;

| eaf next-hop-nane {
description "name of next hop";
type string;

}

groupi ng eca-fwd-actions {
description "ECA forwardi ng actions";
| eaf interface-fwd {
description "nanme of interface to forward on"
type if:interface-ref;
}
uses i 2rs-rib: next hop;
uses i p-next-fwd;
| eaf drop-packet {
description "drop packet flag";
t ype bool ean;

}

cont ai ner bnp-ecap-policy-set {

Hares, et al. Expires April 21, 2016 [ Page 24]



I nternet-Draft BNP Generic Policy/Filter I M Cct ober 2015

descri ption
" main bnp ecap policy";

cont ai ner policy-groups {
list rule-group {
key "group-nanme";
descri ption
“groups of ECA rul es”;

| eaf group-name {
description
"nanme of group of rules";
type string;

list rule {
key "rul e- nane";
description "ECA rul es”;
| eaf rul e-nane {
description "nanme of rule";
type string;

| eaf order-id {
description "Nunber of order
in ordered list (ascending)";
type uint 16;

| eaf installer {
description
“Id of 12RS client
that installs this rule."”;
type string;

uses eca- nat ches;
uses eca- qos-actions;
uses eca-fwd-actions;
} I/ end of rule
} I/ end of group |ist
} I/ end of policy-groups
} I/ end of policy set
}

| | <CODE ENDS>
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6. | ANA Consi derations
This draft includes no request to | ANA
7. Security Considerations

These generic filters are used in the I2RS FB-RIBs to filter packets
inatraffic stream act to nodify packets, and forward data packets.
These I 2RS filters operate dynam cally at same |evel as currently
depl oyed configured filter-based RIBs to filter, change, and forward
traffic. The dynam c nature of this protocol requires that |2RS
Filters track the installer of group information and rules.

This section will be augnmented after a discussion with security
experts.
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