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Abstract

This presents security-related requirenents for the | 2RS protocol for
mut ual aut hentication, transport protocols, data transfer and
transacti ons.
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I nt roducti on

The Interface to the Routing System (I2RS) provides read and wite
access to information and state within the routing process. The |I2RS
client interacts with one or nore |I2RS agents to collect information
fromnetwork routing systens.

Thi s docunent describes the requirenents for the |12RS protocol in the
security-related areas of nmutual authentication of the |I2RS client
and agent, the transport protocol carrying the |I2RS protocol

nmessages, and the atomcity of the transactions. These requirenents
align with the description of the I2RS architecture found in
[I-D.ietf-i2rs-architecture] docunent.

[1-D. haas-i 2rs-epheneral -state-reqs] discusses |2RS rol es-based wite
conflict resolution in the epheneral data store using the |I2RS dient
Identity, |2RS Secondary ldentity and priority. The draft
[I-D.ietf-i2rs-traceability] describes the traceability framework and
its requirenents for 12RS. The draft
[I-D.ietf-i2rs-pub-sub-requirenents] describes the requirenents for
|2RS to be able to publish information or have a renote client
subscribe to an information data stream

Definitions

This docunent utilizes the definitions found in the follow ng drafts:
[ RFC4949], and [I-D.ietf-i2rs-architecture]

Specifically, this docunent utilizes the follow ng definitions:
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access control
[ RFC4949] defines access control as the foll ow ng:
1)(1))protection of systemresources agai nst unauthorized use;

2) (1) process by which use of systemresources is regul ated
according to a security policy and is permtted only by
authorized entities (users, prograns, processes, or other
systens) according to that policy;

3)(1) (formal nodel) Limtations on interactions between
subjects and objects in an information system

4) (O "The prevention of unauthorized use of a resource,
i ncluding the prevention of use of a resource in an
unaut hori zed manner.";

5.(0 /U S CGovernnent/ A system using physical, electronic,
or human controls to identify or admt personnel with properly
aut hori zed access to a SCI F.

Aut henti cati on

[ RFC4949] describes authentication as the process of verifying
(i.e., establishing the truth of) an attribute value clainmed by or
for a systementity or systemresource. Authentication has two
steps: identify and verify.

Data Confidentiality

[ RFC4949] describes data confidentiality as having two properties:
a) data is not disclosed to systementities unless they have been
authorized to know, and b) data is not disclosed to unauthorized
individuals, entities or processes. The key point is that
confidentiality inplies that the originator has the ability to

aut hori ze where the information goes. Confidentiality is
important for both read and wite scope of the data.

Data Integrity
[ RFC4949] states data integrity includes

1. (I)The property that data has not been changed, destroyed,
or

2. (O "The property that information has not been nodified or
destroyed i n an unaut hori zed manner."
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a Privacy

[ RFC4949] describes data privacy as a synonym for data
confidentiality. This |I2RS docunent will utilize data privacy as
a synonymfor data confidentiality.

ual Aut hentication

[ RFC4949] inplies that nutual authentication exists between two
interacting systementities. Mitual authentication in |I2RS
inplies that both sides nove froma state of nmutual suspicion to
mut ual Iy aut henti cated comruni cation afte each system has been
identified and validated by its peer system

e
[ RFC4949] describes rol e as:
1) (1) Ajob function or enploynent position to which people or
ot her systementities may be assigned in a system (See: role-

based access control. Conpare: duty, billet, principal, user.)

2) (O /Common Criterial A pre-defined set of rules
establishing the allowed interactions between a user and the
TCE.

The |1 2RS uses the conmon criteria definition.

e

[ RFC4949] describes rol e-based access control as: (1) A form of
identity-based access control wherein the systementities that are

identified and controlled are functional positions in an
or gani zati on or process.

Security audit trail

Har es,

[ RFC4949] (page 254) describes a security audit trail as a
chronol ogi cal record of systemactivities that is sufficient to
enabl e the reconstructi on and exam nati on of the sequence
environnents and activities surrounding or |eading to an
operation, procedure, or event in a security-relevant transaction
frominception to final results. Requirenents to support a
security audit is not covered in this docunent. The draft
[I-D.ietf-i2rs-traceability] describes traceability for |I2RS
interface and protocol. Traceability is not equivalent to a
security audit trail.
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| 2RS the followi ng phrase that incorporates an [ RFC4949] definition:
| 2RS protocol data integrity

The transfer of data via the | 2RS protocol has the property of
data integrity described in [ RFC4949].

2. Security-Rel ated Requirenents

The security for the |I2RS protocol requires nmutually authenticated

| 2RS clients and | 2RS agents. The |I2RS client and | 2RS agent using
the | 2RS protocol MJIST be able to exchange data over a secure
transport, but sone functions nmay operate on non-secure transport.
The | 2RS protocol MJUST BE able to provide atomcity of a transaction,
but it is not required to have nulti-nmessage atomcity and roll back
mechani smtransactions. Miltiple nmessages transacti ons may be

i npacted by the interdependency of data. This section discusses
these details of these security requirenents.

2.1. Mitual authentication of I12RS client and | 2RS Agent

The | 2RS architecture [I-D.ietf-i2rs-architecture] sets the follow ng
requi renents:

o0 SEC-REQO01: Al I12RS clients and | 2RS agents MJST have at | east
one unique identifier that uniquely identifies each party.

0 SEC-REQ 02: The |2RS protocol MJST utilize these identifiers for
mutual identification of the I12RS client and | 2RS agent.

0 SEC REQ 03: An | 2RS agent, upon receiving an |2RS nessage froma
I 2RS client, MJST confirmthat the I2RS client has a valid
identifier.

o0 SEC-REQ 04: The I2RS client, upon receiving an | 2RS nessage from
an | 2RS agent, MJUST confirmthe |2RS agent’s identifier

o0 SEC-REQ 05: ldentifier distribution and the | oading of these
identifiers into | 2RS agent and |2RS O ient SHOULD occur outside
t he | 2RS prot ocol

o0 SEC-REQ 06: The | 2RS protocol SHOULD assume sone nmechani sm (| ETF
or private) will distribute or load identifiers so that the |I2RS
client/agent has these identifiers prior to the |I2RS protocol
establishing a connection between |2RS client and | 2RS agent.

o0 SEC-REQ 07: Each ldentifier MIST be linked to one priority
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2.

2.

o0 SEC-REQ 08: Each ldentifier is associated with one secondary
identifier during a particular read/wite sequence, but the
secondary identifier may vary during the tine a connection between
the 2RS client and | 2RS agent is active. The variance of the
secondary identifier allows the I2RS client to be associated wth
mul ti pl e applications and pass along an identifier for these
applications in the secondary identifier.

Transport Requirenents Based on Mutual Authentication

SEC- REQ- 09: The | 2RS protocol MJUST be able to transfer data over a
secure transport and optionally be able to transfer data over a non-
secure transport. A secure transport MJST provide data
confidentiality, data integrity, and replay prevention.

Not e: The non-secure transport be used for publishing telenetry data
that was specifically indicated to non-confidential in the data
nodel . The configuration of epheneral data in the |I2RS Agent by the
| 2RS client SHOULD be done over a secure transport. It is

antici pated that the passing of nost |2RS epheneral state operational
status SHOULD be done over a secure transport. Data nodels SHOULD
clearly annotate what data nodes can be passed over an insecure
connection. The default transport is a secure transport.

SEC- REQ 10: A secure transport MJST be associated with a key
managenent sol ution that can guarantee that only the entities having
sufficient privileges can get the keys to encrypt/decrypt the
sensitive data. Per BCP107 [RFC4107] this key nmanagenent system
SHOULD be automatic, but MAY BE manual if the follow ng constraints
from BCP107:

a)environment has limted bandwi dth or high round-trip tines,
b)the i nformati on being protected has a | ow val ue and

c)the total volune over the entire lifetime of the |ong-term
session key will be very | ow,

d)the scale of the deploynent is limted.

Most | 2RS environnents (I12RS Cient - 12S Agents) will not have this
environnent, but a few | 2RS use case provide limted non-secure
light-weight telemetry nessages that have these requirenments. An

| 2RS data nodel nust indicate which portions can be served by manua
key managenent.

SEC-REQ 11: The | 2RS protocol MJST be able to support nultiple secure
transport sessions providing protocol and data communi cation between
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an | 2RS Agent and an I2RS client. However, a single |I2RS Agent to
| 2RS client connection MAY elect to use a single secure transport
session or a single non-secure transport session.

SEC-REQ 12: The I12RS dient and | 2RS Agent protocol SHOULD i npl enent
mechani sns that mtigate DoS attacks

2.3. Data Confidentiality Requirenents

SEC-REQ 13: In a critical infrastructure, certain data within routing
el ements is sensitive and read/wite operations on such data MJST be
controlled in order to protect its confidentiality. For exanple,

nost carriers do not want a router’s configuration and data fl ow
statistics known by hackers or their conpetitors. Wile carriers my
share peering information, nost carriers do not share configuration
and traffic statistics. To achieve this, access control to sensitive
data needs to be provided, and the confidentiality protection on such
data during transportation needs to be enforced.

2.4. Data Integrity Requirenents

SEC-REQ 14: An integrity protection nechanismfor |2RS SHOULD be abl e
to ensure the followng: 1) the data being protected is not nodified
W t hout detection during its transportation and 2) the data is
actually fromwhere it is expected to come from3) the data is not
repeated fromsone earlier interaction of the protocol. That is,
when both confidentiality and integrity of data is properly
protected, it is possible to ensure that encrypted data is not

nodi fied or replayed w thout detection.

SEC-REQ 15: The integrity that the nmessage data is not repeated neans
that 12RS client to | 2RS agent transport SHOULD protect agai nst
repl ay attack

Requi rements SEC- REQ 13 and SEC- REQ 14 are SHOULD requirenents only
because it is recognized that some 12RS Cient to | 2RS agent

conmuni cati on occurs over a non-secure channel. The I2RS client to

| 2RS agent over a secure channel would inplenent these features. In
order to provide sone traceability or notification for the non-secure
protocol, SEC-REQ 16 suggests traceability and notification are
inportant to include for any non-secure protocol.

SEC-REQ 17: The | 2RS nessage traceability and notification
requirenents requirenments found in [I-D.ietf-i2rs-traceability] and
[I-D.ietf-i2rs-pub-sub-requirenments] SHOULD be supported in

comuni cation channel that is non-secure to trace or notify about
potential security issues
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2.5. Rol e-Based Data Mddel Security

The [I-D.ietf-i2rs-architecture] defines a role or security role as
specifying read, wite, or notification access by a I2RS client to
data within an agent’s data nodel .

SEC- REQ 18: The rules around what role is permtted to access and
mani pul ate what information plus a secure transport (which protects
the data in transit) SHOULD ensure that data of any |evel of
sensitivity is reasonably protected from bei ng observed by those

W thout perm ssion to viewit, so that privacy requirenents are net.

SEC-REQ 19: Rol e security MJST work when nmultiple transport
connections are being used between the |I2RS client and | 2RS agent as
the I 2RS architecture [I-D.ietf-i2rs-architecture] states. These
transport nessage streans may start/stop without affecting the

exi stence of the client/agent data exchange. TCP supports a single
stream of data. SCTP [ RFC4960] provides security for nmultiple
streans plus end-to-end transport of data.

SEC- REQ 20: |2RS clients MAY be used by nultiple applications to
configure routing via | 2RS agents, receive status reports, turn on
the 12RS audit stream or turn on |I2RS traceability. Application
software using | 2RS client functions may host several mnultiple secure
identities, but each connection will use only one identifier with one
priority. Therefore, the security of each I12RS Cient to | 2RS Agent
connection is unique.

Pl ease note the security of the application to |I2RS client connection
is outside of the I2RS protocol or |12RS interface.
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4. |1 ANA Consi derations
This draft includes no request to | ANA

5. Security Considerations

This is a docunment about security requirenents for the |I2RS protoco
and data nodul es. The whol e docunent is security considerations.
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