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Abstract

This presents an security-related requirenents for the |I2RS protocol
for nmutual authentication, transport protocols, data transfer and
transacti ons.
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1. I ntroducti on

The Interface to the Routing System (I2RS) provides read and wite
access to the information and state within the routing process. The
I 2RS client interacts with one or nore |I2RS agents to coll ect

i nformation fromnetwork routing systens.

Thi s docunent describes the requirenents for the |12RS protocol in the
security-related areas of nutual authentication of the |I2RS client

and agent, the transport protocol carrying the |I2RS protocol
These requirenents
were initially described in the [I-D.ietf-i2rs-architecture]

nmessages, and the atomicity of the transactions.

docunent. These security requirenents are also part of the list of
top ten requirenents for the |12RS protocol indicated in the section

bel ow.

[1-D. haas-i 2rs-epheneral -state-reqs] di scusses of

| 2RS r ol es-based

wite conflict resolution in the epheneral data store using the |2RS

Client ldentity, |2RS Secondary ldentity and priority.

The draft

[I-D.ietf-i2rs-traceability] describes the traceability framework and

its requirenents for 12RS. The draft

[1-D.ietf-i2rs-pub-sub-requirenents] describe the requirenents for
|2RS to be able to publish information or have a renote client

subscribe to an infornati on data stream
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1.1.

Har es

10 |1 2RS General Requirenents

1. The I2RS protocol SHOULD support highly reliable notifications
(but not perfectly reliable notifications) froman |I2RS agent to
an | 2RS client.

2. The I 2RS protocol SHOULD support a high bandw dt h,
asynchronous interface, with real-tine guarantees on getting data
froman | 2RS agent by an |2RS client.

3. The |I2RS protocol wll operate on data nodels which may be
prot ocol independent or protocol dependent.

4. 12RS Agent needs to record the client identity when a node is
created or nodified. The |I2RS Agent needs to be able to read the
client identity of a node and use the client identity’'s associ ated
priority to resolve conflicts. The secondary identity is useful
for traceability and may al so be recorded.

5. dient identity will have only one priority for the client
identity. A collision on wites is considered an error, but
priority is utilized to conpare requests fromtwo different
clients in order to nodify an existing node entry. Only an entry
froma client which is higher priority can nodify an existing
entry (First entry wwns). Priority only has nmeaning at the tine
of use.

6. The Agent identity and the Client identity should be passed
outside of the I2RS protocol in a authentication and authorization
protocol (AAA). Cdient priority may be passed in the AAA
protocol. The values of identities are originally set by
operators, and not standardized.

7.An |1 2RS dient and | 2RS Agent nutual |y authenticate each ot her
based on pre-established authenticated identities.

8. Secondary identity data is read-only neta-data that is
recorded by the | 2RS agent associated with a data nodel’s node is
witten, updated or deleted. Just like the primary identity, the
secondary identity is only recorded when the data node is witten
or updated or del eted.

9.12RS agent can have a lower priority I12RS client attenpting to
nodi fy a higher priority client’s entry in a data nodel. The
filtering out of lower priority clients attenpting to wite or
nodi fy a higher priority client’s entry in a data nodel SHOULD be
effectively handl ed and not put an undue strain on the |I2RS agent.
Note: Jeff’s suggests that priority is kept at the NACM at the
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client level (rather than the path Ievel or the group level) wll
all ow these |lower priority clients to be filtered out using an
ext ended NACM approach. This is only a suggestion of a nethod to
provi de the requirenment

o 10. The |12RS protocol MJST support the use of a secure transport.
However, certain functions such as notifications MAY use a non-
secure transport. FEach nodel or service (notification, |ogging)
nmust define within the nodel or service the valid uses of a non-
secure transport.

2. Definitions

Thi s docunent utilizes the definitions found in the follow ng drafts:
[ RFC4949], and [I-D.ietf-i2rs-architecture]

Specifically, this docunent utilizes the follow ng definitions:
Aut henti cati on

[ RFC4949] descri bes authentication as the process of verifying
(i.e., establishing the truth of) an attri bute value clained by or
for a systementity or systemresource. Authentication has two
steps: identify and verify.

Data Confidentiality

[ RFC4949] describes data confidentiality as having two properties:
a) data is not disclosed to systementities unless they have been
aut hori zed to know, and b) data is not disclosed to unauthorized

i ndividuals, entities or processes. The key point is that
confidentiality inplies that the originator has the ability to
aut horize where the information goes. Confidentiality is

i mportant for both read and wite scope of the data.

Data confidentiality service

[ RFC4949] al so describes data confidentiality service as a
security service that protects data agai nst unauthori zed

di scl osure. Please note that an operator can designate all people
are authorized to view a piece of data which would nean a data
confidentiality service would be essentially a null function.

Data Privacy
[ RFC4949] describes data privacy as a synonym for data

confidentiality. This |I2RS docunent will utilize data privacy as
a synonymfor data confidentiality.
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Mut ual Aut henti cati on

[ RFC4949] inplies that nutual authentication exists between two
interacting systementities. Mitual authentication in |I2RS
inplies that both sides nove froma state of nmutual suspicion to
nmut ual Iy aut henti cated comruni cation afte each system has been
identified and validated by its peer system

Mut ual Suspi ci on

Ro

Ro

[ RFC4949] defines mutual suspicion as a state that exists between
two interacting systementities in which neither entity can trust
the other to function correctly with regard to sone security
requirenent.

e

[ RFC4949] describes role as a job function or enploynent position
to which people or other systementities may be assigned in a
system In the I12RS interface, the |I2RS agent roles relate to the
roles that the 12RS client is utilizing. In the I2RS interface,
the 12RS client negotiation is over the client’s ability to access
resources nmade avail able through the agent’s particular role.

e- based Access control

[ RFC4949] describes rol e-based access control as an identity-based
access control wherein the systementities that are identified and
controlled are functional positions in an organi zati on or process.
Wthin [RFC4949] five rel ationships are discussed: 1)

adm nistrators to assign identities to roles, 2) admnistrators to
assign permssions to roles, 3) admnistrators to assign roles to
roles, 4) users to select identities in sessions, and 5) users to
select roles in sessions.

Security audit trail

[ RFC4949] (page 254) describes a security audit trail as a
chronol ogi cal record of systemactivities that is sufficient to
enabl e the reconstructi on and exam nati on of the sequence
environnents and activities surrounding or |eading to an
operation, procedure, or event in a security-relevant transaction
frominception to final results. Requirenents to support a
security audit is not covered in this docunent. The draft
[I-D.ietf-i2rs-traceability] describes traceability for |I2RS

i nterface and protocol.

I 2RS integrity

Har es
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The data transfer as it is transmtted between client and agent
cannot be nodified by unauthorized parties w thout detection.

3. Security-Related Requirenents

The security for the |I2RS protocol requires nutually authenticated

I 2RS client and | 2RS agent MJST be able to exchange data over a
secure transport, and MJUST use rol e-based security to store data in
| 2RS data nodels in epheneral state, and MJUST provide atomcity of a
transaction. This section describes the requirenments for the nutual
aut hentication of the |I2RS agent and client, and the secure
transport. The issues relating to role-based security to store data
in | 2RS data nodels in epheneral state is covered in

[1-D. haas-i 2rs-epheneral -state-reqs].

3.1. Miutual authentication of I12RS client and | 2RS Agent
The | 2RS architecture [I-D.ietf-i2rs-architecture]docunent states:
"Mutual authentication between the 12RS Cient and | 2RS Agent is
required. An I2RS Cient nmust be able to trust that the |I2RS
Agent is attached to the relevant Routing El ement so that wite/
nodi fy operations are correctly applied and so that information
received fromthe | 2RS Agent can be trusted by the I2RS Cient."

Th

s architecture set the follow ng requirenents:

o Al I12RS clients and |2RS agents MJST have at | east one uni que
identifier that uniquely identifies each party.

o The |I2RS protocol MJST utilize these identifiers for nutual
identification of the I12RS client and | 2RS agent.

o An |2RS agent, upon receiving an | 2RS nessage froma client, nust
confirmthat the client has a valid identity.

o The client, upon receiving an | 2RS nessage from an agent, nust
confirmthe |12RS identity.

o ldentity distribution and the |oading of these identities into
| 2RS agent and | 2RS dient occur outside the |I2RS protocol.

o0 The 12RS protocol SHOULD assune sonme nechani sm (I ETF or private)
in order to distribute or load identities and that the |I2RS
client/agent will load the identities prior to the |I2RS protocol
establishing a connection between |I2RS client and | 2RS agent.

o Each Identity will be linked to one priority
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o Each Identity wll be |linked to one secondary identity for the
period of a connection.

3.2. Transport Requirenents Based on Mutual Authentication

| 2RS data security MJST be able to support transfer of the data
between the 12RS client to | 2RS agent in a manner that is
confidential, has nessage integrity, and supports end-to-end
integrity (in the case of stacked clients).

The |1 2RS data security nechani sns used for protecting the |I2RS
packets needs to be associated with proper key managenent sol utions.
A key managenent sol ution needs to guarantee that only the entities
having sufficient privileges can get the keys to encrypt/decrypt the
sensitive data. In addition, the key managenent mechani sns need to
be able to update the keys before they have | ost sufficient security
strengths, w thout breaking the connection between the agents and
clients.

The rul es around what role is permtted to access and mani pul at e what
i nformati on, conmbined with encryption to protect the data in transit
is intended SHOULD ensure that data of any |level of sensitivity is
reasonably protected from bei ng observed by those w thout perm ssion
to viewit. In that case 'those’ can refer to either other roles,
sub-agents, or to attackers and assorted M TM (man-i n-t he-

m ddl e) nonkeys.

The | 2RS protocol MJST support multiple transport sessions providing
prot ocol and data communi cati on between the | 2RS Agent and the |2RS
client.

3.2. 1. NETCONF over SSH

The NETCONF service over SSH is believed to provide the necessary

mut ual aut hentication services required by I2RS. Per [RFC6242]: "The
identity of the SSH server MUST be verified and authenticated by the
SSH client according to | ocal policy before password-based

aut henti cation data or any configuration or state data is sent to or
received fromthe SSH server. The identity of the SSH client MJST

al so be verified and authenticated by the SSH server according to

| ocal policy to ensure that the incomng SSH client request is
legitimate before any configuration or state data is sent to or
received fromthe SSH client. Neither side should establish a
NETCONF over SSH connection with an unknown, unexpected, or incorrect
identity on the opposite side.
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3.2.2. NETCONF/ RESTCONF over TLS

Agent validation of the I2RS client is mandated over TLS in an |2RS
context. The client shall also validate the Agent using its server
certificate.

3.3. Data Confidentiality Requirenents

In a critical infrastructure, certain data within routing elenments is
sensitive and read/wite operations on such data nust be controlled
in order to protect its confidentiality. For exanple, nost carriers
do not want a router’s configuration and data flow statistics known
by hackers or their conpetitors. While carriers may share peering
information, nost carriers do not share configuration and traffic
statistics. To achieve this, access control to sensitive data needs
to be provided, and the confidentiality protection on such data
during transportation needs to be enforced.

It is normal to protect the confidentiality of the sensitive data
during transportation by encrypting them Encryption obscures the
data transported on the wire and protects them agai nst eavesdroppi ng
attacks. Because the encryption itself cannot guarantee the
integrity or fresh of data being transported, in practice,
confidentiality protection is normally provided with integrity
protection.

3.4. Message Integrity Requirenents

An integrity protection nechanismfor |2RS should be able to ensure
1) the data being protected are not nodified w thout detection during
its transportation and 2) the data is actually fromwhere it is
expected to cone from3) the data is not repeated fromsone earlier
interaction of the protocol. That is, when both confidentiality and
integrity of data is properly protected, it is possible to ensure
that encrypted data are not nodified or replayed w thout detection.

As a part of integrity protection, the replay protection approaches
provided for |2RS nust consider both online and offline attackers,
and have sufficient capability to deal with intra connection and

i nter-connection attacks. For instance, when using symetric keys,
sequence nunbers which increase nonotonically could be useful to help
i n distinguishing the replayed nessages, under the assistance of
signatures or MACs (dependent on what types of keys are applied). In
addition, in the cases where only offline attacker is considered,
random nonce coul d be effective.
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3.5. Rol e-Based Data Mddel Security

The context of the I2RS client-agent comrunication may utilize a role
whi ch may/ may not require nessage confidentiality, nmessage integrity
protection, or replay attack protection. However, the |I2RS Protocol
MUST be able to support nessage confidentiality, nessage integrity
protection, and replay attack protection.

Rol e security for an agent involves pairing the identity to the role.
The data store can read information either by wite or an event
stream

Rol e security MJUST work when nmultiple transport connections are being
used between the 12RS client and | 2RS agent as the | 2RS architecture
[I-D.ietf-i2rs-architecture] states. These transport nessage streans
may start/stop without affecting the existence of the client/agent
data exchange. TCP supports a single streamof data. SCTP [ RFC4960]
provi des security for nultiple streans plus end-to-end transport of
dat a.

| 2RS clients nay be used by nmultiple applications to configure
routing via | 2RS agents, receive status reports, turn on the |I2RS
audit stream or turn on |2RS traceability. An application software
using I12RS client functions can host several multiple secure
identities, but each connection will use only one identity with one
priority.. Therefore, the security of each connection is unique.

4. Data Transaction Requirenents

Each transaction should be treated as atom c and providing ful
functionality. |If the configuration change is not functionally
conplete, then the transaction should fail and be rolled back
(roll back 0). Exanple, 12RS agents wants to configure BGP

routing-options {
aut ononous- syst em aut ononous- syst em

}

protocol s {
bgp {
group group-namne {
peer -as aut ononous- system
type type;
nei ghbor address;

}
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8.

8.

If a statenment |ike neighbor address is mssing or is ms-formatted,
i ke 300.127.5.23, configuration is not functional, transaction
should fail and rollback 0 should be perforned by the |I2RS agent on

t he epheneral config store. |f the neighbor address is in the
transaction, but the address is not reachable or simlar, transaction
is accepted, but notification wll be sent that BGP peering cannot be
est abl i shed.
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