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1. Introduction

5Gis a highly predictable schedul ed wirel ess technol ogy. Equi pped
wth Utra-Reliable Low Latency Comruni cation (URLLC) features, 5G
provides ultra reliability and high availability as well as | ow

| atency for critical communications. That is, 5Gis a Reliable
Avai |l able Wreless (RAW technology. Its characteristics make 5G
perfectly suitable to be part of determ nistic networks, e.g.,

i ndustrial automation networks. Furthernore, 5G already includes
features and capabilities for integration with determnistic wireline
t echnol ogi es such as | EEE 802.1 Ti nme-Sensitive Networking (TSN

[ EEE802. 1TSN] and | ETF Determ nistic Networking (DetNet) [RFC8655].

2. Provenance and Docunents

The 3rd Generation Partnership Project (3GPP) incorporates nmany
conpani es whose business is related to cellular network operation as
wel | as network equi pnment and devi ce manufacturing. All generations
of 3GPP technol ogi es provide schedul ed wirel ess segnents, primarily
in licensed spectrumwhich is beneficial for reliability and

avail ability.

In 2016, the 3GPP started to design New Radi o (NR) technol ogy

bel onging to the fifth generation (5G of cellular networks. NR has
been designed fromthe beginning to not only address enhanced Mbil e
Br oadband (eMBB) services for consuner devices such as smart phones

or tablets but is also tailored for future Internet of Things (IloT)

communi cati on and connected cyber-physical systens. |In addition to

eMBB, requirenent categories have been defined on Massive Mchi ne-
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Type Communi cation (MMIC) for a |arge nunber of connected devices/
sensors, and U tra-Reliable Low Latency Comunication (URLLC) for
connected control systens and critical comrunication as illustrated
in Figure 1. It is the URLLC capabilities that nmake 5G a great
candidate for reliable | owlatency communi cation. Wth these three
corner stones, NR is a conplete solution supporting the connectivity
needs of consuners, enterprises, and public sector for both wi de area
and | ocal area, e.g. indoor deploynents. A general overview of NR
can be found in [ TS38300].

enhanced
Mobi | e Br oadband
N

/[ \
/ \
/ \
/ \
/ 5G \
/ \
/ \
/ \
o e e a e o - +
Massi ve Utra-Reliable
Machi ne- Type Low Lat ency
Commruni cati on Commruni cati on

Figure 1. 5G Application Areas

As a result of releasing the first NR specification in 2018 (Rel ease
15), it has been proven by many conpanies that NRis a URLLC capable
technol ogy and can deliver data packets at 10"-5 packet error rate
within 1ns | atency budget [ TR37910]. Those eval uations were

consol idated and forwarded to I TU to be included in the [1M2020]

wor K.

In order to understand communi cation requirenents for automation in
vertical domains, 3GPP studied different use cases [ TR22804] and
rel eased technical specification with reliability, availability and
| at ency demands for a variety of applications [TS22104].

As an evolution of NR, multiple studies have been conducted in scope
of 3CGPP Rel ease 16 including the follow ng two, focusing on radio
aspects:

1. Study on physical |ayer enhancenents for NR ultra-reliable and
| ow | atency communi cation (URLLC) [ TR38824].

2. Study on NR industrial Internet of Things (I-10T) [ TR38825].
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In addition, several enhancenents have been done on system
architecture level which are reflected in Systemarchitecture for the
5G System (5GS) [ TS23501] .

3. CGeneral Characteristics

The 5G Radi o Access Network (5G RAN) with its NR interface includes
several features to achieve Quality of Service (QS), such as a
guaranteeably |ow | atency or tol erable packet error rates for
selected data flows. Deternminismis achieved by centralized

adm ssion control and scheduling of the wireless frequency resources,
which are typically licensed frequency bands assigned to a network
oper at or .

NR enabl es short transm ssion slots in a radio subframe, which
benefits |owlatency applications. NR also introduces mni-slots,
where prioritized transm ssions can be started w thout waiting for
sl ot boundaries, further reducing |atency. As part of giving
priority and faster radio access to URLLC traffic, NR introduces
preenption where URLLC data transm ssion can preenpt ongoi ng non-
URLLC transm ssions. Additionally, NR applies very fast processing,
enabl ing retransm ssions even within short |atency bounds.

NR defines extra-robust transm ssion nodes for increased reliability
both for data and control radio channels. Reliability is further

i mproved by various techni ques, such as nmulti-antenna transm ssion,
the use of nmultiple frequency carriers in parallel and packet
duplication over independent radio links. NR also provides ful
mobility support, which is an inportant reliability aspect not only
for devices that are noving, but also for devices |located in a
changi ng envi ronnent.

Network slicing is seen as one of the key features for 5G allow ng
vertical industries to take advantage of 5G networks and services.
Network slicing is about transform ng a Public Land Mobil e Network
(PLMN) froma single network to a network where | ogical partitions
are created, wth appropriate network isolation, resources, optimzed
t opol ogy and specific configuration to serve various service

requi renents. An operator can configure and manage the nobile
network to support various types of services enabled by 5G for
exanpl e eMBB and URLLC, depending on the different custoners’ needs.

Exposure of capabilities of 5G Systens to the network or applications
out side the 3GPP domai n have been added to Rel ease 16 [TS23501]. Via
exposure interfaces, applications can access 5G capabilities, e.qg.,
comuni cation service nonitoring and networ k mai nt enance.
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For several generations of nobile networks, 3GPP has considered how

t he conmuni cati on system should work on a gl obal scale with billions
of users, taking into account resilience aspects, privacy regul ation,
protection of data, encryption, access and core network security, as
well as interconnect. Security requirenents evolve as denmands on
trustworthiness increase. For exanple, this has led to the

i ntroduction of enhanced privacy protection features in 5G 5G al so
enpl oys strong security algorithns, encryption of traffic, protection
of signaling and protection of interfaces.

One particular strength of nobile networks is the authentication,
based on well-proven algorithns and tightly coupled wth a gl obal
identity managenent infrastructure. Since 3G there is also nutua
aut hentication, allowing the network to authenticate the device and
the device to authenticate the network. Another strength is secure
solutions for storage and distribution of keys fulfilling regulatory
requi renents and allow ng international roam ng. Wen connecting to
5G, the user neets the entire communi cati on system where security is
the result of standardization, product security, deploynent,
operations and managenent as well as incident handling capabilities.
The nobil e networks approach the entirety in a rather coordinated
fashion which is beneficial for security.

4. Depl oynent and Spectrum

The 5G system al | ows depl oynment in a vast spectrumrange, addressing
use-cases in both wide-area as well as |ocal networks. Furthernore,
5G can be configured for public and non-public access.

When it comes to spectrum NR allows conbining the nerits of many
frequency bands, such as the high bandwidths in mllineter Waves
(mWA for extreme capacity locally, as well as the broad coverage
when using md- and | ow frequency bands to address w de-area
scenarios. URLLC is achievable in all these bands. Spectrum can be
either |icensed, which neans that the license holder is the only

aut hori zed user of that spectrumrange, or unlicensed, which nmeans

t hat anyone who wants to use the spectrum can do so.

A prerequisite for critical comunication is performnce
predictability, which can be achieved by the full control of the
access to the spectrum which 5G provides. Licensed spectrum

guar antees control over spectrum usage by the system nmaking it a
preferable option for critical conmmunication. However, unlicensed
spectrum can provide an additional resource for scaling non-critical
communi cations. While NRis initially devel oped for usage of

| icensed spectrum the functionality to access al so unlicensed
spectrumwas i ntroduced in 3GPP Rel ease 16.
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Li censed spectrum dedi cated to nobil e conmuni cati ons has been

all ocated to nobile service providers, i.e. issued as |longer-term

i censes by national adm nistrations around the world. These

| i censes have often been associated with coverage requirenents and

i ssued across whole countries, or in large regions. Besides this,
configured as a non-public network (NPN) deploynent, 5G can provide
network services also to a non-operator defined organization and its
prem ses such as a factory deploynment. By this isolation, quality of
service requirenents, as well as security requirenments can be
achieved. An integration with a public network, if required, is also
possi ble. The non-public (local) network can thus be interconnected
with a public network, allow ng devices to roam between the networKks.

In an alternative nodel, sone countries are now in the process of
all ocating parts of the 5G spectrumfor |ocal use to industries.
These non-service providers then have a choice of applying for a
| ocal license thenselves and operating their own network or
cooperating with a public network operator or service provider.

5. Applicability to Determnistic Fl ows
5.1. System Architecture

The 5G system [ TS23501] consists of the User Equi pnent (UE) at the
term nal side, and the Radi o Access Network (RAN) with the gNB as
radi o base station node, as well as the Core Network (CN). The core
network is based on a service-based architecture with the central
functions: Access and Mbility Managenent Function (AMF), Session
Managenent Function (SMF) and User Pl ane Function (UPF) as
illustrated in Figure 2.

The gNB's main responsibility is the radi o resource managenent,

i ncl udi ng adm ssion control and scheduling, nobility control and
radi o measurenent handling. The AMF handles the UE s connecti on
status and security, while the SMF controls the UE' s data sessions.
The UPF handl es the user plane traffic.

The SMF can instantiate various Packet Data Unit (PDU) sessions for
the UE, each associated with a set of QoS flows, i.e., with different
QS profiles. Segregation of those sessions is also possible, e.g.,
resource isolation in the RAN and in the CN can be defined (slicing).
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Figure 2: 5G System Architecture

To allow UE nobility across cells/gNBs, handover nechanisns are
supported in NR For an established connection, i.e., connected node
nobility, a gNB can configure a UE to report mneasurenents of received
signal strength and quality of its own and nei ghbouring cells,
periodically or event-based. Based on these neasurenent reports, the
gNB deci des to handover a UE to another target cell/gNB. Before
triggering the handover, it is hand-shaked wth the target gNB based
on network signalling. A handover command is then sent to the UE and
the UE switches its connection to the target cell/gNB. The Packet
Dat a Convergence Protocol (PDCP) of the UE can be configured to avoid
data loss in this procedure, i.e., handle retransm ssions if needed.
Data forwarding is possible between source and target gNB as wel | .

To inprove the nobility performance further, i.e., to avoid
connection failures, e.g., due to too-late handovers, the nechani sm
of conditional handover is introduced in Release 16 specifications.
Therein a conditional handover command, defining a triggering point,
can be sent to the UE before UE enters a handover situation. A
further inprovenent introduced in Release 16 is the Dual Active

Prot ocol Stack (DAPS), where the UE maintains the connection to the
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source cell while connecting to the target cell. This way, potential
interruptions in packet delivery can be avoided entirely.

5.2. Overview of The Radi o Protocol Stack

The protocol architecture for NR consists of the L1 Physical |ayer
(PHY) and as part of the L2, the sublayers of Medi um Access Contr ol
(MAC), Radio Link Control (RLC), Packet Data Convergence Protocol
(PDCP), as well as the Service Data Adaption Protocol (SDAP)

The PHY | ayer handl es signal processing related actions, such as
encodi ng/ decodi ng of data and control bits, nodul ati on, antenna
precodi ng and mappi ng.

The MAC sub-layer handles nmultiplexing and priority handling of

| ogi cal channels (associated with QS flows) to transport bl ocks for
PHY transm ssion, as well as scheduling information reporting and
error correction through Hybrid Autonmated Repeat Request (HARQ).

The RLC subl ayer handl es sequence nunbering of higher |ayer packets,
retransm ssions through Aut omat ed Repeat Request (ARQ), if
configured, as well as segnmentation and reassenbly and duplicate

det ecti on.

The PDCP subl ayer consists of functionalities for ciphering/

deci phering, integrity protection/verification, re-ordering and in-
order delivery, duplication and duplicate handling for higher |ayer
packets, and acts as the anchor protocol to support handovers.

The SDAP subl ayer provides services to map QoS flows, as established
by the 5G core network, to data radi o bearers (associated with
| ogi cal channels), as used in the 5G RAN

Additionally, in RAN, the Radi o Resource Control (RRC) protocol,
handl es the access control and configuration signalling for the

af orenenti oned protocol |ayers. RRC nessages are considered L3 and
thus transmtted also via those radi o protocol |ayers.

To provide low |latency and high reliability for one transm ssion
link, i.e., to transport data (or control signaling) of one radio
bearer via one carrier, several features have been introduced on the
user plane protocols for PHY and L2, as explained in the foll ow ng.
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5.3. Radio (PHY)

NR is designed with native support of antenna arrays utili zing
benefits from beanform ng, transm ssions over multiple M MO | ayers
and advanced receiver algorithnms allow ng effective interference
cancel lation. Those antenna techni ques are the basis for high signal
qual ity and effectiveness of spectral usage. Spatial diversity with
up to 4 MMO layers in UL and up to 8 MMO layers in DL is supported.
Toget her with spatial-domain nmultiplexing, antenna arrays can focus
power in desired direction to formbeans. NR supports beam
managenent nmechanisns to find the best suitable beamfor UE initially
and when it is noving. |In addition, gNBs can coordinate their
respective DL and UL transm ssions over the backhaul network keeping
interference reasonably | ow, and even nmake transm ssions or
receptions fromnultiple points (nmulti-TRP). Milti-TRP can be used
for repetition of data packet in tinme, in frequency or over multiple
M MO | ayers which can inprove reliability even further.

Any downlink transm ssion to a UE starts fromresource allocation
signaling over the Physical Downlink Control Channel (PDCCH). If it

is successfully received, the UE will know about the schedul ed
transm ssion and may receive data over the Physical Downlink Shared
Channel (PDSCH). |If retransm ssion is required according to the HARQ

schene, a signaling of negative acknow edgenent (NACK) on the
Physi cal Uplink Control Channel (PUCCH) is involved and PDCCH
together with PDSCH transm ssions (possibly with additional
redundancy bits) are transmtted and soft-conbined with previously
received bits. Oherwise, if no valid control signaling for
scheduling data is received, nothing is transmtted on PUCCH

(di sconti nuous transm ssion - DIX),and the base station upon
detecting DTX will retransmt the initial data.

An uplink transm ssion normally starts froma Schedul i ng Request (SR)
- a signaling nessage fromthe UE to the base station sent via PUCCH.
Once the scheduler is infornmed about buffer data in UE, e.g., by SR
the UE transmts a data packet on the Physical Uplink Shared Channel
(PUSCH). Pre-scheduling not relying on SR is also possible (see
foll ow ng section).

Since transm ssion of data packets require usage of control and data
channel s, there are several nethods to maintain the needed
reliability. NR uses Low Density Parity Check (LDPC) codes for data
channel s, Pol ar codes for PDCCH, as well as orthogonal sequences and
Pol ar codes for PUCCH  For ultra-reliability of data channels, very
robust (Il ow spectral efficiency) Mdul ati on and Codi ng Schenme (MCS)
tabl es are introduced containing very |Iow (down to 1/20) LDPC code
rates using BPSK or QPSK. Al so, PDCCH and PUCCH channel s support
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mul ti ple code rates including very | ow ones for the channel
r obust ness.

A connected UE reports downlink (DL) quality to gNB by sending
Channel State Information (CSI) reports via PUCCH while uplink (UL)
quality is neasured directly at gNB. For both uplink and downli nk,
gNB sel ects the desired MCS nunber and signals it to the UE by
Downl i nk Control Information (DCl) via PDCCH channel. For URLLC
services, the UE can assist the gNB by advising that MCS targeting
10"-5 Block Error Rate (BLER) are used. Robust |ink adaptation

al gorithns can maintain the needed | evel of reliability considering a
gi ven | atency bound.

Low I 'atency on the physical layer is provided by short transm ssion
duration which is possible by using high Subcarrier Spacing (SCS) and
the allocation of only one or a few Orthogonal Frequency Division

Mul tipl exing (OFDM synbols. For exanple, the shortest l[atency for
the worst case in DL can be 0.23ns and in UL can be 0.24ns according
to (section 5.7.1 in [TR37910]). Moreover, if the initial

transm ssion has failed, HARQ feedback can quickly be provided and an
HARQ retransnmi ssion i s schedul ed.

Dynam ¢ multipl exing of data associated with different services is
highly desirable for efficient use of systemresources and to
maxi m ze system capacity. Assignnent of resources for eMBB is
usually done with regular (longer) transm ssion slots, which can |ead
to bl ocking of low | atency services. To overcone the bl ocking, eMBB
resources can be pre-enpted and re-assigned to URLLC services. In
this way, spectrally efficient assignnents for eMBB can be ensured
while providing flexibility required to ensure a bounded | atency for
URLLC services. |In downlink, the gNB can notify the eMBB UE about
pre-enption after it has happened, while in uplink there are two pre-
enption nmechani sns: special signaling to cancel eMBB transni ssion and
URLLC dynam ¢ power boost to suppress eMBB transm ssion.

5.4. Scheduling and QS (MAQ

One integral part of the 5G systemis the Quality of Service (QoS)
framework [ TS23501]. QoS flows are setup by the 5G systemfor
certain I P or Ethernet packet flows, so that packets of each flow
receive the sane forwarding treatnent, i.e., in scheduling and

adm ssion control. QS flows can for exanple be associated with
different priority level, packet delay budgets and tol erabl e packet
error rates. Since radio resources are centrally scheduled in NR

t he adm ssion control function can ensure that only those QS fl ows
are admtted for which QoS targets can be reached.
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NR transm ssions in both UL and DL are scheduled by the gNB

[ TS38300]. This ensures radio resource efficiency, fairness in
resource usage of the users and enables differentiated treatnent of
the data flows of the users according to the QoS targets of the
flows. Those QoS flows are handl ed as data radi o bearers or | ogical
channel s in NR RAN schedul i ng.

The gNB can dynami cally assign DL and UL radi o resources to users,

i ndicating the resources as DL assignnments or UL grants via control
channel to the UE. Radio resources are defined as bl ocks of OFDM
synbols in spectral domain and tinme domain. Different lengths are
supported in tinme domain, i.e., (rmultiple) slot or mni-slot |engths.
Resources of nultiple frequency carriers can be aggregated and
jointly scheduled to the UE

Schedul i ng deci sions are based, e.g., on channel quality mnmeasured on
reference signals and reported by the UE (cf. periodical CSI reports
for DL channel quality). The transmssion reliability can be chosen
in the scheduling algorithm i.e., by link adaptation where an
appropriate transm ssion format (e.g., robustness of nodul ati on and
codi ng schenme, controlled UL power) is selected for the radi o channel
condition of the UE. Retransm ssions, based on HARQ feedback, are

al so controlled by the scheduler. |f needed to avoid HARQ round-trip
time del ays, repeated transm ssions can be al so schedul ed bef orehand,
to the cost of reduced spectral efficiency.

In dynam ¢ DL scheduling, transm ssion can be initiated i nmediately
when DL data becones available in the gNB. However, for dynam c UL
schedul i ng, when data becones available but no UL resources are
avai l abl e yet, the UE indicates the need for UL resources to the gNB
via a (single bit) scheduling request nessage in the UL control

channel . When thereupon UL resources are scheduled to the UE, the UE
can transmt its data and may include a buffer status report,
i ndi cating the exact anount of data per |ogical channel still left to

be sent. Mre UL resources may be schedul ed accordingly. To avoid
the Iatency introduced in the scheduling request |oop, UL radio
resources can al so be pre-schedul ed.

In particular for periodical traffic patterns, the pre-scheduling can
rely on the scheduling features DL Sem - Persistent Scheduling (SPS)
and UL Configured G ant (CG. Wth these features, periodically
recurring resources can be assigned in DL and UL. Miltiple parallels
of those configurations are supported, in order to serve nmultiple
parallel traffic flows of the sane UE.

To support QS enforcenment in the case of mxed traffic with

different QoS requirenents, several features have recently been
introduced. This way, e.g., different periodical critical QS flows
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can be served together with best effort transm ssions, by the sane
UE. Anong others, these features (partly Rel ease 16) are: 1) UL

| ogi cal channel transmi ssion restrictions allowing to map | ogi cal
channel s of certain QoS only to intended UL resources of a certain
frequency carrier, slot-length, or CG configuration, and 2) intra-UE
pre-enption, allowng critical UL transm ssions to pre-enpt non-
critical transm ssions.

When nmultiple frequency carriers are aggregated, duplicate parallel
transm ssi ons can be enpl oyed (beside repeated transm ssions on one
carrier). This is possible in the Carrier Aggregation (CA)
architecture where those carriers originate fromthe same gNB, or in
t he Dual Connectivity (DC) architecture where the carriers originate
fromdifferent gNBs, i.e., the UE is connected to two gNBs in this
case. In both cases, transnmission reliability is inproved by this
nmeans of providing frequency diversity.

In addition to |icensed spectrum a 5G systemcan also utilize
unlicensed spectrumto offload non-critical traffic. This version of
NRis called NR-U, part of 3GPP Rel ease 16. The central scheduling
approach applies also for unlicensed radi o resources, but in addition
al so the mandatory channel access nechani sns for unlicensed spectrum
e.g., Listen Before Talk (LBT) are supported in NR-U  This way, by
using NR, operators have and can control access to both |icensed and
unlicensed frequency resources.

5.5. Tinme-Sensitive Networking (TSN) Integration

The mai n objective of Tinme-Sensitive Networking (TSN) is to provide
guaranteed data delivery within a guaranteed tine w ndow, i.e.,
bounded | ow | atency. | EEE 802.1 TSN [| EEE802. 1TSN] is a set of open
standards that provide features to enable determnistic comunication
on standard | EEE 802. 3 Ethernet [|EEE802.3]. TSN standards can be
seen as a tool box for traffic shaping, resource managenent, tine
synchroni zation, and reliability.

A TSN streamis a data fl ow between one end station (Talker) to

anot her end station (Listener). 1In the centralized configuration
nodel , TSN bridges are configured by the Central Network Controller
(CNC) [I EEE8B02.1Qcc] to provide determnistic connectivity for the
TSN stream t hrough the network. Tine-based traffic shaping provided
by Schedul ed Traffic [| EEE802. 1Qbv] nay be used to achi eve bounded

| ow | atency. The TSN tool for time synchronization is the
general i zed Precision Tinme Protocol (gPTP) [|EEE802.1AS]), which
provides reliable tinme synchronization that can be used by end
stations and by other TSN tools, e.g., Scheduled Traffic

[ EEE802. 1Qbv]. High availability, as a result of ultra-reliability,
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is provided for data flows by the Frame Replication and Elimnation
for Reliability (FRER) [| EEE802. 1CB] mechani sm

3GPP Rel ease 16 includes integration of 5Gwith TSN, i.e., specifies
functions for the 5G System (5GS) to deliver TSN streans such that
the neet their QoS requirenents. A key aspect of the integration is
the 5GS appears fromthe rest of the network as a set of TSN bridges,
in particular, one virtual bridge per User Plane Function (UPF) on
the user plane. The 5GS includes TSN Translator (TT) functionality
for the adaptation of the 5GS to the TSN bridged network and for

hi di ng the 5GS internal procedures. The 5GS provides the follow ng
conponent s:

1. interface to TSN controller, as per [|IEEE802.1Qcc] for the fully
centralized configuration nodel

2. time synchronization via reception and transm ssion of gPTP PDUs
[ EEE802. 1AS]

3. lowlatency, hence, can be integrated with Scheduled Traffic
[ 1 EEE802. 1Qbv]

4. reliability, hence, can be integrated with FRER [| EEE802. 1CB]

Figure 2 shows an illustration of 5G TSN i ntegrati on where an

i ndustrial controller (Ind Crlr) is connected to industrial Input/
Qut put devices (1/0O dev) via 5G The 5GS can directly transport

Et hernet frames since Rel ease 15, thus, end-to-end Ethernet
connectivity is provided. The 5GS inplenents the required interfaces
towards the TSN controller functions such as the CNC, thus adapts to
the settings of the TSN network. A 5G user plane virtual bridge

i nterconnects TSN bridges or connect end stations, e.g., |/0O devices
to the network. Note that the introduction of 5G brings flexibility
in various aspects, e.g., nore flexible network topol ogy because a

wi rel ess hop can replace several wireline hops thus significantly
reduce the nunmber of hops end-to-end. [ETR5GISN] dives nore into the
integration of 5Gwith TSN
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Figure 3: 5G - TSN Integration

NR supports accurate reference tinme synchroni zation in lus accuracy
level. Since NRis a scheduled system an NR UE and a gNB are
tightly synchronized to their OFDM synbol structures. A 5G internal
reference tinme can be provided to the UE via broadcast or unicast
signal ing, associating a known OFDM synbol to this reference cl ock
The 5G internal reference tine can be shared within the 5G network,
i.e., radio and core network conponents. For the interworking wth
gPTP for multiple tinme domains, the 5GS acts as a virtual gPTP tine-
awar e system and supports the forwarding of gPTP tinme synchronization
i nformati on between end stations and bridges through the 5G user

pl ane TTs. These account for the residence tinme of the 5GS in the
time synchronization procedure. One special option is when the 5GS
internal reference tinme in not only used wthin the 5GS, but also to
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the rest of the devices in the deploynent, including connected TSN
bri dges and end stati ons.

Redundancy architectures were specified in order to provide
reliability against any kind of failure on the radio link or nodes in
the RAN and the core network, Redundant user plane paths can be

provi ded based on the dual connectivity architecture, where the UE
sets up two PDU sessions towards the sane data network, and the 5G
system makes the paths of the two PDU sessions independent as
illustrated in Figure 5. There are two PDU sessions involved in the
solution: the first spans fromthe UE via gNBl to UPFl, acting as the
first PDU session anchor, while the second spans fromthe UE via gNB2
to UPF2, acting as second the PDU session anchor. The independent
pat hs may continue beyond the 3GPP network. Redundancy Handl i ng
Functions (RHFs) are depl oyed outside of the 5GS, i.e., in Host A
(the device) and in Host B (the network). RHF can inplenment
replication and elimnation functions as per [|EEE802.1CB] or the
Packet Replication, Elimnation, and Ordering Functions (PRECF) of

| ETF Determ nistic Networking (DetNet) [RFC38655].

P +
Devi ce e - - + S + fomm e o - +
+ gNBl1 +--N3--+ UPFl |--N6--+ |
[ +------ + E + | |
NREEL | |
I | /. I I
| UE + . | DN |
I |\, | |
oot | |
. AN+---- - + E + | |
oo, + + gNB2 +--N3--+ UPF2 |--N6--+ |
Femmm + Femmm + Femmm +

Figure 4. Reliability with Single UE

An alternative solution is that nmultiple UEs per device are used for
user plane redundancy as illustrated in Figure 5. Each UE sets up a
PDU session. The 5GS ensures that those PDU sessions of the
different UEs are handl ed i ndependently internal to the 5GS. There
is no single point of failure in this solution, which also includes
RHF outside of the 5G system e.g., as per FRER or as PREOF

speci fications.
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+.o . +
Devi ce

+----+ B + B + Fomm - - +
| UE +----- + gNBl1 +--N3--+ UPFl |--N6--+ |
+----+ E + E + | |
| DN |
+----+ +--o--- + +--o--- + | |
| UE +----- + gNB2 +--N3--+ UPF2 |--N6--+ |
+----+ B + B + Fomm - - +

4 4

Figure 5: Reliability with Dual UE

Note that the abstraction provided by the RHF and the | ocation of the
RHF bei ng outside of the 5G system nmake 5G equal | y supporting
integration for reliability both with FRER of TSN and PREOF of Det Net
as they both rely on the sane concept.

Note also that TSN is the primry subnetwork technol ogy for Det Net.
Thus, the Det Net over TSN work, e.g., [I-D.ietf-detnet-ip-over-tsn],
can be | everaged via the TSN support built in 5G

6. Summary

5G technol ogy enabl es determninistic conmunication. Based on the
centralized adm ssion control and the scheduling of the wirel ess
resources, licensed or unlicensed, quality of service such as |atency
and reliability can be guaranteed. 5G contains several features to
achieve ultra-reliable and | ow | atency performance, e.g., support for
di fferent OFDM nunerol ogi es and sl ot-durations, as well as fast
processi ng capabilities and redundancy techniques that |ead to

achi evabl e | atency nunbers of below 1nms with reliability guarantees
up to 99.999%

5G al so includes features to support Industrial 10T use cases, e.g.,
via the integration of 5Gwith TSN. This includes 5G capabilities
for each TSN conponent, |atency, resource managenent, tine

synchroni zation, and reliability. Furthernore, 5G support for TSN
can be | everaged when 5G is used as subnet technology for DetNet, in
conbi nation with or instead of TSN, which is the primary subnet for
DetNet. In addition, the support for integration with TSN
reliability was added to 5G by nmaking DetNet reliability also
appl i cabl e, thus maki ng 5G Det Net ready. Moreover, providing IP
service is native to 5G
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10.

Overall, 5G provides schedul ed wirel ess segnents with high
reliability and availability. |In addition, 5G includes capabilities
for integration to I P networks.

| ANA Consi derati ons
Thi s docunent does not require | ANA action.
Security Consi derations
5G i ncludes security nmechani sns as defined by 3GPP
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