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Abstract
Thi s docunent defines an extension to the Traversal Using Rel ays
around NAT (TURN) protocol, in order to allowit to run over a
WebSocket channel. This will allowclients in restrictive networks

to traverse them and effectively exchange and relay nedia or data
over WebSockets.
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This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

1. I ntroducti on

Traversal Using Relays around NAT (TURN) [ RFC5766], which assigns a
transport address allocation for clients and relays data between the
address and the clients, is an extension to the Session Traversal
Uilities for NAT [ RFC5389] protocol. TURN is used for NAT traversal
in some conplicated types of NAT network by UDP-based nedi a sessions
[ RFC5766] or TCP-based nedi a sessions [RFC6062]. It is also used in
conjunction with the Interactive Connectivity Establishnment (ICE)

[ RFC5245] techni que.

In some particularly restrictive networks though, e.g., a web proxy
or firewall that only allows HITP traffic to pass through, TURN UDP-
based nedi a sessions and TCP-based nedi a sessions do not work. These
types of networks are often depl oyed in corporations, prisons,

hotel s, airports and other |ocations that may need to Iimt the
access, and as such legitimate users trying to set up a real-tine

mul ti medi a session in such a scenario would find thensel ves unable to
do so. This is a known issue and in fact the RTCWEB specification,
whi ch provides the nmeans to realize direct interactive rich
communi cati ons between two peers by using just their web browsers,
has an explicit requirenent to allow such peers to use sone kind of
fal |l back comunication in HTTP-only networks, as specified in
[I-D.ietf-rtcweb-use-cases-and-requirenents] (F37).

That said, this docunent is ainmed at targeting such scenarios, and as
such defines an extension to the standard TURN protocol that allows
it to run over a WebSocket [ RFC6455] channel.

The WebSocket [ RFC6455] protocol enabl es nessage exchange between
clients and servers on top of a persistent TCP connecti on.
Considering that the initial protocol handshake makes use of HTTP

[ RFC2616] semantics, thus allow ng the WebSocket protocol to reuse
exi sting HITP infrastructure, this nmeans that a client in a
restrictive network would be able to exchange nedi a over a WebSocket .
Besi des solving the HITP fall back problem this solution could al so
be easyly inplenented and depl oyed within the existing RTCWEB

f ramewor k.
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For what concerns the inpact of such an extensions on the interaction
with | egacy peers making use of the services provided by a TURN
server, the connection between the server and such peers would still
be based on UDP as [RFC5766] or TCP as [ RFC6062] in a seanl ess and
transparent fashion.

o e e e e e e e e e e e e i eaa o S +
| TURN client to TURN server | TURN server to peer |
o e e e e e e e e e e o e e e e e e e e e - +
| WebSocket over TCP/TLS | UDP |
| | TCP |
o m e e e e e e e e e e e e e o e o o e e e e a e +

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Depl oynent Topol ogy
Wthin the context of real-tinme nmultinmedia communi cations and
considering a scenario that involves two peers, an HITP fall back
mechanismmay fall in basically three different network topol ogies:

3.1. A topol ogy whereas only one of the involved peers needs HTTP
fall back for communication

S TR +
| |
R + TURN Server +---------------- +
| W5/ WES | | UDP/ TCP |
| o e + |
| |
| |
S e S e
| Alice | | Bob |
oo o oo - + oo o oo - +
Figure 1

In Figure 1, only one involved peer (Alice) is in a restrained
networ k, which nmeans Alice needs to nmake use of a WebSocket
connection to traverse the firewall and/or proxy. The situation for
Bob is better, he could connect to the TURN server by UDP or TCP
usi ng the existing nechani sns.
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When Alice wants to comruni cate with Bob, she needs to request a UDP
or TCP allocation in the WbSocket server for Bob, which is then
transferred to the WbSocket channel. The WebSocket server wl|
receive the request and handle it like a TURN server. The processing
of TURN nessages is exactly the sane as TURN UDP and TURN TCP, and

t he WebSocket server will also allocate a UDP or TCP rel ay address
for Bob. The application data between Alice and Bob will be packaged
and relayed to each other by the WebSocket server.

3.2. A topol ogy whereas both the invol ved peers need HITP fall back for
comuni cation, using two different internediaries

S U + S U +
| | |

e EE TR + TURN Server +--------- + TURN Server +--------- +

| WS/ WSS | | UDP/ TCP | | WS/ WES |

| I + I + |

| |

| |
oo oo+ e
| Alice | | Bob |
B + +o e e - - +

Figure 2

In Figure 2, both Alice and Bob are in restrictive networks, so both
need a fallback nechanism In this slightly nore conplex scenario,
both Alice and Bob each have been configred to refer to different
WebSocket servers. In this scenario, Alice and Bob need to request

the TURN all ocation in their own WbSocket server using a WebSocket
connecti on.

Agai n, just as before the processing of TURN nessages is exactly the
same as TURN UDP and TURN TCP. The only difference with previous
sceneario is that, in this case, the invol ved WbSocket server have
to relay the application data to each other by either UDP, TCP or

ot her existing ways, using the existing TURN nechanics for the

pur pose.

It is of course suggested that Alice and Bob allocate the same type
of transport address, so that their reference WbSocket server could
connect to each other by this address directly.

The scenario would of course be sinpler in case the TURN servers
depicted in the figure above happen to be the sanme TURN server, i.e.,
if Alice and Bob both referred to the same server. |In that case, it
may be possible to relay the data internally instead of using an UDP/
TCP connecti on.
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e +
| |

s iy + TURN Server +----------- +

|  WB/ WSS | |  WB/WSS |

| Fommm e e, + |

| |

| |
e e
| Alice | | Bob |
Hom e - - - + Hom e - - - +

Figure 3

However, this is an inplenentation decision, not affecting the TURN
clients interaction with the TURN server and it will not be covered
in detail within this specification.

The WebSocket TURN Sub- Pr ot ocol

The term WebSocket sub-protocol refers to an application-|evel
protocol |ayered on top of a WebSocket connection. This docunent
speci fies the WebSocket TURN sub-protocol for carrying TURN requests
and responses through a WbSocket connecti on.

1. Handshake

The TURN Cient and TURN Server negotiate usage of the WebSocket TURN
sub- prot ocol during the WbSocket handshake procedure as defined in
section 1.3 of [RFC6455]. The dient MJST include the value "turn"
in the Sec-WebSocket - Prot ocol header in its handshake request. The
101 reply fromthe Server MJST contain "turn" in its corresponding
Sec- WebSocket - Prot ocol header.

Al so, the TURN WbSocket Cient shall set the Origin header if the
TURN connection is createad in a Wb context as defined in [ RFC6454].
Particularly, for WbRTC, the Oigin header shall be set to the val ue
of the URI of the HTML page creating the PeerConnecti on.

Bel ow i s an exanple of a WbSocket handshake in which the dient
requests the WebSocket TURN sub-protocol support fromthe Server:

GET / HITP/ 1.1

Host: TURN ws. exanpl e. com

Upgr ade: websocket

Connection: Upgrade

Sec- WbSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Oigin: http://ww. exanpl e. com

Sec- WebSocket - Prot ocol : turn
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Sec- WebSocket - Versi on: 13

The handshake response fromthe Server accepting the WebSocket TURN
sub- protocol would | ook as follows:

HTTP/ 1.1 101 Switching Protocols

Upgr ade: websocket

Connection: Upgrade

Sec- WebSocket - Accept: s3pPLMBI Txa@kYG&zhZRbK+x0Oo=
Sec- WbSocket - Prot ocol : turn

Once the negotiation has been conpl eted, the WbSocket connection is
establi shed and can be used for the transport of TURN requests and
responses. The WebSocket nessages transmtted over this connection
MUST conformto the negotiated WebSocket sub-protocol.

TURN nmessage fram ng

TURN nessages shall be transported in unfragnented binary franes
(FI'N: 1, opcode: %2) .

The WebSocket frane data shall be a valid TURN packet, so the length
of the payl oad of the WebSocket frame shall be | ower than the nmaxi mum
size allowed (2716 bytes) for a TURN request or response as defined
in [ RFC5766] .

TURN client using TURN over WebSockets should followthe
recomendations in section 2.7 of [RFC5766] "Avoiding IP
Fragnent ati on” when sendi ng application data on the client-to-server-
| eg as nessages could be relied over a UDP connection to the peer
client.

TURN Al | ocati on

Thi s docunent extends both [RFC5766] (TURN UDP relay) and [ RFC6062]
(TURN TCP relay) with a new type of client-to-server connection, i.e.
WebSocket. For TURN al |l ocati ons, WbSocket is a type of TCP client-
to-server connection and is subject to all TURN TCP consi derati ons.

This specification strictly follows the allocation definition in
section 5 in [RFC5766]. 1In the 5-tuple, the transport address is

al ways TCP, of course, when WebSockets are used. All definitions in
the section 5 of [ RFC5766] are applicable to the WebSockets TURN
connecti ons.
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4.4. TURN Operation
The operation of the client, server and peer is the sane as TURN UDP
and TURN TCP, with the difference consisting in the new connection
channel - WebSocket.

4.5. TURN and TURNS URI WebSocket Transport Paraneter
Thi s docunent defines the value "ws" as a transport paraneter val ue
for a TURN and TURNS URI [I-D. petithuguenin-behave-turn-uris] to be
contacted using the TURN WebSocket sub-protocol as transport.
The "turns" URl schenme MJST be used when TURN is run over Secure

Websockets (WebSockets over TLS) and the "turn" schenme MJUST be used
ot herw se.

The updat ed augnented BNF (Backus-Naur Form for this paraneter is
the followng (the original BNF for this paranmeter can be found in
[1-D. petithuguenin-behave-turn-uris]):

transport = "udp" / "tcp" / "ws" [ transport-ext

4.6. Inpact on | CE candi dates and SDP signalling
This specification does not have any inpact on ICE. In fact, all the
rel ated candi dates woul d be allocated at the TURN sever, and as such
no nodifications are needed in the SDP signaling in order to support
t he TURN over WebSockets operation.

5. | ANA Consi derations

RFC Editor Note: Please set the RFC nunber assigned for this docunent
in the sub-sections bel ow and renove this note.

5.1. Registration of the WebSocket TURN Sub- Prot ocol
This specification requests ANA to regi ster the WebSocket TURN sub-
protocol under the "WbSocket Subprotocol Nane" Registry with the
foll ow ng data:
Subprotocol Identifier: turn

Subpr ot ocol Conmon Nane: WebSocket Transport for TURN

Subprotocol Definition: TBD: this docunent
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6. Security Considerations
TBD.
7. Change Sunmary
Note to RFC Editor: Please renove this whol e section

The followi ng are the major changes between the 00 and the 01
versions of the draft:

o Renoval of nultiplexing and references to BCFP and ot her non
rel ated protocols

o Websocket TURN sub protocol specification
o TURN nessage fram ng inside Wbsocket
0 Extension to turn and turns UR
o Inpact analisys on ice candi dates SDP negoti ation
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