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Abstract
The I nternet Domain Name System (DNS) defines a tree of nanes
starting with root, ".", immedi ately bel ow which are top | evel donmain
(TLD) names such as ".cont and ".us". |In June 1999 [ RFC2606]

reserved a small nunber of TLD nanes for use in docunentation

exanpl es, private testing, experinents, and other circunstances in
which it is desirable to avoid conflict with current or future actual
TLD nanmes in the DNS.

There has been significant evolution of Internet engineering and
operation practices since [ RFC2606] was published. In February 2013
[ RFC6761] defined criteria and procedures for reserving a donmai n nane
for special use, and established an | ANA registry for such nanes.
Thi s docunent reserves three domain nane | abels for special use in
accordance with the criteria and procedures of [RFC6761]: hone, corp,
and mail .

It is inportant to note that TLD nanmes nmay be reserved, in other
contexts, for policy, political, or other reasons that are distinct
fromthe I ETF s concern with Internet engi neering and operations.
Thi s docunent reserves TLD nanmes only for operational and engi neering
reasons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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This Internet-Draft will expire on Septenber 3, 2015.
Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The I nternet Domain Name Systemis docunented in [ RFC1034],

[ RFC1035], [RFC1591] and nunerous additional Requests for Comment.

It defines a tree of names starting wwth root, ".", imredi ately bel ow
which are top | evel domain nanes such as ".conf and ".us". Below top
| evel domain names there are normally additional |evels of nanes.

[ RFC2606] reserves a snall nunber of TLD names which can be used for
private testing of existing DNS rel ated code, exanples in
docunentation, DNS rel ated experinentation, invalid DNS nanes, or
other simlar uses wthout fear of conflicts with current or future
actual top-level domain nanmes in the global DNS. [RFC2606] al so
notes that the Internet Assigned Nunmbers Authority (1 ANA) reserves
the | abel "exanple" at the second | evel below the TLDs .com . net,
and . org.

Since [ RFC2606] was published in 1999, Internet engineering and
operation practices have evolved in ways that led to the publication
in February 2013 of [RFC6761], which defined criteria and procedures
for reserving a domain nane for special use and established an | ANA
registry to which additional reserved special use nanes m ght be
added as new requi renents arose.

Thi s docunent follows [RFC6761] to add three reserved top-Ieve
domai n name | abels to the | ANA speci al -use nanes registry. It is
pronpted by the inpendi ng advent of new TLDs which might, in the
absence of the reservations for which this docunent provides,

i ntroduce TLD | abels that could create engi neering and operati onal
probl ems for root server operators and other DNS infrastructure
provi ders.

It is inportant to note that TLD nanes nay be reserved, in other
contexts, for policy, political, or other reasons that are distinct
fromthe IETF s concern with Internet engineering and operations.
Thi s docunent reserves TLD nanmes only for operational and engi neering
reasons.
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2.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In this docunent, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying [ RFC2119] significance.

New top-| evel domain nane reservations

Inits report [SACO045] of a quantitative study of queries to the DNS
root servers entitled "lInvalid Top Level Domain Queries at the Root
Level of the Donmain Nane Systent [ SAC045] | CANN s Security and
Stability Advisory Conmmittee "calls attention to the potenti al

probl ens that may ari se should a new TLD applicant use a string that
has been seen with neasurable (and neani ngful) frequency in a query
for resolution by the root system and the root system has previously
generated a response.”

O particular concern is the case in which a string "has been queried
and a root nane server has responded to the query with a non-exi stent
domain (NXDOVAIN) result, i.e., the string has not been del egated but
has been queried." [SAC045] reports the results of a CAIDA

measur enent study [ RSSAC DNS] which found that "NXDOVAIN responses
account for nore than 25 percent of the total responses from root
nanme servers observed in the study, and the top ten such strings
account for 10 percent of the total query |oad."

[ SACO45] describes in detail the engineering and operational problens
that woul d ensue fromthe del egati on, as new valid TLD nanes, of
previously invalid | abels that have frequently appeared in queries to
the root: "If the [new TLD | abel] were to be approved and the TLD
included in the root zone, queries to the root |level of the DNS for a
string that hitherto returned NXDOMAI N woul d begin to return positive
responses contai ning nanme servers of the new TLD."

Reconmendati on (2) of [SAC045] calls for the community to devel op
principles for "prohibiting the delegation of strings in addition to
those already identified in [RFC2606]." As the first step in that
process, based on the data reported by [ SAC045], this docunent adds
to the list of nanes that may not be used for top-l|evel domains the
foll ow ng | abel s:

o hone

o corp
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These two top-level domain | abels are to be added to the "Special - Use
Domai n Nanes" registry created by [ RFC6761], as described in the | ANA
Consi derations section of this docunent.

I n addi tion, [SAC062] describes the risks associated wth del egating
a name in the root of the public DNS that is also used in privately
defined nanespaces (in which it is also syntactically valid). Users,
software, or other functions in the private domain may confuse the
private and public instances of the sane nanme. This risk, referred
to as "name collision,” results in potential harmto enterprise
networ ks that use previously undel egated nanes at the root of a
private namespace when the nane is delegated in the public root.

Research conducted by Interisle Consulting Goup [|NTER SLE]

i ndi cates that another nane, in addition to those identified by

[ SAC045], presents a particularly high risk of nane collision. This
docunent therefore also adds the following string to the "Special -Use
Domai n Nanes" registry:

o mail

Furt her resesarch, conducted by JAS Advi sors on behal f of | CANN
[JAS M TI GATI ON] shows that the nanes .corp, .hone and .mail are
clear and significant risks for nane collision. In that report the
foll ow ng recormmendation is nmade: "The TLDs .corp, .hone, and . nai
be permanently reserved for internal use and receive RFC 1918-1i ke
protection/treatnent, potentially via RFC 6761."

The three nanes that are reserved by this docunent are those on which
all three studies (by SSAC, Interisle and JAS Advi sors) agree.

4. Security Considerations

The nane reservations specified in this docunment are intended to
reduce the risk of harnful collision between nanmes that are in well -
establ i shed common use as TLDs in private nanespaces and
syntactically identical names that could otherw se be del egated as
TLDs in the gl obal DNS.

The security concerns associated with name collision are well
presented in [ SAC045], [SAC062], the Interisle report [|NTERI SLE],
and the I CANN report "Nanme Collision lIdentification and Mtigation
for I T Professionals"” [I CANN_M TI GATI QN] .
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5. | ANA Consi der ati ons

Thi s docunent specifies three new | abels to be added to the "Speci al -
Use Donai n Nanes" registry maintai ned by | ANA pursuant to [ RFC6761].
The | abels are to be added to the registry in the foll ow ng way:

Nanme Ref er ence
________________ o e e e e D e oo - -
home [ RFC-to-be ]
corp [ RFC-to-be ]
mai | [ RFC-to-be ]
Figure 1

5. 1. Domai n Nane Reservati on Consi derations for hone

5.1.1. Users

Are human users expected to recogni ze these nanes as speci al and use
themdifferently? In what way?

The reservations provided in this docunent are intended to reduce
spurious queries at the root of the DNS and avoi d potenti al
collisions between resolutions of nanes in private nanme spaces and
the public DNS. Users do not have to know that these nanmes are
speci al .

5.1.2. Application Software

Are witers of application software expected to make their software
recogni ze these nanes as special and treat themdifferently? In what
way? (For exanple, if a human user enters such a nanme, should the
application software reject it with an error nessage?)

These nanes are being added to the Special -Use Domai n Nane registry,

in part, because sone application software inplenentations have | ong
used these nanes for special purposes in private networks.

Devel opers of new applications do not need to filter or test for the
nanes. Instead, the intent is to reserve the nanes for |ocal use and
avoi d unnecessary queries in the public DNS.

5.1.3. Nane Resolution APSs and Libraries
Are witers of nane resolution APIs and libraries expected to make

their software recogni ze these names as special and treat them
differently? |If so, how?
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Aut hors of nane resolution APIs and libraries SHOULD restrict these
nanmes to | ocal resolution and SHOULD NOT all ow queries for strings
that use these Special -Use Domain Nanmes to be forwarded to the public
DNS for resol ution.

5.1.4. Caching DNS Servers

Are devel opers of caching domain nane servers expected to nmake their
i npl enent ati ons recogni ze these nanes as special and treat them
differently? If so, how?

Aut hors of caching domain nanme server software SHOULD restrict these
nanmes to | ocal resolution and SHOULD NOT al |l ow queries for strings

t hat use these Special -Use Domain Nanes to be forwarded to the public
DNS for resol ution.

5.1.5. Authoritative DNS Servers

Are devel opers of authoritative domain name servers expected to nmake
their inplenmentations recogni ze these nanmes as special and treat them
differently? If so, how?

Aut hors of authoritative domain nanme server software SHOULD restrict
t hese nanes to | ocal resolution and SHOULD NOT all ow queries for
strings that use these Special -Use Domain Nanmes to be forwarded to
the public DNS for resol ution.

5.1.6. DNS Server Operators

Does this reserved Speci al -Use Domai n Nane have any potential inpact
on DNS server operators? |If they try to configure their
authoritative DNS server as authoritative for this reserved nane,
will conpliant nane server software reject it as invalid? Do DNS
server operators need to know about that and understand why? Even if
the nanme server software doesn’'t prevent themfromusing this
reserved nanme, are there other ways that it may not work as expected,
of which the DNS server operator should be aware?

The intent of the reservations in this | ANA Considerations section is
to prevent spurious and potentially problematic queries from
appearing in the public DNS. DNS server operators SHOULD al ways
treat strings with the Special -Use Domain Nanes in section 5 as nanes
for local resolution.

Since these strings are intended to have local use, it is quite
possi bl e that DNS operators would configure an authoritative DNS
server as authoritative for these reserved nanes in a private
network. This would be consistent with the goal of having these
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names resolved locally rather than on the public Internet. Conpliant
name server software MJUST NOT reject these nanes as invalid.

I nst ead, nanme server software SHOULD allow for |ocal resolution of

t he nanme and SHOULD NOT transmt a query for resolution into the
publ i ¢ DNS.

5.1.7. DNS Registries/Registrars

How shoul d DNS Regi stries/Registrars treat requests to register this
reserved domai n nane? Shoul d such requests be deni ed? Should such
requests be allowed, but only to a specially-designated entity? (For
exanpl e, the nanme "wwv. exanple.org" is reserved for docunentation
exanples and is not available for registration; however, the nane is
in fact registered; and there is even a web site at that name, which
states circularly that the name is reserved for use in docunentation
and cannot be registered!)

Requests to register any nanes added to the Special -Use Domai n Nane
registry as part of the I ANA Considerations section of this docunent
MUST be deni ed.

5.2. Domain Name Reservation Considerations for corp
5.2.1. Users

Are human users expected to recogni ze these nanes as speci al and use
themdifferently? In what way?

The reservations provided in this docunent are intended to reduce
spurious queries at the root of the DNS and avoi d potenti al
collisions between resolutions of nanes in private nanme spaces and
the public DNS. Users do not have to know that these nanmes are
speci al .

5.2.2. Application Software

Are witers of application software expected to make their software
recogni ze these nanes as special and treat themdifferently? In what
way? (For exanple, if a human user enters such a nanme, should the
application software reject it with an error nessage?)

These nanes are being added to the Special -Use Domai n Nane registry,

in part, because sone application software inplenentations have | ong
used these nanes for special purposes in private networks.

Devel opers of new applications do not need to filter or test for the
nanes. Instead, the intent is to reserve the nanes for |ocal use and
avoi d unnecessary queries in the public DNS.
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3. Name Resol uti on APSs and Libraries

Are witers of nane resolution APIs and libraries expected to make
their software recogni ze these names as special and treat them
differently? |If so, how?

Aut hors of nane resolution APIs and |libraries SHOULD restrict these
nanmes to | ocal resolution and SHOULD NOT al |l ow queries for strings
that use these Special -Use Domain Nanes to be forwarded to the public
DNS for resol ution.

4. Caching DNS Servers

Are devel opers of caching domain nane servers expected to nmake their
i npl enent ati ons recogni ze these nanes as special and treat them
differently? If so, how?

Aut hors of caching domai n nanme server software SHOULD restrict these
nanmes to | ocal resolution and SHOULD NOT all ow queries for strings

t hat use these Special -Use Domain Nanes to be forwarded to the public
DNS for resol ution.

5. Authoritative DNS Servers

Are devel opers of authoritative domain name servers expected to nmake
their inplenmentations recogni ze these nanmes as special and treat them
differently? If so, how?

Aut hors of authoritative domain nanme server software SHOULD restrict
t hese nanes to | ocal resolution and SHOULD NOT all ow queries for
strings that use these Special -Use Domain Nanmes to be forwarded to
the public DNS for resol ution.

6. DNS Server QOperators

Does this reserved Speci al -Use Domai n Nane have any potential inpact
on DNS server operators? |If they try to configure their
authoritative DNS server as authoritative for this reserved nane,
will conpliant nane server software reject it as invalid? Do DNS
server operators need to know about that and understand why? Even if
the nanme server software doesn’'t prevent themfromusing this
reserved nane, are there other ways that it may not work as expected,
of which the DNS server operator should be aware?

The intent of the reservations in this | ANA Considerations section is
to prevent spurious and potentially problematic queries from
appearing in the public DNS. DNS server operators SHOULD al ways
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treat strings wth the Special -Use Donmain Nanmes in section 5 as nanes
for local resolution.

Since these strings are intended to have local use, it is quite
possi bl e that DNS operators woul d configure an authoritative DNS
server as authoritative for these reserved nanes in a private
network. This would be consistent with the goal of having these
nanmes resolved locally rather than on the public Internet. Conpliant
nanme server software MJUST NOT reject these nanes as invalid.

I nst ead, nane server software SHOULD allow for |ocal resolution of
the name and SHOULD NOT transmit a query for resolution into the
publ i c DNS.

5.2.7. DNS Registries/Registrars

How shoul d DNS Regi stries/Registrars treat requests to register this
reserved domai n nane? Should such requests be denied? Should such
requests be allowed, but only to a specially-designated entity? (For
exanpl e, the nanme "ww. exanple.org" is reserved for docunentation
exanples and is not available for registration; however, the nane is
in fact registered; and there is even a web site at that name, which
states circularly that the nane is reserved for use in docunentation
and cannot be registered!)

Requests to register any nanmes added to the Special -Use Domai n Nane
registry as part of the I ANA Consi derations section of this docunent
MUST be deni ed.

5.3. Domai n Nane Reservation Consi derations for nmai
5.3.1. Users

Are human users expected to recogni ze these nanes as speci al and use
themdifferently? In what way?

The reservations provided in this docunent are intended to reduce
spurious queries at the root of the DNS and avoid potenti al
collisions between resolutions of nanes in private nanme spaces and
the public DNS. Users do not have to know that these nanes are
speci al .

5.3.2. Application Software
Are witers of application software expected to make their software
recogni ze these nanes as special and treat themdifferently? In what

way? (For exanple, if a human user enters such a nane, should the
application software reject it wwth an error nessage?)
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These nanes are being added to the Special -Use Domain Nanme registry,

in part, because sone application software inplenentations have | ong
used these nanes for special purposes in private networks.

Devel opers of new applications do not need to filter or test for the
names. Instead, the intent is to reserve the nanmes for |ocal use and
avoi d unnecessary queries in the public DNS.

3. Nanme Resol ution APSs and Li braries

Are witers of nane resolution APIs and libraries expected to make
their software recogni ze these nanes as special and treat them
differently? If so, how?

Aut hors of nane resolution APIs and libraries SHOULD restrict these
nanmes to |ocal resolution and SHOULD NOT al |l ow queries for strings
that use these Special -Use Domain Nanes to be forwarded to the public
DNS for resol ution.

4. Caching DNS Servers

Are devel opers of caching donmain nane servers expected to nmake their
i npl enent ati ons recogni ze these nanes as special and treat them
differently? |If so, how?

Aut hors of caching domai n name server software SHOULD restrict these
nanmes to | ocal resolution and SHOULD NOT all ow queries for strings
that use these Special -Use Domain Nanes to be forwarded to the public
DNS for resol ution.

5. Authoritative DNS Servers

Are devel opers of authoritative domain name servers expected to nake
their inplenmentations recogni ze these nanmes as special and treat them
differently? If so, how?

Aut hors of authoritative domain name server software SHOULD restrict
t hese nanes to | ocal resolution and SHOULD NOT al |l ow queries for
strings that use these Special -Use Domain Nanmes to be forwarded to
the public DNS for resol ution.

6. DNS Server QOperators

Does this reserved Speci al -Use Domai n Nane have any potential inpact
on DNS server operators? |If they try to configure their
authoritative DNS server as authoritative for this reserved nane,
will conpliant nane server software reject it as invalid? Do DNS
server operators need to know about that and understand why? Even if
t he nane server software doesn’t prevent themfromusing this

pin & McFadden Expi res Septenber 3, 2015 [ Page 11]



| nt er net - Draf t Addi ti onal Reserved TLDs March 2015

5. 3.

8.

1

reserved nane, are there other ways that it nmay not work as expected,
of which the DNS server operator should be aware?

The intent of the reservations in this | ANA Considerations section is
to prevent spurious and potentially problematic queries from
appearing in the public DNS. DNS server operators SHOULD al ways
treat strings wth the Special -Use Donmain Nanmes in section 5 as nanes
for local resolution.

Since these strings are intended to have local use, it is quite
possi bl e that DNS operators woul d configure an authoritative DNS
server as authoritative for these reserved nanes in a private
network. This would be consistent with the goal of having these
nanmes resolved locally rather than on the public Internet. Conpliant
nanme server software MJUST NOT reject these nanes as invalid.

I nst ead, nane server software SHOULD allow for |ocal resolution of
the name and SHOULD NOT transmit a query for resolution into the
publ i c DNS.

7. DNS Registries/Registrars

How shoul d DNS Regi stries/Registrars treat requests to register this
reserved domai n nane? Should such requests be denied? Should such
requests be allowed, but only to a specially-designated entity? (For
exanpl e, the nanme "ww. exanple.org" is reserved for docunentation
exanples and is not available for registration; however, the nane is
in fact registered; and there is even a web site at that name, which
states circularly that the nane is reserved for use in docunentation
and cannot be registered!)

Requests to register any nanmes added to the Special -Use Domai n Nane
registry as part of the I ANA Consi derations section of this docunent
MUST be deni ed.
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