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Abstract

The OpenPGP development community benefits from sharing samples of signed or encrypted
data. This document facilitates such collaboration by defining a small set of OpenPGP certificates
and keys for use when generating such samples.

Status of This Memo

This Internet-Draft is submitted in full conformance with the provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering Task Force (IETF). Note that
other groups may also distribute working documents as Internet-Drafts. The list of current
Internet-Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months and may be updated,
replaced, or obsoleted by other documents at any time. It is inappropriate to use Internet-Drafts
as reference material or to cite them other than as "work in progress."

This Internet-Draft will expire on 22 June 2020.

Copyright Notice

Copyright (c) 2019 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Simplified BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Simplified BSD License.
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1. Introduction

The OpenPGP development community, in particular the e-mail development community,
benefits from sharing samples of signed and/or encrypted data. Often the exact key material used
does not matter because the properties being tested pertain to implementation correctness,
completeness or interoperability of the overall system. However, without access to the relevant
secret key material, a sample is useless.

This document defines a small set of OpenPGP certificates and secret keys for use when
generating or operating on such samples.

Samples are provided for two "personas”, Alice and Bob. Alice uses keys based on the Ed25519
elliptic curve algorithm, but Bob is a bit behind the times and has a 3072-bit RSA key.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are
to be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear
in all capitals, as shown here.

1.2. Terminology

This document makes use of the terminology section from [I-D.draft-dkg-openpgp-abuse-
resistant-keystore-04].

2. Alice's Ed25519 Samples

Properties:

* OpenPGP Version: 4

* Fingerprint: EB85 BBSF A33A 75E1 5E94 4E63 F231 550C 4F47 E38E
* Primary key algorithm: Ed25519 [I-D.ietf-openpgp-rfc4880bis]
 Primary key creation date: Tue Jan 22 11:56:25 GMT 2019

* Primary key capabilities: certify, sign

e User ID: Alice Lovelace <alice@openpgp.example>

» Symmetric algorithm preferences: AES-256, AES-192, AES-128, 3DES
» Hash algorithm preferences: SHA512, SHA384, SHA256, SHA224, SHA1
* Compresson algorithm preferences: ZLIB, BZip2, ZIP

* Subkey algorithm: Curve25519

* Subkey capabilities: encrypt

* Subkey creation date: Tue Jan 22 11:56:25 GMT 2019

* There are no expiration dates in the entire certificate
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* The secret key material is in the clear (no password)

* All OpenPGP signature packets contain a hashed Issuer Fingerprint subpacket (see [I-D.ietf-
openpgp-rfc4880bis]

2.1. Alice's OpenPGP Certificate

----- BEGIN PGP PUBLIC KEY BLOCK-----
Comment: Alice's OpenPGP certificate
Comment: https://www.ietf.org/id/draft-bre-openpgp-samples-01.html

mDMEXEcCE6RYJKwYBBAHaRw8BAQdArjWwk3FAqyiFbFBKT4TzXcVBgPTB3gmz1C/U
b701ul120JkFsaWNTIExvdmVsYWNLIDxhbG1ljZUBvcGVucGdwLmV4YW1lwbGU+1iJAE
ExYIADgCGWMFCwkIBWIGFQoJCAsCBBYCAWECHQECF4AWIQTrhbtfozpl4V6UTmPy
MVUMTOfj jgUCXaWfOgAKCRDYMVUMTOTj jukrAPoDnHBS0ogOmsHO0sd9qGsiZpgRn0
dypvbm+QtXZqth9rvwD9HcDCOtC+PHAsO70Th1S1TC9RiJsvawAfCPaQZoed8gK4
OARCRwTpEgorBgEEAZdVAQUBAQdAQV8GIa2rSTzggbXCpDDYMiKRVitCsy203x3s
E9+eviIDAQgHiHgEGBYIACAWIQTrhbtfozpl4V6UTmPyMVUMTOTj jgUCXECEGQIDb
DAAKCRDyMVUMTOTj j LnQAQDFHUS6TIcxrNTtEZFjUFm1MOPJI1Dng/cDWAXN8Ofsn
OQEA22Kr7VkCjeAECO8VSTeV+QFsmz55/1ntWkwYWhmvOgE=

=1IGO0

2.2. Alice's OpenPGP Secret Key Material

----- BEGIN PGP PRIVATE KEY BLOCK-----
Comment: Alice's OpenPGP Transferable Secret Key
Comment: https://www.ietf.org/id/draft-bre-openpgp-samples-01.html

1FgEXECE6RYJKwYBBAHaRw8BAQdArjWwk3FAqyiFbFBKT4TzXcVBqPTB3gmz1C/U
b701ul0AAP9XBeW61zGOLx7zHHIASUDUTh2pggYGMzdOP3ulJ2AfvQ4RtCZBbG1
ZSBMb3Z1bGF jZSA8YWxpY2VAb3B1lbnBncC51eGFtcGx1PoiQBBMWCAA4AhsDBQsJ]
CAcCBhUKCQgLAgQWAgMBAh4BAheAFiEE64W7X6M6deFelE5]8) FVDEOH444FA121
nzoACgkQ8jFVDE9H447pKwD6A5xwUqIDprBzrHfahrImaYEZzncgb25vkLV2arYf
a78A/R3AwtLQvjxwLDuzk4dUtUwvUYibL2sAHwj2kGaHnfICnFOEXECE6RIKKwYB
BAGXVQEFAQEHQEL/BiGtqOk84KmlwqQw2DIikVYrQrMttN8d7BPfnr4iAwEIBwAA
/3/xFPG6UL7rhTuq+07gmEvaFYKfxRB6sgAYiW6 TMTpQEK6IeAQYFggAIBYhBOUF
ul+jOnXhXpROY/IxVQxPR+00BQJcRwTpAhsMAA0oJEPIxVQxPR+00WdABAMUdAS zpM
hzGs100RkWNQWbUzQ8nUOeD9wNb j E3zR+y fRAQDbYqvtWQKN4AQLTXVINS5X5AWyb
Pnn+WelaTBhaGa86AQ==

=n80M
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2.3. Alice's Revocation Certificate

----- BEGIN PGP PUBLIC KEY BLOCK-----
Comment: Alice's revocation certificate
Comment: https://www.ietf.org/id/draft-bre-openpgp-samples-01.html

iHgEIBYIACAWIQTrhbtfozpl4V6UTmPyMVUMTOT]jjgUCXaWkOwIdAAAKCRDYMVUM
TOfjjoBLAQDA9UKZFKRFGCooVcVoDVmxTaHLUX1Ig9TPh2f7zzI9KgD/SLNXUOaH
06T0z0S7C9lwIHwwdHdAXgf5BzuhLT9iuAM=

=Tm8h

3. Bob's RSA-3072 Samples

Properties:

* OpenPGP Version: 4

* Fingerprint: D1A6 6E1A 23B1 82C9 980F 788C FBFC C82A 015E 7330
* Primary key algorithm: RSA 3072 [RFC4880]

* Primary key creation date: Tue Oct 15 10:18:26 GMT 2019

 Primary key capabilities: certify, sign

* User ID: Bob Babbage <bob@openpgp.example>

» Symmetric algorithm preferences: AES-256, AES-192, AES-128, 3DES
» Hash algorithm preferences: SHA512, SHA384, SHA256, SHA224, SHA1
* Compresson algorithm preferences: ZLIB, BZip2, ZIP

* Subkey algorithm: RSA 3072

* Subkey capabilities: encrypt

* Subkey creation date: Tue Oct 15 10:18:26 GMT 2019

* There are no expiration dates in the entire certificate

* The secret key material is in the clear (no password)

o All OpenPGP signature packets contain a hashed Issuer Fingerprint subpacket (see [I-D.ietf-
openpgp-rfc4880bis]
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3.1. Bob's OpenPGP Certificate

----- BEGIN PGP PUBLIC KEY BLOCK-----
Comment: Bob's OpenPGP certificate
Comment: https://www.ietf.org/id/draft-bre-openpgp-samples-01.html

mQGNBF21nPIBDAC5cL9PQoQLTMuhjbYvb4Ncuuo®@bfmgPRFywX53jPhoFf4Zg6mv le42bg81pmdXF
DcCZCi+qEbatmTQzkAqyzS3nCh3IAqq6YOkBuaKLm2tSNUO1ZbD+0HYQNZ5Jix7c
ZUzs6Xh4+I55NRWL15smrLg66y0QoFPy9jot/Qxikx/wP3MsAzeGaZSEPcOfHp5G1
6r1GbxQ3v18/usUV7W+TMEML1jgwd5x8POR6HC8EaCDfVnUBCPi/Gv+egLjsIbPJIZ
ZEroiE40e6/U0CiQt1pQB5exPJYSd1Q1ltxCwueih99PHepsDhmUQKiACszNU+RRo
zAYau2VdHqnRJI7QYdxHDiH49jPKANTMyb/tJh2TiIwcms IpGuQGNBF21nPIBDADW rIFI1WuoLb+KZgbYn30W;jCPHV
dTrdZ2CqnZbG3SXwbawH9bzRLVIEXkbhIMez0deCVdeo+wFFk1h8/5VK2bOvk/+w
gMIxfpallHvILobzOP9fvrswsr92MA2+k901WeISR7qEzcIOFdg8AyFAEXaEK6Vy
jP7SXGLwvfisw340xuZr3gmx1SufudtoH3XrB7QIN8XyqqbsGxUCBgWif9RSK4Xj
zZRTe561PeiSJJ0IciMP9i21dI+KgLycyeDvGoBjOHCLO3gVaBedubVrj5KjhX2PV
NEJd3XZRzaXZE2aAMQ==

=NXei
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3.2. Bob's OpenPGP Secret Key Material
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----- BEGIN PGP PRIVATE KEY BLOCK-----
Comment: Bob's OpenPGP Transferable Secret Key
Comment: https://www.ietf.org/id/draft-bre-openpgp-samples-01.html

1QVYBF21nPIBDAC5cL9PQoQLTMuhjbYvb4NcuuoObfmgPRFywX53jPhoFf4Zg6mv
/se0XpgecTd0cVttfzC8ycIKrt3aQTiw0G/ctaR4Bk/t6ayNFfdUNXHWk4WCKzdz
/56 fW200F23qIRd8UUIp5IITN4RDARCtdhVQIAuzvp20Vy/LaS2kxQoKvph/5pQ/]j81SYqOsHRKBhUp4gM869VA+fDOBRP
fqPTOI9IH40a/A3jYJIcg622GwQYA1LhnP208Waf6PkQSI6ky r8ymY1lyVh9VBE/g6
fRDYA+pkgKnw9wfH2Qho3ysAA+OmVOX8H1dg+Pc0Zs0e5pCavbOEN8iFLVTAOQ2E
LR5rLue9uD7aFuKFU/VdcddY9Ww/vo4k5p/tVGp7F8RYCFN9rSjIWbfvvZilg5Tx
+akoZbga+49qQ4WYzB/obdX6SCmi6BndcQ1QdjCCQU6gPYXOMddVERDbIPp9+2SXDyL
hpxjSyz+RGsZi/9UAshT4txP4+MZBgDfK3ZqtW+h2/eMRxkANqOJpxSjMyLO/FXN
WxzTDYeWtHNYiA10wlQZEPOydZFty9IVzzNFQCIUCG]jQ/nNyhw7adSgUk3+BXEx/ fzzH9qek85c41jtLyNufe
doL2pp3vkGtn7eDOQFRaLLmnxPKQ/T1ZKdLE1G3u8Uot8QHicaR6GNAdc5UXQIE3
BiV7jZuDyWmZ1cUNwJkKL60Rtp+ZNDOQCrLNLecKHcgCqrpjSQG500ubalIllQeVvl
sP44dhAlnkmLHtx1TOzpeHj4jnk1FaXmyasurrrI5CgU/L20i39DGKTH/A/cywDN
4Zp11Q9zR8enkbXquUZvFDe+Xz+6xRXtb5MwQyWODB3nHW85HocLwWROINOWAQEI+
L8a/56Au0whs811kSuiITjR7r9SgKJC2WLAH17E81hJ3VDW3ELC56KH308d6mw0G
ZRAQIAKZM1T5FGjMBhq7ZV0eqdEntBh3EcOIfj2M8rglMzIv+0OmHZOI jByawikad
BVgEXaWc8gEMANYwv1xsYyunXYKOX1vY/rP1INNPvhLYyLIE7NpK9OYNBj+xS11dGD
bUdZgZeef2xJe8gMQgO5D0oD1DF3GipZ0Ies65beh+d5hegb7N4pzhOLzrBrVNHar
29b5ExdI7i4iYD5T06Vr/qTUOLAN/byqELEZAb+L+b2DVz/RoCm4PIp1DU9ewcc?2
WB380fqut3nLYA5tqJ9XvAiEQme+qAVcM3ZFcaMt4I4dXhDZZNg+DI9LiTWcxdUPB
leu8iwDRjAgyAhPzpFp+nWoqWA81uIiULWD1Fj+IVoY3ZvgivoY0iEFBJ91lbb4dte
g9m5UT/AaVDTWuHzbspV1biVe+qyB77C2daWzNyx6UYBPLO04r0t0c91kbNE51gj
Z7xz610sON1U8BVvQ91EFSeQJoSQ62XWavYmLCLmdANT6BNTfgh4icLsT7Vr1QMX9jzn
JtTPxdXytSdHvpSpULsqJ01610dtmONcK3z9mj5N5z0k1tg1AH970TGY0e2alcSx
IRDMXDOPyzEf jwARAQABAAVIF2Cws jS+Sjh1MlveglbZjeidgF 1IHHpEMOKOPSXsp
SfVvpR4A0SI4He6CXSMWgO0t8XKtDuZoV9jnJaES5UL9pMAD7IwI0qZm/DYVIM5h
0ASCh1c356/wSbFbzRHPtUdZ09Q30WFNIM5pHbCJPj tNoRmRGKkf71RxtvHBzYy7np
Ga+W6U/NVKHWOi0CYwMIOY1KDakYW3Pm+QL+gHZFvngGweTodOf912VLLAmeQR/ c
+EZs71NumhuZ8mXcwhUc9JQIhOkpO+wreDysEFkAcsKbkQP3UDUsSA1gFx9pbMzTO
trlozq2a4QBtxShHzP/ph7KLpN+6qtjks3xB/yjTgaGmt rwM8tSeOwD1RwXS+/10
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BHpXTnQ7Tfe0OGUAu4KCo0QLV6ELpKWbRBLWuiPwMdbGpvVFALO8+kvKAg9/r+/ny
zM2GQHY+J3Jh5JIxPiJnHfXNZjIKLbFbIPdSKNyJBuazXW8xIa//mEHMI50cvsZBK
ClAIp7LXzjEjKXIwHwWDcTn9pBgDpdOKTHOtI3JUKxO rWVsDH6wq6iKV/FTVSY5j1
ZN+puOEsskF1Lfxn9JsJihAV0O3yNsp6RvkKtyN1FazaCVKtDAmkjoh60XNxcNRqr
gCnwdpbgdHP6Vv/hvZY54Zaljz6L2e8unNEKYLxDt8cmAyGPgH2XgL7giHIp9jrsQ
aS381gnYwNX6wElaEikgtY91nqJjwPlibF9avSyYQoMtEqQM/1UjTjB2KdD/MitK5
fPOVpvuXpNYZedmyq4UOMwdkiNMGAOrfmOeTOolgL rTMT5H97Cn3Yxbk13uXHNu/
ZUZZNe8s+QtuLfULKAJtLEUUtN33T1IWQY522FVOmM17S+b80xJib3yZVIteVurrh5
HSWHAM+zghQAvCesg5CLXa2dNMkTCmZKgCBvfDLZuZbjFwnwCI6u/NhOY9egKuUf
SA/je/RXaT8m5VXLYMxwqQXKApzD87fvOtLPLIVIEVjEsaf992tFEFSNPcG11l/jpd
5AVXw6kKuf85UkJtYR1x2MkQD rqY1QX/XMwOOkt8y9kMZUrel9aCArcmor+hDhR]
E3Gt4QJrD9z/bICESw4b4z2DbgD/Xz9IXsA/ r9cKiM1h5QMtXvuhyfVeMOlenhxM
GbOH39jqqGNKysxOUODGEwr6AV9hAd8RWXMchJLaExK9J5SRawSg6710bAU24SdY
vMQ9Z4kAQ2+1ReUZzf30gSMRZtMT+d18gT6L90/y+APZIaocArLPhebIAGq39HLm]
26x3z0WAgrpA1kNs jXEXkoiZGPLKIGoe3hqJAbYEGAEKACAWIQTRpm4aI7GCyZgP
eIz7/MgqAV5zMAUCXaWc8gIbDAAKCRD7 /MggAV5zMOn/C/9ugt+HZIwX308zI+QX
c5vDLReuzmJ3ieEODMO/uNSC+K1XEi0SIZP91HeZJI2kbT9nn9fuReuoffOTODief
rowcIQQHFFkrqSp1K3VWmUGp2JrUsXFVdjy/fkBIjTd7c5boWljv/6wAsSTiv2Vo
JSMBEFUBTYXxswGjFVfc6X97tINeIrXL+mpSmPPqy2bztcCCHKWS5 INLWQw+R7Vg
71Feb6yBSNVrqC2/imYG2J9z1lowjx1XU63Wdggqp2Wxt0180msB/W80S1fRF5G4SDH
S9HXgUXXqPsBRZJYfP+VStmIL5P/sKjCcX6WtZR7yS6G8zj /X767MLK/djANvpPd
NVniEke6hM3CNBXYPAMhQBMWhCulcoz+01xi8L34rMN+Dsbma96psdUrn7ulLaB91
6weOCTfF8qgm7BsVAgalon/UUiuMY80U3ueoj30kiSTiHIjD/YtpXSPioC8nMng7
XgAY9Bwizt4FWgXuLmlad+S04V9j1TRCXd12Uc212RNmgDE=

=miES

3.3. Bob's Revocation Certificate

----- BEGIN PGP PUBLIC KEY BLOCK-----
Comment: Bob's revocation certificate
Comment: https://www.ietf.org/id/draft-bre-openpgp-samples-01.html

iQG2BCABCgAgFiEEQaZuGiOxgsmYD3iM+/zIKgFeczAFA121nQQCHQAACgkQ+/zI
KgFeczAIHAvV/Rrl1GLPFKsWOBShC8sVtPfbTIN9lUqyrsgBhrUryM/i+rBtkbnSjp
28R5araupt00g1g2L5VsCRM+ql0jfOzrzX0orKfAO7OHCP3X+MLEquvztMUZGIRZ
7TSMgIY1MeFgLmOw9pDKT3tSoouBOpPe5eVfXviEDD02z0fdntjPyCMIxHgAcjZo
XgMaurV+nKWoIx0zbdpNLsRy4JZcmnOSFdPw37R8U2miPi2gNyVwcyCxQyOLjN7Y
AWadrs9vEODrneSVP20pBh17g+Dj2uXJQRPVXcqbw9g5Fir6DnlhekTLsa78T5¢cD
n8q7aRusMTALPAO00SENOgINgsVcjuILkPNleD+zGAgHgdiKaepl+P3pbo5n0CLKi
UCAsLnCE08eBV9DCb/n1F1I5yhQhgQyMY1lp/49H0JSc3IY9KHhv6fOzIaRWsOJuD
aj cXTJ9AyB+SA6GBb9Q+XsNXjZ1gj75ekUD1sQ3ezTvVfovgP5bD+vPvILhSIMKB
alév3zld/x/1

=mMwU

4. Security Considerations

The keys presented in this document should be considered compromised and insecure, because
the secret key material is published and therefore not secret.

Applications which maintain blacklists of invalid key material SHOULD include these keys in
their lists.

Einarsson, et al. Expires 22 June 2020 Page 9



Internet-Draft OpenPGP Example Keys and Certificates December 2019

5. IANA Considerations

IANA has nothing to do for this document.

6. Document Considerations

[ REC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial changes can be suggested via
merge requests at https://gitlab.com/openpgp-wg/openpgp-samples or by e-mail to the authors.
Please direct all significant commentary to the public IETF OpenPGP mailing list:

openpgp@ietf.org

6.1. Document History
Changes between -00 and -01:

e converted to XML2RFC v3
* added internal backreferences to sample material to spread awareness
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