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Abst ract

At the 62nd | ETF neeting, it was requested that the authors of
Congestion Notification Process for Real -Tine Traffic (RT-ECN) draft

| ook at rate proportional marking as an nethod of indicating that
traffic has exceeded a configured rate. In version 03 of RT-ECN
draft (draft-babiarz-tsvwg-rtecn-03) we stated, when the rate exceeds
the engi neered traffic level, all packets as indicated by a DS
codepoi nt from ECN-capabl e end-systens are marked to indicate
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meno, we | ooked at the two approaches,
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1. I nt roducti on

At the 62nd | ETF neeting, it was requested that the authors of
Congestion Notification Process for Real -Tine Traffic (RT-ECN) draft

| ook at rate proportional marking as an nethod of indicating that
traffic has exceeded a configured rate. |In version 03 of [RT-ECN|
draft we stated, when the rate exceeds the engineered traffic |evel,
all packets as indicated by a DS codepoi nt com ng from ECN- capabl e
end-systenms are nmarked to indicate congestion for the duration of the
experienced congestion. We will refer to it as "threshold based"
mar ki ng.

Qur understanding of rate proportional marking is that if the
nmeasured traffic rate as indicated by a specific DS codepoint is
exceeded by h% that h%of traffic as a rate needs to be ECN marked.
Qur definition of threshold based marking is that when a rate is
exceeded, all packets that are marked with the specific DS codepoi nt
are ECN marked until the traffic rate drops bel ow t he neasured
threshold. The duration of ECN marking can be control by the fil

| evel of the token bucket above enpty. Both of these netering and
mar ki ng approaches can be done using token bucket or other nethods.

RT- ECN draft proposes a new set of ECN semantics to provide two

| evel s of congestion as well netering and marki ng behavior. It is
applied to real-tinme inelastic flows such as Vol P and vi deo
conferencing for control of adm ssion and preenption of real-tinme
flows.

As the anal yses are sone what |engthy, we will present our
conclusions first followed by the detail ed analysis of threshold
based and rate proportional marking for flow adm ssion control and
preenpti on.

1.1 Requirenments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2.

Concl usi ons

Both rate proportional marking and threshold based marki ng approaches
were conpared for two different uses in the network. The first use
is for admission of new flows into the network. The second is for
preenpti on of existing flows.

As a result of our analysis, we believe that rate proportiona

mar ki ng of real-time traffic is not appropriate for adm ssion contro
of new flows in to the network. Threshold based marki ng provides a
much faster and nore deterministic indication that traffic on the
path is congested (exceeds configured |evel). Rate proportiona
mar ki ng approach woul d be inappropriate for use in situations where
Service Level Agreements for bandw dt h managenent are required.
Since this is the nost likely scenario for the use of adm ssion
control, this shortcom ng severely handicaps its applicability.

For flow preenption, both the rate proportional and threshold based
mar ki ng met hods can work for a network where all flows have a single
or no precedence (flow inportance). For networks that need to
support one or nore | evel of precedence, the threshold based approach
shoul d be used. The threshold based approach works under all network
conditions, traffic flow scenarios and with nmulti precedence |evels
for traffic within a service class. Rate proportional marking, if

i npl enmented as a strictly random mar ki ng process, could lead to
situations where the percentage of marking does not represent the
rate of congestion experienced on the end-to-end path. The second

i ssue arises when there are two or nore precedence (flow i nportance)

| evel s of traffic being managed. A strictly random marki ng process
is not flow precedence aware, and it nmay result in higher precedence
traffic being targeted for preenption when | ower precedence traffic
is still present on the link. Again, fromthe perspective of the
nost |ikely use cases, this is highly undesirable. A rate
proportional based marking approach does however provide additiona
information to end systenms that may be used to assess the relative
severity of congestion on the network or for conparison of which flow
has encountered nore congestion. A rate proportional marking
approach could be used in networks were there are no flow precedence
| evel s.

Further discussion is needed on whether threshold based and rate
proportional marking should both be allowed for flow preenption with
RT-ECN. Note, it is felt that both approaches could be used as |ong
t he marki ng met hod matches the end systens expectation

Babi arz, et al. Expires January 12, 2006 [ Page 4]



I nternet-Draft Docunent July 2005

3. Analysis for Adm ssion Contro

For admi ssion control of new flows into the network, it is desirable
that feedback about traffic | evel (congestion level) on the flow s
path is fast, as call setup delay is a critical paranmeter that users
of the VolP service look at. For RT-ECN, during call setup, a
signaling protocol such as SIP is used to trigger the sending of RTP
probe packets in both directions along the path that voice or video

will take to test the current traffic level. The RTP probe flow uses
the sane source/destination |IP address and port nunber as the nedia
to guarantee that the path is identical. The data rate of the probe

flowis deliberately held to the mninumto avoid affecting the |ink
nore than necessary.

Taki ng the case of the RTP probe streamfor a rate proportiona
mar ki ng approach, consider the case where 100 fl ows have been
admtted and a RTP probe is used to test for adm ssion of the 101st
flow The threshold for adm ssion is at a data rate equivalent to
100 flows. Under this condition, there is a high probability that
the ECN marki ng of the RTP probe packets would indicate that the path
is not congested and the new fl ow woul d be admitted. The point at

whi ch the system coul d be guaranteed to deny adm ssion woul d be

hi gher than the threshold point. |If the reason to set the threshold
is to meet the needs of a Service Level Agreenent, this meke the
process of choosing threshold for inplementing the system somewhat
problematic. The choice of threshold is affected by the expected
traffic level as is illustrated in the follow ng analysis. The
analysis is a first |evel approximtion of feedback mechanisns in the
rate proportional and threshol d based marki ng systens.

3.1 Rate Proportional versus Threshol d Based Marking

The high I evel performance anal ysis of rate proportional marking
versus threshol d based marking for adm ssion control is provided in
this section. The charts shown here are representative only of sonme
features of the two systens. They were generated using a spreadsheet
and calculating using call arrival rates. To sinplify the

cal culations, no attenpt was nmade to accommbdate randomess in
arrivals, enforcenment of whole calls being admtted within each
calculation interval, or show the effects of |atency in the network.
Al'l of these would affect both schemes and make them much | ess snpoth
than these charts show but the |long term average nunber of calls
admtted would be the sane.

The first chart illustrates the rate proportional based adm ssion
control scheme. The charts show a |link engineered for 10 calls. The
call arrival rate (how many new calls arrive per mnute) is varied.
Call hold time (how long the call remains active) is fixed at 300
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seconds (5 M nutes).

As the 2 CPM (Calls Per Mnute) line illustrates, as we follow the
time line fromleft to right, we start fromno calls and the arrival
rate exceeds the departure rate (2 CPM arrival rate vs 0 CPM
departure rate ) so the level rises. As the nunber of calls on the
link increases, the departure rate starts to rise as well, until at
10 calls per mnute, the arrival rate equals the departure rate and
the system stabilizes at 10 calls.

Rate Proportional Marking Based Admission Control
(Link Eng = 10 Calls: 2 Calls/Min)
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Keeping the threshold for the rate proportional marking at 10 Calls
per m nute and | ooking at other arrival rates, as the arrival rate
i ncreases, the curve becones steeper at the begi nning but always
eventually levels off where the departure rate equals the arrival
rate. As can be seen fromthe graph, at an arrival rate of 4 Calls
per mnute (i.e. twice the arrival rate for which the Iink was

engi neered) the equilibriumpoint is about 13 calls.

The behavior of the threshold based adni ssion control schene is
illustrated in the graph below. That behavior is: 100% admni ssion
when the nunber of calls is just below the threshold, and 100% deni al
when the number of calls just exceeds the threshold. Note that the
curves show artifacts of the sinplifications that we used in creating
these charts in that they don't provide unit increases. Note also
that no preenption process is at work here, only the natural
departure rate of the system
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Threshold Based Admission Control
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In conparing the two strategies, the general observation that can be
made is that the rate proportional based adm ssion control schene
does not achieve the objective of Iimting adm ssion at an engi neered
I evel of 10 calls. |In conparison, the threshold based adm ssion
control schenme provides a hard engineered Iimt of 10 calls.

The performance of the rate proportional schene is highly dependent
on the actual call arrival rates. In a situation where a Service
Level Agreement requires choosing thresholds that nust be hard
limts, this conplicates the engineering process so that the system
must either accept the possibility of oversubscription, which could
result in degraded service for ALL Real-Tine flows on the link (not
just the offending set of flows), or of setting overly conservative
t hreshol ds that guarantee that bandw dth woul d be unused. Either
way, the choice of threshold is not intuitively apparent so the risk

of m s-understandi ng between parties about the purpose of the
threshold is very high.

For this reason we believe that threshold based marking is the
correct approach for admission control of newreal-tine flows. It
provi des nmuch faster indication to the new flow that the path is

bel ow or above the configured traffic level prior to admtting the
flowinto the network, and it provides an intuitive understanding of
the performance of the network so that working with the systemis

si npl er.
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4.

Anal ysis for Preenption

Preenption of flows on a network is a behavior intended to protect
the network from unusual situations. An exanple would be the case
where a network failure results in re-routing of traffic on the
network, delivering nore traffic to a particular link than was
originally admitted. It also includes the case where a network
operates with nmultiple precedence levels (e.g. conmmercial E911

servi ce, Governnent Energency Tel ecomrmuni cation Service (CGETS),
Defense Switch Network (DSN), etc.) and where higher precedence calls
are nore inportant than routine calls. |In this case, the adm ssion
control threshol d described previously would apply to routine calls
only. High precedence calls would presumably be adnmitted to sone

hi gher traffic |evel (other congestion level). Normally, the
percentage of these calls is quite | ow conpared with routine calls on
the network. There are, however, tinmes when a disaster event mi ght
cause a very |l arge number of higher precedence calls to be initiated.
At those tinmes, there needs to be a nmechanismfor the network to
protect it self and shed | oad, presumably by preferentially
preenpting routine or |ower precedence sessions to pernmit the higher
precedence flows to be admtted.

As an aside to this discussion, it should be noted that the ability
to preferentially shed load in a "panic" situation is an existing
capability of the Public Switched Tel ephone Network (PSTN). The
mechani sns at work however are based on the physical connections of
wires within the PSTN "switch". Critical services are physically
wired to the | ow nunbered positions on the line cards. |If the switch
needs to start shedding |load, these are the last to go, and the first
to come back into service. Since there is no real protocol involved
in this mechanism it can't be directly ported to the Vol P world.
However, the migration from TDM based to Vol P based t el ephony
currently involves the loss of this capability.

Returning now to our analysis of rate proportional and threshold
based preenption schenmes, we note that there must, unavoidably, be
sonme di fference between a preenption threshold and an adm ssion
control threshold. The adm ssion control process could exist for

pur poses of neeting the needs of a Service Level Agreenment to

al l ocate bandwi dth between applications on a converged |ink.

However, the preenption process is a second | evel process that
protects the network from over subm ssion. It is used to protect a
converged network from having all of its bandw dth consunmed by real -
time flows that have DiffServ markings that give them preferentia
access to network resources. The preenption threshold provides a way
of inplenmenting a protection schenme that is targeted at renopvi ng sone
of the | ower precedence traffic fromthe network during high
congesti on peri ods.
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For rate proportional based preenption schenes, some of the sane
i ssues which are faced in a rate proportional based adm ssion contro

scheme will face the preenption schene. That is to say that, if not
properly controlled, it could result in preenption of higher
precedence traffic when | ower precedence traffic still exists on the

link. Rate proportional based schenmes do, however, bring sonething
else to the table so they cannot be disnissed conpletely.

4.1 Where Rate Proportional Marking May be Usef ul

For rate proportional marking, a flow that passes through a higher

| evel of congestion would have a hi gher nunber of packets ECN nmarked
whereas a flow of the sane rate that passes through | ower |evel of
congesti on woul d have fewer packets ECN marked. A flow that passes

t hrough several congestion points would al so have a hi gher nunber of
packets ECN marked versus a flow of the same rate that passes only

t hrough a single congestion point. A flow of higher rate would get
nore packets ECN marked than a flow of |ower rate flowi ng through the
same congestion point.

The inplications of these observations are as follows. The absence
of an ECN marking on a single packet does not indicate the absence of
congestion in the network. However, where markings are viewed over a
sufficiently long period of tine, and assumi ng that we have
controlled the inplenentation so that the percentage of marking is
truly representative of the overall percentage of congestion, rate
proportional marking provides additional information to end systens
that is not available in a threshold based preenpti on schene.

However, tine is required to arrive at a good estimate of the actua
network behavior. Lower rate systens nmay need to wait |onger before
they could nmeke a determ nati on of whether an event was persistent vs
transitory, or significantly above vs slightly above.

A rate proportional marking tells the end systemnot only that the
threshol d has been exceeded, but al so gives the end system a way of
estimati ng whether the flowis experiencing small or |arge
congestion. It does not, however, provide an indication of the
nunber of flows that represent the non-conformant traffic as the
measuring point nornmally is not flow aware. Al so should the packet
fl ows encounter a second or third congestion point on the path,
additional marking will be performed distorting the rate of
congestion that is reported to the end system

Once a flow has been admitted, it may be useful in some application
of RT-ECN to report the percentage of a flow s packets that exceed
the preenption threshold. Assum ng that the inplenentation
effectively controlled the probability of marking on a flow by fl ow
basis, this marking could be used in the selection of which flow
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shoul d be preenpted first. The flow with the highest percentage
mar ki ng passes through a hi gher congestion point or it passes through
several points of noderate congestion and thus nmakes a better

candi date for preenption than other flows reporting a smaller
percentage of marked packets. It may still not be selected for
preenpti on because of rules governing the behavior of precedence vs
routine traffic but the ability to nake these decisions nmay inprove

t he overall performance of the system

4.2 Limtations of Rate Proportional Marking

Real -tinme flows nmay be variable rate or constant rate, and nay have
fixed or variable packet sizes. Variable rate traffic may consist of
vari abl e size packets with fixed emitted intervals, fixed size
packets with variable emtted intervals or variable size packets with
variable enm ssion intervals. In IP networks different flows from
different end systems, although constant rate, may use different
fixed size packet (60 versus 200 byte) as well as different packet
emit intervals, therefore different constant rate flows as wel
variable rate flows may be flow ng through the congestion point.
Normal |y, a router neasures aggregated traffic and is not flow aware.
Marking is perforned on the traffic aggregate and not per flow If
the aggregate traffic rate is exceeded by "k" bits per second, then
the expectation for a rate proportional marker is to mark packets at
"k" bits per second on packet boundaries. However, the ECN marker
does not know to which flow the packet that is being marked bel ongs,
therefore flows will have there packets marked randomy

Bel ow is an exanple illustrating where rate proportional marking by
itself would not identify the nunber of flows that are non-
conf or mant :

Al traffic is sourced from endpoints that send 200 bytes every
20ms (constant rate 80kbps) or 50 packets per second. A single
rate control (congestion) point is configured on a router to
support 10 independent flows of 50 packets per second for a tota
rate of 800kbps or 500 packets per second. Now one additiona

fl ow of 50 packets per second (200 bytes every 20nms) is added into
the path for a total of 11 flows which is equivalent to 880kbps or
550 packets per second. Below is an exanple illustrating where
rate proportional marking by itself would not identify the nunber
of flows that are non-confornmant:

Using rate proportional marking for the above sinple case on
average 50 out of 550 packets every second woul d be nmarked as non-
conformant until the load is reduced through the rate contro
(congestion) point in the network. The marking of 50 packets
every second woul d be random zed with no association to flows.
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Packets belonging to nore than one fl ow would be marked as non-
conformant. Depending on the neasurenent tine interval in the
endpoints and the traffic characteristics, many and possibly al

11 endpoints will see sonme packets marked as flow ng through a
congested point in the network. However, each endpoint does not
have enough information to determine the rate of congestion in the
network. We can't use a sinple policy such as "preenmpt at |evel X
of marking" in the endpoint to make the preenption deci sions.

Rate proportional marking in routers does not identify the nunber
of flows that needs to be preenpted nor does congestion marking of
packets of a single flow as observed at the endpoint provide
enough information to determne the | evel of congestion is
experienced.. Oher nmechanisnms in the preenption system need to
be in place.

A second example illustrates a potential for unfairness in marking
bet ween fl ows:

Alink carries traffic from8 fixed rate voice flows with G 729
codec at 10 ms fram ng intervals and 3 fixed rate voice flows with

G 711 codec at 20 ns framing interval. The first 8 voice flows
have 50 byte packets at 100 tinmes per second. The other 3 flows
have 200 byte packets at 50 tines per second. |If we assune a

t oken bucket style of nmetering, the point in the cycle that is
nost |ikely to detect the threshold first is on the packet with
the largest size. |In fact, if we are just barely above the
preenption threshold, we would expect that the enpty token bucket
event woul d occur every tine on the | arge packet instead of being
distributed evenly anpng all fl ows.

This exanple illustrates the fact that control over marking rates
on a flow by flow basis is not generally provided by typica
processes for random marking. Great care nust be exercised to
ensure that these issues are overcone. The exanple here used two
voice flows. The probl em becones nmuch nore severe with a

conbi nati on of variable rate video flows, since the video flows on
an i nstantaneous basis could be as nmuch as 20 tines the throughput
of a single flow, even if they are only 5 times as nuch on an
average basis. They also send nmultiple packets in quick
successi on whi ch makes one of those packets far nmore likely to be
mar ked than the other voice flows. A sinple rate proportiona
mar ki ng scheme di scrim nates by nore aggressively marking flows
with |arge packets or flows that are nmore bursty.

Exanpl e 3 exposes limtation of using rate proportional marking to
determ ni ng how many or which flows to preenpted:
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Now |l et's consider a different scenario, in this scenario al

flows nonitored are transnitted fromthe sane source. The

recei ving network edge device conputes the non-conformant rate and
signals the rate to the transmtter. The sinple response is for
the transmitter to reduce its rate by the signal ed anount,

term nating one or nore flows. However, there are situations
where the conputed congestion rate by the receiving end systemis
not accurate.

The first situation is where nultiple congestions points exist

al ong the path. Both congestion points marking packets to
indicate their |evel of congestion, resulting in packet flows
bei ng marked twice as well with sone remarking by the second
congestion point of packets nmarked by the fist congestion point.
In that case, the measured congestion in the receiving end system
as a representation rate proportional marking is not accurate.
This could lead to nore fl ows being preenpted than may be
necessary.

The second situation arises when flows take are nonitored at the
receiving end take different paths through the network and were
| evel s of congestion nay not be the sane. The summ ng of marked
packets at the nonitoring end system does not provide what the
congestion level is along a specific path. Rate proportiona
marking its self does not provide how many flows need to be
preenmpted from each path.

Exanpl e 4 discusses rate proportional marking and different flow
precedence | evel:

Anot her issue arises when there is traffic fromtwo of nore
precedence |l evels in the network and where there are many higher
precedence flows and only a few or one | ow precedence fl ow going

t hrough a congestion point the problem becones nore acute. The
router that is perfornmng rate proportional marking is not flow or
precedence aware and, if using a sinple token bucket approach and
wi |l mark packets as token are used up. Since there is a larger
nunber of high precedence vs | ow precedence packets fl ow ng

t hrough the congestion point, the probability is high that the

hi gher precedence packets will be nmarked and the one | ow
precedence flow will not be marked. Wthout a significantly

| onger | atency and nore conpl ex decision making, this would result
in preenption of the higher precedence flow even though there was
a | ow precedence flow on the path that should be the flow sel ected
for preenption. US DoD' s DSN or DRSN networks are exanples were 5
or 6 levels of flow precedence is used with the requirenent that
the | owest precedence flow(s) that pass through a congestion

poi nt(s) versus preenpting a flow(s) that pass through the highest
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congestion point or one that pass through several congestion
poi nts.

Exanpl e 5 di scusses control over the randonmess and farness of
mar Ki ng:

Finally the issue of control over the randomess is an inportant
i ssue in determ ning whether those benefits could be achieved.
For exanple, the traditional rate base policing algorithnms based
on token buckets result in al nbst guaranteed marking of the | ast
few packets of a "bunch" of packets that arrive very close
together. Codecs that emt packets on a fixed interval have a
hi gh likelihood of creating the scenario where packets fromtwo
flows arrive in the sanme sequence and at about the sane relative
timng fromframe to frane. Since nothing prevents the | ast
packets in the sequence from having a hi gher precedence, it is
highly likely that a | ower precedence flow that falls at the

begi nning of that bunch will remain unmarked fromframe to frame
while the precedence flow at the tail of that bunch would al ways
be mar ked.
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5. Security Considerations
Thi s docunent doesn't propose any new nechanisms for the |nternet

protocol, and therefore doesn't introduce any new security
consi derati ons.
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